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- TCP
- Firewall issues
- DNAT
- VPN - MTU/MSS
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Top firewall issues

- Misconfigured addresses

- Misconfigured ports

- Incorrect firewall direction/zone
- Incorrect order
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Firewall direction
- 2 modes
. Zone based
« Default - deny everything
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Firewall direction
- Directional based
- 3 directions
» In - Inbound to that interface
« Out - Leaving the interface
» Local - Traffic destined to firewall
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ZONE A ZONE B
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Microsoft Windows [Version 10.8.18363.535]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32>
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Firewall rule order
- Starts with rule 1
- Processes until match
- Or final default action
- Usually a drop all rule
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rule 1 { rule 2 {
action drop action accept
destination { destination {
address address
192.168.1.0/24 192.168.1.0/24
} )
source { source {
address address

172.25.1.0/24 172.25.1.0/24
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DNAT

- Port forward

- Private |IP to public IP mapping
- Common issue port assignment
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TCP DNAT Issues

INTERNAL IP
192.168.1.1

PUBLIC IP
130.211.198.130

INTERNAL IP
192.168.1.2
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TCP Issues with MTU / MSS

MTU

- Data fragmentation

- 1500 bytes by default

MSS

- Max user data across connection
- Generally MTU minus 40 bytes




TCP Issues with MTU / MSS

192.168.1.0/24 192.168.2.0/24
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UDP Common Issues

Main issues
- Firewall
- Incorrectly configured services
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Firewall issues
- Same issues as TCP
- DHCP issues
- Understanding of ports
- Raw sockets bypass firewall rules
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UDP Firewall Issues

Firewall issues
- DNS
- Operational port 53
- Dual protocol
- 512 bytes and under is UDP
. Over 512 bytes is TCP
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Service issues
- TCP and UDP rely on services
- UDP service Issues more common
- Top 3
- DHCP
- DNS
- NTP




ubnt@ubnt: ~5 D



Module
Review

Syntax is key for addresses and ports
Know you directions

Zones require traffic pairing

Order of operations matter
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DNAT - Watch for port overlap
MTU / MSS - WISP, and VPN

UDP firewall misconfiguration

UDP services reload clears memory




