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Common Problems with QUIC



Version Incompatibility
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Tools for Testing QUIC



Beyond Packet Data

Il quic BHED ~] + Badm
No. Time Delta Source Destination Protocol Info

1.752967 0.000000 . .58.195.68 Initial, DCID=d52fada828345f56, PKN: 1, CRYPTO,
22 1.863245 0.110278 216.58.195.68 192.168.0.39 QUIC Initial, SCID=d52fada828345f56, PKN: 1, ACK, CRY
23 1.863245 0.000000 216.58.195.68 192.168.0.39 QUIC Handshake, SCID=d52fada828345f56
24 1.863245 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
25 1.864152 0.000907 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
26 1.864553 0.000401 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
27 1.864748 0.000195 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
28 1.864935 0.000187 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
29 1.865074 0.000139 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
43 1.901793 0.036719 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
44 1.901793 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
45 1.901793 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
46 1.901793 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
48 1.902126 0.000333 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
49 1.905744 0.003618 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
50 1.905942 0.000198 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
51 1.921922 0.015980 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
52 1.921922 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
53 1.922289 0.000367 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
55 1.924482 0.002193 192.168.0.39 172.217.164.109 QUIC Initial, DCID=58d97d8f5c818c3d, PKN: 1, CRYPTO,
56 1.938992 0.014510 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
57 1.938992 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
58 1.939331 0.000339 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
59 1.943806 0.004475 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
61 1.944157 0.000351 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
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Online Tools
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Online Tools
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Browser Tools
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Yep. V1 and d29

Example: Chrome Developer Tools



Chrome Developer Tools

® © W Q | ([ Preservelog (J Disable cache | No throtting v + 3

Filter (J) Hide data URLs m XHR JS CSS Img Media Font Doc WS Manifest Other (] Has blocked cookies () Blocked Requests
200 ms 400 ms 600 ms 800 ms 1000 ms 1200 ms 1400 ms 1600 ms 1800 ms 2000 ms 2200 ms

Name Method Status | Protocol Type Initiator Size Time Server Waterfall
|| www.wireshark.org GET 304 h2 document Other 545B 345 ms cloudflare b ]
. jquery.min.js GET 200 h3-29 script (index) (memory ca... 0ms sffe |
| | tab-fixes.js GET 200 h3-29 script (index) (memory ca... 0 ms cloudflare |
| wireshark_logo@2x.png GET 200 h3-29 png (index) (memory ca... 0 ms cloudflare |
/2| sflogo.png GET 200 h3-29 png (index) (memory ca... 0 ms cloudflare |

switcher.min.css GET 200 h2 stylesheet (index) (disk cache) 9ms cloudflare I
| | css?family=Source+Sans+... GET 200 h3-29 stylesheet (index) (disk cache) 9ms ESF |
|| font-awesome.min.css GET 200 h2 stylesheet (index) (disk cache) 15 ms cloudflare |
| | bootstrap.min.css GET 200 h2 stylesheet (index) (disk cache) 19 ms cloudflare |
|| theme.min.css GET 200 h2 stylesheet (index) (disk cache) 24 ms cloudflare |

color-defaults.min.css GET 200 h2 stylesheet (index) (disk cache) 19 ms cloudflare |
|| swatch-white.min.css GET 200 h3-29 stylesheet (index) (disk cache) 19 ms cloudflare |
| | custom.css GET 200 h3-29 stylesheet (index) (disk cache) 19 ms cloudflare |
__| swatch-blue.min.css GET 200 h3-29 stylesheet (index) (disk cache) 19 ms cloudflare |
| | swatch-gray.min.css GET 200 h3-29 stylesheet (index) (disk cache) 19 ms cloudflare |

awatrh-hlack min rae GFT 200 h3-29 atvlachaat findex\ (dick rarhe) 10 ma  rlandflare 1




Command Line Tools
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Testing QUIC Support with Online and
Browser tools




Troubleshooting QUIC with Wireshark




Course Overview
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Module 2 - Who Uses QUIC?
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Module 2 — The QUIC Protocol Stack
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Wanna Use QUIC?

= Module 3 - QUIC Handoff
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Module 3 - QUIC Packets and Frame

In QUIC Frame
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Module 4 - QUIC Iin Wireshark

Il quic BHED ~] + Badm
No. Time Delta Source Destination Protocol Info

1.752967 0.000000 . .58.195.68 Initial, DCID=d52fada828345f56, PKN: 1, CRYPTO,
22 1.863245 0.110278 216.58.195.68 192.168.0.39 QUIC Initial, SCID=d52fada828345f56, PKN: 1, ACK, CRY
23 1.863245 0.000000 216.58.195.68 192.168.0.39 QUIC Handshake, SCID=d52fada828345f56
24 1.863245 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
25 1.864152 0.000907 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
26 1.864553 0.000401 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
27 1.864748 0.000195 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
28 1.864935 0.000187 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
29 1.865074 0.000139 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
43 1.901793 0.036719 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
44 1.901793 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
45 1.901793 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
46 1.901793 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
48 1.902126 0.000333 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
49 1.905744 0.003618 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
50 1.905942 0.000198 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
51 1.921922 0.015980 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
52 1.921922 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
53 1.922289 0.000367 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
55 1.924482 0.002193 192.168.0.39 172.217.164.109 QUIC Initial, DCID=58d97d8f5c818c3d, PKN: 1, CRYPTO,
56 1.938992 0.014510 216.58.195.68 192.168.0.39 QUIC Protected Payload (KP@)
57 1.938992 0.000000 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
58 1.939331 0.000339 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
59 1.943806 0.004475 216.58.195.68 192.168.0.39 QUIC Protected Payload (KPQ)
61 1.944157 0.000351 192.168.0.39 216.58.195.68 QUIC Protected Payload (KP@), DCID=d52fada828345f56
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Protocol Deep Dive: QUIC
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