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Common Problems with QUIC



Version Incompatibility

QUIC v1?

Sorry, only draft-29

www.yoursite.com

v1



Firewall/Network Support

Client
www.example.com

Firewall Rules
Not UDP:53?

d29QUIC
UDP:443

Load Balancer
Only TCP?

VPN Support
WAN Accel
NAT Rebind

IDS Support
Packet Inspection?



Tools for Testing QUIC



Beyond Packet Data



Testing QUIC Support

Online Tools
Testing Public Sites

Command Line
In-Depth Testing

Browser Tools
Testing Public and 

Private Servers



Online Tools

QUIC?

Yep. V1 and d29

www.yoursite.com

v1



Online Tools



Browser Tools

QUIC?

Yep. V1 and d29

www.yoursite.com

v1

Example: Chrome Developer Tools



Chrome Developer Tools



Command Line Tools

www.example.com

v1
curl –http3 https://www.yoursite.com

http3 200 OK



Demo

This bullet list 
with 

animations

Testing QUIC Support with Online and 
Browser tools



Demo

This bullet list 
with 

animations

Troubleshooting QUIC with Wireshark



Module 2 – Introduction to QUIC

Module 3 – Analyzing QUIC with Wireshark

Module 4 – Troubleshooting QUIC

Course Overview



Module 2 - Who Uses QUIC?



Module 2 – The QUIC Protocol Stack

Congestion Control
Loss Recovery



Module 3 - QUIC Handoff

192.168.1.100 : 1000 10.1.1.100 : 443
SYN

SYN/ACK

ACK
CLIENT HELLO

SERVER HELLO

GET

FINISHED

Wanna Use QUIC?



Module 3 – QUIC Packets and Frame

In QUIC Frame

QUIC Packet



Testing QUIC Support

Online Tools
Testing Public Sites

Command Line
In-Depth Testing

Browser Tools
Testing Public and 

Private Servers



Module 4 - QUIC in Wireshark



Protocol Deep Dive: QUIC

Chris Greer
Protocol Analyst/Wireshark Instructor

@packetpioneer www.packetpioneer.com


