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What Should | Topics:

Know Already” - IGMP/MLD
- IPv6
- Wireshark

Pluralsight Courses:
- Protocol Deep Dive: IGMP and MLD
- Routing IPv4 and IPv6
- Getting Started with Wireshark



https://app.pluralsight.com/library/courses/protocol-deep-dive-igmp-mld
https://app.pluralsight.com/library/courses/routing-ipv4-ipv6
https://app.pluralsight.com/library/courses/getting-started-analyzing-network-traffic-wireshark
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Optimizing Traffic Flows
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Multicast Immutable Truths

Multicast Applications are NOT transactional
Multicast Applications are UDP-Based

Multicast Traffic Flows One Way




GloboTicket Takes Off!
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The Multicast Source
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Sends to radio frequency
Source is radio station
Destination is airwaves

Radio Station has no
visibility on Listeners




Multicast is Like Local Radio
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Multicast is Like Local Radio
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Multicast is Like Local Radio
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Sends to network
Source is fixed IP

Destination is multicast
group address IP

Source has no visibility
on receivers




Multicast Recelivers

Similar to radio tuner
Signals interest in multicast group

Depending on protocol version:
- Can request any source sending to group

- Can request specific source sending to
group



Multicast Receiver Request Options

Any-Source Multicast

Request specifies only multicast group
address

Every source sending to the group
address will be delivered

Source-Specific Multicast

Request specifies multicast group
address and specific source IP address

Only the stream from the requested
source will be delivered



Multicast Receiver Signaling Protocols

IGMP
IPv4 Only
Three Versions
Supports ASM in Version 1/2/3
Supports SSM in Version 3

MLD
IPv6 Only

Two Versions
Supports ASM in Version 1/2
Supports SSM in Version 2



Membership Reports
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Multicast Group
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Membership Reports
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PIM Join Conversion
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Group Membership Timers

IGMP Connected Group Membership
Group Address Interface
239.3.2.1 GigabilitEthernetl

IGMP Connected Group Membership
Group Address Interface

239.3.2.1 GigabitEthernetl

IGMP Connected Group Membership
Group Address Interface

239.3.2.1 GigabitEthernetl
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Multicast Querier




Multicast Querier
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Triggered Report
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Triggered Report
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Leaving a Multicast Group
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Leaving a Multicast Group
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More Information

Protocol Deep Dive: IGMP and MLD

Nick Russo



https://app.pluralsight.com/library/courses/protocol-deep-dive-igmp-mld

Introducing PIM
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Router-to-Router Avoid Multicast Optimize Multicast
Protocol Forwarding Loops Traffic Flow



Introducing PIM

PIM Dense Mode (PIM-DM) PIM Sparse Mode (PIM-SM)
RFC 3973 RFC 7761

Source-Specific Multicast
(PIM-SSM)

RFC 4607

BiDirectional PIM (BIDIR-PIM)
RFC 5015




Default Link-Local Multicast Groups (IPv4)

224.0.0.1 224.0.0.2
All Systems All Routers



Default Link-Local Multicast Groups (IPv6)

FFO2:1 FFO2:2
All Nodes All Routers



All PIM Routers Group (IPv4 and [Pv6)

IPv4 IPv6
224.0.0.13 FFO2::D



Multicast Forwarding is a Feature

Activate the Feature On Each Don’t Assume Neighbors Can
Multicast Interface Forward Multicast Traffic



Dynamic Neighbor Discovery




Dynamic Neighbor Discovery




LHR Output

IP Multicast Routing Table
Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD,
State/Mode

(%, 239.3.2.1), 20:40:12/00:02:56, RP 0.0.0.0, flags:
DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:
GigabitEthernet1, Forward/Dense, 20:40:12/stopped
GigabitEthernet2, Forward/Dense, 20:40:12/stopped

(16.99.1.100, 239.3.2.1), 00:00:08/00:02:51, flags: T
Incoming interface: GigabitEthernet2, RPF nbr
10.10.255.1
Outgoing interface list:
GigabitEthernet1, Forward/Dense, 00:00:08/stopped



Don't forget to turn on
multicast routing!



