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Overview IKEv1 versus IKEv2 

IKEv2 benefits 

IKEv2 modes 

IKEv2 authentication 

IKv2 phases



IKE version 2
Internet Key Exchange; Adds enhancements to 
protocol over version 1, as well as changes to 
functionality and communications structure.



IKEv1 and IKEv2

IKEv1 IKEv2

Authentication is PSK or PKI 

SA lifetime negotiated 

Slower negotiation 

Stricter traffic selection per SA 

Easier to configure 

Obsolete version 

Authentication is PSK, PKI, or EAP 

MOBIKE provides mobility and 
multihoming 

SA lifetime configured locally 

High availability native to protocol 

Faster negotiation 

Flexible traffic selection per SA



IKEv2 Benefits



Reliability

Message flow system uses requests followed by responses

Initiator is responsible for ensuring reliability of the traffic  
being sent

Upon lack of receipt of response after a request, initiator either 
drops the connection or retransmits the request



IKEv2 Mobility and Multihoming Protocol

Mobility 

Keeps VPN connection active 
when changing IP addresses

Multihoming 

When interface drops, traffic 
is moved to another interface



High Availability

 

VPN Clients VPN Headend 1

VPN Headend 2

X



High Availability

 

VPN Clients VPN Headend 1

VPN Headend 2



What Traffic to Protect?

IKEv1 

Exact parameters must be 
agreed upon, only one set per SA

IKEv2 

Multiple combinations allowed 
within each SA



Optional IDr Payload

Multiple SAs can be created using the same IP range, port,  
and protocol combination

Identities let the devices know “who” is talking to “who”

Initiator chooses identity that they want to talk to using the same IP 
address and other parameters as the other identities



Lifetime
IKEv2 allows for local lifetime 
configuration; no negotiation occurs



IKEv2 Modes



IKEv2 Modes

IKE_SA_INIT IKE_AUTH



IKEv2 Modes

IKE_SA_INIT replaces purpose of main mode and aggressive mode 
exchanges from a high level

Proposals containing algorithms, SA parameters, and keying 
material are sent to confirm available functionality

IKE_SA_INIT exchange takes the place of main mode’s first 2 
exchanges



IKE_AUTH



IKEv2 Authentication



IKEv2 Authentication

Pre-shared key 

Uses shared passwords to 
authenticate peers

Public Key Infrastructure 

Uses certificates to authenticate 
peers based on CA trust points



Available in both versions 

Built into IKEv2 

Efficient 

Quick computation



Extensible 
Authentication 

Protocol

Provides flexible authentication mechanisms 

Method of authentication for 802.1x/NAC 

Asymmetric keys 

Passwords 

Symmetric keys



IKEv2 Phases



IKEv2 Phases

Phase 1 

IKE_SA_INIT 

Establishes ISAKMP SAs

Phase 2 

IKE_AUTH 

Establishes IPsec SAs



Demo

Configure and test IKEv2 

Analyze the packets

Demo



Summarizing IKEv2



Summary
IKEv1 versus IKEv2 

IKEv2 benefits 

IKEv2 modes 

IKEv2 authentication 

IKEv2 phases 

Demo



Here comes IPv6!


