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Overview Types of IPsec VPNs

|IPsec implementation options
IPsec site-to-site VPN
IPsec remote access VPN

IPsec extras




Site-to-Site and Remote ACC e e amations i
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Site-to-Site VPN | Remote Access Vv

Logically connect sites together Logically connect endpoint to another

hetwork
GRE over IPsec (DMVPN)

IPsec using the OS IP stack
Protects entire network

_ Protects individual devices
Provides corporate resources to other

sites Provides individuals access to corporate
resources

Useful in WIiFi hotspots




IPsec Implementations



GRE over IPsec

— with |

Encapsulate entire packet

DMVPN with IPsec

sec

|IPsec over GRE

Protect only the payload




Virtual Tunnel Interfaces

Static or dynamic
Site-to-site or remote access

Can be quick IPsec setup

Another basic option besides crypto maps




Maps IPsec tunnels to MPLS VPNs to secure and
encrypt traffic going out of the interfaces.
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Added animations to these icons and

QemOte ACCGSS \/DN bullet text lines

Configured directly on OS or via application installed on device

Many vendors and commercial services offer these types of VPNs

Used to access corporate resources or provide protection
in public WiFi



IPsec |IPv4 to |IPvo Conversion

Mixed Mode Dual Stack IPv6 over |IPv4




Added animations to these icons and

Dynamic Multipoint VPN ™

Next Hop Resolution Protocol (NHRP) helps route traffic over
non-broadcast multiple access networks

Multipoint Generic Routing Encapsulation allows for a single
interface to support many IPsec tunnels

IPsec is our IP security suite that protects our traffic!



Configure basic DMVPN with IPsec
e Only using AH, no ESP!
Verify IPsec operations

Analyze the traffic and debug the router




How we’ll connect

Configure VPN through Windows
machine

Analyze the traffic using Wireshark




O Child SA

O ISAKMP SA is the parent

- IPsec SA is created via the parent

- Known as Child SA



ESP does not have a port number

- How does PAT work for packets without
dedicated port?

NAT-Traversal |
NAT-T detects NAT devices on path

ESP packets are encapsulated inside of
UDP/4500 packets
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