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All our favorite features are back!
- Ping
- Traceroute
- MTU Discovery
- Firewalling

Agenda



IPv6 Ping Packet Flow
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IPv6 Ping in Action



ICMPv6 Echo-request

Type 128 is echo-request (no codes)

Used to identify process/daemon
Used to match request to reply



ICMPv6 Echo-reply

Type 129 is echo-reply (no codes)

Replying node retains value
Replying node retains value



IPv6 Traceroute Packet Flow – First Hop
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IPv6 Traceroute Packet Flow – Second Hop
FC00:10:1:2::2

Source 
IP

10:1:4::4

Dest. IP
10:2:5::5

UDP Dest. Port
33437 – 33439

Original
UDP pkt

ICMPv6
Hop-exc

Dest. IP
10:1:4::4

Source 
IP

10:1:2::2

Hop
2

FC00:10:1:4::4



IPv6 Traceroute Packet Flow – Termination
FC00:10:2:5::5

Source 
IP

10:1:4::4

Dest. IP
10:2:5::5

UDP Dest. Port
33440 – 33442

Original
UDP pkt

ICMPv6
Port-
unrc

Dest. IP
10:1:4::4

Source 
IP

10:2:5::5

Hop
3

FC00:10:1:4::4



Demo

   
 

IPv6 Traceroute in Action



IPv6 UDP Traceroute Probe

Target won't be listening

No payload data



ICMPv6 Hop Limit Exceeded

Type 3 is "time exceeded"
Code 0 means "hop limit"

Encapsulates original
UDP probe



ICMPv6 Port-unreachable

Type 1 is "unreachable"
Code 4 means "layer-4 port"

Encapsulates original UDP probe



IPv6 MTU Signaling and "Fragmentation"
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Smarter Fragmentation with IPv6



ICMPv6 "Packet Too Big"

Reveals the MTU

Type 2 is "packet too big" (no codes)

Encapsulates original packet



Firewall Design for ICMPv6

icmp echo-request (128/0)

icmp echo-reply (129/0)

udp traceroute probe (dest port 33434 - 33464)

icmp hop-limit-exceeded (3/0)

icmp port-unreachable (1/4)

icmp admin-
prohibited (1/1)

icmp packet-too-big (2/0)

Don't forget about 
link-local traffic like 
NS, NA, RS, RA!
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Firewalling for ICMPv6



ICMPv6 Admin-prohibited

Type 1 is "unreachable"
Code 1 is "firewall denied"

Encapsulates original packet



Thank you!Study IPv6 NDIPv4 and IPv6 are 
similar

Final Thoughts
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