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Understanding ND operations
- IPv4 ARP and IPv6 basics needed!

IPv6 ND in action, by the numbers

Packet analysis

Agenda



How IPv6 ND Works

ICMPv6 NS (DAD)
Anyone using FE80::4? Silence means I'm good! 

ICMPv6 NS
What is the MAC for FE80::1? Reply to FE80::4!

ICMPv6 NA
MAC for FE80::1 is 00:A6:16:00:00:01

FE80::4 FE80::1



Non Link-local Communication

ICMPv6 RS
Where are all the IPv6 routers?

Data flow
Source: FC00:10:1:4::4

Destination: FC00:10:2:5::5

ICMPv6 RA
I am one, and here is a prefix:

FC00:10:1:4::/64

Data 
flow

FC00:10:1:4::4
FC00:10:2:5::5FE80::4



Demo

   
 

IPv6 ND: The NS and NA



IPv6 Neighbor Solicitation – DAD 

Type 135 means NS
No codes 

Sender's desired address

Prevent looped-back NS (RFC 7527) 



IPv6 Neighbor Solicitation – ND 

Type 135 means NS (again)
No codes 

Remote address to resolve

Sender's MAC address



IPv6 Neighbor Advertisement

Type 136 means NA
No codes 

MAC binding for FE80::1 !!!

Remote address to resolve



Demo

   
 

IPv6 ND: The RS and RA



IPv6 Router Solicitation

Type 133 means RS
No codes 

MAC of client



IPv6 Router Advertisement

M Flag – RFC 4861
O Flag – RFC 4861
H Flag – RFC 3775
PRF – RFC 4191
P Flag – RFC 4389

Type 134 means RA
No codes 

Hop limit: new name for TTL



IPv6 RA Options

MAC of router

Helps prevent fragmentation

Dynamic and stateless
addressing for clients!!!



It "just works"It is "polite"NS, NA, RS, RA

IPv6 ND In Review
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