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Designing Network Security for ICMP



   
 

Stateless firewall basics

Watching traceroute fail

High Level ICMP firewall design

Report firewall drops with ICMP

Packet analysis

Agenda



Stateless Firewall Operation

CLIENT SERVERR1

R3

R2

Allow ping and telnet only.
Do not retain flow state.

ping

telnet

http



Demo

   
 

Watching traceroute fail



Firewall Design for ICMP

icmp echo-request (8/0)

icmp echo-reply (0/0)

udp traceroute probe (dest port 33434 - 33464)

icmp ttl-exceeded (11/0)

icmp port-unreachable (3/3)

icmp admin-
prohibited (3/13)

icmp packet-too-big (3/4)



Demo

   
 

Let's test our firewall policy!



ICMP "Admin-prohibited"

Type 3 is "unreachable"
Code 13 is "traffic denied"

Encapsulates original packet



Timestamp

Type 12

Timestamp-reply

Type 13

Time-exceeded

Type 11

Frag reassembly

Code 1

Redirect

Type 5

All codes

Less Common ICMP Permits to Consider



ICMP for IPv4 
complete!

Start with the 
basic design

Permit some ICMP 
messages

ICMP Security Design Recap
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