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Fragmentation ... Who cares?

Discovering MTU
- Using ping bracketing
- Using ping sweeping

Packet analysis

Agenda



Break large packets into smaller packets (fragments), so 
that the resulting pieces can pass through a link with a 
smaller MTU than the original packet size.

Fragmentation



The IPv4 "Don't Fragment" (DF) Bit

Large Packet
DF-bit = 0 

Frag 
1

Frag 
2

Large Packet
DF-bit = 1 

ICMP unreachable
Packet Too Big



Advantages

Increased application portability

Disadvantages

Compute-intensive on routers (IPv4)

Compute-intensive on targets

Reduced application performance

Increased encapsulation

Attack vector

Fragmentation Discussed



Demo

   
 

MTU Discovery via Ping Bracketing



Demo

   
 

MTU Discovery via Ping Sweeping



Packet with DF-bit Set

DF-bit is set

Large packet



ICMP "Packet Too Big"

Reveals the MTU

Type 3 is "unreachable"
Code 4 is "packet too big"

Encapsulates original packet



Security risksPacket-too-bigMinimum MTU 
along path

Fragmentation In Review
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