
@nickrusso42518   www.njrusmc.net

NETWORK ENGINEER
Nick Russo

Using Traceroute



   
 

New ICMP messages

Traceroutebehind the scenes

Traceroute in action

Packet analysis

Troubleshooting with traceroute

Agenda



New ICMP Messages with Traceroute

Port Unreachable

TTL Exceeded



ICMP TTL-exceeded (11/0)
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ICMP TTL-exceeded with Postage



ICMP Port-unreachable (3/3)



Traceroute Packet Flow – First Hop
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Traceroute Packet Flow – Second Hop
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Traceroute Packet Flow – Termination
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Demo

   
 

Traceroute in action



UDP Traceroute Probe

Target won't be listening

Remember this checksum

No payload data



ICMP TTL-exceeded

Type 11 is "time exceeded"
Code 0 means "in transit"

Encapsulates original UDP probe

Look familiar?



ICMP Port-unreachable

Type 3 is "unreachable"
Code 3 means "layer-4 port"

Encapsulates original UDP probe



Demo

   
 

Troubleshooting with traceroute



Using ICMP Echo Instead of UDP – First Hop
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Using ICMP Echo Instead of UDP – Second Hop
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Using ICMP Echo Instead of UDP – Termination
10.1.4.4 10.2.5.5

Source 
IP

10.1.4.4

Dest. IP
10.2.5.5

ICMP
echo-request

ICMP
echo-reply

Dest. IP
10.1.4.4

Source 
IP

10.2.5.5

TTL
3



Used to find path 
through network

TTL exceeded +

Port unrecahable

UDP probes +

ICMP replies

Traceroute In Review
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