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Take a step back ... Why ICMP?

Ping in action

Packet analysis

Troubleshooting with ping

Agenda



More than ping ... 
but ping best 

known
RFC 792Internet Control 

Message Protocol

What Is ICMP?



Our Network

Globomantics Wired Brain Coffee Co
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Ping Packet Flow
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Demo

   
 

Ping in action



Detour: Wireshark

CLIENT SERVERR1

R3

R2

Free download:
wireshark.org



ICMP Echo-request

Type 8 is echo-request (no codes)

Used to identify process/daemon

Used to match request to reply



ICMP Echo-reply

Type 0 is echo-reply (no codes)

Replying node retains value

Replying node retains value



Type 0: ICMP echo-reply

Code 0: No code

Type 3: Destination unreachable

Code 3: Port unreachable

Code 4: Packet Too Big

Code 13: Admin prohibited

... up to 15!

Type 8: ICMP echo-request

Code 0: No code

Interesting ICMP Type/Code Examples



Finding the Fault
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Demo

   
 

Troubleshooting with ping



Outside in 
troubleshooting

Per-packet 
accountingTest connectivity

ICMP Ping In Review
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