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New message types in classic FTP

Changes to FTPS and SFTP

TFTP; simple and strong

Security summary

Agenda



New FTP Features
FC00:10:1:4::4

Src Port
46732

Dst Port
21

FTP FEAT

FC00:10:2:5::5

EPRT, EPSV
Dst Port
46732

Src Port
21



IPv6 FTP Active Mode Download

Src Port
46732

Dst Port
21

FTP EPRT
50967

Src Port
46732

Dst Port
21

FTP RETR
R1.cfg

FTP-DATA
0110010111010110

Dst Port
50967

Src Port
20

FC00:10:1:4::4 FC00:10:2:5::5



IPv6 FTP Active Mode Upload

Src Port
46736

Dst Port
21

FTP EPRT
33591

Src Port
46736

Dst Port
21

FTP STOR
R3.cfg

Src Port
33591

Dst Port
20

FTP DATA
0110010111010110

FC00:10:1:4::4 FC00:10:2:5::5



Demo

   
 

Exploring IPv6 FTP active mode



IPv6 FTP Required Features



IPv6 FTP Active Mode Download



IPv6 FTP Active Mode Upload



The EPRT Command

Old PORT example:
10,2,5,5,180,32

1: IPv4
2: IPv6

Easy to read



The EPSV Command

Src Port
46724

Dst Port
21

FTP EPSV

Entering PASV mode
42579

Dst Port
46724

Src Port
21

FC00:10:1:4::4 FC00:10:2:5::5



IPv6 FTP Passive Mode Download

Src Port
46724

Dst Port
21

FTP RETR
R1.cfg

FTP-DATA
0110010111010110

Dst Port
54273

Src Port
42579

Src Port
54273

Dst Port
42579

TCN SYN
For Data Transfer

FC00:10:1:4::4 FC00:10:2:5::5



IPv6 FTP Passive Mode Upload

Src Port
46740

Dst Port
21

FTP STOR
R3.cfg

Src Port
50185

Dst Port
42543

TCN SYN
For Data Transfer

Src Port
50185

Dst Port
42543

FTP DATA
0110010111010110

FC00:10:1:4::4 FC00:10:2:5::5



Demo

   
 

Retesting IPv6 FTP with passive mode



IPv6 FTP Passive Mode Download



IPv6 FTP Passive Mode Upload



The EPSV Command

This may be carried in EPSV replies later



Demo

   
 

Can FTPS work with IPv6?



IPv6 FTPS Active Mode



IPv6 FTPS Passive Mode

Also true for IPv4



Demo

   
 

How about SFTP with IPv6?



IPv6 SFTP Initial Setup



IPv6 SFTP Data Transfer

All data is private



Demo

   
 

Last but not least ... IPv6 TFTP



IPv6 TFTP Download

Nothing IP-specific here!



IPv6 TFTP Upload

Nothing IP-specific here!



Don't forget 
ICMPv6 Neighbor 

Discovery (ND)

Account for new 
IPv6 addressing

Ports and flows 
are identical

Security Advice for IPv6 FTP



ipv6 access-list ACL_INSIDE_FTP_ACTIVE_IN_V6
permit tcp FC00:10:1:4::/64 host FC00:10:2:5::5 eq ftp
permit tcp FC00:10:1:4::/64 host FC00:10:2:5::5 eq ftp-data
permit icmp FE80::/10 FE80::/10
deny ipv6 any any log

ipv6 access-list ACL_OUTSIDE_FTP_ACTIVE_IN_V6
permit tcp host FC00:10:2:5::5 eq ftp FC00:10:1:4::/64
permit tcp host FC00:10:2:5::5 eq ftp-data FC00:10:1:4::/64
permit icmp FE80::/10 FE80::/10
deny ipv6 any any log

Cisco Access-list Example
Template for IPv6-based rules for allowing FTP

Allows neighbor discovery

Allows neighbor discovery



Security for IPv6 
similar to IPv4Easy migrationEPRT and EPSV

Final Thoughts on IPv6 FTP 



Thank you!Secure vs. 
unsecure

Active vs.    
passive

Course Summary
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