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How FTPS works

Introducing digital certificates and PKI

Configuring and testing FTPS

Does our firewall policy still work?

Agenda



FTP Without Confidentiality

R2 SERVERR1

R3

CLIENT

FTP PASS: ftppass /  FTP RETR: fw_pps.txt

FTP data payload: "Here is our firewall PPS ..."



Initial Setup Changes for FTPS
10.1.4.4

Src Port
41206

Dst Port
21

FTP FEAT

10.2.5.5

AUTH TLS,
PBSZ, PROT

Dst Port
41206

Src Port
21

Src Port
41206

Dst Port
21

FTP AUTH TLS



Many moving 
parts

Encrypted 
communications

Stronger 
authentication

Introduction to Digital Certificates



High-level PKI Operations

R2 SERVERR1

R3

CLIENT

CA

CSR

CERT

CSR

CERT



Demo

   
 

Repelling the attackers with FTPS



FTPS Setup Actions



What's Happening?



FTPS Active Mode Download



Demo

   
 

Can FTPS handle PASV and/or uploads?



FTPS Passive Mode Upload



Does Our Firewall Need Updates?

R2 SERVERR1

R3

CLIENT

TCP 21
FTP SIGNALING
TCP 42500-42599
FTP DATA

FTPS active mode won't
work across NAT devices!



Unsecure FTP

Authentication via user/pass

Signaling insecure

Data insecure

Active mode across NAT with SW

Faster and lighter weight

FTPS

User/pass or client-side certs

Signaling always secure

Data optionally secure (PROT)

Active mode never works across NAT

Cert exchange and more traffic overall

Unsecure FTP vs. FTPS
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