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STARTING AT THE BEGINNING: FTP ACTIVE MODE

Protocol Deep Dive: FTP
and Its Variants



   
 

The Globomantics mission

FTP active mode operations

Demo and packet analysis

Active FTP through stateless firewalls

Agenda



The Globomantics Network

R2 SERVERR1

R3

CLIENT



FTP General Login Process
10.1.4.4

Src Port
41138

Dst Port
21

FTP USER
ftpuser

10.2.5.5

Src Port
41138

Dst Port
21

FTP PASS
ftppass

Username OK,
need password

Dst Port
41138

Src Port
21

FTP SIGNALING – TCP 21



FTP Active Mode Download
10.1.4.4

Src Port
41138

Dst Port
21

FTP PORT
46197

10.2.5.5

Src Port
41138

Dst Port
21

FTP RETR
R1.cfg

FTP-DATA
0110010111010110

Dst Port
46197

Src Port
20



FTP Active Mode Upload
10.1.4.4

Src Port
41142

Dst Port
21

FTP PORT
44667

10.2.5.5

Src Port
41142

Dst Port
21

FTP STOR
R3.cfg

Src Port
44667

Dst Port
20

FTP DATA
0110010111010110



Demo

   
 

FTP active mode download



Detour: Wireshark

Free download:
wireshark.org

R2 SERVERR1

R3

CLIENT



FTP Initial Actions



FTP Login and Transfer Setup

Client: Open a
session to me!



FTP PORT Command Deep Dive

Client's IP address

Client is listening on
this TCP port

180 * 256 = 46080
46080 + 117 = 46197



FTP Active Mode Download

File contents



FTP Interactive Commands

File permissions File name



Demo

   
 

Can we upload files too?



FTP Active Mode Upload



FTP Active Mode Security Challenge

R2 SERVERR1

R3

CLIENT

ping

telnet
http

Allow ping and telnet only.
Do not retain flow state.



Demo

   
 

Securing active mode FTP



Difficult to secureOutside inOld school

FTP Active Mode in Review
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