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The Globomantics mission
FTP active mode operations
Demo and packet analysis

Active FTP through stateless firewalls
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FTP General Login Process

10.1.4.4 10.2.5.5

FTP SIGNALING - TCP 21
(== = ——— >
FTP USER Dst Port Src Port
ftpuser 21 41138

Src Port Dst Port Username OK,
21 41138 heed password
FTP PASS Dst Port Src Port
ftppass 21 41138




FTP Active Mode Download

10.1.4.4 10.2.5.5
FTP PORT Dst Port Src Port
46197 21 41138
FTP RETR Dst Port Src Port
R1.cfg 21 41138

Src Port Dst Port FTP-DATA
20 46197 0110010111010110




10.1.4.4

FTP Active Mode Upload

FTP PORT Dst Port Src Port
44667 21 41142

FTP STOR Dst Port Src Port
R3.cfg 21 41142

FTP DATA Dst Port Src Port
0110010111010110 20 44667

10.2.5.5

AL




FTP active mode download




Detour: Wireshark

No. Time Source Destination  Protocol Time to live Info
0.012680 10.2.5.5 UDP 4916033440 Len=0
0.013327 .2.5. 10.1.4.4 ICMP Destination unreachable (Port unreachable)
0.013513 .1.4. 10.2.5.5 UDP 4916133441 Len=0

0.013760 10.1.4.4 ICMP Destination unreachable (Port unreachable)
0.018151 .1.4. 10.2.5.5 UDP 49162-33442 Len=0

0.018852 .2.5. 10.1.4.4 ICMP Destination unreachable (Port unreachable) F re e d OW n I Oa d -
[
Frame 14: 70 bytes on wire (560 bits), 7@ bytes captured (560

bits) on interface @
Ethernet II, Src: 00:00:a6:16:00:01, Dst: 00:00:26:16:00:04 -
Internet Protocol Version 4, Src: 10.2.5.5, Dst: 10.1.4.4 WI res h a rk O r
Internet Control Message Protocol [ g
Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)

Checksum: @x1a22 [correct]
[Checksum Status: Good]

4vyvy

Unused: 00000000
» Internet Protocol Version 4, Src: 10.1.4.4, Dst: 10.2.5.5
v User Datagram Protocol, Src Port: 49160, Dst Port: 33440
Source Port: 49160
» Destination Port: 33440
Length: 8
Checksum: 0xa@29 [unverified]
[Checksum Status: Unverified]
[Stream index: 6]
C , [Etimiiin]
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Destination

FTP Initial Actions

Proto Src Port DstPort Info

Ack=1 Win=29312 Len=0 TSval=30t
2 5 5 .1 4 4 Response: 220 (vsFTPd 3.0.3)

1@.1.4.4 10.2.5.5 TCP 41138 21 41138-21 [ACK] Seq=1 Ack=21 Win=29312 Len=0 TSval=3¢

10.1.4.4 10.2.5.5 FTP 41138 21 Request: FEAT

10.2.5.5 10.1.4.4 TCP 21 41138 21»41138 [ACK] Seq=21 Ack=7 Win=29056 Len=0 TSval=3:

10.2.5.5 10.1.4.4 FTP 21 41138 catures:

10.2.5.5 10.1.4.4 FTP 21 41138 | Response:

10.2.5.5 10.1.4.4 FTP 21 41138 | Response:

10.2.5.5 10.1.4.4 FTP 21 41138 | Response:

10.2.5.5 10.1.4.4 FTP 21 41138 | Response:

10.1.4.4 10.2.5.5 TCP 41138 21 eg=7 Ack=43 Win=29312 Len=0 TSval=3¢

10.2.5.5 10.1.4.4 FTP 21 41138 | Response: REST STREAM

10.2.5.5 10.1.4.4 FTP 21 41138 | Response: SIZE

10.2.5.5 10.1.4.4 FTP 21 41138 | Response: TVFS

10.2.5.5 10.1.4.4 FTP 21 41138 || Response: 211 End
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FTP Login and Transfer Setup

Destination
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Proto

FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
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FTP
FTP

Src Port
41138
21

41138
21
41138
21
41138
21
41138
21
41138
21
41138
21
41138
21
41138

Dst Port

21
41138
21
41138
21
41138
21
41138
21
41138
21
41138
21
41138
21
41138
21

Info

Request: AUTH TLS
Request: USER ftpuser

Request: PASS ftppass

Response: 230 Login successful.

Request: PWD

Response: 530 Please login with USER and PASS.

Response: 331 Please specify the password.

Response: 257 "/home/ftpuser/ftp" is the current director

Request: TYPE I

Response: 200 Switching

Request: SIZE R1l.cfg
Response: 213 38

Request: MDTM R1.cfg
Response: 213 20190325101318

Request: PORT 10,1,4,4,180,117/

Response: 200 PORT command successful. Consider using
Request: RETR R1l.cfg

to Binar

mode.

Client: Open a

&— session to me!

PASV.




FTP PORT Command Deep Dive

No. Source Destination Proto Src Port Dst Port Info
35 10.1.4.4 10.2.5.5 FTP Request: PORT 10,1,4,4,180,117
36 10.2.5.5 10.1.4.4 FTP 21 41138 Response: 200 PORT command successful. Consider using PASV.
37 10.1.4.4 10.2.5.5 FTP 41138 21 Request: RETR R1l.cfg

Frame 35: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface 0
Ethernet II, Src: 00:0c:29:9e:6d:dd, Dst: 00:00:26:16:00:01
Internet Protocol Version 4, Src: 10.1.4.4, Dst: 10.2.5.5
Transmission Control Protocol, Src Port: 41138, Dst Port: 21, Seq: 84, Ack: 305, Len: 23
File Transfer Protocol (FTP)
v PORT 10,1,4,4,180,117\r\n

Request command: PORT

Request arg: 10,1,4,4,180,117

Active IP address: 10.1.4.4 €= Client's IP address
Active port: 46197

t

Client is listening on 180 * 256 = 46080
this TCP port 46080 + 117 = 46197

4vVvyywyy



FTP Active Mode Download

Info

Destination  Proto Src Port Dst Port

Source

40 10. 10. TCP 20 46197 | 20-46197 [ACK] Seqg=1 Ack=1 Win=29312 Len=@ TSval=3738438139 T
41 10.2.5.5 10.1.4.4 FTP 21 41138 Response: 150 Opening BINARY mode data connection for Rl.cfg
42 10.2.5.5 10.1.4. FTP-DATA 20 46197 FTP Data: 38 bytes

46197 20 46197-20 [ACK] Seq=1 Ack=39 Win=29056 Len=0 TSval=30644475 TS

44 10. 10. TCP

46 10.2.5.5 10.1.4.4 TCP 20 46197 20-46197 [ACK] Seq=40 Ack=2 Win=29312 Len=0 TSval=3738438140
=== 47 10.2.5.5 10.1.4.4 FTP 21 41138 Response: 226 Transfer complete.
48 10.1.4.4 10.2.5.5 TCP 41138 21 41138-21 [ACK] Seq=120 Ack=444 Win=29312 Len=0 TSval=30644476

Frame 42: 104 bytes on wire (832 bits), 104 bytes captured (832 bits) on interface 0
Ethernet II, Src: 00:00:a6:16:00:01, Dst: 00:0c:29:9e:6d:dd

Internet Protocol Version 4, Src: 10.2.5.5, Dst: 10.1.4.4

Transmission Control Protocol, Src Port: 20, Dst Port: 46197, Seq: 1, Ack: 1, Len: 38
FTP Data (hello world\nthis is\nR1l's config file!\n)

t

File contents

vvywyy



FTP Interactive Commands

No. Source Destination  Proto Src Port Dst Port Info
% 49 10.1.4.4 10.2.5.5 FTP 41138 21 Request: TYPE A
50 10.2.5.5 10.1.4.4 FTP 21 41138 Response: 200 Switching to ASCII mode.
% 51 10.1.4.4 10.2.5.5 FTP 41138 21 Request: PORT 10,1,4,4,128,195
52 10.2.5.5 10.1.4.4 FTP 21 41138 Response: 200 PORT command successful. Consider using PASV.
10.1.4.4 10.2.5.5 FTP Request: LIST

[ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=3738438147
4. 21 41138 Response: 150 Here comes the directory listing.
10.2.5.5 10.1.4.4 FTP-DATA 20 32963 FTP Data:

Frame 58: 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits) on interface 0
Ethernet II, Src: 00:00:a6:16:00:01, Dst: 00:0c:29:9e:6d:dd

Internet Protocol Version 4, Src: 10.2.5.5, Dst: 10.1.4.4

Transmission Control Protocol, Src Port: 20, Dst Port: 32963, Seq: 1, Ack: 1, Len: 64
FTP Data (-rw-—r—r— 1 1000 1000 38 Mar 25 10:13 Rl1l.cfg\r\n)

t t

File permissions

YYVV-‘

File name



Can we upload files too?




FTP Active Mode Upload

No. Source Destination  Proto Src Port Dst Port Info
54 10.1.4.4 10.2.5.5 FTP 41142 21 Request: PORT 10,1,4,4,174,123
55 10.2.5.5 10.1.4.4 FTP 21 41142 Response: 200 PORT command successful. Consider using PASV.
56 10.1.4.4 10.2.5.5 FTP 41142 21 Request: ALLO 48
57 10.2.5.5 10.1.4.4 FTP 21 41142 Response: 202 ALLO command ignored.
0.1.4.4 .2.5.5 FTP 41142 21 Request: STOR R3.cfc

20 44667 20-44667 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=3738631017
21 41142 Response: 150 0Ok to send data.

63 10.1.4.4 10 FTP-DATA 44667 20 FTP Data: 48 bytes

| 65 10.2.5.5 10.1.4.4 TCP 20 44667 20-44667 [ACK] Seg=1 Ack=49 Win=29312 Len=0 TSval=373863101¢
! 67 10.1.4.4 10.2.5.5 TCP 44667 20 44667-20 [ACK] Seq=50 Ack=2 Win=29056 Len=0 TSval=30837356 -
| 68 10.2.5.5 10.1.4.4 FTP 21 41142 Response: 226 Transfer complete.

1.
.1.
2.



FTP Active Mode Security Challenge
|

ping |
telnet
http
——17 Allow ping and telnet only.
:j‘_L -4 Do not retain flow state.
/ R3 \
@ @
CLIENT R1 RO SERVER



Securing active mode FTP




FTP Active Mode Iin Review

Old school Outside in Difficult to secure
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