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Module Goals

Prevent Common Attacks

Filter DNS
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DNS Attacks

DDoS Attack Spoofing

DNS Amplification
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Filter DNS at the Server

Microsoft - DNS Policy

Client Subnet
Transport Protocol
Internet Protocol
Server Interface IP address
FQDN
Query Type
Time of Day

BIND - DNS Filtering/Blocking

Query Type
Subdomain
Domain
Top Level Domain



Configure DNS Policy to block query
tvype




summary

Prevent common attacks

Filter DNS
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