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Malware Classification
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Malware Classification

SUBTYPE ENCRY PTING  RANS OMWARE


FAMILY PETYA


TYPE RANS OMWARE

VARIANT (RARELY  US ED .. .) 


SUBFAMILY G OL DEN EY E (OR:  G REEN PETYA, RED PETYA, . . .) 
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Malware Classification

SUBTYPE REMOTE ACCES S  MALWARE


FAMILY NJRAT


TYPE BACKDOOR


VARIANT G ROUPS  OF  S AME CONFIG URATION


SUBFAMILY NJRAT L IME (OR:  G REEN, G OL DEN, DANG ER, PL ATINUM, ULTIMATE .. .) 
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Beware!

Antivirus detection names are 
no malware classification!
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Beware!

They were meant to be but it 
did not work out ...
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Virus Classification in the Past - CARO


MODIFIER EXTERNAL  CHANG ES  APPL IED BY  THREAT ACTOR


FAMILY S TRUCTURAL  S IMIL ARIT IES 


MAJOR VARIANT INFECTIVE L ENG TH


MINOR
 S AME INFECTIVE L ENG TH BUT OTHER S L IG HT DIFFERENCES 


GROUP  MAJOR G ROUP OF  S IMIL AR S AMPL ES  IN A FAMILY 
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