
Auto Start Extensibility Points 



Auto Start Extensibility Points (ASEPs) 

ASEPs are places that allow a program to 
run automatically, without user 
interaction
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Types of ASEPs 

SY ST E M BE HAVIOR ABUSE  

Windows features 

SY ST E M PE RSIST E NCE  
ME CHANISMS 

mechanisms by Windows 
that are meant to run user 
programs 

PROG RAM LOADE R ABUSE  

abusing the Windows loader 
process 

APPLICAT ION ABUSE  

abusing extensions of 
legitimate programs 
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System Persistence Mechanisms 

SE RVICE S

background programs with no user 
interaction 

managed by Service Control Manager (SCM) 

RUN KE Y S 

Run

RunOnce

RunOnceEx

START UP FOLDE R 

Microsoft\Windows\Start 
Menu\Programs\Startup 

SCHE DULE D TASKS 

periodic execution of programs via Windows 
Task Scheduler 

every task has XML file in 
%Systemroot%\System��\Tasks 
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Program Loader Abuse 

SHIM DATABASE S 

apply program patches before execution

databases stored in C:\Windows\AppPatch 

COM HIJ ACKING  

modify path of associated COM object DLLs to 
malware DLL 

IMAG E  FILE  E XE CUT ION OPT IONS ( IFE O) 

feature to launch programs with debugger 

malware can register as debugger 

E XT E NSION HIJ ACKING  

change default program associated with 
extension 

SHORT CUT S MANIPULAT ION 

modify shortcuts to also launch malware 
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Application Abuse 

T ROJ ANIZE D SY ST E M 
BINARIE S 

modification of legitimate 
binary, e.g., by inserting code 

OFFICE  ADD- INS 

extend MS Office 
applications 

BROWSE R HE LPE R OBJ E CT S 
(BHO) 

plugins for Internet Explorer 

only < Windows �� 
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System Behavior Abuse 

ACT IVE  SE T UP 

Windows feature 

can launch programs when user signs in

WINLOG ON 

can change desktop and file manager 
(explorer.exe) 

can change system program after login 
(userinit.exe) 

can change Winlogon notification package 
(DLL) 

DLL HIJ ACKING  

abuse Windows' DLL search order so that 
malware DLL is loaded 

APPINIT  DLLS 

load DLL into address space of every 
application with user interface 

But: disabled if secure boot is enabled (>= Win 
�) 
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ASEP Examination Tools

SY SINT E RNALS AUT ORUNS 

dynamic malware analysis 

WINE SAP (VOLAT ILIT Y  PLUG IN) 

forensic investigations 

FARBAR RE COVE RY  SCAN T OOL (FRST ) 

system disinfection 
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Types of ASEPs 

SY ST E M BE HAVIOR ABUSE  

Winlogon

DLL hijacking 

AppInitsDLLs

Active Setup 

SY ST E M PE RSIST E NCE  
ME CHANISMS 

Run keys 

startup folders 

scheduled tasks 

services

PROG RAM LOADE R ABUSE  

Image file execution 
options 

extension hijacking 

shortcut manipulation 

COM hijacking 

Shim databases 

APPLICAT ION ABUSE  

trojanized system binaries 

Office add-ins 

browser helper objects 
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