
Unpacking Stubs



Types of Unpacking Stubs

HY BRID

injected process unpacks data into own 
process 

OWN PROCE SS UNPACKING  

e.g. UPX, Wibu 

PROCE SS INJ E CT ION UNPACKING  

e.g. Process Hollowing aka RunPE 

�



Unpacking Stub - Steps

E.g.

create new process  

find another process 

create new section 

increase section size 

CRE AT E  OR FIND 
TARG E T  LOCAT ION 

Target data can be: 

PE EXE 

PE DLL

shellcode

section

WRIT E  

final preparation, e.g., 
set entry point in 
target 

PRE PARE  
E XE CUT ION 

Execute target 

E XE CUT E  

Prepare target location, 
e.g.

carving the process 

adding RWX rights 

PRE PARE  
LOCAT ION 
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Own Process Execution - Virtual Section 

entry point 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

UNPACKING  ST UB 

E NCRY PT E D 
TARG E T  CODE  

HE ADE R 

E MPT Y  SE CT ION 

PE  IMAG E  ON DISK PE  IMAG E  IN ME MORY  

�



Own Process Execution - Virtual Section 

reads and decrypts 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

E MPT Y  SE CT ION 

PROCE SS 
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Own Process Execution - Virtual Section 

writes 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

E MPT Y  SE CT ION 

PROCE SS 

�



Own Process Execution - Virtual Section 

writes 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

UNPACKE D TARG E T  

PROCE SS 

�



Own Process Execution - Virtual Section 

Tail Jump 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

The tail jump is the 
jump to the original 
entry point (OEP) 

The tail jump usually 
hops into a different 
section 

UNPACKE D TARG E T  

PROCE SS 

�



Own Process Execution - New Section 

UNPACKING  ST UB 

E NCRY PT E D 
TARG E T  CODE  

HE ADE R 

PROCE SS 
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Own Process Execution - New Section 

Creates

UNPACKING  ST UB 

E NCRY PT E D 
TARG E T  CODE  

HE ADE R 

NE W SE CT ION 

PROCE SS 

��



Own Process Execution - New Section 

writes

UNPACKING  ST UB 

E NCRY PT E D 
TARG E T  CODE  

HE ADE R 

UNPACKE D TARG E T  

PROCE SS 

��



Own Process Execution - New Section 

Tail Jump 

UNPACKING  ST UB 

E NCRY PT E D 
TARG E T  CODE  

HE ADE R 

UNPACKE D TARG E T  

PROCE SS 

��



Process Injection Execution - New Section 

Create or Find 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

SE CT ION 2  

SE CT ION 1  

HE ADE R 

PROCE SS A PROCE SS B 
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Process Injection Execution - New Section 

Suspend

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

SE CT ION 2  

SE CT ION 1  

HE ADE R 

PROCE SS A PROCE SS B 
(SUSPE NDE D) 

��



Process Injection Execution - New Section 

Creates 
UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

SE CT ION 2  

SE CT ION 1  

HE ADE R 

NE W SE CT ION 

PROCE SS A PROCE SS B 
(SUSPE NDE D) 

��



Process Injection Execution - New Section 

Reads and decrypts 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

SE CT ION 2  

SE CT ION 1  

HE ADE R 

NE W SE CT ION 

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - New Section 

Writes 
UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

SE CT ION 2  

SE CT ION 1  

HE ADE R 

UNPACKE D TARG E T  

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - New Section 

Set entry point to target 
UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

SE CT ION 2  

SE CT ION 1  

HE ADE R 

UNPACKE D TARG E T  

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - New Section 

Resume

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
CODE  

HE ADE R 

SE CT ION 2  

SE CT ION 1  

HE ADE R 

UNPACKE D TARG E T  

PROCE SS A PROCE SS B 
(RE SUME D) 
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Process Injection Execution - RunPE 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

SE CT ION 3  

SE CT ION 2  

HE ADE R 

SE CT ION 1  

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - RunPE 

Unmap 
UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

SE CT ION 3  

SE CT ION 2  

HE ADE R 

SE CT ION 1  

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - RunPE

Unmap 
UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - RunPE

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - RunPE

Allocate memory 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - RunPE

Decrypt

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - RunPE

Write 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

TARG E T  SE CT ION 2  

TARG E T  HE ADE R 

TARG E T  SE CT ION 1  

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - RunPE

Set thread context entry point 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

TARG E T  SE CT ION 2  

TARG E T  HE ADE R 

TARG E T  SE CT ION 1  

PROCE SS A PROCE SS B 
(SUSPE NDE D) 
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Process Injection Execution - RunPE

Resume 

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

TARG E T  SE CT ION 2  

TARG E T  HE ADE R 

TARG E T  SE CT ION 1  

PROCE SS A PROCE SS B 
(SUSPE NDE D) 

��



Process Injection Execution - RunPE

UNPACKING  ST UB 

E NCRY PT E D TARG E T  
FILE  

HE ADE R 

TARG E T  SE CT ION 2  

TARG E T  HE ADE R 

TARG E T  SE CT ION 1  

PROCE SS A PROCE SS B 
(RE SUME D) 
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