
Packers



Packers and Packed Files

Program that takes a target file as input, modifies it, and puts 
it into a software envelope, the stub


Consists of a stub and the compressed or encrypted target file. 
The stub is responsible for decrypting/decompressing the 
target file, loading it and running it in memory. 
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Types of Packers


COMPRESSOR

purpose: shrink size


legitimate packers (UPX)


compress file

CRYPTER

purpose: evade antivirus


malware packers


encrypt file


PROTECTOR

purpose: prevent reverse engineering


usually legitimate packers (VMProtect)

compress & encrypt, or virtualize
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