Intro to Static and Dynamic
Analysis



Malware Analysis Process
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Hashing

Static Analysis

Embedded Strings

PE Header



Static Analysis Tools

* Tridnet

* ExePE Info

* Bintext

* Strings

e Xorsearch

* CFF Explorer
* PE Studio

* Hashmyfile



finandials-xls.exe

Select a file to analyze: Entry Point : 00012790 [<] EPSection: ypx1
[C \Users\pc\Desktop\04-malfund 2\malware-analysisfundz il

File Offset: 000038390 FirstBytes : 60.BE.00.F0.40

S users\pc\desktop\04-malfund 2\malware-z library (7) blacklist (1) type (1) imports (10) desc
Linker Info : .00 SubSystem & Windows GUI I indicators (11/26)
‘ b virustotal (60/71)
dos-header (64 bytes)
dos-stub (152 bytes)
file-header (May.2007)

wsock32.dll implicit 1 Wini
advapi32.dll implicit Advi
comcti32.dll implicit Comr

Analyze!

Doubleclick on a match for more info
Match | Ext | Type
55.0% EXE UPXcompressed Win32 Executable
134% DLL Win32 Dynamic Link Library (generic)
10.2% EXE Win16 NE executable (generic)

FileSize:  ooooaAoch <) (] Overlay:  no 00000000

Image is 32bit executable RES/OVL:61 /0% 2007 Kkernel32.dll implicit Win:
ole32.dll implicit Micr

shell32.dlI implicit Wini

UPX -> Markus & Laszlo ver. [ 3.92] <- from file. ( sign like UPX packer
Lamer Info - Help Hint - Unpack info
unpack “upx.exe -d” from htip://upx.github.io or any UPX/Generic un

Oxeinfo R

= directories (2)
sections (entry-point)

2% Win32 Executable (generic) 4505/5/ | —————————
1% 0572 Executable (":rerif'l y Microsoft Windows [Uersio lbranes un
1% able (g c) Copyright (c) 20089 Micros| «_| imports (count)

user32.dll implicit Muli

C:\Users\pco>cd C:\Users\p

Definitions path:
CADBAr id_net Browse... Clil;l]{i:;gs;gcsziiztgpﬁg:—_zs 2 resources (language)

Definitions in memory: 13848 Uolume Serial Number is I/ 1] » <

Dirvectory of C:\Usews\pc' sha256: FO9FFE74770A7229DDEF667BCO5FAT3E0886ADF8739CDFFF36101443975E5B5A cpu: 32-bit  file-type: executable
B84/11,26821 B4:84 PM <DIR> -
|84/11,2021 ©4:84 PM <DIR> o
A2,07/2018 @7:55 AM 43,528 financials—xls.exe
1 File(s> 43.528 hytes
2 Dird(s> 36.518.0814.976 hytes free

:\Users\pc\Desktop\B4—malfund 2\malware—analysis—fundamentals—2>upx —-d -o financi
financials-xIs.exe

Module Name Imports TimeDateStamp | ForwarderChain | Name RVA

= :] File: financials-xs_exe
— (=] Dos Header File size
=l Nt Headers szAnsi (nFunctions) Dword Dword Dword Dword 57344 <- 43520 ?5.89x
S e tioadey 00000000 00000000 00000000 00019900 Inpacked 1 file.
) Optional Header
2] Data Directories [x] COMCTL32.dll

A Section Hexdeiz ] 00000000 00000000 00000000 000199EA
() Import Directory

3

1

4
) Resource Directory ole32.dll 1 00000000 00000000 00000000 000199F7
B 1

1

1

ADVAPB2.dlI
00000000 00000000 00000000 000199DD C:\Users\pc\Desktop\B4—-malfund 2\malware—analysis—fundamentals-2>

KERNEL32.DLL

 Address Converter 00000000 00000000 00000000 00019401
00000000 00000000 00000000 00019A0D Organize v [=h) Open Share with v New folder

7

SHELL32.dll
USER32.dII

WSOCK32.dIl 00000000 00000000 00000000 00019A18 - Name

 Favorites

Bl Desktop B financials-xls.exe
& Downloads 1} financials-xls-unpacked.exe
FLARE

Recent Places

Utilities

y Libraries

t| Documents
; Music

k=) Pictures

#2 videos




Dynamic Analysis

Monitor Changes Behavior Monitoring



Dynamic Analysis Tools

* Regshot

* Autoruns
* Fakenet

* Wireshark
* Procmon
* Procdot
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Focus Your Analysis

What network
traffic is
generated?

File system Registry
modifications? modifications?

How does the
malware
auto-start?

Does it launch any
other processes?




