
Intro to Malware Sample 
(Simda Trojan)



Learning Objectives

• Analysis of Simda

• File identification

• Custom packer detection using PEStudio

• Identifying abnormal function epilogue

• Using Ghidra and xdbg to analyze abnormal epilogues

• Unpacking and dumping embedded code

• Alternative to VirtualAlloc method
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What are shellcodes?

• Historically shellcodes are machine code that spawns a command shell (eg, 
cmd or bash )

• Injected into vulnerable programs

• Used in the above way = exploits

• In Malware, shellcodes can do anything, eg, unpacking malicious

instructions, or inserting fake rets or unexpected jumps

How to write shellcodes: 

https://www.sentinelone.com/blog/malicious-input-how-hackers-use-
shellcode/
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Thank you


