Dynamic Analysis Workflow



Follow sequence exactly

Start procmon, then pause and clear

Start Fakenet

Start Regshot, then take 15t shot

Once 15t shot completes, Resume procmon

Run Malware for about 1 — 3 mins and study fakenet output

After about 3 mins pause procmon

Use Regshot, to take 2"d shot

Once 2"9 shot completes, click Compare->Compare and show output
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Study Regshot output



Work flow sequence continued

* In procmon apply these filters:
* ProcessName is: malware-name

* Operation is:
* WriteFile
» SetDispositionInformationFile
RegSetValue
* ProcessCreate
 TCP
« UDP



Procmon filters

ProcMon Operations ProcMon Operations
File Registry Process Network
Operations Operations Operations Operations
\
CreateFile RegCreateKey ProcessStart
ReadFile RegQueryValue ProcessCreate

WriteFile RegSetValue

SetDispositionInformationFile RegDeleteKey

RegDeleteValue




Procmon filters continued
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Storing HTTP POST headers and data to http_208218415_132913.txt.
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POST /service/update2?cup2key=108:31444708437&cup2hreq=785abh222d%ael

HTTP/1 .1

Cache—Control: no—cache
Connection: Keep—Alive
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« | Process Monitor Filter”
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Display entries matching these conditions:
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[Operatjon v ] {is v | Process Create v then |Indude v/
{_Reset Add

Column Relation Value Action =
i -J Process N... is financialsxds.exe Include

(V] €9 Operation s WiriteFile Include

(V| @ Operation s SetDispositioninformationFile  Include

[V]&@ Operation s RegSetValue Include

(V| & Operation s TCP Include

¥ QOperation is UDP Include =
(V&g Operation  is Process Create Include

(] 0 Process N... is Procmon.exe Exclude

v Q Process N... is Procexp.exe Exclude

V] Q Process N... is Autoruns.exe Exclude

%4 Q Process N... is Procmon64.exe Exclude

v Q Process N... is Procexp64.exe Exclude

Vi @ Process N... is System Exclude

[V @Operation begins with IRP_MJ_ Exclude

v ®0peration begins with FASTIO_ Exclude

(V] 0 Result begins with FAST IO Exclude

V] @ Path ends with pagefile sys Exclude

v @ Path ends with SMft Exclude

V] € Path ends with SMftMirr Exclude =

OK ] [ Cancel

~} Process Monitor - Sysinternals: www.sysintemnals.co =aEE 7, e

File Edit Event Filter Tools Options Help

Time ... Process Name PID Operation Path Result

1:00:3... Bifinancialsxs.exe 2132 Y_-—-_%"-’VriteFile C:A\Windows'\xpupdate exe SUCCESS 0
1:00:3... Bifinancialsxs.exe 2132 ﬁRegSetValue HKCU\Software\Microsoft\Windows\C... SUCCESS

1:00:4... Bifinancialsxlsexe 2132 'E%WmeFile C:A\Userspc\AppData\Roaming“Install.... SUCCESS o
1:00:4... Bifinancialsxds.exe 2132 ﬁRegSetValue HKCU\Software\Install\Version SUCCESS

1:00:4... Bifinancialsxls.exe 2132 @fRegSetValue  HKCU\Software\Microsoft\Windows\C... SUCCESS
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Showing 5 of 108,933 events (0.0045%

Backed by virtual memory




Registry Persistence

\Software\Microsoft\Windows\CurrentVersion\Run

\Software\Microsoft\Windows\CurrentVersion\RunOnce

HKLM
\Software\Microsoft\Windows\CurrentVersion\RunServices
HKU
S \Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

\Software\Microsoft\Windows NT\CurrentVersion\Windows\AppInit_DLLs




32-bit Programs on 64-bit Windows
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Windows\System32




DLL Search Order

Directory of \windows \windows \windows Current %PATH%
Program \system32 \system Directory

example.dll example.dll
s

..........................................................




Network Analysis

* Fakenet will save a pcap file in the logs folder
e Use wireshark to open it

* Filter out http

* Trace the TCP stream



Thank you



