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Zsh/Bash History [1]: ~/.zsh_history or ~/.bash_history

bit:~ testuser$ 1ls -la

total 24
drwxr-xr-x+ 13 testuser staff
drwxr—-xr—x 7 root admin
ot S e 1 testuser st
—TW , 1 testuser

+ 3 testuser
drwx—————-— + 3 testuser

bit:~ testuser$ cat .bash_history
top

1s ~/Library/Application\ Support/
xattr -x1 %

pwd

sudo iosnoop

1ls -la

1s -~la

1s -la

touch secrets.txt

nano secrets.txt

442 Jan 20 19:07 .

238 Jan 1 20:14 ..

6 .CFUserTextEncoding
.bash_history
Desktop

Documents

1 Downloads
1 Library
102 Jan 1 20:14 Movies
102 Jan 1 28:14 Music
102 Jan 1 20:14 Pictures
170 Jan 1 28:14 Public

1s -la

The bash/zsh command history is located in the respective home directory for each user as a hidden file.
* /Users/<user>/.bash history
* /Users/<user>/.zsh history (10.15+)

This file is a plaintext file containing commands that were run in order of execution; however, not necessarily all in
temporal order. This file will be created when the Terminal application has been used for the first time. If a user has

never used the Terminal application, this file will not be created.

© 2020 Sarah Edwards




Zsh/Bash History [2]: ~/.zsh_history or ~/.bash_history

* 500 entries by default

* File not written until
logout

* May not be written
sequentially

* Live response tip:
* Run the “history” command

for the logged in user in all Volumes
open terminals

e Output to file Networks

Command Usage

Privilege Escalation

File and Directory Access

This file contains the command history from the Bash/Zsh shell. By default, the history file contains a maximum of
500 commands.

These commands can be useful in showing:
*  What types of applications or programs the user was accessing;
« If privileges were escalated to perform administrative functions or possible suspicious actions;
»  Files and directories accessed;
*  Mounted volumes;
»  Systems and networks that were accessed;
»: Etc.

Each command is shown respective to other commands that were previously entered. It should be noted that each
command has no date or time context associated in this file.

From an incident response perspective, the .zsh_history/.bash history file is not updated until the user is
logged out.

The history can be viewed on a live system by using the history command; this will show the history of the
current user.

8 © 2020 Sarah Edwards
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Bash Sessions [10.11-10.14]: ~/.bash_sessions/<GUID>.history

word:.bash_sessions oompa$ pwd
/Users/oompa/.bash_sessions
word:.bash_sessions oompa$ ls -1t
total 1784
-rw-r--r-- 1 oompa staff @ Mar 8
-rw-r-—-r—- 1 oompa staff 16287 Mar 7
-rw-r--r-- 1 oompa staff 0 Mar 7
-rw-r--r-- 1 oompa staff 51 Mar 7
-rw-r--r-- 1 oompa staff 16809 Mar 7
-rw-r--r-— 1 oompa staff @ Mar 7
-rw-r--r-- 1 oompa staff 51 Mar 7
-rw-r--r-- 1 oompa staff 17057 Mar 7
-rw-r--r-- 1 oompa staff @ Mar 7

word:~ oompa$ exit

logout

Saving session...

...copying shared history...

««.5aving history...truncating history files..

...completed.

Deleting expired sessions...27 completed.

[Process completed][]

3B801600-2F62-4BB7~-BFB1-0C8778E98D97. historynew
106C1813-7FE7-4530-BBB1-B8F5EE222FD0. history
106C1813-7FE7-4530-BBB1-BBF5EE222FD0. historynew
106C1813-7FE7-4530-BBB1-B8F5EE222FD0. session
E49C5372-5D56~4A20-9A6E-FB2940FATE@8. history
E49C5372~-5D56-4A20-9A6E-FB2940FATEQ8. historynew
E49C5372-5D56-4A20-9A6E-FB2940FA7E0B. session
41FA962F-8614~4128-AF1F-1A121C775308.history
41FA962F-8614-4128-AF1F-1A121C775308. historynew
41FA962F-8614~4128~-AF1F-1A121C775308.session
1111DC35-B5FE-4370-AAFE-781E4EB8BD1F9. historynew
1DCE5210-2ADA-48FB-A310-541AC5AC7183. history
1DCE5210-2ADA-48FB-A310-541AC5AC7183. historynew
1DCE5210-2ADA-48FB-A310-541AC5AC7183.session
A1F3337D-7B(CB-4228-9699-5F780D94D2B8. historynew
DB15993F-7755-4325-9CFB-QE943C740AFB. history
DB15993F-7755-4325-9CFB-QE943C740AFB. historynew
DB15993F-7755~4325~9CFB-0E943C740AFB. session
5DBC4C1C-AC75-42CE-A490-F1F66EAFE820. history
5DBC4C1C~AC75-42CE~A490~-F1F66EAFEB20. historynew

.:g;

qﬁﬂi L

Introduced in 10.11 (and now gone in 10.15 with the introduction of zsh!), we now have session-based data (which
includes file system timestamps!) for Terminal sessions.

Each <GUID>.history file contains the plaintext commands the user performed while in that terminal session.
This does not appear to save session history for all time and is at some point removed; these files appear to get

removed after about three weeks.

The * .history files appear to only get written once the terminal is closed/exited (“Login” process exited).

Reference:
/etc/bashrc Apple Terminal

© 2020 Sarah Edwards 9




User and System Keychains

Store sensitive data

* User: ~/Library/Keychains
* login.keychain-db [10.12 added “-db” extension]
¢ iCloud: <Hardware UUID>/keychain-2.db

* System:/Library/Keychains
* System.keychain

iOS (+/- iCloud Keychain)

¢ iOS backups
* /Keychains: keychain-backup.plist
* Physical
* /private/var/Keychains/keychain-2.db

The keychains on a system are used to store sensitive data such as usernames, passwords, and public and private
keys. The login.keychain[-db] holds user-sensitive items, and the System. keychain holds sensitive
system-wide information. Other keychains may exist on the system, including those that are user created.

Another type of keychain to be aware of is the iCloud keychain. If the user chooses to, they can sync their
credentials across all of their devices, including laptops, desktops, and iDevices. If enabled, the iCloud keychain
will be stored in another GUID-named (Hardware UUID) directory in the keychain-2.db SQLite database file.

On iOS devices, the keychains are stored in /private/var/Keychains. The user and/or iCloud keychain

will be named keychain-2.db and is a SQLite database. On iOS backups this database is a plist file named
keychain-backup.plist.

10 © 2020 Sarah Edwards
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I ou eyc’} o - System.keychain
e ha  2db W

login.keychain-db

Access Point Passwords
VPN Passwords

: || Application Passwords ¢ N - ;
Certificates 1 ‘ PP ; B Time Machine Passwords

Time Machine Passwords § Access Point Passwords [

Application Passwords [

Internet Passwords Application Passwords -
Internet Passwords ‘ pp ; SER R

Public and Private Keys j' Private and Public Keys

Web Eorm Passwords ' . Web Form Passwords SRS

The two most important keychains are the user’s 1ogin. keychain-db and the System. keychain.

The login.keychain may contain the user’s passwords for access points, Time Machine, applications, and
websites. It also stores the user’s certificates and public and private keys. Among all of this information, there may
also be notes if the user chooses to create them here. The default 1ogin. keychain password is the user’s
account password.

The iCloud keychain stores information that may not only be used on OS X but on iDevices as well—an access
point used on the suspect’s iPhone may be synced to the iCloud keychain.

The System. keychain also contains passwords for VPNs, access points, Time Machine, and applications. It
may also contain private and public keys and certificates.

The metadata.keychain, if you are curious, contains data related to the user’s Spotlight metadata index.

© 2020 Sarah Edwards a il




'bit:Keychains oompé$

eychains oompa$

Keychain Disk Layout: macOS

CAF-5585-BC09-053E285901(

total 1328 &

drwx———-—— 11 oompa staff 374 Dec 30 10:01 502

~-rw-r--r--0 1 oompa staff 650440 Jan 22 14:14|1¢ )
=T Wem—————— 1 oompa staff 27176 Dec 26 11:16 metadata.keychain-db

1 oompa staff 9 Dec 7 ©9:57 caissuercache.sqlite3

1 oompa staff 512 Dec 30 10:02 caissuercache.sglite3-journal
1 oompa staff 913408 Jan 22 14:25 dt |

1 oompa staff 32768 Jan 20 09:00

1 oompa staff 2966432 Jan 22 14:26 keycha db-wal

1 oompa staff 114688 Jan 21 10:43 ocspcach glite3

1 oompa staff 32768 Jan 20 09:00 ocspcache.sqlite3-shm

1 oompa staff 5106912 Jan 22 14:34 ocspcache.sglite3-wal

1 oompa staff 1518 Dec 10

18:41 user.kb

[bit:Keychains oompa$ 1ls -1R
total 232 o
-rw-r--r-- 1 root wheel 61476 Jan 13 12:26 S

-rw-r--r--0 1 root wheel 49864 Jan 1 20:16

L

On macOS, the keychains are stored in the user’s Library directory (~/Library/Keychains/)as
login.keychain[-db] or keychain-2.db.

10.12 added a new file extension to the login.keychain file, “~db”. Other keychain-related security items also exist
in these directories.

The iCloud keychain, if the user chooses to use it, will be stored under a GUID (the Hardware UUID of the
system), in the keychain-2.db file (same file as on i0S physical devices). While the user may not be actively

using the keychain, it still may exist on their system.

The System. keychain file is stored in the System Library (/Library/Keychains/ directory).

12 © 2020 Sarah Edwards
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Keychain Disk Layout: iOS (Physical and Backup)

[iPhone:/private/var/Keychains root# ls -la
total 4972
drwxr-xr-x 4 _securityd wheel 442 Jan 8 18:15 .
drwxr-xr-x 34 root wheel 1394 Jul 29 19:42 ..
drwxr-xr-x 2 _securityd wheel 68 Oct 26 2015 Assets
drwxr-xr-x 2 mobile mobile 68 Oct 15 2015 Library
—IW——————— 1 _securityd wheel 16384 Oct 3 2011 TrustStore.sqlite3
= 1 _securityd wheel @ Oct 25 2015 caissuercache.sqlite3
v E_/__ -— 1 _securityd wheel 512 Jan 8 18:15 caissuercache.sqlite3-journal
P jﬁdb -— 1 _securityd wheel 1601536 Jan 22 14:18
» [ KeyboardDomain -- 1 _securityd wheel 32768 Jan 22 14:11
¥ i Keychains t-— 1 _securityd wheel 2472032 Jan 22 14:19
__ keychain-backup.plist t-— 1 _securityd wheel 45056 Jan 22 14:10 ocspcache.sqlite3
__ ocspcache.sglite3 r—— 1 _securityd wheel 32768 Jan 22 14:13 ocspcache.sqlite3-shm
__ TrustStore.sqlite3 -~ 1 _securityd wheel 881712 Jan 22 14:18 ocspcache.sqlite3-wal

» [ J]Managed Preferences

» (il mobile

» (il MobileDevice

» {1 preferences

> (root

» [ UnknownDomain
b [ wireless

The screenshots above show the layout for the keychains on iOS; the keychain-2 .db will only be available on
physical i0S device acquisitions—otherwise you will see a keychain-backup.plist file in backup
acquisitions.

On i0S disks, the keychain files are located in /private/var/Keychains, and, just like macOS, there may be
a few other keychain-related items in the directory; however, keychain-2 .db contains most of the user-based
sensitive items.

On i0S backups, the keychain-backup.plist file may be stored in a directory named “Keychains” or
“KeychainDomain”, depending on the acquisition tool used. It is worth noting that iCloud keychain items are
not specifically backed up in this plist file.

© 2020 Sarah Edwards 13



Tools to Review or Dump Keychain e avm

< Accounts Passwords +  Edit
T Search

macOS login.keychain / System.keychain

* Keychain Access.app (on live system or imported with user password)
* “security” command (unlocked keychain on Mac system)

* Chainbreaker (w/ password or memory image)

* Elcomsoft Password Digger (brute force)

iCloud Keychain (on macOS)

* Keychain Access.app (live system)

SOwoRL=m

Encrypted iOS Backup

A NEEC A

* iPhone Data Protection tools: keychain_tool.py (with backup password)

i0OS/iCloud Keychains (on iOS Device)

* Keychain Dumper (with physical/jailbroken access)
* Via Menus: Settings | Passwords & Accounts | Website & App Passwords (with Touch ID/Face ID/passcode)

R coNo Rl B2 N o NOR - NN - § - B

Different tools can be used to dump or access the keychain for review.

On macOS systems, you can use Keychain Access.app or the native “security” command to view the passwords. A
password may or may not be needed, depending on if you are viewing on the live system (say during system triage) or

reviewing a dead drive keychain file on a separate analyst system. Other tools like Chainbreaker or Elcomsoft Password

Digger can be used offline with/without the password.

iCloud keychains are the toughest to get into right now, as there are limited tools to do so. This keychain can be reviewed

using the Keychain Access.app on a live system; however, it can’t be used to import onto another system.

Encrypted iPhone Backup keychains can be extracted by using the iPhone Data Protection tools, assuming you have the

iPhone backup password.

Follow steps 1-3 from https://dpron.com/recovering-google-authenticator-keys-from-ios-
backups/. Additional help from http://apple.stackexchange.com/questions/190139/view-
keychain-from-encrypted-ios-8-2-backup may be needed.

Once set up, you can run the command below to dump the contents of the keychain.
python keychain tool.py -d keychain-backup.plist Manifest.plist

Other commercial tools like Elcomsoft Phone Breaker—Encrypted (with Backup Password) or Unencrypted (with
“Security Key” extracted from the physical device)—can be used to dump the iOS keychain.

To dump the SQLite version of the i0S/iCloud keychain, you can use an iOS device and the Keychain Dumper script.

References:

iPhone Data Protection Tools: https://github.com/dinosec/iphone-dataprotection
Chainbreaker: https://github.com/n0fate/chainbreaker

Elcomsoft Password Digger: https: //www.elcomsoft.com/epd.html

Keychain Dumper: https://github.com/ptoomey3/Keychain-Dumper

14 © 2020 Sarah Edwards
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‘f\‘ Enter a new password for the keychaln “login.”

[ el Keychain Access m

At | # Current Password: s
| Clektolockthologinkeyehan. Nt Pabpont ¢ Q <

- Keychains ,- <key> Verity:

" '09‘" Kind: public key, RSA, 2048-bit s

iCloud Usage: Encrypt, Derive, Verify
& System ? Cancel oK
[Z) System Roots
Category ~ Kind Date Modified Expires Keychsin
A& Alttems P 3

A.. Passwords private key - = login

SacUre Notes certificate - May 30, 2020, 6:48:38 AM login

2 & application password Sep 27, 2016, 7:09:53 PM - fagin
& My Certificates certificate = Oct 9, 2018, 4:26:30 PM  login
I Keys certiticate L Aug 30, 2027, 2:10:58 PM  fogin
(3 certificates certificate = Jul 26, 2017, 316:09PM  login
public key .- - login

private key login

application password login

The Keychain Access application can be used to interact with the keychains. This application works like any

other password management system. Click on the keychain in the upper right, and the contents will be shown on the
main screen. Be sure to choose “A11 Items” inthe Category listing; otherwise, you may not see all the data

stored.

Note: The default password for a user's 1ogin . keychain is their login password; however, this can be changed
to anything in the Keychain Access application menu, as shown in the inset screenshot.

Below is an example of when a password is selected for viewing. The analyst can select the “Show password”
checkbox and input the user’s keychain password (by default, the login password).

.08 FORST8

CUTNIEEE  Access Control

"' Name: | FORS18 |
Kind: .f‘\ierrl network uass’gvord'
e00 i 5 RIS 7

Account: FORS18

Where: AlrPort

Comments:

[ Show password: ?

i

s 4 [—
m ~ Keychain Access wants to use the “Local Items” F
© . keychain, F
m Piease enter the keychain password, '
Password: |

)

Cancel OK

© 2020 Sarah Edwards 15



Other Keychain Access

“strings *” keychain

I A A A A A A A B B B A A R A B B B B B B B B B B B B B B B B B R )

* Identifiable Information not encrypted
* “Jabber”
* “iPhone Backup”

* Applications: “Evernote",“OneDrive", “Chrome”

* “Apple ID”

* “Twitter”

* Contact information/email addresses/addresses
* Certificates and passwords are encrypted

“security” command

e security list-keychains
* security dump-keychain -d login.keychain
* Newer macOS: Many pop-ups asking for login password, select “Deny” if password is unknown.
* May still get some credentials

The strings command can be used to identify interesting keywords in a keychain that are not encrypted. This
can give you an idea of what might be stored in the keychain if you are unable to access it with the user's password
(remember a user does not have to use their login password, but it is used by default).

Strings like the following may suggest certain items are saved in the keychain:
* “imagent”: iChat
* “iCloud”: iCloud account
* “com.apple.account.google”: Google account
e “Jabber: user@gmail.com”: Google Chat account
* “AIM: <userhandle>": AIM account
* “FaceTime: <acct>": FaceTime account
* “<system>. rfb. tcp.local”: Screen Sharing

The security command can be used to list keychains and dump keychain contents (though not the encrypted
contents) on a live system. You’ll see many of the same strings with more context.

The “security dump-keychain -d” command can be particularly useful when used on a live system—it

can sometimes dump plaintext passwords that have been unlocked. If the user is logged in but will not give up their
password, you may be able to run this command and find it yourself! Look for fields labeled “data:”.

16 © 2020 Sarah Edwards



) )>DDDDDDDDDDDDDDDDDDDDDDDDDDDDIDINIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIIII)

Autoruns

LaunchAgents

Laun hD emons
LaunchDaemons

NanoLaunchDaemons
Loglnltems

XPC Serv1cesﬁu R e XPC Serwces

macOS and i0S systems have a variety of locations that applications can auto start from; however, not nearly as
many as Windows systems.

While these locations can be used legitimately, malware authors also tend to use them—especially on macOS.

Some tools you might want to look at to find autoruns and auditing information:

Knockknock: github.com/synack/knockknock

OSXAuditor: github.com/jipegit/0OSXAuditor

checkout4mac: code .google.com/p/checkoutdmac/

pac4mac: code .google.com/p/pacdmac/

osxautoruns: http://www.malicious-
streams.com/Downloads/files/6bad73d5437c84b23fde%ebad97c7cff-6.html

Reference:
Joel Yonts, Mac OS X Malware Analysis, Malicious Streams
http://www.malicious-streams.com//article/Mac_OSX Malware Analysis.pdf

© 2020 Sarah Edwards 17




Autoruns: Launch Agents & Daemons

Agents and Daemons

* Introduced in 10.4 (w/launchd)

* TN2083 “Daemons and Agents”

* Property list file

* Very popular with current Mac malware

Launch Daemon

Launch Agent

~» Background User Process * Background System Process
-+ Can access user home dlrectory : * macOS
~* May have GUI (llmlted |f at all) il o * /[System/Library/LaunchDaemons
» macOS e * [Library/LaunchDaemons
iy /Systemlhbrary/LaunchAgentsl Gl +i0S
o /Library/LaunchAgents/ * /System/Library/LaunchDaemons
. ~lL|brarylLaunchAgenrs/ i » /System/Library/NanoLaunchDaemons
“{OS o * '« /Library/LaunchDaemons (jailbroken with
. /lerarylLaunchAgentsl (System partttlon) ~ OpenSSH/Dropbear/Cydia)

The preferred method of creating persistence is by using Launch Agents and Daemons. These methods were
introduced in Mac OS X 10.4 with the introduction of Launchd, the system agent and daemon launch manager.
The agents and daemons are implemented as information in a property list file. Most modern Mac malware use
these methods to keep their malicious files persistent across system shutdowns and reboots.

Launch Agents are a background user process, while daemons are background system processes. These processes
can access user home directories and have limited GUI interfaces, while daemons cannot. The typical location
where Launch Agents are found is in the LaunchAgents directory, located in the System Library, Local
Library, and User Library directories. Those agents launched from the /System/Libraryor /Library/
directories are launched for all users, while those located in the Users Library directory are available only to that
user. i0S devices may have them located in /Library/LaunchAgents on the System partition.

Launch Daemons are a background system process, while agents are background user processes. The typical
location where Launch Daemons are found is in the LaunchDaemons directory, located in the System Library
and Local Library directories. On iOS, Launch Daemons may provide insight into what processes are running—
these areas are particularly interesting on jailbroken devices where various programs are launched from here, such
as SSH servers (OpenSSH/Dropbear) and app stores like Cydia.

Reference:
Daemons and Agents, Tech Note 2083 (TN2083)
http://developer.apple.com/library/mac/#technotes/tn2083/ index.html

18 © 2020 Sarah Edwards
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Autoruns: Launch Agent Examples [1]

X.plis
om.apple.AddressBook.SourceSync.plist
om.apple.AddressBook.abd.plist
om.apple.AirPortBasecStationAgent.plist
om.apple.AppStoreUpdateAgent.plist
om.apple.AppleGraphicsWarning.plist
om.apple.BezelUI.plist
om.apple.CorelocationAgent.plist
om.apple.DictionaryPanelHelper.plist
om.apple.DiskArbitrationAgent.plist
om.apple.Dock.plist
om.apple,.FTCleanup.plist
om.apple.FileSyncAgent.PHD.plist
om.apple.FileSyncAgent.iDisk.plist
om,apple.Finder.plist
om.apple.FontRegistryUIAgent.plist
om.apple.FontValidator.plist
om.apple.FontValidatorConduit.plist
om.apple.FontWorker.plist
om,apple.KerberosHelper.LKDCHelper.plist
om.apple.LaunchServices. lsboxd.plist
om,.apple.NetworkDiagnostics.plist
om.apple.PCIESlotCheck.plist
om.apple.PreferenceSyncAgent.plist

om. apple.PubSub.Agent.plist

om, apple.ReclaimSpaceAgent.plist

om, apple.RemoteDesktop.plist
om.apple.ReportCrash.Self.plist
om.apple.ReportCrash.plist
om.apple.ReportGPURestart.plist
om.apple.ReportPanic.plist
om.apple.ScreenReaderUIServer.plist

om, apple.ServiceManagement.LoginItems.plist
om.apple.SubmitDiagInfo

The screenshot above shows a typical example of the LaunchAgents directory in /System/Library/.

com.apple.Systemy
com.apple.TMLaunchAgent.plist
com.apple.TrustEvaluationAgent.plist
com.apple.UserEventAgent~Aqua.plist
com.apple.UserEventAgent-LoginWindow.plist
com.apple.UserNotificationCenterAgent-LoginWindow.plist
com.apple.UserNotificationCenterAgent.plist
com,apple.VoiceOver.plist
com.apple.WebKit.PluginAgent.plist

com.apple. ZoomWindow.plist
com.apple.alf.useragent,plist
com.apple.aos.migrate.plist
com.apple.bluetoothUIServer.plist
com.apple,btsa.plist
com.apple.cfnetwork.AuthBrokerAgent.plist
com.apple.cookied.plist
com.apple.coredata.externalrecordswriter.plist
com.apple.coreservices.appleid.authentication.plist
com.apple.coreservices.uiagent,.plist
com.apple.csuseragent.plist
com.apple.cvmsCompAgent_i386.plist
com.3pple.cvmsCompAgent_xB86_64.plist
com.apple.distnoted.xpc.agent.plist

com.apple. familycontrols.useragent.plist

com.apple. findmyrmacmessenger.plist

com.apple. fontd.useragent.plist
com,apple.gssd-agent.plist

com.apple.helpd.plist

com.apple.iCalPush.plist
com.apple.iChat.Theater.plist

com.apple. imagent,plist
com.apple.imklaunchagent.plist
com.apple.intranscoderagent.plist
com.apple.imtransferagent.p

Each launch agent property list is named in the reverse DNS format.
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com.apple.AOSNotification0SX.plist
com.apple.AddressBook.SourceSync.plist
com.apple.AddressBook.abd.plist
com.apple.AirPortBaseStationAgent.plist
com.apple.AppStoretUpdateAgent.plist
com.apple.AppleGraphicsWarning.plist
com.apple.BezelUl.plist
com.apple.CoreLocationAgent.plist
com.apple.DictionaryPanelHelper.plist
com.apple.DiskArbitrationAgent.plist
com.apple.Dock.plist
com.apple.FTCleanup.plist
com.apple.FileSyncAgent.PHD.plist
com.apple.FileSyncAgent. iDisk.plist
com.apple.Finder.plist
lcom.apple.FontRegistryUIAgent.plist
com.apple.FontValidator.plist
com.apple.FontValidatorConduit.plist
lcom.apple.FontWorker.plist
com.apple.KerberosHelper.LKDCHelper.plist
com.apple.LaunchServices. lsboxd.plist
com.apple.NetworkDiagnostics.plist
com.apple.PCIEStotCheck.plist
com.apple.PreferenceSyncAgent.plist
com.apple.PubSub.Agent.plist
com.apple.ReclaimSpaceAgent.plist
com.apple.RemoteDesktop.plist
com.apple.ReportCrash.Self.plist
com.apple.ReportCrash.plist
com.apple.ReportGPURestart.plist
com.apple.ReportPanic.plist
com.apple.ScreenReaderUIServer.plist
com.apple.ServiceManagement.lLoginItems.plist

com.apple.SubmitDiagInfo.plist

com.apple.SystenUIServer.plist

com.apple. TMLaunchAgent.plist
com.apple.TrustEvaluationAgent.plist
com.apple.UserEventAgent-Aqua.plist

com, apple.UserEventAgent-LoginWindow.plist
com.apple.UserNotificationCenterAgent-LoginWindow.plist
com.apple.UserNotificationCenterAgent.plist
com.apple.VoiceOver.plist
com.apple.WebKit.PluginAgent.plist
com.apple.ZoomWindow.plist
com.apple.alf.useragent.plist
com.apple.aos.migrate.plist
com.apple.bluetoothUIServer.plist
com.apple.btsa.plist
com.apple.cfnetwork.AuthBrokerAgent.plist
com.apple.cookied.plist
com.apple.coredata.externalrecordswriter.plist
com.apple.coreservices.appleid.authentication.plist
conm, apple.coreservices.uiagent.plist
com.apple.csuseragent.plist
com.apple.cvmsCompAgent_i386.plist
com.apple.cvmsCompAgent_x86_64.plist
com.apple.distnoted.xpc.agent.plist
com.apple. familycontrols.useragent.plist
com.apple. findmymacmessenger.plist
com.apple. fontd.useragent.plist
com.apple.gssd-agent.plist
com.apple.helpd.plist
com.apple.iCalPush.plist
com.apple.iChat.Theater.plist
com.apple.imagent.plist
com.apple.imklaunchagent.plist
com.apple.imtranscoderagent.plist

com.apple. imtransferagent.plist
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Autoruns: Launch Agent Examples [2]

¥ Root £» Dictionary (4 items)
Label String com.openssh.ssh-agent
¥ ProgramArguments Array (2 items)
Item O String fusr/bin/ssh-agent
Item 1 String -l
¥ Sockets Dictionary (1 item)
¥ Listeners Dictionary (1 item)
SecureSocketWithKey  String SSH_AUTH_SOCK
EnableTransactions Boolean YES
¥ Root Dictionary (6 items)
¥ MachServices Dictionary (1 item)
com.bjango.istatmenusagent  Boolean YES
LimitLoadToSessionType String Aqua
Label String com.bjango.istatmenus.agent
v KeepAlive Dictionary (2 items)
Crashed Boolean YES
SuccessfulExit Boolean NO

Program String

/Library/Application Support/iStat Menus 6/iStatMenusAgent.app/Contents/MacOS/iStatMenusAgent

Examples of launch agents are shown above. Each launch agent contains two basic keys:

* Programor ProgramArguments: File path of the program to launch. This key can have multiple
items; the first is always the program to execute, while the others are program arguments. This example
runs the command /usr/bin/ssh-agent withthe -1 flag.

* Label: Reverse DNS name for the process. This string should be unique across launch agents.

Other keys may be used to customize the launch agent. Many of these keys are explained in the man page for

launchd.plist.

The KeepAlive key contains the subkey “SucessfulExit”. According to Tech Note 2083, this means to “run
on demand as long as you exit successfully”.

Reference:
launchd.plist man Page
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Autoruns: Launch Daemon Example
Sat Dec 9 09:46:22 EST 2017
Removing old temporsry files:
Cleaning out old system snnouncaments:
Removing stale files from /var/rwho:
Disk status: =
Filesystea Size Used Avail Capacity iused ifree Xiused Mounted on ¥ Root Dictionary (6 items)
/dev/diskisl 932061 55901 369Gi 61% 2170221 9223372036852685586 o/ Y 3
/devigiskiss 93261 3.001 36901 1% § 9223372036854776882  @X  /private/var/ve Label String com.apple.periodic-daily
Jdev/diskas2  9SMi  GSMi  4aMi 88X 922 4294966357  @%  /Volures/iExplorex ‘
v ProgramArguments Array (2 items)
Network interface status: = e
Name Mty X Address Ipkts lerrs  Opkts Oerrs Coll item O String [usr/libexec/periodic-wrapper
108 16386 <Linkel> 63436 @ 533 © 9 %
100 18384 127 localhost 83436 - 53436 ~ - item 1 String daily
100 16384 localhost  ::1 53436 - 5436 - - =
1o 16384 fe80::1X100 feBo:1::1 5343 - 53436 - - LowPrioritylO Boolean YES
gifés 12680 <Link#2> L] @ 2 o @ o
stfdw 1280 <Link#d> ] ° [ ] a Nice Number 1
XHCBs 0 <Link#d> e @ e e @ -
XHC28 @ <Link#s> o @ e o o ¥ LaunchEvents Dictionary {1 item)
YHC1x 8 <Link#6> ] 9 U @ a may -
end 1509 <Link#s> 0 49461933 9 ) ¥ com.apple.xpc.activity Dictionary (1 item}
end 1500 foBe: :icde: - 49461933 - - - -
0nd 1500 10.11.12/24 - 49441933 - - ¥ com.apple.periodic-daily  Dictionary (5 items)
P20 2384 <Links9> 08 ° @ e ?
andle 1084 <Linkeld> ° B3 o 0 Interval Number 86,400
awdl® 1484 feB0::9c7b: - o3 - - 3
enl 1508 <Link#1l> e o e o o GracePeriod Number 14,400
en2 1580 <Link#12> ° ° ° L] e by o -
end 1500 <Link#13> ° ° ) 0 ° Priority String Maintenance
oné 1500 <Link#14> e [ @ Ll 9
bridg 1569 <Link#15> ] 0 1 ] 0 AliowBattery Boolean NO
utun® 2000 <Linkd1é> e @ 2 e e -
utun® 2000 foBE::2010: fe80:10::2810:alb @ - 2 - - Repeating Boolean YES
utunl 1388 <Link#17> 74 e 58 ° L
utuni 1380 f080::60a5: fe80:11::6035:51b 7% - 50 - - AbandonProcessGroup Boolean YES
utun? 1380 <Link#18> 102 o 68 e Ll
utun2 1382 feBR::db26: feB08:12::db26:deS 102 - 48 - -
en 1600 <Link#7> ac:de:48:00:11:22 1634 e 1615 L @
enS 1500 fe88::aede: fe80:7::aede:d8ff 14834 - 1618 - -
Local system status:
9:46 up 2 days, 13:39, 1 user, lood averages: 89.7¢ 28.43 11.70

Good examples of launch daemons are the Unix periodic maintenance scripts: Daily, weekly, and monthly.

The screenshot shows the output from the daily script in the daily.out file. The coordinating Launch Daemon,
com.apple.periodic-daily.plist, contains many of the same keys as the LaunchAgents. The
ProgramArguments key contains the path to the daily script with the argument “daily”.

The property list also contains the key LaunchEvents keys. This shows how often to run the process; in this
case, every day (86,400 seconds), with a grace period of four hours (14,400 seconds).

22 © 2020 Sarah Edwards
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*
Autoruns: macOS Login Items - 10.12-
. . Users & Croups
* Launched when user logs in to system via ) s " Y
GUI ILibraryiPref - ; {_Password. IR
. ~
ibrary Pre erences/com.apple.loglmtgms.phst R e
* <application>.app/Contents/Library/Loginltems/ e — “ind
oy - v Doubierane Application
e - )/ beernorericion Application
- v % spectacie Application
¥ Sessionitems 7 @Nancsnapper Aoplicath
¥ CustomListitems 3 A VMware Fusion Helper Application
ALl RS g e b ae) - : < @ Tuneteioer Anplication
R LT S S R ; : e Ot i
icon Data <496d6752 00000136 00000000 4642494< 00000122 00000002 00000000
¥ CustomitemProperties Dictionary {3 items)
¥ com.apple. i tonary {3 items) o hide an aplicason when you og in, seiect fhe checkbex i the Hide
AllasData Data <00000000 00f00003 00010000 cab33754 0000482 00000000 0007199d 0 ol . 0 Wig aopiicasien.
Path String {Applications Evernote.app/Contents /Library/Loginitems /Evernotetielper.app {5d ;‘ 4
Hide Boolean YES
com.apple.loginitem.HideOataunch Boolean YES
com.apple.LSSharedFileList.emisHidden Boolean YES x
Name String EvernoteHelper.app & danges. (2
Flags Number 1
Alias oata <00000000 0000003 00010000 cab93754 00004825 00000000 0146e841 0
b ltem 2 Dictionary 14 iterns)
pitem3 Dictionary (4 items)
P item 4 Dictionary {4 Rems)
»item 5 Dictionary {4 ems)
»item 6 Dictionary {4 ftems)
Controlier String CustomUistiterns

A

Each user may have a set of autoruns that get launched when a user logs in via the system GUI login. Each login
item can be “hidden” on launch. This means the login item is hidden from view when it is starting up.
LoginItems, while usually legitimate, may be used as a malware persistence mechanism.

The com.apple.loginitems.plist contains each login item. Each item has an associated icon, alias data
blob, the path to the login item, and a binary value showing if the item was “hidden” on launch.

Locations:
~/Library/Preferences/com.apple.loginitems.plist
<application>.app/Contents/Library/LoginItems/

Login items are similar to the Microsoft registry key
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run. These are usually
small programs or helper applications.

Each user has their own login items listed in the com.apple.loginitems.plist file located in their
/Library/Preferences/ directory. The login item application is usually found within an application
bundle’s Library directory.

While rare, global login items may be listed in the com.apple.loginwindow.plist file in the
/Library/Preferences/ directory under the AutoLaunchedApplicationDictionary key.

© 2020 Sarah Edwards 23



C C C C C CCCCCCCOCCCCCCCCCCCCccccccccccccceccceccccccc

SpJemp3 yeles 0¢0¢ @ ve

‘suonjeorjdde sodjoy 1o sweigoid [jews

AJ[ensn a1e 9say ], UMY\ UOTSISAJUSIIND\ SMOPUTM\ JFOSOIDTW\ OTMFJOS\HASA INTINND AHMH
Aoy A1)s1321 1JOSOIDIA] A} 0} IB[IWIS dIB SWI)I UIF0]

/swajrutbor/AxeaqrT/siusjuo)/dde - <uorjeotrrddes> .
w3q - swelTpunoabyoeq/jusbejuswebeurunseipunoibyoeq:ardde  woo/3xoddng
uotTieoT1ddy/AxeaqrT/~ .
1SUONEO07]

*SWA)I UIS0| UMO J1aY) ARY [[IM JASN OBF "MO[2q PI}SI| UOIBOO] Mau
© sey os|e 3] o[y 1s1]d JoAIYoIYPIKISSN Ue SI 31 ‘a[1y Isid B [[13S SI 31 9IYA\ “TRYMAWOS wsIueyoaw ay) pajepdn ¢[°0]

“WISIUBYOIW 90UQ)SISIad dremiew B se pasn oq Aew ‘9)ewNIFI| A[[ensn [Iiym ‘Swe3 T
uTboT *dn Sunue)s s1 31 uUGYM MIIA WOLJ USPPIY SI WA UIFO] Y} SUBSW YIIYM “Youne| uo  Udppliy,, 9q ued wayl
uI3o] yoeyg "u1do] [D WaIsAs oy} BIA Ul SFO Josn B Uayam payoune| 103 Jey} SUNIOINE Jo 13s B dARY AW 19sn yoey

2 AR BUj 03 1xd LInGD
931 G!la._g!_!‘e_ﬂ.l.!.);l‘li!zl

252222 HEERANRINSE2I2 2T

EESREEEEBERBEZIRNILINE288888
BBRCEER3BEETBNIRBASRSIBBRERE

$CN3ITYSIBEHESRNNZRR0S20RE R
23323358588 R3Z0CRRRROE2ESEE
13888287840 78SYRRRRAY2TEIRRES

253333353388 5583RR 22282212288

BENSE22IRTACZLS0RCHRR22222ET

822253503278 85R80818233382%2

2372533297285 39398% 83222088

22REYEETB-RISERRIYARLELELLES

238383802538 28R28R258382388
BSE820838R03830RRIRC8888858
522352585Y28358NSR52188538
22233IBCRAISSILRZLRSIBENLS
3322232838553 R 8 0283285
BREIUSLSREINEBAIALANLS2222S
2¥E2TTTSLIILTSIRASASTI AR

« (88783882232 NEBCRRRARANLSI2ERS

2 ES22R2BIRSSSSRRRNARESISERS

i EECE2SLZQIRVEIBENRERNRRE222EES
L|8¥ESTISTITTNIBBRACR2IZIRERE

[poisties
COGEOTTY COBIIOLE HIEIDDY CEGRAVHD DICIDEID GUORIIGO DOUOLIC DITEILDD BIBOLIGN GI0IL9- < FIED'SK.
{ST = AMPAY<[BI6L79067 430731 BOPLECHILAILxD QIMIBATRIVRAANND> o= L550138,

} <= 92

{

hsogggggggcgigii

220722288522 2ATS2382R2
3853822382885 8 RRARGERSRSRE
5355228885 R33Z2URIONESLE2RT
528583838N8A8888 2RI R2382
328533335 R3ARRESRRB2802852288

2

0 ¢ i

i i bl woreogddy 1wdaysouny) )
| 0t uonexddy WMDAG }, |
I ! e % wopiesgddy e S
{ o2 vonexday AsodeA ¥
i | 3] wonEaRddy AN WOSO 3, 4
i 3R ¢ uoEdddy *0:0 Q) o
i i ! | w“ »e P wa 0
) ; i oy
| f _ e 12 601 oA Uy AqeapreLOIme LOdo [ SRY BSONL wwp ases &
: n R
v 52001802 0008050 SRa00arr TE2SAT BEINEITE aateane P an wssn

{

“PLESIGIE BTDLIPIC 2EINAIME TSELIEST> o .:g.u..

6 - $0x9) 03¢

X

< SSEf.
} e nM

3> <

T~
{97 = SOVPAI<IRGELI9P6455(%0] EEOTOSOITOILE OIRIBATUIIVBHAINSD> <x LE30D,
(9T = 3MUAL<(QR6L39964551X0]) DRLIESINLAULXD QIAIATYIIVPOAINID> «= 550175,
e n
§ < athy, s
1 ex 30AmaruTtor.

106000 o
vz w 31078} @

JeW.0j 35I| USAIYDIYPIASDISN o
/swazjuido/Aueaqr]/sausnuor)/dde <uonedid mv .
Wq'SWallpunoJsyoeq
Auadeuswadeuruniselpunoudydeq-ajdde wod
pdoddng uoneoyddy/Aaeaqiy/~ .
IND ®BIA Wa1sAs 01 ul s30| Jasn Usym paydune]

+€1°01 — Sw93| uido] SOIeW sunioyny




D)D) D DDDDDDDDDDDDNDDDNDDNDDDDDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIDIIDI )

Autoruns: XPC Services

Privilege Separation and Stability

| SandboXed Environment

Runs in User Context
Services a Single Application

Location:

* Application Bundle/Frameworks: /XPCServices/
* /System/Library/XPCServices/

XPC (Interprocess Communication) services are used to control the stability of a system. These services will only
service one application. If the service crashes, only the application will crash, rather than the whole system. These
services run in the user context and are located in various XPCServices directories.

Reference:

Creating XPC Services: Apple Developer Documentation
http://developer.apple.com/library/mac/#documentation/MacOSX/Conceptual /BPSys
temStartup/Chapters/CreatingXPCServices.html
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Autoruns: XPC Service Example

BuildMachineOSBuild String 11D17a
Localization native development region String English
Executable file String com.apple.qtkitserver
Bundle identifier String com.apple.gtkitserver
InfoDictionary version String 6.0
Bundle name \ com.apple.qtkitserver
Bundlie OS Type code String XPC!
Bundle versions string, short String 1.0
Bundle creator OS Type code String nn
Bundle version String, 1
DTCompiler String
DTPlatformBuild String 11D17a
DTPlatformVersion String GM
DTSDK8Build String 11D17a
DTSDKName String
DTXcode String 0410
DTXcodeBuild String 11D17a
Application is ag ement) Boolean YES

¥ XPCService Diction... (2 items)
v EnvironmentVariables Diction... (1 item)

MallocCorruptionAbort String 1
ServiceType String Application

The screenshot shows an example of an XPC service property list for the gt kitserver located in
/System/Library/XPCServices/com.apple.qgtkitserver.xpc/Contents/Info.plist. The
property list contains the bundle type code of “XPC!” and a key labeled XPC service that will contain many of the
same keys used in launch agents and daemons.

26 © 2020 Sarah Edwards
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. Key e e |Type . {Value
BulldMachlneOSBulld String 11D17a
" Localization native development region "'Sir'i‘r'ig‘ - Engllsh V
Executable file | Stﬁi\g ” ~ com. apple.qtkitserverk
Bundle identifier | " String com. apple.qtkitserver
InfoDictionarv version : ”String 6 0 |
Bundle name }Q\ com.apple.qtkitserver
8undleOSType code | String - XPC| ' -
Bundle versions string, short String 1.0 |
Bundle creator OS Type code  String m
Bundle version o -String, I
DTCompller | String N
DTPlatformBuild String - 11D17a
DTPlatformVerslon - String GM
DTSDKBuild String 11D17a
 DTSDKName ~ String R
DTXcode  String 0410
DTXcodeBuild String 11D17a
Apphcation is ag Boolean YES
vXPcservice Diction... (2 items)
v EnvironmentVariables Diction... (1 item)
MallocCorruptionAbort String T
ServiceType | String Application
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GUI Artifacts

“» SpringBoard

The Graphical User Interface for each operating system is named something different, and each works a bit
differently because of the type of interaction from the user. For instance, macOS is meant to be used with
Trackpad/Mouse/Keyboard, tvOS with a remote, and iOS and watchOS with your fingers!

These interfaces can give us some detail into how a user uses their devices.

Reference:
http://newosxbook.com/articles/TvOS.html

28 © 2020 Sarah Edwards
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iOS SpringBoard

Background Images

¢ HomeBackgroundThumbnail.jpg
¢ LockBackgroundThumbnail.jpg

'Application Locations/Folders

* lconState.plist

PushStore

* Application Notifications

ST ATAT T o

636

T oM.

¥ 9 SpringBoard
» [ ApplicationShortcuts
» [0 DownloadinglconimageCache
HomeBackground.cpbitmap

# HomeBackgroundThumbnail.jpg

_ LockBackground.cpbitmap

B LockBackgroundThumbnail.jpg

% LockoutStateJournal.plist

_ OriginalHomeBackground.cpbitm
OriginalLockBackground.cpbitma,.

i TodayViewArchive.plist

Physical: iOS 6+: /private/var/mobile/Library/SpringBoard/
Backup/FS:i0S 6+: /mobile/Library/SpringBoard/

The interface on iOS devices is called SpringBoard (in macOS, it is call Finder). The SpringBoard directory will
contain interface-specific items, such as Home/Lock background pictures and the icon/screen layout, as well as

notifications for various applications.

| v—

R

‘ L.OC
v ([l Pus

S E

~

[ el

T
TE

(il SpringBoard
i applicationstate.plist
"4 IconState.plist

LockBackground

hStore
1 co.jelly.jelly.pushstore

| com.arcsoft.Perfect365.pushstore
'~ com.burbn.instagram.pushstore
com.checkoutS 1.rc.pushstore
com.facebook.Facebook.pushstore
com.flipagram.flipagram.pushstore
' com.google.Cmail.pushstore
com.iphoneclan.drawlite.pushstore
com.kik.chat.pushstore

.cpbitmap

nttn et et "~
Wt 8 kR R LA« S NF

alb St | gy
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iOS SpringBoard: IconState.plist
¥ iconLists Array {7 items) S0 AINT ¥ 6:36 PM 13 -
¥ ltem 0 Array (24 items) I e
Item 0 String com.apple.MobileSMS ’l O
Itern 1 String com.apple.mobilecal
itom 2 String com.apple.mobilestideshow
item 3 String com.apple.camera ¥ item 11 Dictionary (3 items)
e 4 String com.apple.weather v iconLists Array (2 items)
Ba 3 Sting m‘”‘"ﬂ:"wm"; ¥ item 0 Array (9 items)
':m“ : :::: z;ﬁ;ws;‘ J Item 0 String com.apple.Keynote
fem B String com.apple.Preferences item 1 String com.apple.Pages
Itom © String com.appleMaps Item 2 String com.apple.iMovie
iem 10 String com.tripit.tripitmobile.paid Item 3 String com.apple. i geband
ftem 11 String com.apple.Heaith Item 4 String com.apple.itunesu
Kem12: Sting com.applamoblenotes Item 5 String com.apple.mobileme.fmt
ftern 13 String com.squarespace.metrics itorn 6 String com.spple.tips
o String ColR-8ppie. PREsbooK item 7 String com.apple.Numbers
Rep o o S e Item 8 String com.apple.facetime
Item 16 String com.linkedin.Linkedin v
tem17  String com.facebook.Facebook ¥ item 1 Array (1 iterm)
Item 18 String com.glympse.iphone.glympse item O String com.apple.MobileStore
ttem 19 String com.audible.iphone fistTypa String folder
Item 20 String com.overdrive.odm displayName String Apple apps
tern 21 String com.tinyspeck.chatlyio
tom 22 String com.atebits.Tweetie2
Item 23 String netwhatsapp.WhatsApp
P ltem 1 Array {24 items)
» item 2 Array (24 items)

T

Physical: i0S 6+: /private/var/mobile/Library/SpringBoard/
Backup/FS:i0S 6+: /mobile/Library/SpringBoard/

SpringBoard controls how each icon and folder is laid out on each screen. The TconState.plist file contains
an “Ttem” for each screen under “iconLists”. Inthe example above, “Ttem 07 is this device’s first home
screen. This plist file also shows the contents of the dock in the "but tonBar” key, shown below.

If a screen contains a folder, there will be additional arrays of application bundle ids, as shown in the screenshot to
the right, where a folder named “Apple apps” contains nine applications in a folder.

Key Type Value
¥ Root Dictionary (2 items)

b iconLists Array (6 items)

¥ buttonBar Array (4 items)
ltem O String com.apple.mobilephone
ltem 1 String com.apple.mobilemail
ltem 2 String com.apple.mobilesafari
ltem 3 String com.apple.Music
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item 1
item 2
ltem 3
tem4
item 5
item 6
item 7
item 8
item 9

. tem10

Item 11

item12

Item ﬂw
Item 14
 item 15
 item16
item 17

ftem 18

item 19

itemn 20

item 21

item 22

item 23
» tem 1
» item 2

Array

String

String
mi:m
String

: .wgne, ..

String

 String

String

~ String

String

? String

String

String
String
String
String

String
String

Array

(7 items)
Sa _333
com. muv_o MobileSMS
com.apple. mobilecal
com.apple.mobileslideshow
com.apple.camera
com.apple iow:ﬁ..
com.apple.reminders
com.apple.mobiletimer
com.apple.AppStore
com.apple.Preferences
com.apple. .smum
com.tripit 53#3026 paid ‘
com.apple.Health
. ooabbo_c.aoz,_a,no»au
com.squarespace.metrics
com.apple.Passbook
ooabvu_o voaomma
com.linkedin.Linked!n
com.facebook.Facebook
com.glympse.iphone.glympse
com.audible.iphone
com.overdrive.cdm
com. .m:ﬁnaox o:ozso
com.atebits.Tweetie2
net.whatsapp WhatsApp
{24 teme)
[ v item 11 Dictionary (3 items)
V¥ iconLists Array (2 items)
v item O Array (9 items)
item O String com.apple.Keynote
item 1 String com.apple.Pages
Item 2 String com.apple.iMovie
item 3 String com.apple.mobilegarageband
item 4 String com.apple.itunesu
item § String com.apple.mobileme.fmf1
ltem 6 String com.apple.tips
item 7 String com.apple.Numbers
item 8 String com.apple.facetime
v ltem 1 Array (1item)
Item 0 ) mi:a com.apple.MobileStore
listtype ~ Sting  folder
displayName String Apple apps
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com.wunderground.weatherunderground.weatherwidget.pushstore
com.xe.XECurrency.XE-Currency-Widget.pushstore
com.yahoo.ffootball2009.pushstore
com.yelp.yelpiphone.pushstore
com.yelp.yelpiphone.Yelp-Today-Widget.pushstore
com.zappos.ipad.pushstore

¥ item 25 Dictionary {2 iterns)

¥ NS keys Array {0 items)
¥ NS.objects Array {0 items)
Item 26 String AppNotificationType
Item 27 String AppNotificationMessage
item 28 String AppNotificationCreationDate
item 29 String AppNotificationUserinfo
Itern 30 String AppNotificationRemote
Item 31 String Touchdown! C. Newton rushed :ounngmwzy.moucwm.$
v Item 32 Dictionary (1 item)
NS.time Number 495,078,279.595135
¥ Item 33 Dictionary {2 ftems)
¥ NS.keys Array (0 items)
¥ NS.objects Array {0 tems)

Physical: iOS 6+: /private/var/mobile/Library/SpringBoard/
Backup/FS: i0S 6+: /mobile/Library/SpringBoard/

In the PushStore directory, a list of files named <bundle id>.pushstore are stored for each application.

Each pushstore file contains a specific application's notifications. These plist files are using the
NSKeyedArchiver plist format.

A review of the contents of these plists can provide an insight into user activity for a particular application. The
example above shows the pushstore data for the Yahoo Fantasy Football application.

While not shown in the screenshot, this pushstore file contained historical data from the previous season's Fantasy
Football application usage.
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iOS Keyboard

¥ (i Keyboard
» [ completion-learning-dictionary-zh-Hant
Text Replacement/Shortcuts ¥ [ CoreDataUbiquitySupport
¥ [ mobile~3E693F4C-BOOB-4DCA-B13B-79AEA9F62AD8
¥ [ UserDictionary
* CloudUserDictionary.sqlite > (i 28059409-352F-4681-B07A-344AEDBCE17D
¥ il 2E681AA6-BBBD-4F8F-ABOF-A180ESA3C82B
- snEr ¥ (i container
Autocorrection and Predictive » {1jj mobile~3E693F4C-BO0B-4DCA-B13B-79AE49F62AD8
Text v (3 store
 CloudUserDictionary.sqlite
¢ iOS |1+ dynamic-lexicon.dat » (i DA3695CD-84AA-4894-8CDC-726DB5DSEEAS
» Not in backups » (il mobile~962D69C8-5332-5242-B84B-F337F07D2074

» (] mobile~DB264706-1662-52D2-A78E-7097C9617C5B
b [ de-dynamic.Im

* dynamic-text.dat

* In backups iOS 10- I dynamic-text.dat
o Other Ianguages too! ¥, DynamicPhraselLexicon_zh_Hant_pinyin.db
» (i en-dynamic.im
» [ es-dynamic.im
* ru_RU-dynamic-text.dat » (i fr-dynamic.im

e ar-dynamic-text.dat

g
i

Physical: /private/var/mobile/Library/Keyboard/
Backup/File System: /mobile/Library/Keyboard/ or /KeyboardDomain/Library/Keyboard/

By default, on English-based devices, you will likely see at least two keyboards: English and Emoji. Users do have
the ability to install additional keyboards. They may help them type in other languages, such as Arabic, Chinese, or
Cyrillic characters. When users are using these keyboards, over time, certain words are recorded to help with
autocorrection and predictive text. These words are stored in the dynamic-text .dat files. Note the default
(English) is stored in dynamic-text .dat. Additional languages may have their own files (i.e., ar-dynamic-
text.dat for Arabic or ru RU-dynamic-text.dat for Russian Cyrillic).

Users may also want to configure their own text shortcuts. These are stored in the
CloudUserDictionary.sqlite database files.
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Keyboard:Text Replacement/Shortcuts

ee0oa ATAT UTE 10:58 PM (SR E B:728 mu)
* Synced text shortcuts < Keyboards Text Replacement +
o ZUSERDICTIONARYENTRY Table 1 s wpsp—
 User may have custom shortcuts (i.e.,yolo =“You [o
only live once”) o e
e Similar macOS DB: W ;
~/Library/KeyboardServices/TextReplacements.db | "
Tables select ZTIMESTAMP, ZPHRASE, ZSHORTCUT from ZUSERDICTIONARYENTRY |
ZUSERDICTIONARYENTRY
Z_PRIMARYKEY ;
Z_METADATA
Z_MODELCACHE :
Y_UBMETA ?
Y_UBRANGE ZTIMESTAMP ~ ZPHRASE = ZSHORTCUT 2
Y_UBKVS 1426626622 wait for me wfm
Recovered Fragments 1445803598 On my way! omw
Edit 34

Physical: /private/var/mobile/Library/Keyboard/
Backup/File System: /mobile/Library/Keyboard/ or /KeyboardDomain/Library/Keyboard/

Users may also want to configure their own text shortcuts. These are stored in the
CloudUserDictionary.sqlite database files. These shortcuts may provide some insight into what the user

regularly types.

For instance, instead of writing “You only live once”,the user may just want to type “yolo” to make
typing faster. When the user types “yol0”, the actual text gets replaced with “You only live once”.

Similar database on macOS: ~/Library/KeyboardServices/TextReplacements.db
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Keyboard: Dynamic Text (Autocorrect/Predictive)

“iOS Keylogger”
Alphabetical Strings

Unique Terms

£ iCloud r
July 23, 2016 at 10:49 PM
I like when things work automag

‘automagically

auditorium....Aussies....Austin... . Australia...a
utocorrects. . ..autocorrect. . .automagically...aut
omated. . .autopayments. .. ....available.. .avol
d...awaiting...awards. e...awax...away. . .aw
eful...awesomely. .. some. . .Awesome. .. .awful..
....backpack. . .backyard.%. .
...bad....bags....bag...bak
. .balcony...ballers...ballet...ball.
“bank. ..barley...bars....bar.. .baseball
t...bash.. .basic...bathroom....Bay...b
X ...bb...bear....beautiful...because...be
room...bed....been.. .beer...bee... .before....be
....behind.. .being....believe...belly...be
low...beltway....bench...bens. . .best...better...
between...bet.r..be...BH...bigger....big...Billy
...bill...blo...birite....birthday...bits....bit
...blackbag. . .blacklights....black. . .blades...bl
anks...blank...blend....blob...blogs....blog...b
low...Blues...blvd...BL...boarded. . .boarding....

boats....Boeing...bonds.. .booked. . .bookstore...b

Physical: /private/var/mobile/Library/Keyboard/
Backup/File System: /mobile/Library/Keyboard/ or /KeyboardDomain/Library/Keyboard/

These dynamic text files have been around for a long time;

they are often known as the “iOS keylogger” files. They

do not act as a true keylogger; however, a forensic analysis of these files may provide some insight into what the
user likes to type. These strings may include names, nicknames, places, slang, etc.

In theory, these files should not contain anything sensitive such as usernames or passwords. Items typed into
“secure” web forms or login areas do not get recorded in this file. This, however, does not stop the user from typing
sensitive information in nonsecure areas, such as the Notes application.
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macOS User GUI Preferences

Finder
Sidebar
Dock
Desktop

Spaces

§ el

A user’s workspace can say many things about a person: What applications are likely to be used more often, how
organized the user is, or what directories are important to them. The OS X interface has many entities that can give
you a peek into how a person uses their computer.
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macOS Finder
~/Library/Preferences/com.apple.finder.plist

Applications
FAVORITES N %] Date Modified . Size . Kind :

[E] Al My Files .4 Address Book Aug 4, 2012 8:18 PM 23.8MB  Application #
Uik . €3 App Store Aug 4, 2012 8:18 PM 11.5 MB Application ‘,3
é' Automator Aug 4, 2012 8:18 PM 14.5 MB Application !

{&2] Desktop || Calculator Aug 4, 2012 8:18 PM 9MB  Application !

) Documents & Chess Aug 4, 2012 8:18 PM 10.1 MB  Application

& Dashboard Aug 4, 2012 8:18 PM 265 KB Application

DouTioAcs | - Dictionary Aug 4, 2012 8:18 PM 5.7 M8B Application

Movies | [ v player Aug 4, 2012 8:18 PM 28.7MB  Application

,ﬂ Music || @0 FaceTime Aug 4, 2012 8:18 PM 13.8 M8 Application

€53 Pictures { % Font Book Aug 4, 2012 8:18 PM 14.6 MB Application

- ical Aug 4, 2012 8:18 PM 52.8MB  Application

SHARED | € ichat Aug 4, 2012 8:18 PM 49MB  Application
1 alfred’s MacBook | € Image Capture Aug 4, 2012 8:18 PM 4.5 M8 Application
&5 byte i @ iTunes Aug 4, 2012 8:34 PM 272.7 MB Application

{ & Launchpad Aug 4, 2012 8:18 PM 301 KB Application

£ Delorean 1l @ wa Aug 4, 2012 8:18 PM 80.5MB  Application
DEVICES B3 mission Control Aug 4, 2012 8:18 PM 402 KB Application
; Eﬁ MacintoshHD | B Photo Booth Aua 4. 2012 8:18 PM 11.7 MB  Aoplication

The Apple Finder is comparable to the Windows Explorer. It is the main application allowing access to
applications, files, directories, networks, and other media.

On the left sidebar, the Finder categories are shown. These, of course, are configurable by the user.

Favorites: By default, the user directories are shown, such as Documents, Pictures, Music, Downloads, etc.
Shared: These are the other devices on the network than can be used for file storage, other computers that
can be “screen shared”, etc.

Devices: Contains the volumes the system has access to: The host volume (Macintosh HD), USB drives,
CDs/DVDs, FireWire, Thunderbolt, mounted DMGs, etc.

Among the preference keys that will be covered, the com.apple.finder.plist contains a huge amount of
user preference data. Almost every configurable item of the Finder can be found in this plist.

For example:

Show Mounted Servers

Show Mounted Hard Drives

Column Preference

Empty Trash Securely

X and Y Coordinates of different GUI features

Note: Each version of OS X may have different property list keys, though the notable ones are the same. 10.6 does
not have nearly as many configuration details as systems 10.7+ (see the next page).
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|Type ‘Value
P 7 ' © Dictionary 4 (36 items)

» NetworkViewSettings Dictionary (1 item)
FlowViewHeight Number 255
FXPreferredViewStyle String Nisv
NSNavLastCurrentDirectory String /Applications
RemovelDiskFromSidebarOnStartup Boolean YES
SidebarPlacesSectionDisclosedState Boolean YES
FXArrangeGroupViewBy String Name
GoTofField String /private/var/log/
FXPreferredGroupBy String None
FXLastSearchScope String SCcf
EmptyTrashSecurely Boolean YES
MountProgressWindowlocation String {760, 290}
FXMyDocumentsArrangeGroupViewBy String Date Last Opened

» BrowserWindowState Array (1 itemn)
AppleShowAllFiles String TRUE
CopyProgressWindowlLocation String {57, 167}

p FK_StandardViewSettings Dictionary (4 items)

p TrashViewSettings Dictionary (3 items)
FK_ICloudMode Boolean YES

» PackageViewSettings Dictionary (3 items)
NSNavBrowserPreferedColumnContentWidth Number 186
BackupProgressWindowlocation String {1130, 1041}

p NSToolbar Configuration Browser Dictionary (7 items)
FXConnectToBounds String {{717, 621}, (486, 231}}

P RecentSearches Array (3 items)
FXToolbarUpgradedToTenEight Number 1
FXPreferredSearchViewStyleVersion String %00%00%00%0 1
FXConnectTolastURL String afp://somethingelse

» StandardViewSettings Dictionary (4 items)

b DesktopViewSettings Dictionary (2 items)
EmptyTrashProgressWindowlocation String {760, 260}
NewWindowTargetPath String file:///.file/id=6562758.335740/
ShowRemovableMediaOnDesktop Boolean YES
NewWindowTarget String PfHmM
NSNavLastRootDirectory String /Applications
PreferencesWindow.LastSelection String SDBR
SidebarDevicesSectionDisclosedState Boolean YES
SearchMyDocsLibraryBrowseWithCustomViewStyle Boolean NO

» FXDesktopVolumePositions Dictionary {18 items)

» FXInfoPanesExpanded Dictionary (4 items)
LastTrashState Boolean YES
ShowHardDrivesOnDesktop Boolean YES
FK_LinenViewStyle String icnv

» ComputerViewSettings Dictionary (4 items)
DownloadsFolderListViewSettingsVersion Number 1
FK_SidebarWidth Number 192
SidebarSharedSectionDisclosedState Boolean YES
FXToolbarUpgradedToTenSeven Number 1
ShowExternalHardDrivesOnDesktop Boolean YES
ShowMountedServersOnDesktop Boolean YES

¥ SearchViewSettings Dictionary (3 items)
FXPreferencesWindow.Location String {1479, 191}, {355, 5591

p» FXRecentFolders Array (7 items)
FXPreferredSearchViewStyle String Nisv

e e O A .53 S T i s s e s
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macOS Finder: Desktop Volumes
Ll L]
~/Library/Preferences/com.apple.finder.plist
¥ FXDesktopVolumePositions Dictionary (68 items)
» FAT32_WIN_-0x1.d27e44p+29 Dictionary 4 items)
P MacQuisition Dictionary (4 items)
B PenTablet_0x1.5dd99bbp+28 Dictionary {4 iterns)
- b TextWrangler 4,0_0x1.517f6b7p Dictionary {4 items)
RAWR ¥ HFS_APM_0x1.52a61c9p+28 Dictionary (4 items)
AWR: i =0 G LRI Jati Number -166
FXDesktopVolumePositions [ N3
; g g T ~ AnchorRelativeTo Number 1
yRelative Number 62
» Firefox_0x1.5423ffbp+28 Dictionary (4 tems)
P Useful Scripts_0x1.8b017bap+27 Dictionary {4 items)
Dropbox » Tiger_-0x1.7476c46p+29 Dictionary (4 items)
Installer » Microsoft Office Dictionary (4 items)
b MacResponse_0x1.561bebdp+28 Dictionary (4 items)
» Untitled_0x1.55b30ddp+28 Dictionary (4 itemns)
P TrueCrypt 7.1a_0x1.4€12977p+28 Dictionary (4 items)
P BLACKBAG_-0x1.d27e44p+29 Dictionary (4 iterns)
Google » HFS_GUID_0x1.52a6206p+28 Dictionary (4 ftems)
Chrome » Dropbox Installer_0x1.6978¢77p Dictionary (4 items)
P STUFF_-0x1.d27e¢44p+29 Dictionary (4 items)

The Finder application stores the mounted volumes in the com.apple. finder.plist.(Remember we already
discussed how this plist also stores the Recent Folders inthe FXRecentFolders key.)

The FXDesktopVolumePositions key mainly stores the X and Y coordinates of volumes when mounted on
the Desktop. This key can be useful for forensic analysts because it stores all the volumes that were mounted by the
user. It unfortunately does not store the date when it was last mounted, but we may be able to determine that with
analysis of the logs. Knowing when a volume is mounted can help an investigator determine when it was in use.

Each volume is listed by its mounted volume name, and some entries have an appended number.* It is unknown
what this number represents.

Note: If the user does not have the Finder preferences configured to show items on the desktop, this key will not
exist.

* Darren Freestone has determined this number is a “hexadecimal floating point constant” value that stores the
volume creation timestamp of HFS+ volumes but only a negative value for FAT/EXFAT volumes.
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v FXDesktopVqumePositlons Dictionary (68 items)
DFAT32 WIN_-Ox1. d27e44p+29 Dictionaryw “(4 :tems)
@ MacQuismon | Dictionary »‘ ”(4 ntems)

H bPenTablet_Oxl deQbep+28 | Dictlonaryl (4 items)r |
B TextWrangler 4.0_0x1.517f6b7p  Dictionary (4 items)
- WHFS_APM_0x1.52261c9p+28 ~ Dictionary (4 items)
xRelatlve  Number '-166
~ ScreenlD Number 0
Ancho:RelativeTo "~ Number 1
yReIative " Number 62
| bFirefox Ox1. 5423ﬁbp+28 Dictionary (4items)
b Useful Scripts Ox1. 8b017bap+27 Dictionary 4 ltems)

a M&Tiger -0Ox1. 7476c469+29 “ "Dictionary | (4 ltems) |
| bMicrosoft Office Dictionary‘ (4 items)
' BMacResponse_0x1.561bebdp+28  Dictionary (4 items)
b Untitled_0x1.55b30ddp+28 " Dictionary (4 items)

B TrueCrypt 7.1a_0x1.4e12977p+28 Dictionary (4 items)
B BLACKBAG_-0x1.d27e44p+29 Dictionary (4 items)
b HFS_GUID_0x1.5226206p+28  Dictionary (4 items)

g Dropbox Installer Ox1 6978e77p Dictionary (4 items)
» STUFF_ -0x1. d27e44p+29 Dictionary 4 items)'
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¥ Vohamaslise Aevay 73 Rooma!

macOS Finder Sidebar:Volumes List " o Cttoomon oo s s o
~/Library/Preferences/ = o S s s como s o
com.apple.sidebarlists.plist [10.12-] o T— d= -
Volume EntryType 3:; ;-';. e e e
* Time Machine (AFPES)ZAFP‘iEi_léﬂS‘hares,"i‘ ISX """‘:E:m ?,,M'“,;'" ::;; ;’m

Volumes
* Network Hard Drive, iDisk, “Computer”

Magiisey $trimg NeverVinibie
TotryType Nurber 1

As of 1010+,
Somewhat Unreliable

> meen 12 Ductionacy 4 Rerny
¥Rem 1) Outionary 3 mpeead

- “iDisk”

 Hard Drive, Boot Hard Drive

* USB Flash, Time Machine Backups, Disk Image (HFS,
MBR), SD Card :

Ay Detx T2t 00000004
Name Sarng Seort
EnuyType N s17

i
2
§
§

5 USB Hard Dfive, (FATIExFATIHFS+),Thunderbo|t HD ; ] 'u'::: :‘;m .om-' o 00u0000) 5001000 ChIe 161 0004420 00000
e o - - Name Strng Coogle Orora
* “Remote Disk” ' j ZZ‘?‘:W :% .

(3 toms
<00000000 BICKDI0T DOT10000 CAMESTH CODOEID 6173003

The com.apple.sidebarlists.plist contains the items found in the sidebar of the Finder. The system
items or favorites key (version dependent) contains configurable items, such as:

*  Show Removable Drives (USB, External HDDs)

¢ Show Hard Drives

*  Show Ejectables (iDevices, CDs, DVDs)

¢ Show Servers

As of 10.10, the author has found this plist to be somewhat unreliable. It will show some volumes, but certainly not
all volumes mounted on the system. The VolumesList keys contain the items found in the sidebar of the Finder.

This key may contain a large history of items related to mounted volumes.

Each entry may have:
* Alias Data
* Name: Volume Name
* Icon Data: If'the volume uses a particular icon.
* Visibility Setting: Whether configured to be viewable by the user or not.
e EntryType: Type of disk; some of the types are listed in the table above.

The EntryType keys may have different meanings, depending on the version of OS X you are analyzing. This
plist does not appear to get created on 10.13 systems.

¥ favorites Dictionary (7 itemns)

v CustomListProperties Dictionary (2 items)
com.apple.LSSharedFileList.VolumesListMigrated Boolean YES
com.apple.LSSharedFileList.Restricted.upgraded Boolean YES

ShowRemovable Boolean YES
ShowHardDisks Boolean YES
ShowEjectables Boolean YES
» VolumeslList Array (73 itemns)
ShowServers Boolean YES
Controller String VolumesList
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WV VolumestList Array (73 items)
. Viemo Dictionary (4 items)
Icon Data  <496d6752 0000002 00000000 4642494c 600000b6 0000000
bCustomltemProperties Dic:lonary 1 teem
Name String Dropbox
Alias Data ~ <00000000 00200003 00010600 cab93754 06000482b 0000000
>hem 1 Dictionary (4 items)
¥ item 2 Dictionary (s :tems)
P CustomitemProperties Dictionary (1 item)
N " Nﬁa_m‘e' - ' 'Stnng  Macintosh HD
Alias Data <00000000 00880003 00010000 cab93754 0000482b 0000000
Visibility String  NeverVisible
EntryType " Number 261
vitem3 Dictionary (4 items)
Name Stnng iDisk
SpeciallD Number  1,766,093,675
Visibility String NeverVisible
EntryType Number 16 - i
P item 4 ‘Dictionary (5 ltems)
 plhems _ Dictionary (3 items)
P Item 6  Dictionary (4 items)
b ltem 7 Dictionary (4 items)
b ltem 8 Dictionary (4 items)
b item 9 Dictlonary (4 items)
b Item 10 Dict!onary 4 items)
bltem 11 Dictionary (4 Items)
P ltem 12 ~ Dictionary (4 items)
¥ ltem 13 ' Dictionary 3 items)
~ Alias Data  <00000000 00780003 00010000 c72cf62f 0000482b 0G00000C
‘Name String  Stuff
EntrVT Ype Number 517
b item 14 Dictionary (3 items)
V Item 15 Dictionary (3 items)
Alias Data  <00000000 60200003 00010000 cb3el361 0000482b 000000
Name String Google Chrome V
Entrv‘i'»)pe Number 1,027
b ltem 16 Dictionary (3 items)
b item 17 Dictionary (3 items)
B ltem 18 ~ Dictionary (3 items)
b Item 19 Dictionary (3 items)
b Item 20 Dictionary (4 items)
¥ Item 21 Dictionary (3 items)
Alias Data <60000000 03000003 00010000 caae657e 6000482b 6173000
Name String Data ‘ ‘ '
EntryType Number 8
b item 22 Dictionary (3 items)
42 © 2020 Sarah Edwards
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Favorite Volumes (Native and Mounted Volumes):

com.apple.LSSharedFileList.FavoriteVolumes.sfl2

[10.13+]

String Oropbox instalier
Dictionary {1 tem)
Data 00000410 004
String 48243DBC-F358-4605-9066-299A5975F984
Dictionary (2 tems)
2 - Art 0 tetns|
NSKeyedArchiver plist T
Dictionary (2 itema}
Array {0 tems)
Array {0 toms)
String Google Chrome
Dictionary {1 tem)
Data 00000410 oo
Must manually parse or use . e
MRU script! -
mac script! L
Dictionary {2 tems)
Artay 0 toms)
Array 10 toma
String VMware Fusion
o Dictionary (1 tern)
Data «B82616/6b 8070000 00000410 30000000 00(]
Does not have the same Alias data e s
Dictionary {2 tems)
Array {0 tems)
Array 10 tems)
Dictionary {2 items)
Array 10 itemns)
Array {0 Rems)
String Sublimo Text
Dictionary (¥ tem)
Data <6261616b 1060000 00000410 30000000000 43
String ECFAE340-778F-4ADC-AES1-3731ESADGBOB
In10.13, com.apple.sidebarlists.plist no longer exists. Instead, most of the volume information is
found in the com.apple.LSSharedFileList.FavoriteVolumes.sf12 plist file in the
~/Library/Application Support/com.apple.sharedfilelist/ directory.
This is an NSKeyedArchiver plist file, which means manual parsing will likely need to be performed in order to
understand the contents and context of this data. The example output below is the output from the macMRU.py
script shown earlier in the Mac MRU module.
[Item Number: & | (UUID:'4B8243DBC-F35B-4605-9866-299A5975F9B4') | Visibility: ©) Name: 'Dropbox Installer’
CustomItemProperties:
NSURLVolumeIsInternalKey: False
NSURLVolumeIsEjectableKey: False
com.apple.LSSharedFileList.VolumeGroup: 3
NSURLVolumeIsRootFileSystemKey: False
NSURLIsVolumeKey: True
[Item Number: § | (UUID:'8336CD8F-245F-404B~BF3E-AC41057683FB') | Visibility: ©] Name: 'Google Chrome'
CustomItemProperties:
NSURLVolumeIsInternalKey: False
NSURLVolumeIsEjectableKey: False
com.apple.LSSharedFilelList.VolumeGroup: 3
NSURLVolumeIsRootFileSystemKey: False
NSURLIsVolumeKey: True
[Item Number: 6 | (UUID:'7841F374-41DC-454A-8356-D877D911C1FF') | Visibility: @] Name: 'VMware Fusion'
CustomItemProperties:
NSURLVolumeIsInternalKey: False
NSURLVolumelsEjectableKey: False
com.apple.LSSharedFileList.VolumeGroup: 3
NSURLVolumeIsRootFileSystemKey: False
NSURLIsVolumeKey: True
[Item Number: 7 | (UUID:'ECFAE348-77BF-4ADC-AE51-3731E5AD6BOB') | Visibility: @] Name: 'Sublime Text'
CustomItemProperties:
NSURLVolumeIsInternalKey: False
NSURLVolumeIsEjectableKey: False
com.apple.LSSharedFileList.VolumeGroup: 3
NSURLVolumelsRootFileSystemKey: False
NSURLIsVolumeKey: True
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macOS Dock: ~/Library/Preferences/com.apple.dock.plist

AT A TN § T 1el

L s S e LT TG B 0 00 e 2 SO A
B ol
¥ persistent-apps Array' (14 items) ¥ persistent-others Array (1 itern)
¥item 0 Dictionary (3 items) vitemO0 Dictionary (3 items)
GUID Number 1,203,577,786 GuUID Number 1,203,577,800
tile-type String file-tile tile-type String directory-tile
vtile-data Dictionary (7 items) vtile~data Dictionary (9 items)
dock-extra Boolean NO showas Number 1
parent-mod-date Number 3,427,037,556 parent-mod-date Number 3,427,038,223
file-type Number 169 file-type Number 2
p file-data Dictionary (3 items) » file~data Dictionary (3 items)
file~label String Launchpad displayas Number 0
file~-mod-date Number 3,423,071,325 file-label String Downloads
bundle-identifier String com.apple.launchpad.launcher file-mod-date Number 3,427,038,198
b ltem 1 Dictionary (3 items) arrangement Number 2
Dictionary (3 items) preferreditemsize Number -1

The dock can be used to determine what applications a user is more likely to use often.

The com.apple.dock.plist contains two main keys:
* persistent-apps: These are the applications on the left of the dock separator (not including Finder).
These applications are listed in order from left to right (Item 0, Item 1, Item 2 .. Item N).
* persistent-others: These are folders that can be docked and viewed—the default folder in the
dock is Download; however, many times you’ll also see the Document directory.

Each Item has data about the application or directory included:
*  View Types
*  File Data, including Alias data and file path
*  Dock Label
*  Modification Dates (File and Parent)

Other preference items may be found in this property list:
*  Dock Auto Hide
*  Full Trash
e Icon Sizes
e Dock Magnification
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Vperslstent-apps Array , (14 atems) _ -
VItemO e ”W.Dictionarv' ...«(3 ktems) e
‘ GUD  Number  1,203,577,786
tile-type String dﬁle-tile .
 wtle-data M'Dictionary (7 items)
dock-extra Boolean " NO
parent-mod—date Number 3,427,037,556
ﬂle-type Number . 169 0
M‘ile-data Dictionarywwts‘ items)
file-label String Launchpad
 file-mod-date  Number  3,423,071,325
bundle-identiﬁer String com. apple launchpad Iauncher
B item 1 | Dictionary 3 items)
bltem2 ~ Dictionary (3 items)
¥ persistent-others Array (1 item)
Vitem 0 Dictionary (3 items)
GuID " Number  1,203,577,800
' tile-type | String directory-tile
. wtile-data 'Dictionary' (9 items) |
showas ‘Number 1
parent-mod-date Number A3.4’27.03.8,223'
file-type ‘Number 2
b file-data Dictionary’ (3 items)
disptayas Number 0
file-label | String Downloads
file-mod-date  Number 3,427,038,198
anangement Number 2
preferreditemsize Number -1
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Are you sure you want to shut down your
computer now?

i you do nothing, the computer will shut down
automatically in 55 seconds.

M Reopen windows when logging back in

(- Cancel ] (DO

Saved Application State

©

Introduced in 10.7 as “resume” feature

% . . .
LaunChes appllcatlons and W|ndows to the nibble:Saved Application State sledwardss pwd
s /JUsers/sledwards/Library/Saved Application State
pl‘eVIOUS State, after a SyStem rebOOt or an nibble:Saved Application State sledwards$ s -1t
. . . totel 32

eXIted apphcatlon. drwx----—~ 7 sledwards staff 238 Nov 17 16:83 com.apple.finder.savedState
5 sledwards staff 170 Nov 17 15:46 com.suavetech.OxED,savedState
6 sledwards staff 204 Nov 17 15:44 com.apple.iChat.savedState
6 sledwards staff 204 Nov 17 15:36 com.apple.dt.Xcode, savedState
S sledwards staff 170 Nov 17 15:17 com.apple.systempreferences.savedState
Grwx==e== § sledwards staff 204 Nov 17 14:57 com.realmacsoftware.littlesnapper.savedState
8 sledwards staff 272 Nov 17 13:40 com.spple.Terminal.savedState

Locations:

drwx——-- 6 sledwards staff 204 Nov 17 11:88 com.microsoft.Powerpoint.savedState
A rwx—————m 6 sledwards staff 204 Nov 17 10:43 com.apple.appstore.savedState

5 sledwards staff 170 Nov 17 18:31 com.apple.installer.savedState

S sledwards staff 170 Nov 17 89:53 com.microsoft.autoupdate2.savedState
5 sledwards staff 170 Nov 17 ©9:46 com.apple.Safari.savedState

macOS Legacy: ~/Library/Saved Application

State/ drwx——---- 5 sledwards staff 170 Nov 15 ©3:46 com.apple, iCal.savecState
drwx-——--- 4 sledwards staff 136 Nov 14 85:51 com.apple.iTunes.savedState
drwx-——--= 4 sledwords staff 136 Nov 14 05:51 com.apple.keychainaccess.savedState
° macos sandbox: drwx. 4 sledwards staff 136 Nov 14 05:51 com.vaware.fusion.savedState
drwx——-~- 4 sledwards staff 136 Nov 14 05:51 net.sourceforge.sqlitebrowser.savedState
~[ 1 1 drwx=——-=-@ 5 sledwards staff 170 Nov 14 5:48 com.google.Chrome.savedState
/lerarylcontalnerS/<Bundle drwx------ 4 sledwards staff 136 Nov 14 ©5:45 com.apple.ActivityMonitor.savedState
& 5 3 drwx--—--= 4 sledwards staff 136 Nov 14 85:45 com.apple.Console.savedState
ID>/Data/L|brary/APPIlcatlon supportj<APP drwx---=== 4 sledwards staff 136 Nov 14 85:45 com.ridiculousfizh.HexFie<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>