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Mac and iOS Triage Data

OS Version
|dentifying Information
Install Time

Time Zone

Network Configuration

User Accounts
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Extracting triage data from Mac and iOS can be both very similar and completely different. In this module, we will
extract the basics of each system to get an idea of what we are looking at to include OS versions, configurations,
and identifying information.
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MacOS Information

ISysteml/Library/CoreServices/SystemVersion.plist

Key Type Value
¥ Root Dictionary (5 items)
ProductBuildVersion String 16C67
ProductCopyright String 1983-2016 Apple Inc.
ProductName String Mac 0S X
ProductUserVisibleVersion  String 10.12.2
ProductVersion String 10.12.2

| Database Structure _ BrowseData | Edit

Mac Serial Number:

* Location Database (cache_encrypted®.db and
others) and System Profiler Output

Table: || Tablelnfo ¢S B % | New

TableName SoftwareVersion SerialNumber
Filter Filter [Filter
. e

Mac Model: Network Configurations e —

The SystemVersion.plist property list located in the /System/Library/CoreServices/ directory
contains the system version and build information.

In the example above, the system name and version is Mac OS X 10.12.2, while the build version is 16C67.
The Mac’s serial number can be found by extracting it from a live system, perhaps from the system_profiler output.
On newer versions of macOS, it can be found in a variety of different databases. The example shown above is from

the cache encryptedA.db location database. It will usually be found in a small table named Tablelnfo.

The Mac’s model number can be found in its network configuration list files, shown later.

© 2020 Sarah Edwards 7



Mac System Installation

2018-11-29
2018~-11-29
2918-11-29
2018-11-29
2018-11-29
2018-11-29
2018-11-29
2018-11-29
2018-11-~29
2018-11-29
20818-11-29
2018-11-29
2018-11-29
2918-11-29
2018-11-29
2018-11-29
2018-11-29
2018-11-29
2018-11-29
2018~11-29
2018-11-29
2018-11-29
2018-11-29
2018-11-29
2018-11-29
2018-11-29
2918-11-29
2018-11-29

141-88 MacBook~Air
1-88 MacBook-Air
1-88 MacBook-Air
15:44:41-88 MacBook-Air
15:44:41-88 MacBook-Aix
15:44:41-08 MacBook-Air
15:44:41-88 MacBook-Air
15:44:41~88 MacBook-Air
15:44:45-88 MacBook-Air

15:44:45~08 Air L

15:44:29-08 localhost Installer Progress{61]): Progress UI App Starting
] softwarcupdate_firstrun_tasks(202]: Rebuilding Tag-Cache inside of ProductMetadata.plist.

Installer Progress{éil:
Installer Progress(é61]:
Installer Progress(61]):
Installer Progress(é61]:
Installer Progress(61]:
Installer Progress(61]:
Installer Progress{é1):
Language Chooser(193]):
oh

15:44:45-88 MacBook-Air
145-88 MacBook-Air
5-88 MacBook-Air

144:46-08 MacBook-Air
15:44:46-88 MacBook-Air
15:44:46-08 MacBook-Air
15:44:46-08 MacBook-Air

144:46-08 MacBook-Air
8-08 Book-Air

tanguage Chooser{193]:
Language Chooser[193}:
Language Chooser[193):
Language Chooser[193]:
Language Chooser[193]:
Installer Progress{el]:
Installer Progress(é1]):
Installer Progress(61]:

8-68 Air

L Ch (193]

5:48:69-88 MacBook-Air
15:48:09-88 MacBook-Air

15:48:09-88 MacBook-Air bootinstalld[252]: BootTimeInstall: Client loginwindow[83): Connected.
15:48:13-88 MacBook-Air Setup Assistant{312]: Starting Setup Assistant with uid 248.
15:48:13-98 MacBook-Air Setup Assistant{312]: ISAP: Done with Phase “Setup Assistant”
15:48:13-08 MacBook-Air Setup Assistant{312): ISAP: hide progress UI called

15:48:13-88 MacBook~Air Installer Progress{61): Done with phase = "Setup Assistant”

L ge Cl [193]:
bootinstalld(252]: Boot
bootinstalld(252]): Beot

93): LCA: most frequent language: es

IASGetCurrentInstallPhaseList: Unable to get phases
IASGetCurrentInstallPhase: Unable to get the current phase name
phaseName = (null)

_currentPhase = “(null)”, _phases = (null)

Progress app is loading.

Progress app is running with no progress set

Progress app is running.
LCA: most frequent language: en

LCA: most frequent country code: US
Using progress phase: Language Chooser
Setup: Factory cable attached: @
No primary language hint found
ISAP: hide progress UI called
Hiding Progress UI
Setting window alpha values to 8.8
Ordering windows out
Waiting for buddy to launch...
notify_post result: @
TimeInstall: Configuring sandbox...
TimeInstall: Sandbox successfully configured

/private/var/db/.AppleSetupDone

_— ey
Iprivate/var/log/

[Sarahs-Air:db oompa$ stat -x .AppleSetupDone

File: ".AppleSetupDone”

Size: @ FileType: Regular File

Mode: (8400/-r-——-——--) Uid: ( e/ root) Gid: ( e/
Pevice: 1,4 Inode: 1076494 Links: 1

IAccess: Thu Nov 29 18:51:58 2018

Modify: Thu Nov 29 18:58:04 2018

IChange: Thu Nov 2% 18:58:04 2018

ISarahs~Air:db oompa$ date
[Sun Dec 30 17:23:18 EST 2018

wheel)

An original installation date may be found as the creation date for the . AppleSetupDone file located in the
/private/var/db/ directory.

The OS X installation date may be able to be found in the install. log files located in the /var/log
directory if the older files have not been turned over. These dates are when different versions of OS X were
installed after the original installation.

There may be a difference in timestamp time zones, as the original time zone for all Macs is Cupertino, CA, time.
Note the three-hour difference in the example screenshots above. The timestamp in the install. log is three
hours off from the hidden files. The install.log was being written to before the user had set up the time zone

for the system.

8 © 2020 Sarah Edwards
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MacTime Zone Setting: Static Location

e /etc/localtime

nibble:etc sledwards$ 1s -1 localtime
lrwxr-xr-x 1 root wheel 36 Apr 13 17:28 localtime -> /usr/share/zoneinfo/America/New_York

* /Library/Preferences/.GlobalPreferences.plist

v com.apple.preferences.timezone.selected_city Dictionary (10 items)
RegionalCode String DC
Version Number 1
TimeZoneName String America/New_York
Latitude Number 38.89511
GeonamelD Number 4,140,963
Population Number 601,723
Longitude Number ~77.03637
CountryCode String us
Name String Washington D.C.

The link to the file located in /etc/localtime contains the current time zone value for the system. In the
screenshot, you can see the local time zone is set for New York, or the Eastern Standard Time zone.

The property list located in the /Library/Preferences/ directory contains the time zone configuration data.
The time zone is set for Washington, DC. This is for the same system configured for the New York time zone
shown above. While the city may change, the time zone may be located in a more general location.

This configuration was likely chosen by the user when the system was configured during setup using the time zone
map feature.

© 2020 Sarah Edwards 9



MacTime Zone Setting: Using Location Services

* [Library/Preferences/.GlobalPreferences.plist

< i

Date & Time TimeZone Clock |

To select a time zane, ciick the map near your location and choote 3 city from the Closest City menu.
Vo e

the time zona change "MN‘%WW v com.apple.TimeZonePref.Last_Selected_City Array (10 items)
7 Sat time zona autornatically using eutrent location Item O String

Item 1 String

Item 2 String

Item 3 String

Item 4 String

Item 5 String

Item 6 String

Item 7 String

item 8 String

Item 9 String DEPRECATED IN 10.6

If the user has the time zone set to the current location, the system will attempt to get as close as possible to where
the system’s IP is coming from. The .GlobalPreferences.plist file will show a latitude and longitude as
well as the textual representation of this location.

While this may be close to where the system was, it is unlikely it will be an exact location. The example used above
was about 2 miles off.
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i0OS Information

Backup/File System Acquisition

* Info.plist (Hostname/Model/iOS Version/Serial Number/UDID)

Physical Image

« general.log in /logs/AppleSupport/ or /mobile/Library/Logs/AppleSupport/ (Model, iOS Version, Serial
Number)

* [root/Library/Lockdown/activation_records/activation_record.plist or wildcard_record.plist (UDID)

Koy Type Vaiuo {.."InternationalMobileEquipmentI
v Root Oiciioney ¥ e dentity” = "012038009875011"; .. "A
AccountToken Data <7b0a0922 49667465 ctivityURL" = “https://albert.app
LDA iy r v?\le.cl:m/devi.<:esewices/ad:\'.vi.ty“;.
AccountTokenCertificate Data <202d2d2d 20424547 494 - "ActivationRandomness” = "2C8673
FaitPlayKeyData Data <20202d2d 20424547 494 3D-E25E-4916-8C45-724007CEBAZA" ; .
DeviceCertificate Data <2d2d262d 24424547 494 : "UniqueDevicelD” = “f8da63hdaseg
AccountTokenSignature  Data <744b0o241 abo0DAST 761 8d87c298686dc8efdScb7ededsbd" ;.. "
PhoneNumberNotificationURL" = "ht

{"report":"Device Software Diagnostic Log",“serial":"GéTVLBJICICL9","os_build":"iPhone
0S 11.1.2 (15B202)","updated":"2017-11-21 20:088:01
-0500", "model":"iPhonel8,6", "version":4,"installed":"2017-11-04 16:13:19 -0400"}

Simple device information such as model, iOS version, device serial number, UDID, and hostname can be found in
a variety of locations, depending on whether you have a file system/backup acquisition or a full physical image.

On backups or file system acquisitions, this information can easily be found in the Info.plist that is created.
Some acquisition tools do not necessarily call this the Info.plist, but they should have a similar file
containing the identifying information for the device.

On physical images, this information is stored in many files:

* The model, iOS version, and serial number can be found in the general . 1og file located in
/logs/AppleSupport/ or /mobile/Library/Logs/AppleSupport/ as the header of the log
file.

» The UDID can be found in the activation record.plist orwildcard record.plist file
located in the /root/Library/Lockdown/ directory as embedded data in the AccountToken key.

Other files on the device contain similar information:
* Model: /preferences/SystemConfiguration/NetworkInterfaces.plist
*  Model, Hostname: /preferences/SystemConfiguration/preferences.plist
* Hostname: /preferences/SystemConfiguration/com.apple.mobilegestalt.plist

© 2020 Sarah Edwards 11



iOS Information: com.apple.commcenter.plist

* Phone, IMEI, and carrier numbers
* Available on backup and physical acquisitions

Key Type Value
¥ Root Dictionary (8 items)

» Wallet Dictionary (2 items)

'?-i.'lﬁ"f»i

PhoneNumberChangeReport Boolean YES
NextUpdate X Date ______Sep 21,2015, 12:10:46 PM

LASDNextUpdate Date Dec 28, 2016, 8:43:01 AM

CarrierEntitlementsControllerNextUpdate  Date Dec 15, 2016, 6:01:13 PM

Physical: /private/var/wireless/Library/Preferences/com.apple.commcenter.plist
Backup: /wireless/Library/Preferences/com.apple.commcenter.plist

The com.apple.commcenter.plist can be viewed to determine the phone number and ICCID information.

This plist file may also contain carrier information. The “CarrierBundleName” can be used to search for the carrier
on https://www.imei.info/carriers/. For example, 310260 belongs to the T-Mobile network. See the screenshot.

12 © 2020 Sarah Edwards
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iOS Device Setup Data: com.apple.purplebuddy.plist

* Locale, Potential
Hardware, Setup
Install Time

* Available on
backup and
physical
acquisitions

SetupVersion

Number 10

Number

SetupFinishedAllSteps Boolean YES
KeychainSyncPresented Boolean YES

PasscodePresented Boolean YES

' Number 104

SetupState String SetupUsingAssistant
SetupDone Boolean YES

Physical: /private/var/mobile/Library/Preferences/com.apple.purplebuddy.plist
Backup: /mobile/Library/Preferences/com.apple.purplebuddy.plist

The com.apple.purplebuddy.plist can be viewed to determine the device setup information, including
the original locale, setup time, and device hardware model.

The example above performed the “Purple Buddy” device setup on 05/18/2016. This is where the user configures
all items about their devices, including their passcode, locale, keychain, Wi-Fi, etc.

The hardware can be determined from the “SSDeviceType” keys. The model string ‘J85AP” or ‘J86AP’ can
be searched for to determine the human-readable model information such as iPad Mini 2. On many devices, there
are multiple DeviceTypes represented. They are not necessarily the device currently being used; however, it may
indicate previous devices the user has used, since these multiple device type artifacts likely come from previous

i0S backups.

© 2020 Sarah Edwards 13



Additional iOS Backup Triage: com.apple.springboard.plist

= 5 = No Service 5 1 100% - 4
* iOS Version, Locale, Device State
XBRecentLocale String en-US 6 /I 8
|SBLastSystemVersion String 13G34 I Sunday, January §
SBSoftwareUpdateOSVersion String 9.3.3:13G34
SBDevicelLockBlocked Boolean NO — i
SBDeviceWipeEnabled Boolean ,YES IPhone is disabled
try again in 5 minutes
No Service & 4:31PM £ 100% WD 4

¢ Settings Touch ID & Passcode

Erase Data ()

Erase all data on this iPhone after 10 failed passcode
attempts,

Data protection is enabled.

Location: [ /private/var] /mobile/Library/Preferences/com.apple.springboard.plist
Various Springboard and interface-related items are stored in this plist file.

Additional i0S triage information can be found in the com.apple.springboard.plist file. The locale
setting (XBRecentLocale) can provide native location-based information. In this example, it is “en-US”. The
OS version (SBLastSystemVersion/SBSoftwareUpdateOSVersion) is stored as a build number—
“13G34”. This number can be Google searched to determine the numerical OS version (9.3.3).

The SBDeviceLockBlocked key keeps track of whether or not the device is disabled (it is not in this case),

while the SBDeviceWipeEnabled key determines if the user set the “Erase Data” option in their “Touch ID and
Passcode” settings to wipe the device after 10 failed attempts at the passcode.

14 © 2020 Sarah Edwards
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Network Interfaces and System Model

Mac: /Library/Preferences/SystemConfiguration/Networkinterfaces.plist
iOS Physical: /private/var/preferences/SystemConfiguration/Networkinterfaces.plist

Key Type Vaiue
¥ Root Dictionary (2 items)
¥ Interfaces Astay (8 items} i/

Rems)
Active Beolean YES
Y, G B

bieaa L i e
108uiltin Boolean YES
10intertacaNamePrefix String en
10intertacoType Number 6

0

PIPCIRP12@10,3/IOPPIARPT@0/APort_Brem4360/end

» ltem 2 Dictionary {10 ems)

»item 3 Dictionary {10 items)
»tem 4 Dictionary {10 items)
»ltem 5 Dictionary {10 itoms)

» item 6 Dictios {8 terms)
SR

108uittin

iOintertaceNamePrefix String en
ICintertaceType Numbar 8

IQintertaceUnit Number 7

I0PathMateh 10! Cif ) UPSB@0) PYXH 3.0 Hull
» SCNetworkinterfaceinfo

(4 items)

Mac: /Library/Preferences/SystemConfiguration/NetworkInterfaces.plist
iOS Physical: /private/var/preferences/SystemConfiguration/NetworkInterfaces.plist

The NetworkInterfaces.plist file located in the SystemConfiguration directory contains the
network interfaces for the system.

Each network interface on the system will have an Ttem key. There are two interfaces highlighted in the above
screenshot.

“Item 07 isthe Wi-Fi interface on en0, while “Ttem 7” is a USB-C hub that contains a network port that was
attached to the system.

Each interface will contain a description such as “IEEE802.11” or “Ethernet”, as well as the unique MAC
address for each interface.

Finally, there is a Model key that shows the model of the system (i.e., MacBookPro13,2). This can be searched for
on“https://support.apple.com/en-us/HT201300” to determine the actual model information.

© 2020 Sarah Edwards 15
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Key Type Vaiue
¥ Root Dictionary {2 items)
v Interfaces Array (8 items)
[Flemo Dictionary (10 fteme)
Active Boolean YES 5
|0Builtin Boolean YES S
I0InterfaceNamePrefix String en
I0InterfaceType Number 6
|0InterfaceUnit Number 0
I0PathMatch : String 10Service:/AppleACPIPlatformExpert/PCIO@0/AppleACPIPCI/RP12@1D,3/I0PP/ARPT@0/AirPort_Brem4360/en0 'g
» SCNetworkinterfacelnfo Dictionary (1 item) g
F " 0 S B
: Sietianary . =
» Item 2 Dictionary (10 items) ©
»item 3 Dictionary (10 items) u‘g
» Item 4 Dictionary (10 items) 8
» ltem 6 Dictionary (10 items) =
» item 6 Dictiona (9 items) ©
vitem7 Dictionary (9 items)
1CBuiltin Boolean NO (93
I0InterfaceNamePrefix String en
I0InterfaceType Number 6
I0InterfaceUnit Number 7
IOMACAddress  Data  <000ec6e7 ce3s>
I0PathMatch String 10Service:/AppleACPIPlatformExpert/PCIO@0/AppleACPIPCI/RPOS@1D/IOPP/UPSB@0/IOPP/DSB2@2/I0PP/XHC3@0/XHC3@01000000/SSP2@01400000/USB3.0 Huky
¥ SCNetworkinterfaceinfo Dictionary (4 items)
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Network Information: Configuration
. . .
Mac: /Library/Preferences/SystemConfiguration/preferences.plist
. o .
i0S: /preferences/SystemConfiguration/preferences.plist
v 29A1FDC6-B462-4518-... Dictionary (7 items) v CE4DF79D-2811-444D~... Dictionary (7 items)
v DNS Dictionary (1 item) ¥ DNS Dictionary (0 items)
v ServerAddresses Array (0 items) v IPv4 Dictionary (4 items)
v IPv4 Dictionary (1 item) Ycdresses Aray ¢ ftem)
ConfigMethod String DHCP Item 0 String 192.168.123.123
v IPv6 Dictionary (2 items) ConflaMsthod Sying MADLA
. Router String 192.168.1.254
ConfigMethod String Automatic v SubretMas Array 0 e
—INACTIVE_. Boolean YES tem 0 String 255.255.255.0
v Interface Dictionary (4 items) v IPVG Dictionary (1 item)
DeviceName String en0 CaonfigMethod String Automatic
Hardware String AirPort v Interface Dictionary (4 items)
Type String Ethernet DeviceName String end
UserDefinedName  String Wi-Fi Hardware String Ethernet
v Proxies Dictionary (2 items) Type String Ethernet
v ExceptionsList Array @ iterns) UserDefinedName String Thunderbolt Ethernet
¥ Proxies Dictionary (2 items)
Item 0 String *.local .
o String 169.254/16 ¥ ExceptionsList Array (2 items)
item 0 String * local
FTPPassive Number 1 Item 1 String 169.254/16 7
v SMB Dictionary (1 item) q‘:"“% FTPPassive Number 1 4% c>
NetBIOSName String nibble 0;3 v SMB Dictionary (0 items) N
UserDefinedName String Wi-Fi UserDefinedName String Thunderbolt Ethernet

Mac: /Library/Preferences/SystemConfiguration/preferences.plist
10S Backup: /preferences/SystemConfiguration/preferences.plist
i0S Physical: /private/var/preferences/SystemConfiguration/preferences.plist

The NetworkServices key contains the configuration for each network interface. Two examples are shown
above.

The example on the left contains a Wi-Fi interface (UserDe f inedName key). This interface uses DHCP (rather
than a static IP), and it has a Net BIOSName key that contains the NetBIOS name of the system. The network

interface device is en0.

The example on the right contains a Thunderbolt Ethernet interface (UserDefinedName key). This interface has
a static IP configured (as well as router and subnet mask). The network interface device is en4.

© 2020 Sarah Edwards 17



Network Information: DHCP Addresses
Mac: /private/var/db/dhcpclient/leases/
iOS Physical: /db/dhcpclient/leases/

bash-3.2# pwd

/private/var/db/dhcpclient/leases

bash-3.2# 1s -1

total 16

-rw-r--r-- 1 root wheel 969 May 10 10:20 en®-1,b8:
-rw-r--r-- 1 root wheel 927 Feb 18 20:48 en4-1,68:
bash-3.2# plutil -p end-1\,68\:5b\:35\:91\:1a\:b5

{

e8:56:37:ec:6
5b:35:91:1a:b5

"LeaseStartDate" => 2014-02-19 01:39:52 +0000

"RouterHardwareAddress" => <e0699550 4c06>

"IPAddress" => "192.168.1.237"

"Leaselength" => 43200

"RouterIPAddress" => "192.168.1.254"

"PacketData" => <02010600 7048b9f4 00040000 02000000 c@a8dled cOa8dlfe 0ORVRA0@ 685b3591 lab
50000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000
0 00000000 00000000 00000000 0000000 000VV000 BRV00E00 V000000 00000000 00000000 0V0V0000 00
000000 00000000 00000000 00000000 0000000 00000000 00000000 00000000 B0000000 D0VV0V0D 00000
00 00000000 00000000 00000000 00000000 00000000 00000000 0O00000 BV000000 00000000 00000000 O
0000000 00000000 00000000 0000AN00 VAVVVC0D VVVVV000 00000000 0C0V200 00002000 63825363 35010
536 04c0a801 fe330400 00a8cO3a 04000054 603b0400 0093a801 G4ffffff 001c@4cO aB01ffO3 04c0a801
fe@604c0 a801lfeff 00000000 00002000>
}

Mac: /private/var/db/dhcpclient/leases/
iOS Physical: /db/dhcpclient/leases/

The files located in the directories above contain configurations for DHCP network settings. These contain the
settings for the latest connection on the specified interface.

The example above shows two DHCP configurations: One for the en0 adapter and another for the en4 adapter. Each
adapter has an associated MAC address in the filename.

Each file contains:
e Lease Start Date
*  Router MAC Address
e Assigned IP Address
e SSID of Access Point (Wi-Fi only)
*  DHCP Lease Length (in minutes)
* Router [P Address
* Packet Data

18 © 2020 Sarah Edwards
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¥ List of known networks Array {18 tems}
¥item O
Network Information: i
H - 3 » networkKnownBSSUistKey
Wi-Fi on iOS o s i
o L. » RSN_IE {5 tems}
com.apple.wifi.plist SRS MR 4
5iD <43727973 74616¢50 616c6163 65>
Strength Number  0.484732708546763
: 80211W_ENABLED Boolean  YES
CAPABILITIES Number 1,073
Access Point Name (SSID) e i
AGE Number 754
SNR Number 21
e e —— - ASSOC FLAGS Number 1
£ire aa . . 2 ScaiedRSSt Number 0.464732708546783
i ; : o FT_ENABLED Boalean YES
Mac Address (BSSID
ac % B ress ORIG_AGE Number 164
v . : : Known8SSUpdatedDate Date Feb 27,2018 at 6:43:41 AM
NG e e S RO ) & PHY.MODE Number 16
RSS! Number -70
FAST_ENTERPRISE NETWORK .. Boolean YES
¥ . BSSiD Sting 98:de:d0:4a:cl:86
La t A t n d T tam »802110_E Dictionary (1 ftem}
S uto joine iImes P i R e
CHANNEL Number 11
AP_MODE Number 2
CaptiveNotwork Boolean NO
ScaledRate Number 1
* ° networkUssge Number 312,212.982544541
Last Joined Timestam i
p <07085553 20010b1e 30140100 0004
| Fob 25,2018 8 4:22003 PM.
10
WiFiManagerKnownNetworksEv...  Number 1

» HY. CAPS [E Dictionary {6 itams}
enabled Boolean YES 19
WiFiNetworkPasswordModificati.. Date Feb 25, 2018 at 4:22:39 PM

Mac:
/Library/Preferences/SystemConfiguration/com.apple.airport.preferences.plist
(10.9-)

iOS Backup: /preferences/SystemConfiguration/com.apple.wifi.plist

i0S Physical: /private/var/preferences/SystemConfiguration/com.apple.wifi.plist

These plists contain network information of the “remembered” or “saved” networks. Each network is stored in its
own Item key.

The “remembered” networks are a list of networks the system has previously established a connection with. These
items do not appear to be purged unless performed by the user. If removed using the GUI shown, the items will be
removed from the property list.

Some of the attributes available for each network include:
» Captive (that pop-up screen you get in hotels and restaurants)
*  When the system last connected to the network, stored in local system time
*  Network SSID
* Automatic logon

These networks can help an investigator determine where a system might have traveled to if the network SSIDs are
unique, such as a restaurant or hotel name.

Note: This file will only be available if the system has a wireless network card available.

By default, these are stored in a chronological format (Item 0 is the oldest); however, the user can use the GUI to
change the order in which they attempt to connect, which will change the order in the property list file.
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An example of a Wi-Fi network on iOS is the com. apple.wifi.plist file.

While on, Mac users can remove and modify Wi-Fi access points, but it is not as easy on i0S. Known networks are
populated when iOS devices join them and are difficult to remove from the list. The user can select “Forget This Network™,
but only when connected to the network.

¥ List of known networks Array (20 ltems)
v Rem 0 ‘ ‘ “ bfétioﬁéry (37 Items)
' IastAutoJomed V ' ~ Dpate  Dec 14 2016 10 50 00 AM
b RATES Array o (8 rtems)
UserDirected - Boolear\ NO
bnetworkKnownBSSListKey k Array o (2 |tems)
) B> RSN_IE o ‘Di‘ct.lonary” N (4 |tems) o
SCAN_RESULT FROM_PROBE_RSP Boolean YES
' SSID Data  <464f52353138>
SSID_STR_ ‘String  FORS18
Strength "~ Number 0581395328044891
~ 80211W_ENABLED ~ Boolean  YES #0000 ATET 5 3:22PM 13 o2 mm
'CAPABILITIES 4 Number 273 | ¢ cettings Wi-Fi
BEACON._| INT Number 20 -
AGE Number ) 721 7 _'wﬂl T T
SNR Number 14
ASSOC_FLAGS I T B )
> EXT_CAPS ) ~ Dictionary (1 item) Other...
ScaledRSSI Number 0. 5813953 o B
* FT_ENABLED "~ PBoolean  YES
NO|SE " Number _88 o bt S
ome ‘AGE S _VNumber. 21 N Ask to Join Networks K’/
(PHYMODE . Nember 148 | oun notwors wil b joned sutomaticaly. noknown
RSS! Number -74 .-netwarks are available, you will have to manually selecta :
FAST_ENTERPRISE_NETWORK_SUPPO... Boolean  YES netwerk. ‘
"~ > QBSS_LOADE ~ Dictionary (3 items)
BSSID String 1c:b9:ca:3c:1bic
> 802110 IE Dictionary (1item)
- CHANNEL S b e
APMODE -  Number 2
b VHT_CAPS_IE " Dictionary  (2items)
ScaledRate Number 1
o networkUsage /‘ B " Number 30,5100310333371
CHANNEL WIDTH ' ~ Number 80
IE S " Data  <07125553 20240424 340
CHANNEL_FLAGS Number 1,040
~ p HT_CAPS_IE Dictionary (6 items)
' enabled Boolean YES
WiFiNetworkPasswordModificationDate  Date  Dec 9, 201 6, 5:58:29 PM
20 © 2020 Sarah Edwards
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Network Information: Wi-Fi on macOS

ILibrary/Preferences/SystemConfiguration/com.apple.airport.preferences.plist

Koy
¥ Root {5 homs)
Countar 2
¥ KnownNetworks 3 tems)
> wifi.ssid.<48706174 74204775 65737472 616160> {18 items)
» wifi.s31d.<60616269 6c652d77 6972656¢ 657373> {15 items)
¥ wifi.38id.< 76657972 6iGe> {18 items)
AutoLogin NO
Captive NO
» ChannetHistory {1 tom)
Closed YES
» CollocatedGroup (0 itoens)
Disabled NO
LastConnected Dec 16, 2014, 5:43:48 PM
Passpoint NO
PossiblyHiddenNetwork NO
RoamingProfieType Singte
SPRoaming NO
£8ID <76857972 660>
S610String veyron
SecurityType WPA2 Personal
SystemMode YES
TemporarilyDisabled NO
¥ PreferredOrder 3 itoms}
ftem O wifl.89id.<76657972 6f6e>
ftem 1 wifi.ssid. <6d616289 60652077 6972656¢ 857373>
item 2 wifi, asid. <48708174 74204775 65737472 B1616d>
» UpdateHistory (t itam)

On 10.10+ systems, the com.apple.airport.preferences.plist property list file contains similar
information; however, it is organized a bit differently.

The keys under KnownNetworks contain keys named wifi.ssid.<hex>. The <hex> is the hex
representation of the network’s SSID name.

The PreferredOrder key contains the order in which access points should be used, in order of preference. Item
0 is the most preferred.

To determine which one of the listed networks is the “home” network, such as the system owner’s home access
point or the company enterprise Wi-Fi, analysis can be done on the airport property list file
com.apple.airport.preferences.plist orthe system. log. This is assuming the user is using Wi-Fi
versus a wired connection.

The airport preferences file should at least have one I tem key in the list if the wireless network adapter was used.
When a system is set up, the first item, or Ttem 0, is populated. Most users set up their new laptop or device in

their own homes and offices. Security of these access points should (hopefully) be secured and not listed as
“OPEN”, as with most Wi-Fi hotspots, such as the local coffee shop.

The system. 1og file can be searched for the “airportd” term to determine where a device has established the
most connections. Many users tend to use the device in one location more than any other, such as their home or

office.

This is not exactly a scientific method to determine a home network but can help in determining the user profile of a
system user.
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Key Type [Value
v Root ) Dictionary (5 |tems)
" Counter o "~ Number 2 :
v KnownNetworks D]Etﬁmary (3 |tems)
""" > wifl.ssid.<48796174 74204775 65737472 6f6f6d> Dictionary (16 items)
-4 wifi.ssid. <6d6f6269 6c652d77 69726566 657373> Dictionary (15 ttems)
v wifi.ssid.<76657972 6f6e>  Dictionary (16 items)
AutoLogIn Boolean NO
Captive \Boolean ' NO
Le ChannelHlstory } AArray (1' i'te'rvri)m o
~ Closed " Boolean YES
>CollocatedGrcup i Krray - (0 iierrié) o
Disabled Boolean NO
LastConnected " ‘Date  Dec 16, 2014, 5:43:48 PM
"‘Passpoint " Boolean ‘N0
PossnblyHiddenNetwork Boolean NO
"RoaminngﬁleType ‘ 7§irihg o Singlé
SPRoaming '  Boolean  NO
SsID Data <76657972 Bf6e>
o SSIDStnng String _veyron
“secutyype e Etﬁﬂém . WPA2 Pé}s bﬁal
~ SystemMode " Boolean  YES -
TemporarilyDisabledm ‘ ~ Boolean NO
vPreferredOrder ' AArray - (3 items)
' temo ~ Sting  wifissid.<76657972 6f6e>
" tem1 String  wifi.ssid.<6d66268 6c652d77 6972656¢ 657373>
jtem 2 String wiﬁ ss:d <487961 74 74204775 65737472 6f6f6d>
bUpdateHiétdfy o ' Array (1 |tem) :
 Version Number 2, 200
22 © 2020 Sarah Edwards
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Mac User Accounts

Types:
_ | * Administrator
L e e Standard

o e Jilanzsed
Sharing Only
¢ Jrecnpraih e i Group

testuser Apple ID: elwoodblue. .gmail.com LM

Guest

™ Allow user to administer this computer

P Q Lagin Options {_} Enable parental controls | Open Parental Controls... |

n
ié Click the lock to prevent further changes. (2)

Information about the user accounts is useful when trying to determine which user did what. The ‘Users & Groups’
preference panel shown above allows a user to add or remove users, change passwords, change their information,
enable parental controls, and perform administrative functions.

Each user is associated with a particular account type:
*  Administrator
* Standard
* Managed with Parental Controls
*  Sharing Only
*  Group
*  Guest

The Administrator has full administrative access to the system, while a Standard user has limited administrative
privileges to the system; they can install software and change their own account preferences.

An account that is Managed with Parental Controls can be restricted from using certain applications, may have
limited exposure to inappropriate content, or may have time usage restrictions.

A Sharing Only account can be used by networked users to access shared files.

A Group can be created to keep track of more complex user types, such as in an enterprise environment.

A Guest user can log in (without a password) and use the computer temporarily. If configured, a Guest user may be
able to connect to shared folders or have parental controls enabled. If the system uses FileVault, the Guest user will

only be able to access Safari. After a Guest user logs out, all data in the Guest home directory is deleted. Guest users
on 10.7 and below are similar. One exception using 10.7: when FileVault is enabled, Guest users cannot log on.
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Mac User Accounts: User Account Files
.
Iprivate/var/db/dslocal/nodes/Default/users
sh-3, 3
Guest.plist _jabber.plist _serialnumberd.plist
_amavisd.plist _kadmin_admin.plist _softwareupdate.plist
_appleevents.plist _kadmin_changepw.plist _spotlight.plist
_appowner.plist _krb_anonymous.plist _sshd.plist
_appserver,plist _krb_changepw.plist _svn.plist
_ard.plist _krb_kadmin.plist _taskgated.plist
_assetcache.plist _krb_kerberos.plist _teamsserver,plist
_atsserver.plist _krb_krbtgt.plist _timezone.plist
_avbdeviced.plist _krbtgt.plist _tokend.plist
Normal System V:Xelelo)8] a1 50]| _calendar.plist _lda.plist _trustevaluationagent.plist
St _ces,plist _locationd.plist _unknown.plist
L .p'ISt _clamav.plist lp.plist _update_sharing.plist
G | _coreaudiod.plist _mailman.plist _usbmuxd.plist
UeSt-P ISt _cvmsroot.plist _mcxalr.plist _uucp.plist
: cvs.plist _mdnsresponder.plist _warmd.plist
nobody.phst cyrus,plist _mysql.plist _webauthserver.plist
I’OOt.pliSt _devdocs.plist _netbios.plist _windowserver.plist
! _devicemgr.plist _hetstatistics.plist wew.plist
daemon,phst _dovecot.plist _networkd.plist com, apple.calendarserver.plist
_dovenull.plist _postfix.plist
_dpaudio.plist _postgres.plist elwood.plist
_eppc.plist _qtss.plist mpawl.plist
_ftp.plist _sandbox.plist nobody.plist
_geod.plist _screensaver.plist root.plist
_installassistant.plist _scsd.plist sledwards.plist
installer.plist securityagent.plist

Each user and group has a property list file containing data about their respective user. The users are located in the
/private/var/db/dslocal/nodes/Default/users directory, while the groups are detailed in the
/private/var/db/dslocal /nodes/Default/groups directory.

The property list files may be binary or XML, depending on the OS version.
* 10.6: XML
* 10.7+: binary

Access to this directory requires root privileges.

It is worth noting that users who use Open Directory (similar to Active Directory) will not have a user plist in this
directory.

The *.plist are for services and groups, while daemon.plist, root.plist,and nobody.plist
are also default accounts.

24 © 2020 Sarah Edwards
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Mac User Account File Example and Account Policy Data Key

Key Type Valve
¥ Root Dictionary {28 items)
» _writers_unlockOptions Array {1 item)
¥ sccountPolicyData Artay {1 tem)
Item O Data <3¢31786d 6c207665 7273696f 6e3d2231 2302220 U S e r n a m e Real N ame
» jpegphoto Array 11 tem)
» record_daemon_version Array (1 orm)
» authentication_authority Asray (3 tems)
P picture Array 1 item)
» _wrtiters_picture Array {1 ltem})
> HemaursioKey arey (e Password Password Home
¥ writers_AvatarRepresentation Artay {1 rom} 4 )
e wroy i1 Hint Shadow Directory
» unlockOptions Array (1 item)
» reainame Array (1 term)
» AvatarRepresentation Array (1 item)
¥ hint Array {1 item)
Item O String Heck no.
» _writers_UserCertificate Array {1 ltem) U Ser AVatar AC CO u nt
¥ name Array (3 toms) .
ham0 sg oomee ID/Group ID Policy Data
tem 1 String ocompa@csh.ritedy
ttem 2 String com.apple.idms.appleid.prd. 145637
T ) ¥ Root Dictionary (4 items)
» KerbetosKeys Array 1 item)
¥ hame Artay (1 itern) 3 .
item 0 String Nsersjoompa creationTime Number 1,447,629,807.4893
> writers_passwd Artay 1 #om) 3 .
v Array {1 item) failedLoginCount Number 0
item O String 501 + ety
» Linkedidentity Array (1 item) failedLoginTimestamp  Number 0
» genersteduid Array (1 tem) X
»gia wiray {1 item) passwordLastSetTime Number 1,474,128,771.19831
» passwd Array 1 tem)
» altsocurityidentities Array (1 tem)
» _writers_hint Astay (1 tem) 26
¥ _writers_jpegphoto Artay (1 tem)

Each user property list contains data about the specific user account. It can contain a variety of different
information and may sometimes be different between different versions of macOS. This is an example from a
system on 10.13, where the account has been associated with an Apple ID.

The bottom screenshot shows the account policy data from the user's account file, which was extracted from the
accountPolicyData key. This plist contains the account creation time and when the password was last set in Unix
epoch time. The Failed Login Count and Failed Login Timestamp do not appear to be used or updated.

26
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Deleted Mac User Accounts [1]

ILibrary/Preferences/com.apple.preferences.accounts.plist

Key Type
v deletedUsers Array
b item O Diction...
Vvitem 1 Diction...
dsAttrTypeStandard:RealName String
dsAttrTypeStandard:UniquelD Number
name String
date Date

o iYRlue,

o
(4 items)

(4 items)
testuser

502

testuser

Jun 13, 2012 8:41:58 PM

The deleted users are shown in the com.apple.preferences.accounts.plist file under the
deletedUsers key. This property list is located in the /Library/Preferences/ directory.

This key contains:
e Deleted user’s “Real Name”
« UID
e Username
e Deletion date (local system time)

© 2020 Sarah Edwards
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Deleted Mac User Accounts [2]

ILibrary/Preferences/com.apple.preferences.accounts.plist

Are you sure you want to delete the user account
“testaccount”?

To delete this user account, select what you want to do with the home

v Users folder for this account, and then click "Delete User"”.
b s
sledwards ¢ Save the home folder in a disk image
v Deleted Users The disk image is saved in the Deleted Users folder (in the
i testuser.dmg k Users folder).
T testuser2.dmg __ Don't change the home folder
T The home folder remains in the Users folder.
» [ Shared
- Delete the home folder
» [ elwood

Cancel _Jy sDelate User

There are three options available when a user account is deleted:

. “Save the home folder in a disk image”: This default option archives the user’s home
directory and saves it in a disk image file (DMG). The inset screenshot shows a couple of deleted user
accounts, saved to DMG files, which are then moved to the /Users/Deleted Users/ directory.

2. “Don’t change the home folder”: The home folder does not get archived; it stays in place.

3. “Delete the home folder”: The user’s home directory is removed.

When the user accounts are deleted, the user’s plist in the
/private/var/db/dslocal/nodes/Default/users/ directory is also removed.

28 © 2020 Sarah Edwards
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Mac Last User Logged In and Auto Login User: /etc/kcpassword

ILibrary/Preferences/com.apple.loginwindow.plist

8enn

e D
¥ Root Dictionary (9 items)
GuestEnabled Boolean YES Curieaplier e il i
OptimizerLastRunForSystem Number 168,297,472 | | & Sirst Aitonclong
lastUserName String sledwards ;;"CMU“' waﬂm% gmmﬂ i
autoLoginUser String sledwards » (,m, @ show the S i e ot
s Rl :
OptimizerLastRunForBuild Number 25,429,728 Gm'ﬁpmmmwn son
MasterPasswordHint String {1 Show password hints
lastUser String loggedin L i isomlar e iiios mesitas sLHALIATA S
p AutoLaunchedApplicationDictionary Array (1 item) uu”vd“w;r(hm fogh yindow
RetriesUntilHint Number 3
kAo o
Ry ]
bash-3.2# xxd /etc/kcpassword
200000B0: 37eB 3744 b7ce dd18 585a 5901 T FDncuin o XY e
bash-3.2# sudo ruby -e ‘key = [125, 137, 82, 35, 210, 188, 221, 234, 163, 1B5, 31]; IO.read("/etc/

kcpassword").bytes.each_with_index { |b, i| break if key.include?(b); print [b ~ key[i % key.size]
.pack("U%") }'

The com.apple.loginwindow.plist property list located in the /Library/Preferences/ directory
contains:

* lastUser: Ifthe user is currently logged in (assuming the system was imaged live).

* autoLoginUser: The Auto Login user (if configured).

* lastUserName: Last logged in user.

* RetriesUntilHint: The number of times before a password hint is given.

* GuestEnabled: Guest Account Status.

* MasterPasswordHint : If a master password has been configured, a hint may have also been
configured.

A user may choose the ability to have the system automatically log them on using the “Automatic login”
selection window in the ‘Users & Groups’ preferences pane.

The user’s password is then XOR’d with a multi-byte key and stored in /etc/kcpassword. To decode this
password, use the Ruby script below from https://gist.github.com/opshope/32f65875d45215¢3677d.

sudo ruby -e 'key = [125, 137, 82, 35, 210, 188, 221, 234, 163, 185, 31];
I0.read("/etc/kcpassword") .bytes.each with index { |b, 1| break if
key.include? (b); print [b *~ key[i % key.size]].pack("U*") }'

Automatic login is not available for a system’s User FileVault or accounts that use iCloud credentials to log in. It
may be possible to find this file on the system even after Automatic login was turned off, however.

References:

http://www.brock-family.org/gavin/perl/kcpassword.html
https://apple.stackexchange.com/questions/50652/does-activating-auto-login-
compromise-secure-password-storage

https://support.apple.com/en-us/HT201476
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Managed Devices: Configuration Profiles and Restrictions

¥ {4 ConfigurationProfiles

__ AppAccessibilityParameters.plist

__ ClientTruth.plist

__ CloudConfigurationDetails.plist

_ EffectiveUserSettings.plist

MCDataMigration.plist
_ PayloadDependency.plist
PayloadManifest.plist
profile-2ccdb2ebb375¢e31cfde3b30b2e7¢B8a17dc09e83231ba703945687dbe0bIB8c20b.stub
_ ProfileTruth.plist

» (j Publicinfo

* VMware AirWatch
* JAMF Casper Suite

Carrier Settings

.. UserSettings.plist
¥  Root Dictionary | (14 itams)
InstaliDate Date 2015-10-12 18:31:13
» InstaliOptions Dictionary | (1 item)
MCProfilelsR IStub | Bool True
> PayloadContent Array {2 items)
PayloadDescription String Auto-joins the attwifi Wi-Fi network
PayloadDisplayName String attwii
Payloadidentifier String com.apple.attwifi
PayloadOrganization String Apple Inc
_____ PayloadType String Configuration e
PayloadUUID String 170C2F9B-313E-4237-B873-82D2297AFC28
Parental Restrictions B
ProductBuildVersion String 13A452
ProductVersion String 9.0.2 0
ProfileWasEncrypted Boolean False

macOS: /private/var/db/ConfigurationProfiles/

Physical: /private/var/mobile/Library/ConfigurationProfiles/
Backup/File System: /mobile/Library/ConfigurationProfiles/ (or
/UnknownDomain/Library/ConfigurationProfiles/)

Devices can be managed (or supervised). They may be managed through your enterprise Mobile Device Management
system or settings pushed to you by your corporation or carrier (as well as many other ways).

Managed devices will have a “profile” installed on the device. This profile can be reviewed to see what
actions/limitations it can use. These profiles are found in the ConfigurationProfiles directory with a filename similar to
“profile-<some hash>.stub”. The example above shows a standard profile on AT&T devices that allows
these devices to auto-join “attwifi” access points. These profiles can be accessed through the GUI in the following
path: Settings | General | Profiles (orDevice Management). Note: Hidden profiles, like the AT&T
one above, will not show up, as it is configured as a “hidden” profile. If no “non-hidden” profiles are installed, the
menu option does not exist.

Restrictions (Settings | General | Restrictions)may also be used to limit certain applications, services,
app purchases, media content, privacy restrictions, etc. This is similar to parental-type controls found on other devices
and systems. Devices that have restrictions may have those restrictions recorded in the UserSettings.plist,
EffectiveUserSettings.plist,and PublicEffectiveUserSettings.plist files inthe
ConfigurationProfiles directory.

Reference:

https://developer.apple.com/business/documentation/Configuration-Profile-
Reference.pdf
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v (i ConfigurationProfiles

__ AppAccessibilityParameters.plist

__ ClientTruth.plist

__ CloudConfigurationDetails.plist

__ EffectiveUserSettings.plist

__ MCDataMigration.plist

_ PayloadDependency.plist

' PayloadManifest.plist

profile-2¢ccdb2ebb375ce31¢cfde3b30b2e7¢c6e17dc09e¢63231ba70394567dbe0bf8c20b.stub

_ ProfileTruth.plist
® » (i Publicinfo
§ __ UserSettings.plist
g ¥  Root Dictionary | (14 items)
o InstallDate _| Date 2015-10-12 18:31:13
5 » InstaliOptions Dictionary | (1 item)
Z MCProfilelsRemovaiStub |Boolean | True
»  PayloadContent Array (2 items)
PayloadDescription String Auto-joins the attwifi Wi-Fi network
PayloadDisplayName String attwifi
Payloadidentifier String com.apple.attwifi
PayloadOrganization String Apple Inc
PayloadType String Configuration
PayloadUUID String 17DC2F9B-313E-4237-B873-82D2297AFC2B
PayloadVersion Number 1
ProductBuildVersion String 13A452
” ProductVersion String 9.0.2
. ProfileWasEncrypted Boolean False




iOS Managed Devices: Enterprise Provisioning Profiles

/IMobileDevice/ProvisioningProfiles/

Enterprise deployments

Allows apps to be run without
downloading from Apple App
Store

Malware on non-jailbroken
devices (WirelLurker)

Jailbroken devices (Pangu)

5156 PM

Settings £ General Device Management
: ENTERPRISE APPS
Airplane Mode [
{5} AKRAM AL NEAMI BUILDING MATERI...

a Wi-Fi stationx ﬁ Y
Bluetooth ot ﬁ Beijing Yilin Online Information Techn...
9 celiutar Data ot

Personal Hotspot ot
VPN Not Connested
@ notifications

G Control Center

Do Not Disturb

Physical: /private/var/MobileDevice/ProvisioningProfiles/
Backup/File System: /MobileDevice/ProvisioningProfiles/

Devices can run applications distributed by an enterprise using a Provisioning Profile. These profiles allow
applications to be distributed and run by users without having to download them from the Apple App Store. Devices
do not need to be jailbroken to run these applications. These profiles allow applications to be run by trusting a

certificate that is downloaded by the user onto the device.

These certificates are stored in the ProvisioningProfiles directories as files with a GUID-based filename. These files
contain information such as the enterprise name, bundle ID, creation timestamp, developer certificate, and

entitlements.

References:
https://www.paloaltonetwo
rks.com/content/dam/pan/e
n_US/assets/pdf/reports/U
nit 42/unitéd2-
wirelurker.pdf

(Dev Account Required)
https://developer.apple.c
om/library/ios/documentat
ion/IDEs/Conceptual /AppDi
stributionGuide/Maintaini
ngProfiles/MaintainingPro
files.html

Trust “iPhone Distribution:
AKRAM AL NEAMI BUILDING
MATERIALS TRADING CO
(L.L.C)” Apps on This iPad

Trusting will allow any app from this
enterprise developer to be used on
your iPad and may allow access to your
data.
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User-Configured Internet Accounts: Email | Calendar | Social

< B nternet AScounis

@ Internet Accounts sets up your accounts to use with Mail, Contacts, Calendar, Messages, and

other apps,
g S s » iCloud
Gl e
e @8 Exchange
B S Google
[ rocevoo i
T T
- facebook
Linked {3
e VAHOO e

Knowing what accounts a user has configured with their device can be good investigative information to know.
Mac and i0S devices both have a single area of configured account information that may include email, calendar,

and/or social media accounts.

*eiC ATAY 9 1540 AM
& Mait... Add Account
MiCloud
@8 Exchange

Google:
YAHOO!
Aol.

@4 Outlook.com

Other

£ pAv .

eee L ATAT ¥ 183 AM

{ Add Aczount  Other
AL

Add Mall Account

CONTACTS

Add LDAP Account
Add CardDAY Account
CALENDARS

Add CalDAV Account

Add Subscribed Calendar

1B .y

*e000 ATAT ¥

&
g
g

Music

Videos

iBooks

Podcasts

iTunes U

Game Center

Twitter

Facebook

Flickr

Vimeo

S:30 0308

11:57 AM

Settings

Photos & Camera

1 81% WD
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Internet Accounts

Mac:/Library/Preferences/SystemConfiguration/com.apple.accounts.exists.plist
iOS: /preferences/SystemConfiguration/com.apple.accounts.exists.plist

¥  Root Dictionary | (48 { | com.apple.account.HolidayCalendar.count

com.apple.account.AppleAccount.count Number |1 com.apple.account.HolidayCalendar.exists Number |1
com.apple.account.AppleAccount.exists Number 1 com.apple.account.ldentityServices.count Number 1
com.apple.account.ApplelD.count Number |0 com.apple.account.IdentityServices.exists Number |1
com.apple.account.ApplelD.exists Number |2 com.apple.account.IMAP.count Number 1
com.apple.account.ApplelDAuthentication.count | Number 1 com.apple.account.IMAP.exists Number 1
com.apple.account.ApplelDAuthentication.exists | Number |1 com.apple.account.IMAPMail.count Number |1
com.apple.account.BookmarkDAV.count Number |1 com.apple.account.IMAPMail.exists Number |1
com.apple.account.BookmarkDAV.exi v : IMAPNotes.count Number |4
com.apple.account.CalDAV.count |i= es, 2= None “IMAPNOtes. exists Number |1
com.apple.account.CalDAV.exists TTLResStOTE COURE Numbsr 11
com.apple.account.CardDAV.count HOW many accounts? TTunesStore.exists Number |1
com.appls.account. CardDAV.exists i com.apple.account.SMTP.count Number |2
com.apple.account.CloudKit.count Number 1 -

com.apple.account.CloudKit.exists Number |1 com.apple.accoum.SMTP.e'xlsts Number 11
o abple Accaunk Deical beator.comt Nimber: 11 com.apple.accoum.Subscr!bedCalendar.cofmt Number |1
com,apple.account.DeviceLocatar exists Nuber 1 com.apple.account.Subscnbet?Calendar.exnsts Number |1
com.apple.account.Exchange.count Number 10 com.apple.account.tencentweibo.count Number |0
com.apple.account Exchange.exists Number |2 com.apple.account.tencentweibo.exists Number |2
com.apple.account.FindMyFriends.count Number |1 com.apple.facebook.count Number |0
com.apple.account.FindMyFriends.exists Number |1 com.apple.facebook.exists Number |2
com.apple.account.GameCenter.count Number |1 com.apple.sinaweiba.count Number |0
com.apple.account.GameCenter. exists Number |1 com.apple.sinaweibo.exists Number |2
com.apple.account.Google.count Number |1 com.apple.twitter.count Number |1
com.apple.account.Google.exists Number |1 com.apple.twitter.exists Number 1

34

Mac: /Library/Preferences/SystemConfiguration/com.apple.accounts.exists.plist
i0S:
[/private/var] /preferences/SystemConfiguration/com.apple.accounts.exists.plist

The com.apple.accounts.exists.plist fileis located in the
/preferences/SystemConfiguration/ directory for backups, file system extractions, and physical
images.

This property list shows which types of accounts are globally configured on the device. These can include email
(IMAP/SMTP/Exchange), Google, Calendar, Facebook, Twitter, Apple, Sinaweibo, etc. Each account has two
associated keys: a “Count” key and an “Exists” key.

The “Exists” key shows if that particular type of account is in use. This can have a few different options:
1. At least one account is set up for this type
2. No accounts of this type

The “Count” key shows how many accounts of this type there are. For example, in the screenshot above, this
device has:

* Two SMTP email accounts

* One Apple, Google, Twitter, and IMAP account

»  No Exchange, Facebook, Sinaweibo, Tencentweibo accounts

The example above shows a device running iOS 8. Older iOS versions had fewer accounts listed—mainly ApplelD,
Facebook, and Sinaweibo.

34 © 2020 Sarah Edwards
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v Root Dictionary | (48 com.apple.account‘Holfdav(‘.a!endar.coslnt Number |1
com.apple.accountAppleAccount.count Number 11 com.apple.account.HolidayCalendar.exists Number |1
com.apple.account AppleAccount.exists Number 11| com.apple.account.ldentityServices.count Number |1
com.apple.account. ApplelD.count Number |0 |com.apple.account.ldentityServices.exists Number |1
com.apple.account. ApplelD.exists Number [2 |com.apple.account.IMAP.count Number |1
com.apple.account.ApplelDAuthentication.count | Number |1 | com.apple.account.IMAP.exists Number |1
com.apple.account.AppleiDAuthentication.exists | Number |1 | com.apple.account.iMAPMail.count Number 1
com.apple.account.BookmarkDAV.count Number |1 | com.apple.account.iIMAPMail.exists Number |1
com.apple.account.BookmarkDAV.exists Number |1 com.apple.account.IMAPNotes.count Number |4

o mm‘app'e'acmum‘calD‘w‘cofmt Number |2 com.apple.account.IMAPNotes.exists Number |1
o com.apple.account.CalDAV.exists Number |1 -
N com.apple.account.CardDAV. count Number T3 com.apple.account.iTunesStore.count Number 1
g com.apple.account.CardDAV. exists Number 11 com.apple.account.iTunesStore.exists Number |1
> com.apple.account.CloudKit.count Number |1 |.com.apple.account.SMTP.count Number |2
%‘ com.apple.account.CloudKit.exists Number |1 |com.apple.account.SMTP.exists Number |1
g com.apple.account.DevicelLocator.count Number |1 [com.apple.account.SubscribedCalendar.count Number |1
com.apple.account.DeviceLocator.exists Number |1 |com.apple.account.SubscribedCalendar.exists Number |1
com.apple.account.Exchange.count Number 10 |com.apple.account.tencentweibo.count Number |0
com.apple.account.Exchange.exists Number 12 .| com.apple.account.tencentweibo.exists Number |2
com.apple.account.F!ndMyFr!ends.count Number |1 com.apple.facebook. count Number 0
com.apple.account.FindMyFriends.exists Number |1 "
com.apple.account.GameCenter.count Number |1 com.apple.facebosf.‘k.extsts Number |2
com.apple.account.GameCenter.exists Number |1 [.S2TM:2PP Ie.sfnawe!bo.co?nt Number 10
com.apple.account.Google.count Number 11 com.apple.sinaweibo.exists Number |2
com.apple.account.Google. exists Number |1 | <com.apple.twitter.count Number |1
T com.apple.twitter.exists Number |1

ge



Configured Internet Accounts [iOS 7+,0S X | | +]

Accounts3.sqlite | Accounts4.sqlite

1 select

2 zaccount.z_pk,

3 zaccounttype,zaccounttypedescription,

4 zaccount.zusername,

5 zaccount,zaccountdescription,

6 Zzaccount.zparentaccount,

7 datetime(zaccount.zdate+978307200,'UNIXEPOCH’,'UTC) as Timestamp,

8 zaccount.zidentifier

9 from zaccount
10 left join zaccounttype on zaccounttype == zaccounttype.z_pk
LA S T 3 2% z L VT TS

Z_PK ZACCOUNTTYPEDESCRIPTION ZUSERNAME ZACCOUNTDESCRIPTION  ZPARENTACCOUNT Timestamp

11 Twitter i fAtwi i ; ML

2 |8 iCloud oompa@csh.rit.edu  iCloud NIl 2013-09-21 00:38:58
3 |4 Messages ocompa@csh.ritedu  ViiL NULL 2013-09-21 00:38:58
4 b Device Locator oompa@csh.ritedu i 3 2013-09-21 00:38:59
5 6 IMAPMail NLLL NULL 3 2013-08-21 00:38:59
6 {7 SMTP oompa SMTP:oompa@mail.csh.rit.edu i/ 2013-08-21 00:38:59
7 8 IMAP oompa CSH NULL 2013-09-21 00:38:59

T
OFF46713-0EDD-478B-A992-1DB3C234F0D4
921FF895-8377-4ADB-B012-31ABB4761243
EQC73074-2B21-4CC4-ASA9-FABG8B2CABER
E319CBAA-3FD8-4773-B1AD-AQ4CFAETFATS
B3ED629B-5007-442A-8088-DOD5B8CT7EEF4
CB6B7BOA-874A-403E-AD3F-59389FDFFCF5
AD3C55BC-6C88-454E-8CC5-CB70FFAQ891F

Mac:

10.11: ~/Library/Accounts/Accounts3.sqglite
10.12+: ~/Library/Accounts/Accountsd.sqlite

iOS: [/private/var] /mobile/Library/Accounts/Accounts3.sqlite

The Accounts3.sqglite or Accountsd.sglite database keeps track of which accounts (Mail,
Messages, Communication, Calendar, Social Media, etc.) are integrated into the Mac or iOS system.

The ZACCOUNTTYPE table contains the types of accounts that can be configured globally on the device. The Z PK
column contains the identification number for each account. This table also includes the account description,
credential types, and the identifier for the account.

The ZACCOUNT table contains specific user account information. We can match up the Z PK key from the
ZACCOUNTTYPE table with the ZACCOUNTTYPE column of this table to determine what account this information
is associated with.

The ZACCOUNT table in the example above shows the following columns of interest:

36

7 PK = Primary Key

ZACCOUNTTYPEDESCRIPTION from ZACCOUNTTYPE Table = Type of Account

ZUSERNAME = Account Username

ZACCOUNTDESCRIPTION from ZACCOUNT Table = Account Description, more specific

ZPARENTACCOUNT = Parent Account Type

ZDATE = Account Setup Timestamp, Mac Epoch timestamp format (labeled in the query as “Timestamp”)

ZIDENTIFIER = Account GUID

© 2020 Sarah Edwards
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. select

zaccount.z_pk,

zaccounttype.zaccounttypedescription,

zZaccount.zusername,

_zaccount.zaccountdescription,

zaccount.zparentaccount,
datetime(zaccount.zdate+978307200,"UNIXEPOCH','UTC’) as Timestamp,

) zaccount.zidentifier

N from zaccount

g = left Join z‘ac?unttype on zaccounttype ==\za;vc$?’?uype zmpfc N - L N

g ZPK ZAccouﬁTTYPEoEs;éklthoN ' ZUSERNAME = ZACCOUNTDESCRIPTION -ZPARENTACCOUNT Timestamp — W.TZKDEN;IFIER

% 1 d‘l ;Twitter élamevltwm ” @lamevltwin NULL .';’(;LL - 0FF46713-0EDD-4783—A992-10530234FOD4

% 'f’ 73 iClou;i 7 k ;'oompa@cshin*tftl:lu “MiCloud :M VA{(JLL 2013-09-21 00.38‘58 1%895EW4ADB-BNE;’B-&;;2‘;3

g 3 4 Messages compa@csh.ritedu | NULL NULL 2013-09 21 00:38: 58 | E9C73074-2B21-4CC4-A5A9-FAB6882CABEB
gn 5 , Device Locator goompa@csh.nt.edu NULL 3 - 2013-09 21 00:38:59 531QCBAA-3FDQ-4773 81AEI9¥CF4E7FA75
s 6 IMAPMall o wwe D P ;&5-09 2100:38: 59? B3ED6208-5007-442A-8088-DIDEBECTEEF 4
6 7 SMTP compa - tVSMTP oompa@maﬂ csh.nt.edu NULL ; 2013-09-21 00 38:59 CBGB7BOA-874A-403E-AD$F-59389FDFFCF5
7 g N |MAP - o ?;om‘pa o ‘CSH o h:‘JL/H S T‘ZO:I3* 09 21 OO 555; ;l;éCSSBé-SCSS 454E 8CC5-CB70FF40891F

YA



Internet Accounts: Configuration Details

Accounts3.sqlite | Accounts4.sqlite

1 select 0000 62 70 6¢c 69 73 74 30 30 d4 01 02 03 04 05 06 09 bplist00........
2 zaccount.z_pk, 0010 Oa 58 24 76 65 72 73 69 6f 6e 58 24 6f 62 6a 65 .XSversi onXSobje
e 0020 63 74 73 59 24 61 72 63 68 69 76 65 72 54 24 74 ctsYSarchiverT$t
3 ttype. d tion,
T o count Z::;:::::""’"e sl 0030 6f 70 12 00 O1 86 a0 a2 07 0B 55 24 Ge 75 6 6C  Op........ Usnul |
) - 0040 5d 53 61 72 61 68 20 45 64 77 61 72 64 73 5f 10 ]Sarah Edwards..
8 zaccount.zaccountdescription, 0050 Of 4e 53 4b 65 79 65 64 41 72 63 68 69 76 65 72 .NSKeyedAr chi ver
5 zaccountproperty.zkey, 0060 d1 Ob Oc 54 72 6f 6f 74 80 01 08 11 1a 23 2d 32 ...Troot..... #2
7 zaccountproperty.zvalue 0070 37 3a 40 4e 60 63 68 00 00 00 00 00 00 01 01 00 7:@N'ch.........
8 from zaccountproperty 0080 00 00 00 0O 00 00 Od 00 00 00 00 00 00 00 00 00 .........evvvunn
9 left join zaccount on zaccount.z_pk == zaccountproperty.zowner 0030 00 00 00 00 0000 62 ... i
10 left join zaccounttype on zaccount.zaccounttype == zaccounttype.z_pk
s is=sea : =T L 5 O e e e T
Z_PK ZACCOUNTTYPEDESCRIPTION ZUSERNAME ZACCOUNTDESCRIPTION ZKEY ZVALUE
1 1 Twitter iamevitwin @iamevitwin user_id
2. 1 Twitter iamevitwin @iamevitwin fullName 5
i3 |3 iCloud oompa@csh.rit.edu  iCloud mobileMeStatus
4 3 iCloud oompa@csh.rit.edu  iCloud protocolVersion
5 |3 iCloud oompa@csh.rit.edu  iCloud | Type
8 |3 iCloud oompa@csh.rit.edu  iCloud Class
7 3 iCloud oompa@csh.rit.edu iCloud primaryEmail

The specific details on each account configuration can be viewed using the SQL query above. This can include
things like the email server, username, and port information in the ZVALUE column’s BLOB information. The
example above shows a binary plist file that contains the “fullName” for the twitter account @1iamev1twin.

Different accounts will have different types of configuration data that is named by the ZKEY column.

38
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“zaccount.z_pk,
jf:zaccounttype.zaccounttypedescription,
~zaccount.zusername,
account.zaccountdescription,
accountproperty.zkey,
zaccountproperty.zvalue

rom zaccountproperty

eft join zaccount on zaccount.z_pk =

= zaccountproperty.zowner

10 - left jom zaccounttype on zaccount. zaccounttype zaccounttype z _pk
Serm 5 EE e T P e O RSO YIRS T e NP 7 O AN
| Z PK ZACCOUNTTYPEDESCRIPTION , ZUSERNAME ZACCOUNTDESCRIPTION ZKEY, ZVALUE
%1 1 Twitter jamevitwin @iamevlitwin user_id BLOB
f R _
© 2 1 Twitter iamevitwin @iamevitwin | fullName BLOB
o . S " . e i et arin e e
5 3 3 iCloud compa@csh.ritedu | iCloud - mobileMeStatus BLOB
% S R ;
s 4 3 iCloud oompa@csh rit.edu | iCloud | protocolVersion BLOB
% 5 3 iCloud oompa@csh.rit.edu | iCloud ' Type BLOB
a | N R .
’ 6 3 ' iCloud oompa@csh rit.edu | iCloud Class BLOB
L7 3 “iCloud oompa@csh rit. edu iCloud pnmaryEmall BLOB
0000 62 70 6¢ 69 73 74 30 30 d4 01 02 03 04 05 06 09 | bplist00........
0010 Oa 58 24 76 65 72 73 69 6f 6e 58 24 6f 62 6a 65 | . X$versi onX$obj e
0020 63 74 73 59 24 61 72 63 68 69 76 65 72 54 24 74 | ctsY$archi ver T$t
0030 6f 70 12 00 01 86 a0 a2 07 08 55 24 6e 75 6¢c 6 |op........ U$nul |
0040 5d 53 61 72 61 68 20 45 64 77 61 72 64 73 S5f 10 | 1Sarah Edwards_.
0050 Of 4e 53 4b 65 79 65 64 41 72 63 68 69 76 65 72 | . NSKeyedAr chi ver
0060 d1 Ob Oc 54 72 6f 6f 74 80 01 08 11 1a 23 2d 32 ..Troot..... #2
0070 37 3a 40 4e 60 63 68 00 00 00 GO OO0 OO O1 01 QO | 7:@'ch.........
o 0080 00 00 00 00 00 OO0 Od 00 OO0 00 GO 00 OO0 00 00 00 | ...vvvienvannnnn
© 0080 00O OO 00O OO OO CO G2 i j




Internet Accounts: Account Authorizations (iOS)

Accounts3.sqlite | Accounts4.sqlite

* Account authorizations with applications

select Z_PK zaccounttype, zbundleld zgrantedpermlssnons from zauthorlzatlon

1 9
AP
133 3

A PK ZACCOUNTTYPE

lala |1

ZBUNDLEID

ZGRANTEDPERMISSIONS
i

com ateblts Tweet|e2 ; NULL

com. hootsmte hootswte

com.facebook. Facebook user_about_me,read_stream

com. zenlabs c25k

The ZAUTHORIZATION table contains information about accounts that have access to specific applications and
their permissions.

In the example above, the Twitter account has authorization to use these three applications:
* com.atebits.Tweetie2: Twitter App
e com.hootsuite.hootsuite: Hootsuite App
¢ com.zenlabs.c25k: Couch to Sk Application

40

© 2020 Sarah Edwards

I A A A A A R I B A R B A R B B B B N I R B I I R



) D)D) D)D) )

) )

> D)D) D)D)

) ) ) )

) ) )
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Part 2: Most Recently Used (MRUs)

Part |: Mac and iOS Triage
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DIGITAL FORENSICS & INCIDENT RESPONSE
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iOS Recent Apps: com.apple.springboard.plist

App Switcher: Double-click home button

 Up to 100 Items » Arlmgton

SBRecentDisplayltems key
» SBRecentAppLayoutsPlistRepresentation (iOS | 1)

 SBRecentDIsplayltems | Array. G0 items) |
ltem 0 = Most Recent ¥ ltem 0 Artay (2 items)
ftem O String App
Item 1 String com.apple.weather /
vitem1 Array (2 items)
Item O String App -
Item 1 String com.apple.AppStore > -
vitem 2 Array (2 items) >
item O String App :
item 1 String com.audible.iphone 5
vitem3 Array (2 items) &
ltem O String App
Item 1 String com.apple.Passbook
vitem4 Array (2 items)
et item O String App
Item N LeaSt Recent Item 1 String com.facebook.Facebook

QAT T

Location: [/private/var] /mobile/Library/Preferences/com.apple.springboard.plist

Recently used iOS applications can help an investigation by allowing us to determine which applications have been
used and the most recent order of usage.

In the screenshot to the right, you see what the user might see when they are flipping through their apps. You can
get to this view by double-clicking the home button on iDevices. The most recent application is to the left. In this
example, the user was on the Springboard but has most recently used the Weather application and the App Store
before that (although it is hard to see in this view.)

The “SBRecentDisplayItems” key in the springboard plist stores up to the last 100 applications that have
been used. Ttem O is the most recent application, while Ttem N is the least recently used application.
Unfortunately, this plist does not keep track of usage timestamps. In the plist example above, it shows that this
particular device has 100 recent applications; however, if the user “swiped up” and removed one, it will also be
removed from this plist. On iOS 11, the key used is
“ValueSBRecentAppLayoutsPlistRepresentation”.

The example has 5 (out of 100!) applications shown, and each one is identified by its bundle 1D, from most recent
to least recent:

* com.apple.weather: Apple Weather

* com.apple.AppStore: Apple App Store

* com.audible. iphone: Audible

* com.apple.Passbook: Apple Passes/Wallet

* com. facebook.Facebook: Facebook

© 2020 Sarah Edwards 43



Mac Most Recently Used: *.sfl Files [10.1 1+], *.sfl2 [10.13+]

MS Office 201 |: ~/Library/Preferences/com.microsoft.office.plist

MS Office 2016: ~/Library/Containers/com.microsoft.<app>/Data/Library/
Preferences/com.microsoft.<app>.securebookmarks.plist

~/Library/Preferences/com.apple.finder.plist

» Recent folders

~/Library/Application Support/com.apple.sharedfilelist/com.apple.LSSharedFileList.ApplicationRecentDocuments/

* <bundle_id>.sfl (i.e., com.apple.textedit.sfl)
* Recent documents per application

~/Library/Application Support/com.apple.sharedfilelist/

com.apple.LSSharedFileList.RecentApplications.sfl
com.apple.LSSharedFileList.RecentDocuments.sfl
com.apple.LSSharedFileList.RecentHosts.sfl
com.apple.LSSharedFileList.RecentServers.sfl

10.11 changed some of the MRUs slightly. The recent documents for each application, and other recent items, now
use the “SFL” format. This format uses the NSKeyedArchiver format. These are binary plist files that have the file
extension “.sf1”.

In 10.13, this format changed slightly with the *.sf12 file extension.

The items found in com.apple.finder.plist are still in the same format found on 10.10 and older.

44 © 2020 Sarah Edwards

) D)D) )093 I2I2I2)r)r»)



DX DD D)D) H3)

Microsoft Office 201 I: MRUs
. . .
~[Library/Preferences/com.microsoft.office.plist
Key e L e T B VAL = e T M Ntosh HDLE e e
¥Root Dictignary. (53 Items) SBH+ L QU SECTION 2. pptX ke el s s b s
Vv 14\File MRU\MSWD Aray (6 items) A R S R R TR
» Item 0 Dictionary (2 items) QI PPTXPPTAL i e e akasSECTIO
P ftem 1 Dictionary (2 items) N2 e e e e/ el mim L e )
b ltem 2 Dictionary (2 items) v eXasnsseesEnsiKMacintosh HD:Users:.sled
» Item 3 Dictionary (2 items) wards: .Dropbox: .SANS MAC: .SECTION_2:.SEC
b Item 4 Dictionary (2 items) TION.2.pptxi Siue SESERCRTRIRO0ENE S28. ip
b item 5 Dictionary (2 items) spetiia s iiasciianitiotsihe HiDER9
¥ 14\File MRU\XCEL Array (1 ltem) Users/s ledwards/Dropbox/SANS MAC/SECTION
b Item 0 Dictionary (2 items) 2/SECTION 2. .pptX i shia/ aninsncimsnsll
¥ 14\File MRU\PPT3 Array (15 items)
¥item 0 Dictionary (2 items) ooo’
File Alias Data <00000000 01620002 00000c4d 6163696e 7467368 20484400 00000000 00000000
Access Date Data <000049¢4 03¢db127>
pltem 1 Dictionary {2 items)
b Item 2 Dictionary (2 items)
pitem 3 Dictianary (2 items)
P ltem 4 Dictionary (2 items)
p Item 5 Dictionary (2 items)

The always ubiquitous Microsoft Office uses the com.microsoft.office.plist property list to store its
MRU files. Each application in Office (Word, Excel, PowerPoint, etc.) has a separate MRU key containing the most
recently used files for that application.

Each MRU has Alias data that can be extracted to view additional data (shown above) and an access date in Mac
OS format.

The access date can be interpreted as follows:
*  Select the middle four bytes (i.e., 0x49C403CD)
e Put these bytes into the Calculator.app
*  Select “Byte Flip” to change it to little endian (0xCD03C449)
* Calculate the numeric Mac OS date (i.e., 3439576137)
* Use Epoch Converter to make the date human readable (2012-12-28 21:48:57 Fri UTC)
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Microsoft Office 2016: MRUs

~/Library/Containers/com.microsoft.<app>/DatalLibrary/
Preferences/com.microsoft.<app>.securebookmarks.plist

Key Type Value
¥ Root Dictionary (27 items)

w file:///Usersfoompa/Dropbox%20(Personal)/Conferences/CEIC2014/MacLogs.pptx Dictionary (2 items)
kBookmarkDataKey Data <626f6f6b 18030000 00000410 30000000 41
kUUIDKey String B8AFEF131-877C-4673-8B2D-DC2D1926A877

v file:///Users/oompa/Dropbox%20(Personal)/[FOR518_A11_01/For518_1_A05_01_PRESIO.pptx  Dictionary (2 items)
kBookmarkDataKey Data <B62616f6b 04030000 00000410 30000000 09|
kUUIDKey String 39166053-F648-4BES-8D67-0D22C13ACFDY

» file:///Users/oompa/Dropbox%20(Personal)/FOR518_A11_03/For518_1_A11_01_PRESIO.pptx  Dictionary (2 items)
» file:///Users/oompa/Dropbox%20(Personal)/FOR518_A11_03/For518_1_A11_01_RSTR.pptx Dictionary (2 items)
» tile:/f/Users/oompa/Dropbox%20(Personal)/FOR518_A11_03/For518_2_A11_01_PRESIO.pptx  Dictionary (2 items)
» file:///Usersfoompa/Dropbox%20(Personal)/FOR518_A11_03/For518_3_A11_01_PRESIO.pptx  Dictionary (2 items)
» file:///Users/oompa/Dropbox%20(Personal)/FOR518_A11_03/For518_4_A11_01_PRESIO.pptx  Dictionary (2 items)
» file:///Users/oompa/Dropbox%20(Personal)/FOR518_A11_03/For518_5_A11_01_PRESIO.pptx  Dictionary (2 items)
» file:///Users/oompa/Drophox%20(Personal)/FOR518_A11_03/For518_5_A11_01_RSTR.pptx Dictionary (2 items)

Microsoft 2016 changed quite a bit; for example, the MRUs are now being stored in a different property list file.
This list is populated in an alphabetical format, so we do not know which document was opened first or last. We
also do not get timestamps as we did before. Each key only has bookmark data and a UUID associated with it.

We do, however, get more than the macOS MRU default count of 10!
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Bookmark Data

(600 62 6F GF 6B[24 03 06 60100 00 04 1036 00 0 00|CA 3F FA BY[CD 67 28 B2 booksi....ii0...7...g(.
018 32 (D 69 BC|52 B6 ES C5/F3 6B A5 2E|BD AC 85 E7 96 FF|44 71 22 BA  2.iGRes..KiceannsasaDQ"s
030 14 02 00 00 04 00 00 00 03 03 00 00|00 08 05 00 00 00(01 01 00 00  ..uveeenserenas(aneranas
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The bookmark data can be extracted and viewed in a hex editor. A bookmark is a reference mechanism that is
used to find a file or directory, similar to Windows Link files.

Each bookmark starts off with the header “book”.

In the screenshot above, various items of interest can be viewed:
+  Strings making up the file path (/Users/oompa/Desktop/Edits/FOR518 3 D02 01.pptx)
*  Volume Name (Macintosh HD)
*  Volume GUID (B14200B0-B7E2-4F40-8CA0-9A313061BDF9)

Bookmark data may also contain PNG icons that can be extracted.

Reference:

CFURL:
https://developer.apple.com/documentation/corefoundation/cfurl-rd7
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Recent Folders: FXRecentFolders

~[Library/Preferences/com.apple.finder.plist

Back : xi
Forward i
Enclosing Folder 1

oxXF ¥ FXRecentFolders Array (8 itemns)
g:g ¥ ltem 0 Dictionary (2 items)
THL file-bookmark Data <626f6f6b 20020000 00000110 10000000
g:g name String Documents
o%xK . ¥item 1 Dictionary (2 ftems)
ox: Wi ’ i file-bookmark Data <626f6f6b 20020000 00000110 10000000
oxy R name String Downloads
¥ ltem 2 Dictionary (2 items)
file~bookmark Data <62616f6b 9¢020000 00000110 10000000
name String Desktop

The Recent Folders are located in the com.apple.finder.plist inthe Preferences directory.

Shown above are two examples of the com.apple.finder.plist file. Each recent Item contains a folder
name and a reference link.

On top is an example from a 10.7+ system. The £ile-bookmark is a file reference using the same bookmark
format as before.
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Recent Documents per Application
<bundle_id>.sfl Files [10.11+], *.sfl2 [10.13+]

~ILibrary/Application Support/com.apple.sharedfilelist/
com.apple.LSSharedFileList.ApplicationRecentDocuments/

Iword:com.apple.LSSharedFileList.ApplicationRecentDocuments oompa$ pwd
/Users/oompa/Library/Application Support/com.apple.sharedfilelist/com.apple.LSSharedFileList.
{ApplicationRecentDocuments
word:com,apple.LSSharedFileList.ApplicationRecentDocuments oompa$ file *
:no-bundle:??7?,sfl: Apple binary property list
com.adobe. flashplayer.installmanager.sfl: Apple binary property list
com.adobe, installadobeflashplayer.sfl: Apple binary property list
com.apple.accessibility.universalaccessauthwarn.sfl: Apple binary property list
com.apple.activitymonitor.sfl: Apple binary property list
com.apple.addressbook.sfl: Apple binary property list
com.apple.aosheartbeat.sfl: Apple binary property list
com.apple.aospushrelay.sfl: Apple binary property list
com.apple.appstore.sfl: Apple binary property list
com.apple.archiveutility.sfl: Apple binary property list
com.apple.audio.audiomidisetup.sfl: Apple binary property list
com.apple.backup.launcher.sfl: Apple binary property list
com.apple.bluetoothfileexchange.sfl: Apple binary property list
com.apple.calculator.sfl: Apple binary property list

T

Each application will have its own “SFL” file. Each of these is named by the “reverse DNS” format application
bundle ID.

This list will contain both native Apple applications and third-party applications.
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NSKeyedArchiver Formatted Binary Plist Files [ 1]
T BN Default Xcode View

®ee | com.apple.LSSharedFileList.RecentApplications.plist
| MR ’ < 1 com.apple.LSSharedFiIeList.RecentAppIications.plist)No Selection
Key Type Value
¥ Root Dictionary (4 items)
$version Number 100,000
b $objects Array (76 items)
$archiver String NSKeyedArchiver
» $top Dictionary (0 items)

While there are many plists that use the NSKeyedArchiver format, the Shared File List “SFL” files make a good
example of how to parse them.

If we take one of these files and open its directory in Xcode, you will notice it does not show you the plist
structure—instead, it shows a blank page icon. This is due to the “* . s£1” file extension.

If we change the file extension to “* . p11ist”, we can view the contents of the plist; however, due to how this plist
is structured, some of the entries are not shown. Depending on the plist viewer, these values may or may not be

shown. Newer versions of BlackLight do show them!

When viewing many plists at a time, you can easily tell you have one of these NSKeyedArchiver formatted plists by

the first few keys:
* S$version
* Sobjects
* Sarchiver with the value “NSKeyedArchiver”
* S$Stop
50 © 2020 Sarah Edwards
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NSKeyedArchiver Formatted Binary Plist Files [2]

No Context for

Keys and Values

Item 16
¥ item 17
Sciassname
v Sclasses
Item Q
Item 1
Item 18
¥ item 18
v NS.keys
¥ NS.objects
¥ item 20
Sclassname
v Sclasses
itemQ
Item1
¥ item 21
order
¥ item 22
NS.uuidbytes
ftem 23
¥ item 24
Item 25
Item 26
¥ item 27
order
v ltem 28
NS.uuidbytes
Item 29

String
Dictionary
String
Array
String
String
Data
Dictionary
Array
Array
Dictionary
String
Asray
String
String
Dictionary
Number
Dictionary
Data
String
Dictionary
String
Data
Dictionary
Number
Dictionary
Data
String

file:/t/Applications/Safari.app/

(2 items)

NSURL

(2 items)

NSURL

NSQbject

<626f66b cc020000 00000410 30000000 0
(2 items)

(0 items}

(0 items}

(2 ltems}

SFLListitem

{2 items)

SFLListitem

NSObject

(1 item}

-319

(1 itemn}

<cffaBb33 Bb46476¢ 323384 ddcaB242>
Terminal

(0 items;

file://jA i Jtilities/Terminal.app/

<6266f6b 04030000 00000410 20000000 Of
(1 item)

-320

{1 item}

<6229995¢ 87f9435a b6012fdd a7c1852>
System Preferences

If we take a look at one these files, we can see items that appear to be of interest. The problem with this format of
plist files is that there is no outright context put into the keys and values.
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ltem 16 String file:///Applications/Safari.app/
. v item - Dictionary Qitems)
v' $c|assname Strihg | NSURL
W W$classes - Arrayw ‘"“(2 ltems)
o 0 kétf»imri“g“ e SURL
Item1 o String - wNSObject
Item18 ~ Data  <626f6f6b ccO20000 00000410 30000000 Of
Vltem 19 N “'chtlonarym M(?_ |tems)
W NS, keys 4Array ;..A,.(O |tems) B
 wNS. objects o Array - (0 ltems)
| AVItem 20 M'”'chtlonaryrw (2 |tems)
| $c|assname Strmg ' MmSFLLlstltem o
v $c|asses Array - (2 |tems)
ItemO | Strlng - ASFLLlstItem o
Item1 wStrlng NWW‘V'NSObject - ;
| W Item 21 lectlonarva (1 |tem)
order  Number  -319
v ltem 22 chtlonary (1 |tem)
. NS.uuidbytes Data ~ <cffaBb33 6b46476e b93a3384 d4c48242>
 Item 23 String Termmal
. Vlitem 24 "chtlonary“ (0 ltems)
ltem 25 Strlng  file: l//AppI|cat|onsIUt|l|t|esITermlnal appl
ltem 26 " Data - <B26f6f6b 04030000 00000410 30000000 0|
WW ltem 27 '"‘D|ct|onarym | m(1 |tem)
R order "~ Number  -320
 vitem28  Dictionary  (1item)
 NS.uuidbytes Data  <6229995c 87f9435a b6012fdd a7cf1852>
ltem 29 String ‘ System Preferences
52 © 2b20 Sarah Edwards
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NSKeyedArchiver Formatted Binary Plist Files [3]

“$version” => 1000080
“$objects” => [
@ => "snull"
1=
“NS.keys" = [

© => <CFKeyedArchiverUID 0x7ff370401bb8 [0x7fff760dd398]1>{value = 2}

1 => <CFKeyedArchiverUID @x7f137@401bd@ (8x7fff760dd398]>{value = 3}

' 2 => <CFKeyedArchiverUID @x7ff370401bf0 [0x7fff760dd390]>{valve = 4}
"NS.objects® => [

=> <CFKeyedArchiverUID 0x7ff370401c60 [(0x7fff760dd39@)>{value = 5}

[SESR-

=> <CFKeyedArchiverUID @x7ff370401c88 (0x7ff1760dd398]>{value = 6}
=> <CFKeyedArchiverUID @x7f1370401cad [6x7fff760dd398]>{value =

1
"$class" => <CFKeyedArchiverUID 0x7ff370401d10¢ [ex7ff{768dd390]>{value = 9}

=> "version"

S et Output from
=> “items"

= 1

= {

“NS. keys" => [

] B => <(FKeyedArchiverUID 0x7ff379401dbd (ex7fff76@dd398]>{value = 7}

OV A WNN
"

"NS.objects" => [
0 => <CFKeyedArchiverUID ©x7ff370401e10 [0x7fff760dd390]>{value = 8}

]

“$class" => <CFKeyedArchiverUID @x7(f370401d1@ [0x7fff760dd398)>{value = 9}
=> "com,apple,LSSharedFileList.MaxAmount"

=> 10

0w~

= {
"sclassname™ => “"NSDictionary"
"sclasses" => [
9 => "NSDictionary"
1 => "NSObject"”
]

If your plist viewer shows all the values needed, feel free to use it! If it doesn’t, we can use the output from the
“plutil -p <file>” command.

This output shows the values in a somewhat human readable format in JSON style output.
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{

"sversion” => 100000
"$objects" => [

(]
1

WD WN -

WO 0w

}

=> "$null"

= {

"NS.keys" => [
® => <CFKeyedArchiverUID 0x7ff370401bb0 [0x7fff760dd39@]>{value = 2}
1 => <CFKeyedArchiverUID 0x7ff370401bd0 [0x7fff760dd390]>{value = 3}
2 => <CFKeyedArchiverUID 0x7ff370401bfe [0x7fff760dd390]>{value = 4}

|

"NS.objects" => [
@ => <CFKeyedArchiverUID 0x7ff370401c60 [0x7fff760dd390]>{value = 5}
1 => <CFKeyedArchiverUID @x7ff370401c80 [0x7fff760dd390]>{value = 6}
2 => <CFKeyedArchiverUID 0x7ff370401ca@® [ox7fff760dd390]>{value = 10}

"gclass" => <CFKeyedArchiverUID 0x7ff370401d10 [0x7fff760dd390]>{value = 9}

=> "version"

=> "properties"

=> "items"

= 1

= {

"NS, keys" => [

] 0 => <CFKeyedArchiverUID 0x7ff370401db@ [0x7fff760dd390]>{value
"NS.objects" => [

| 0 => <CFKeyedArchiverUID 0x7ff370401e10 [0x7fff760dd390]>{value = 8}

"$class" => <CFKeyedArchiverUID 0x7ff370401d10 [0x7fff760dd390]>{value = 9}

7}

=> "com.apple.LSSharedFileList.MaxAmount"
=> 10
=>{
"$classname”" => "NSDictionary"
"sclasses”" => [
@ => "NSDictionary"
: 1 => "NSObject"

54
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ll$t°pll = {

Start at $top / “root”

NSKeyedArchiver Formatted Binary Plist Files [4]

"root" => <CFKeyedArchiverUID 0x7ff370406bb0 [0x7fff760dd390]>{value =

{

=>
=>

2
3
4 =>
5
i

=>

"$version"
"$objects" => [

2 =>
Gl : - ¢
"NS. keys" => [

@ => <CFKeyedArchiveruID

=> 100000
"$null”

=> <(CFKeyedArchiverUID
=> <CFKeyedArchiverUID

“NS.objects" => [

=> <CFKeyedArchiverUID
=> <(CFKeyedArchiverUID
=> <CFKeyedArchiverUID

“version"
“properties"
"items"

Find Object“1”

8x7ff370401bb0
0x7ff370401bd0
ox7ff370401bf0

@x7ff370401c60
0x7ff370401c80
0x7ff370401ca0

[Ox7fff760dd390]>{value
[ex7fff760dd390]1>{value
[0x7fff760dd398]>{value

[ox7fff760dd39@])>{value
[0x7fff760dd390]>{value
[ex7fff760dd39@])>{value

noun

“$class" => <CFKeyedArchiverUID 0x7ff370401d10 ([0x7fff760dd390]>{value = 9}

5}
10}

To start parsing these plist files, we need to start at the $top key. This should hold the “root” of the plist tree. In

the example above, “root” points to the value “1”.

In the Sobjects section, we will find the “1” value, as noted by the arrow above. This key holds (sub)keys and
objects. This particular format has a key = value format as shown below.

Key = Object
2 =25
3 =26
4 =10

You will notice that certain “objects” have a $class key. This describes a bit about the values in this object.
Some examples are in the next slide.

© 2020 Sarah Edwards
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"$version" => 100000
“"$objects" => [

T

0 = "$null"
1=>{
"NS.keys" => [
0 => <CFKeyedArchiverUID 0x7ff370401bb0 [0x7fff760dd390]>{value = 2}
1 => <CFKeyedArchiverUID 0x7ff370401bd0 [0x7fff760dd390]>{value = 3} 8
2 => <CFKeyedArchiverUID 0x7ff370401bfo [0x7fff760dd390]>{value = 4} S
] -
"NS.objects" => [ g
0 => <CFKeyedArchiverUID 0x7ff370401c60 [O0x7fff760dd390]>{value = 5} §
1 => <CFKeyedArchiverUID 0x7ff370401c80 [0x7fff760dd390]>{value = 6} &
2 => <CFKeyedArchiverUID 0x7ff370401ca0® [Ox7fff760dd390]>{value = 10} ©

"$class" => <CFKeyedArchiverUID 0x7ff370401d10 [0x7fff760dd390]>{value = 9}

=> "version"

=> "properties"”
=> "jtems"

= 1

U1 HWN W

56



) XD DD DD

NSKeyedArchiver Formatted Binary Plist Files [5]

$classname = Data Type

(May be NS data type or custom)

9 => {
"$classname" => "NSDictionary"
"$classes" => [
@ => "NSDictionary"
1 => "NSObject"

]
}
20 => { 17 =» {
"$classname" => "SFLListItem" "¢classname" => "NSURL"
"$classes” => [ "$classes" => [
@ => "SFLListItem" @ => "NSURL"
] 1 => "NSObject" 1 => "NSObject"

In the previous example, the Sclass referred to object “9”, or an NSDictionary data type.

Other examples may include other NSData types, like NSURL, NSDate, NSUUID, or NSArray.

Other “custom” types may also be available. In the example plist, we have a $classname “SFLListItem”
describing the recent item.

© 2020 Sarah Edwards 57



NSKeyedArchiver Formatted Binary Plist Files [6]

2 => "version"'

3 => "properties"
4 => “jtems"
5 1
6

{
"NS, keys" => [
; @ => <CFKeyedArchiverUID 0x7ff370401dbe [@x71f{768dd398]}>{valve = 7}

“NS.objects" => [
@ => <CFKeyedArchiverUID 8x7ff370401e1@ [@x7fff760dd390])>{value = 8}

]
“sclass" => <CFKeyedArchiverUID 0x7ff370401d1@ (@x7fff760dd390)>{value = 9}

=> "com.apple.LSSharedFileList,.MaxAmount"
=> 10

W N

= {

"$classname" => “NSDictionary"
"$classes” => |

=> "NSDictionary"

=> "NSObject"”

-0

}
18 => {
“NS.objects" => [

@ => <CFKeyedArchiverUID @x7ff370401ff0 [@x7fff768dd390]>{value = 11}
1 => <CFKeyedArchiverUID @x7ff3704082010 [ox7fff76@dd398]>{value = 21}
2 => <CFKeyedArchiverUID 0x7ff370402030 [@x7fff760dd390]>{value = 27}
3 => <CFKeyedArchiverUID @x7ff370402050 [ex7fff760dd396)>{value = 33}
4 => <(FKeyedArchiverUID 8x7ff370402070 [0x7fff760dd390])>{value = 39}
5 => <CFKeyedArchiverUID 8x7ff370402090 [@x7fff760dd390)>{value = 45}
6 => <CFKeyedArchiverUID @x7ff3704028b0 [@x7ff{760dd390)>{value = 51}
7 => <CFKeyedArchiverUID 8x7ff3784020d0 [@x7fff760dd390]>{value = 57}
8 => <CFKeyedArchiverUID @x7ff3704020f0 [0x7ff{760dd390)>{value = 63}
9 => <(CFKeyedArchiverUID 8x7ff370402110 [0x7fff760dd390])>{value = 69}

]
; "sclass" => <CFKeyedArchiverUID @x7ff3704021b0 [0x7fff760dd390)>{value = 75}

Continuing with our example, we can s<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>