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[Who mokes this?)

Hi! I'm Julia! T look a little like this:

NG o

About 5 years ago, I (earned that there was a

program called strace that let you spy on what your
programs were doinﬁ.

- dlA you know that program
= made IS DNS queries?

strace

strace intfroduced me to a whole world of awesome
Linux debu&ginﬂ tools that let you spy on your
network / your programs, and it really changed the
way I think about debuaginﬁ and computers.

I‘HS oll about +he
code I wrote

before:

ofter: 0o (Wow I can debug ol
kinds OF progroms withoot

lookmﬁ ot the code at all ¥
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the strace zine thinks:

YYyour computer is yours
¥your OS is yours

 open licenses mean Yyou can
READ AND CHANGE THE CODE!

P Linux is REALLY COOL
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what is this strace ‘\'hing?

conounced
/' ess-trace

is a program on Linu.;g;f

lets you inspect what a program is
doins without:

- a debu&ger
_ or the source code
- or even Knowinﬂ the programmins (anﬂuaﬂe

strace ¥ what conFiS Lile
does bash open when
i+ starts?

thank thD

To understand how this_works, let's talk a
little about Soperating systems s ¥

(. bashrc ¥ % [V
strace




\IJ"\':) vou should @ your

1 p s 5SS -
X QOperaHnS system™ ¥
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Some fhin&s it does for Yyou:

~vunderstands how Your hard drive works and
how the file sgs’rem on it organizes the
bytes info files so You can jusf read the file

-runs code everytime you press a Key so
that you can type

- implements networking protocols like TCP/IP

so that you can get webpages pictures of

cats from the internet

-Keeps track of all the memory every process
is using

—basica(((\:, Knows everj’rhinj about how all
your hardware works so you can jusf write
programs
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System calls are the APl for your

operating system:
! 9=

want to open a file? use [open) and then

and [write] to it

sendinﬂ data over a network? Use|connect|

to open a connection and [send|and

pictures of cats.

NN

fea,uﬂ, all of +hem',

Every program on your computer is usin3 system
calls all the time to manage memory, write files, do

nefworkinﬂ, and lots more.



avcirs‘,' cup 0{’ stroce

You miﬂh+ think with all the talk of
operafing systems and system calls
that usin3 strace is hard.

Geh‘ing started is easy! 1f you have
a Linux machine, I want you to tfry it
RIGHT NOW.

! C
Run: 1 Strace s Ry

[
| ‘Me )

There's a LOT of output and it's pretty

confusing at first. I've annotated some for

you on the next page. 4

i‘r(j s+racin3 more programs‘! Google the
system callsT Don't worry if you dont
understand everth'\ingY T sure don't.




annototed strace

When you run strace, you'll see thousands of lines of
output like this:
$ strace ls /home/bork/blah

execve ("/bin/ls", ["1ls", "/home/bork/blah"], [/* 62 vars
*/1) =0

brk (NULL) = 0xb67000
open("/etc/ld.so.cache", O RDONLY|O CLOEXEC) = 3
open ("/proc/filesystems", O RDONLY) = 3

. omitted ...

open (" /home/bork/blah", O RDONLY|O NONBLOCK|O DIRECTORY) =
3
fstat(3, {st_mode=S IFDIR|0775, st _size=168, ...}) =0

getdents (3, /* 3 entries */, 32768) = 80
getdents (3, /* 0 entries */, 32768) =0

close (3) =0

fstat(l, {st_mode=S IFCHR|0620, st rdev=makedev (136,
5), ...}) =0

write(l, "awesome file\n", 13) = 13

close (1) =0

close (2) =0

exit group (0) ?

Studies show this is not self-explanatory

N
(me stfnj mrfn‘en&s if it makes sense and NOPE NOPE)
‘k leﬂs learn how to in’rerpre‘f strace ou+Put *

11999 execve Work/bla(f\) i®/
® @ A ®

® The process ID (included when you run strace -f)

@ The name of the system call (execve starts programs S

@‘I’ he system call's arﬂumenfs, in this case a program to
start and the arguments to start it with

@) The return value



Here's an example of how fo interpret an open
system call (opening a filel) in a little more depth:

S\IS‘\'em call open with
name filetoopen  read/write permissions .
'd descriptor

open('awesome.txt", O RDWR)= 3

The 3 here is a file descriptor number. Internally,
Linux tracks open files with numbers! You can see
all the file descriptors for process ID 42 and

what they point fo by doinﬂz 1

%A ‘5-90(‘ ,\-o( .

 se s «®

$ 1s -1 /proc/42/€fd -

and here's what strace displays when a program

reads from a file:
file dsscriphf what got read nuomber of

byt ad
read (3, "wow!‘yay!“) = ¥ T

If you don't understand somefhins in your strace output:

¥ it's normal! There are lots of system calls and
%*it's ok if You don't know what futex does yet
try readinﬂ the man page for the system calll

$ man 2 open

x remember that jusf undersfandin3
read + write + open + execve
can take Yyou a (on3 way



.m fovorite
SSSfem calls

Have you ever not been sure what
confi\cjuraﬁon files a program is vsing?

OPen THAT NEVER NEEDS TO HAPPEN TO YOU
once AGAING U U gkip the docs and head
sfraish’r for:

$ strace -f —e open mplayer
never—-gonna-give-you—-up.mp3

— — — — — - — T S — — -

Check.‘rB what files o program is
opening is my #1 favorite
‘Hr\ing +o do with strace <

I .
' Programs write (033.
[

wrife

:If Yyou're sure your program is wrifing
| Very Important Information but don't
: Know what or where, strace -e write

| may be for you.
|

| read is super useful too!



(,onnec_‘t : Sometimes a program is sendinﬂ
network reques+s to another machine

and I want to know WHICH MACHINE.

$ strace —-e connect PROGRAM

shows me every IP address a
program connects to.

lOllOlO\omomo:
1

| \
o sendto S
0 o
° + ?3

.:,recv-me :

)
00101000 101000

What's fun? Spying on network activity is
fun. If you have a HTTP service and

Yyou're debu&ginﬂ and totally at your wits'
end, maybe it's time to look at what's
REALLY EXACTLY beinﬁ sent over the
network...

these are your pals @

Once on my first day of work, a Ruby
script that ran some ssh commands
wasnh't worKing. Oh no!

But who wants to read the code to find
out why? Neither of us did.

$ strace -f —e execve ./script.rb

told vs what the problem ssh
command was, and we fixed it!



S &
Strace command line
£ lqgs 1@

Overwhelmed by all the system calls You
don't understand? Trj

- e e e an em oom o

$ strace —-e open

and it'll just show you open system calls.
much simpler. ¥

NI Ry

Does your program start ;subprocesses:?

\
TR TRYRRTICRTILIRILIA0N

Use|-f|to see what those are doing too.
Or jusf always use -f! That's what 1 do.

is 'Fo(

$ollow

_P:;'

— e wm T e en ey e

"OH NO! 1 STARTED THE PROGRAM 6 HOURS
AGO AND NOW I WAnnT TO STRACE ITI"

don't Worry 7 JSust find
your program’s PID
(like 742) ond run:

$ strace -p 747




J :
is for
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Sometimes 1I'm (ooKins at the output of a
recvfrom and it's like:

recvfrom(6, "and then the monster...")
and OH NO THE SUSPENSE.

strace -s 800 will show You the
firest 800 characters oof each

—— S — S D e e c— at —— — — —  —

sfrins. I use -s all the time.

Let's 361’ real. No matter what, strace

is for
oufput !

N

Puf’rinﬁ it all foge’rher:

prints way too much output. Use:
$ strace -o too _much_ stuff.txt

and sort fhroush it later.

— — - e et S e P

Have no idea which file the file descriptor
"3" refers fo? -y is a f(as in newer
versions of strace, and it'll show you
filenames instead of jusf numbers! -yy

__——_- - -

does the same for sockets too.

Want to spy on a ssh session?

$ strace -f —o ssh.txt ssh juliabox.com

Want to see what files a Dropbox sync process
(with PID 230) is 0penin3?

$ strace -f —p 230 —e open



That's itV Nouw you're a,

\W\ZARD \
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More seriously, there's obviously a TON more to
learn about operating systems and many further
levels of wizardry. But 1 find jusf strace by itself
to be an incredibly useful tool.

And so fun! On a 12-hour train ride from New York
to Montreal, I had no book and no internet.

So 1 just started sfracinj programs on my computer,
and 1 could totally fiﬁure out how the killall
program works without readin\g the source code or
ANYTHING.

1 learned about strace 5 years ago and even fhough I
kKnow about lots more tools Jrhou\cjh it's often still the
first fhinﬁ I reach for.

>, § If\appﬂ s{’racing X



| Resources + FAQ

I've written like 7 posts about
strace becavse 1 have an unheah‘h:j
obsession. T hey're at:

jvns.ca/ cafeﬂories/s’rrace

A few quesfions Yyou miﬂhf have about strace:

Q: Is there strace on 0S X7
A: No, but trydtruss/dtrace!

Q: Can I strace strace?
A: Yup! 1f you do, you'll find out that strace
uses the ptrace system call fo do its magic.

>

: Should 1 strace my production database?
: NONONONONO. It will slow down your database
a LOT.

>

Q: Is there a way to trace system calls that
won't slow down my programs?
A: Yes! Look into perf trace and eBPF-based tools.






