


hello"

quick nole: S of
? these tools are Linux-onlj

SoliO\

Linux onl(j tool BSD/ Moc eguivalent
ip ifconfig, route
tc dummynet (7)  (BSD)
SS netstat
iptables of (BSD)

ethtoo | i&omcls, kind of (7)
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dig

L.|

dig makes

DNS queries!
$ dig google.com
answers have S parts:
Query: google.com

TTL: 22
class: IN (for “ir\‘leme'i"\

ignore +his.
record type: A gnore Fhis
record volue: 172.217.13.110

dig TYPE domain.com

'H\is |e+s You choase u'r\ic('\
DNS record +o quecy Far ¥

types fo tey: default

ED ) Lo (AT

dig @ 8.8.8.€ domain

.Léoosle DNS secver

dig@sefver lets you
pick which DNS server
+o quers! Useful when

your system DNS is
misbehaving Y

dig +trace domai N

traces how the domain
gets resolved, s‘}ar-}ins
ot the root nameservers

it you :)usi” updated DNS,

dig +}race should show t+he
new record

dig -x 172.217.13.04

makes a. reverse

DNS query - find
which domain resalves
‘)’O an IP! Same as
635 p‘\'( 174.13 . 217.172. in-addr- arpa

dig +short domain

UsUa“5 dig Pr.‘n‘\'s |ots of

output! With +short
it just prints +he
DNS recard




ping £ tcaceroute

5

ng c\necks |‘F you
can reach o host and

its \a’renc5

$ ping health.gov.au

output:
..time=253ms....

¢
Avstralio is 17,000 km fcomme.
ot the speeA of I.‘S\r\-l— it's shill fac ¥

ping works by sending
an ICMP packet and
waiting for o. reply

_ \1’01 hea.l‘\'h.gav.o.u—]
E) - hello ¥

pins

| ' hece! [— }\ealH\.sov.au

mtj'}h it o host¥ doesn't
reply to ping, that
means |‘\"S down

Some hosts never respond
to TCMP packets. This is why
+racerou4€ shows ... 50me+|mes

E/ he\\ov OOOE
pingy  fnot listening! Fook

traceroute tells vou
the path o packet tokes

to get to o destination

me) NYC socremento
m3 ISP

avstralial

example +rocecoute

$ traceroute health.gov.au
1:192.168.1.1 3MS « rovter
2: ...yul.ebox.ca 12 MSeTsP

18

u1Sso

8: NYC4.ALTER.NET
9: SAC]..AITTER.NET
16: health.gov.au

here +he packet crossed +|ne USA!

24 ms
97 ms

aWI+ 5'3)“0
)

()
%))
w
3
)

244

from NYC-> Sacremento !

mtr
like +racerovte, but
nicer output ¥ Fry it ¥

look Up how

traceroute works
(usw\ TTLs ')

it's s.mp\e + cool!

b




curl

i1s mS‘Fauouri’re
way Yo make
HTTP requestsf

geat for testing
APT <Y

$ curl wizardzines.com

cur|

is for header

90od for POST requests To SSoN APIs:
-H “Content -Type: applicotion/json®
allow compressed response:

-H " Accept - Encading: gqzip”

-L
-Fol\ow Ux x f&dir€C+S

--datao

to POST datal
~-data. ‘' {“name” “julia"}’
--dota. @Filename json

@ reads the dota

+0 send From
o file

’ -V
Show response. headers show reques‘)’ headers & more
-T -K

show oaly response headers
(makes o. HEAD request)

insecure: don't verifg
SSL certificates

-X POST
send a. POST request instead

of o GET (-X POTetc works 'l'oo\

--connect-to :: IR

or hostname

send request +o I P instead.

¥ coptj os cURL *

Have Some‘\'hins in your
browser you want to download
from +he command line?

Tn Firefox / Chrome/ Safaci:

Developer Tosls
- Network 4o b
- righ‘l’ click on t+he reques‘\‘

> copy as curl
(can have sensitive info in cookies!\

use befare c_:hang ing DNS 10 a newIP




NMo.P

’:;L

nmoap lets You explore
o network

which ports what hosts
are open? are up?

sewm“lg people use i+ o lot ¥

find which hosts are up

$ nmap -sn 192.168.1.0/24
T

my home network

-sn means “p(ng scan”.

(hot -s + -n it -sn
JUS"" finds hosts by

Pingir\3 every one,
doesn't pors-l- scan

aggressive scan

Jasgressive
nmap -v —A scanme.nmap.org

port, server version, even 0OS

—Pﬂ
skip doing o. ping scan and
assume every host is up.
good if hosts block ping (“3";53

fast por‘l’ scan
$ nmap —-sS —F 192.168.1.0/24
)US‘)’ sends a. SYN packe‘i’ to

check if each por'l' IS open.

I found out which ports my
printer has open! g5 iy

-F

Scan less ports: just the
most common ones

1 4‘143 h+tps
B B
iPp
= Q9100 jetdirect

- T"'l or -TS

scan faster by timing
out more quickly

9 check. TLS version
and ciphers

check if your secver still supports
old TLS versions Ppe

$ nmap

--script ssl-enum-ciphers
-p 443 wizardzines.com

list all scripts with:

$ nmap —-script-help '*'




netcaT

NC

lets 40U create
TCP (or UOP) connections

feom the command line

I hand wrote

this HTTP
reques,-]' for you

nc IP PORT

be o client? opens o
TCP connection
to IP- PORT.

nc -1 PORT

stort o secver ! Yhis

listens on PORT and
primLs every thing received (4o send UDP use -u)

network — network
)-GO~ | | [l GO e)

make HTTP reques+5
btj hand

printf 'GET / HTTP/

1.1\r\nHost:

example.com\r\n\r\n'
| nc example.com 80

+5Pe in any weird HTTP
request you want T &

29ul| V0 ||o

send Files

Woant +o send a 100 GBR file 4o someone on the same
wifi network? easyf

T @ this trick ¥

receivec:
= 1+ works even if
nc -1 8080 > file 1 :’J > even |
4 yov re Aiscannec+ecl
c . 3
sende from the internet!

cat file | nc YOUR _IP 8080




Soccd’

9

socat lets You proxy
basucqll‘j any 2 ‘H\mss

— ~ A
X ,Soca‘(_‘u &7
the basic syntax:
socat THING1 THING2

socat SUPPO("]'S

uNnix dommn
SOCke-h
@ SsL sockets

. and MoreY

ordec doesnt matte

socat THINGL THING2
is the same as

socat THING2 THING1

expose a unix domain
Socket on por-l' 133%

socat TCP-LISTEN:1337
UNIX-CONNECT: /path

proxy from local HTTP
port to remote server

socat TCP-LISTEN:1337%
TCP:domain.com:80

-V

write all 4cansferred
dota 1o stderr

us'e-Fu l for

d&bdssms 14
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tepdump lets you view
network packets beinﬂ
Sent + received

X

1+'s not +he easiest
Yo use bout it's
Usuallnj installed @

dont try +o resolve
IP addresses/ports

+o DNS/port names.
mokes it run faster.

- L Wlan®
Which network interface
1o capture packets on

T often use"-i amj"

1o make sore IT'm
not missing an
packets ¥ 3913

-W -File.pcap

Write packets to a file

for later analgs«’s wi‘H\

+cpdump /+shark / wireshark/
another tool

peap is for “packet capture”

Prin‘]’ paclce+ contents,
not just headers. Nice if

you Wwant to qu.‘ckl‘j Sece
what o few packets

C0n+ain.

-¢ looooo

Onlj captuce o limited

coont of packets.

T use it with -w so

T don't a.cciden-}a":)
Fill up My disk "




BPF cheat sheet a

BerkeleS Packet Filter host port
1S o small language you Filter based on the source src port 53
con use +o £ilter which or destination IPaddress. port 80

Packets tepdump ond
ngrep cop tuce.

Use it like this:

$ tcpdump [your bpf here)
$ ngrep [your bpf here]

use domain

 orI
src host google.com P

dst host 192.168.1.1
hgrst 127.0.0.1

n
same as “scc or dst host

N

?
again, same as "src or dst port

less / grea‘}er
Packet length !

less 80
greater 200

and /or/ noT

host 127.0.0.1 and port 80
udp and port 53

(port 53 or port 99) and
not host 127.0.0.1

PROTOCOL CINDEX])

‘Fil'\'ef bQS(’_d oNn o SPQCi-fic
byte in a packet
TP packets with options:

« bitwise and
ip[0] & OXF ==
DNS SERVFAIL responses:
udp[1ll] & OXF > 0
SYN packets:
tcp[tcpflags] == tcp-syn

tep [ vdp / iemp
w—ip / ipb

on\xj show packets usin
that protocol S

thece's lots more
but these are all
+he ones T useV




{i shark
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v Wireshark @ is an
amazing %raPRECQ\

Pﬂcke'l' analg sis tool

‘[’Shark is the command
line version of Wireshar k

1T can do 100x mare 'H\ings
than $cpdump @

fillec which packets are
cap'l'ured
tshark =Y

‘http.request.method
—_—— IIGET "

r
uses Wireshark's SUPER
POWERFUL filter lanquage

-d
is for “decode s
tells tshark what protocol
to intecpret o port as
Example: 888 is often HTTP!

$ tshark
—-d tcp.port==8888,http

- T FORMAT

Oui’pu"’ format. My favouri Jes:

for ¥hese

*json You can
specif

'k-rields: csv/+sv ukmk??elds
Yov want
with -e

wtext : default summo.r3

-
Which fields to output. &x:

$ tshark -T fields
-e http.request .method
—e http.request.uri
—e ip.dst X supports WAY
more protocels than HTTP
/foo 92.183.216.34
10.23.38.132

GET
POST /bar

-r ‘File.chp
&naltéze packe“’s from

a file instead of
the network

\,J + same as +cpdump

\,Jri’re qu"‘ured packe‘l‘s 4o
a file. If -w file.pcap has
permission issues, try:
tshark -w - > file.pcap




ngrep
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like qrep tor
Your: n e‘l'\,:lc')'(-k:'::

$ sudo ngrep GET

will find ever p\air&?x’\'
HTTP GET request

ngrep syntax

hat +
$ ng re_p Hp:c.ke‘;-ss?F‘;r:LI
[options] i

[regular expression]
[BPF filter)

same format
as tcpdump uses ‘

I s+ar-}ed usinﬁ
ngrep when I was
infimidated b:)

+cpdump and T
found i¥ easierw

-d

is for device

which nefwork interface
to use.. same OtS‘)'deump’s

@ Hr\(j‘—d amj’ 7

-\ bg\ine

Pr:n+s line brea ks as
line breakg/ not “\n".
Nice when |ookin3 ot
HTTP requests

-T «Fﬂe.pcap
-0 *File.chp

read /urite packets
from Ito o pcap file
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openssl is a tosl for

* SSL 'Hmns_s %*
aka TLS

T, e
nzizeri-‘g;ca‘\'e.s
S s

T+ uses the OpenSSL

doms

0penss\

inspect o certificate

$ openssl x509 -in
FILE.crt —noout -text

this works for files endinS
n .crt or .pemY Try i+ out:
you probablg have certs in

lusr! share [ ca-certificates

look ot o website s
cectificate
$ openssl s client

-showcerts -connect
google.com:443

pipe +his +o
openssl x509
+o parse ¥

libro«rcj (or LibreSSL\

T
— CS
cer+i¥i§a+e - R
au*hon’r& CQ WHAT?Y ??

+o e+ o. SSL cert for your
web5|+e you need +o make a

file called a “certificate
Signing request”.

moke o. CSR

$ openssl req —-new
-sha256 -key FILE.key
-out FILE.csr

make one of
t+hese with

$ openssl genrsa

mJ5 / shal/

sha256/shas12

N ot qui+e. SSL but useful:
$ openssl md5 FILE
com u‘}es +he mdSsum
of FILE' Same for other
dngests
$ openssl list —digest-commands

shouws all supported digests.




m'r\'mproxg
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-
07%=E

Mi“'mproxb can proxy
connections fram youcr
lap‘|‘op /Phone and let
Yoo see +he contents.

hou you use ﬂ'

0 install mitmproxy root
CA on 30\)(? |a%+op /phone

o © (what is m phone_ )

° T+ even,works with . web UL
saying about me? . \ @ roN mitmwebe yersion
Io?ksslike itls encryph’J connections: — on compu‘h‘_’(
encrypted... —2 [mitm proxy | —> | — ® +ell the program /phone

server 1o proxy through mitm proxy
how it works Some apps pin a cert othec similar toals

wizardzines.cam
cectificate plz
- itmproxy
wizardzines.com fake

Sounds |egi+, this CA) A vou

inslle
I teust says that [ alle
cectificate is valid

makes mitmproxy not

work, look up “}rust killer”
to get around that

modify requests /respanses
acbitrarily

(not all free +hough

-charles proxy
- buep suite
-fiddler




. |6
miscellaneaus nehworking tools

stunnel rsync whois zenmap sysct]
make o SSL sync files over is this GUL for nmap | | configure
proxy for an SSH or locally domain Linux keenel's
insecure_server IS % regis tered ? P QF network stack
6)
hPin33 what ports ace ]pCO.lC identify 08 ab /iperf
make anu being vsed? easily see what Coi‘:eocfi% fored benchmacking
TCP packet i 13.21.2.3/25 tools
ie AL openvpn ;
W8e+ like fur\ python3 wireguo.d Y \‘”ks.
download but Friendlier -m htt P.server VPN < ot/ DJ(O\’_\‘_lzi':\":a\
files : files £
I{:“'op/ne']'ho o/| [serve Tiles Trom
orialc ntop Jipte 42/ o Dicectory Tc pflow Telnet
N lOO.d n'F+ab\e$ QqP‘}U(e and Con help debus
a ‘FanCier see uha‘l"s Nnew version of assemble +€X'\' ne—‘-wo(‘k
w6e+ using bandwidth iptables TCP stceams

prO‘\'oco‘S




ssh

|/

@ ssh keys &
An ssh kej is% secret

ke‘:s +hoat lets you SSH

1o a machine

Thats on
my list of

ow‘H'\orize

fseh)

keysY Comein!

?

ssh- copy-id

This scrip+ instolls Your

SSH key on o host (over SSH)
$ ssh—copy-id user@host

(puts it in -sshlavthorized-keys
e+tc)

ins-\'a\\in3 o SSH key
i surprising ly -?inickg

so +his scriptTis helpfoT?

* porT forward ing ¥

ssh user@host.com —NfL
3333:1localhost:8888

t
IorTa.l poct remote Por+
Lets vou view o remote server
4hat's not on +he internet
N your browser,

:)us+ run 1 command

$ ssh user@host uname —-a
o
runs +his cammand £ exits

NJD o

{Enter> ~. closes +he SSH
connec¥ion. Useful if iths
hanging ¥

Ssh- agen"'

remembers vour SSH key
passphrase so you don't have

+o keep +yping it

mosh

ssh alternative : keeps +he
connection open if you
disconnect + reconnect later

. ssh /can'Fiﬁ
Lets you set, per host:

- ysername +6 use
- SSH keu, 4o use

-an alias f

S0 you can type $ ssh ALIAS
i{\s-l-ead o“\' ssh user@verylongdomain.com

you W ant



LP
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Lp

lets YOU View + c;homge
network conf’iguracl'fon.

ip OBRSECT COM;’lAl\lD

Q.ddf', \i'\k

add, shou,
neigh, etc

delete, etc
Here are gome wayus o use it!

ip addr list
shows (p addresses

of Your devices. Look

for SOme‘Hr\inS like +his:

2:etho:
link/ether 3c:97...

inet 192.168.1.170/24

ip rouTe list
disP\QLjS t+he route fable.

mu
_ ¢ router
default via 192.168.1.1

169.240.0.0/16 dev docker0

1o see all route tables -
ip route list table all

C\r\ange Your
MAC oddress

good for cafés with
time limits o

$ ip link set wlan® down

$ ip link set eth0 address
3c:a9:f4:d1:00:32

$ ip link set wlan@ up

$ service network-manager
restart €« or whateve, you use

ip link ip route get IP
network devices T (like eth®)| |what covte will packets with $f£<e?
ip neig\r\ -—- col
Viewledit the ARP table pretty colourful output!
ip --brief
is for IPsec show a. summary
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T can't start my * -l'una, Please! *

server because it says
Someﬂ\ins iS using
port 80goY

$ ss -tunapl
\\T\o:\\eb(e :
X %025(‘:0‘! &‘(\5

TI'\ES 1S m5 ‘F&Vouri+e WQS"O

vse ssT I+ shows oll +he
runnin3 seérvers

vsocket statistics”

®Use sé To find the
Process ID using Yhe por'|'
@ kKill +he other process?

-N
USe numeric Por+s (80 not hlp)

-p

ShObJ PIDS USi'\s ','}\e SOle"'

TONS of information

D& D

which sockets ss shows

lis’re.n.‘ng or connections ? \,\y\\ic\r\ Pro“'ocols?

no‘;- Iﬁ’re:e;g/
establishe . l‘
defaol-l': connections de‘?atil_: ) '(IJ'L(_P
= | : listening _u'. UDP
~O.: both .

=X unix domain
Sockets

netstat

ne+54'a+ -‘hmqp\ anc!

Ss -‘l‘unaPl
do the same thing

netstat is sldec and more
COmplu‘ca+ed. If you're Iearm‘rs
now 1'd recommend ss?




ipTables
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ipfables lets you

create rules fo match
network packets and
accep‘l'/drop/modi{:g +hem

T+'s used for

tobles have chains

chains have rules

tables: filler, nat, mangle,

fow, security

chains 1 TNPUT, FoRruIA RD,
PREROUTING, etc

rules: |ike -5 10.0.0.0/8 —j DROP

ipfables-save

This prints out all
iptables rules. You can

restore them with

iptables-restore

but it's alse the easiest
Way to view all rules

~y TARGET

Ever5 iptables rule has

a target (what 4o do with
Ma'l'chms packe‘l's\ Op+ion S

* ACCEPT /DROP/ RETURN
¥ the name of an iptables chain

—» an extension (man iptables- extensions)
Papular: DNAT, LOG, MAS QuERADE

Tables have diffecent chains

filker - INPUT/OUTPUT/FORUARD

man%le‘. INPUT/OUTPUT/ FGRWARD /
PREROUTING /7 POSTROUTIN 6

nat : OUTPUT/ PREROUTING /POST ROUTIN 6
Tt helps Yo learn when

ackets get processed by a
given table /chain (eq

fillece OUTPUT = all locally
generated packets)

you can match lots
of packet attributes

-s: sec ip -p: tcpludp
-d: dst ip -{: network
interface

-m: lots of +|-\.'nss‘.
(Bprf roles 7 cgroups¥ TCHP type’
cpo! conntrack state? morc.'\

For more, run-
$ man iptables-extensions




tc

2 |

tc

is for “tcaffic control”

packets v
$‘|'0p/s|ow doun/
go+he other way

3reoc\' for Simula'l'ins
network problems )

make your internet slow

sudo tc gdisc add dev
wlp3s@ root netem

delay 500ms « delay packets
blj S00ms

and fost again:

sudo tc gdisc del dev
wlp3s@ root netem

netem ruleg

netem (“network emula-l-of") S

packetfs. See the man page:

$ man netem

moke your brother's
internet slow

Have o Linux router? You
Can configure 1< on it to

make Your brother!s internet
slower +han yours

google: “tc ReS" for a
stort

S\now current
+c se‘H'inSS
tc gdisc show

tc class show dev DEV
tc filter show dev DEV

tc can do 1O
million more
+|ninc35'_ Thisis
just the besinningY
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conntrack

not a command line tool:

it!s a Linox kernel s7$+‘em

for tracking Tcp /uDP
connections.

Its a kernel module
called nf_ conntrack

conntrock is used for:

-NAT (in o couterT)

'-Firewalls (eg or\lS allow
outbound conned‘ions)

You control it with
iptables rules.

conntrack ha s a toble
o every connection

Eoch en+'rcj contains:

- grc+dest IP
- src + dest ports

-the conne ction state
(eq TIME-WA\T)

how to enable conntrack

enable:
sudo modprobe nf_conntrack

check if it's enabled:

lsmod | grep conntrack

chang e table size with +he sysct |
‘net.netfilter. nf. conntrack - max'

if the conntrack 4able
gets full, no new
connections can start

E SYN packet

e 9gets dropped

°°° . .
—

mocal - be careful about
enabling conntrack ¥

"“’hﬁ are connections
% myd’er:’ouslj fai h‘ns?
magbe t+he conntrack
table is foll ¥




ethtoo)
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ethtool is foc people
who need to manage
physical networks

server [ OOPS i+ would help
l‘{'; your ethernet
a

le was plugged in

ethtool ethO

nameof
network interface

this tells you:
-is i+ even connected”

(“link detected”)
- speed

- lots more

- - show- offload
—- of¥load

Voue network. card can

do o lot for oot Like
Computing checksums. This
is called™ offloading”

This lets you seelchange
configuced offloads.

- iden’ri-ch INTERFACE

blink the light onthe
ethecnet port. good if you

| have multiple pocts ¥ and cote9]

-S
Change speed /duplex / other
settings of an interface
ethtool -s eth0 speed 100

-S INTERFACE

show statistics like bytes sent.
works for wifi interfaces too.

-1 INTERFACE

Show ‘firmware ir\‘Fo

W dev wlan® link

ethtool is mos+|~j for
Ethernet.

To see the 5peeA (and more)
of o wireless connection,

use 1wW.




love +his?
more zines ot
— Wizardzines.com ¢



