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JULIA EVANSdig bark

digmakes dig TYPE domain.com dig 88.88 domain
DNSqueries GoogleDNSserver

thisletsyouchoosewhich dig server lets you
1 diggoogle.com onsrecord ogue.yfor pickwhichDns server

6T typesto try to query Useful togoogle.com 208 IN A default

ipaddress.r 0 72.217.13110 ED9X fT nTAAA check if yoursystem
mibehaing

dig trace domain dig x 172.21713.174 dig short domain
traceshowyourdomain makes a reverse Usuallydigprints lotsof
getsresowedstarting f Dnsquery find f output with shortwhichdomainresolves justprintsthe IP address1at the root nameservers to an Ipg valueofthe DNSrecord









































































































Ei

$ dig google.com

google.com  
22  
IN  
A  
172.217.13.110 









































































































Ei

$ ping  health.gov.au 

time=253ms

$ traceroute health.gov.au 
1: 192.168.1.1           3ms 
2: ...yul.ebox.ca     12 ms 
                 ... 
8: NYC4.ALTER.NET   24 ms 
9: SAC1.ALTER.NET   97 ms 
16: health.gov.au    253ms 








































































































Ei$ curl  wizardzines.com








































































































Ei

$ nmap -sS -F 192.168.1.0/24

$ nmap -sn 192.168.1.0/24 nmap -v -A scanme.nmap.org

$ nmap 
--script ssl-enum-ciphers 
-p 443  wizardzines.com

$ nmap --script-help '*'









































































































nc -l 8080 > file

printf 'GET / HTTP/
1.1\r\nHost: 
example.com\r\n\r\n' 
   | nc example.com 80

cat file | nc YOUR_IP 8080

 










































































































FEI

socat THING1 THING2

socat TCP-LISTEN:1337    
  TCP:domain.com:80

socat TCP-LISTEN:1337  
  UNIX-CONNECT: /path

socat THING1 THING2

socat THING2 THING1






































































































tcpdump port 80 
 
tcpdump host 192.168.1.1 
 
tcpdump dst port 443 and 
src host 10.20.30.40











































































































one Table of contents on

Unix
permissions 4 sockets 10 virtual memory 17

Unix domain
proc 5 sockets 11 shared libraries 18

system calls G processes 12 copy on write 19

signals 7 threads 13 page faults 20

file descriptors 8 floatingpoint 14 mmap 21

man page
Sipes 9 file buffering 15 sections 22

malloc

src port 53 
port 80

src host google.com 
dst host 192.168.1.1 
host 127.0.0.1

host 127.0.0.1 and port 80 
 
udp and port 53 
 
(port 53 or port 99) and 
  not host 127.0.0.1

less 80 
greater 200

$ tcpdump [your bpf here] 
$ ngrep [your bpf here]

ip[0] & 0xF == 5 
 
udp[11] & 0xF > 0 
 
tcp[tcpflags] == tcp-syn






































































































dig tcpdumpsyso.tl
qping no Ssh
traceroutelmtr socat
netstatiss ngrep
if config iptables telnet

ip arp
to

tshark -Y 
'http.request.method  
   == "GET"'

$ tshark 
 -d tcp.port==8888,http

$ tshark -T fields 
  -e http.request.method 
  -e http.request.uri 
  -e ip.dst 
 
GET     /foo   92.183.216.34 
POST   /bar   10.23.38.132 tshark -w -   > file.pcap








































































































pingdiglnslookupwnetstatlssm.fi
arethese computers does that am I using
even connected domainexist thatport

IfconfiguT tcpdumpwT wireshartmT
what's my what packets T look at those

arebeingsent packets in
IP address on port go a GUI

ngiepT traceroutelmtrment rich
grep for what servers are on netcat

MakeTCP
yournetwork theway to that connections

server manually

Efinutties iww ethtoothT
setupfirewalls setup wifi from understand
andNATgg thecommand line yourethernetnofunimo't connections

ipw tht array
configures interfaces slowdownthe see yourroutes andmore internetfor your ARP tablebrother'sMACaddress

onyourlinuxrouter

$ ngrep  
  [options] 
  [regular expression] 
  [BPF filter]

$ sudo  ngrep  GET






































































































$ openssl x509 -in 
FILE.crt -noout -text

$ openssl list -digest-commands

$ openssl md5 FILE

$ openssl genrsa

$ openssl req -new  
-sha256  -key FILE.key  
-out FILE.csr 

$ openssl  s_client  
-showcerts  -connect 
google.com:443
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ssh  user@host.com  -NfL 
3333:localhost:8888

$ ssh  user@host uname -a

$ ssh-copy-id  user@host

$ ssh ALIAS
ssh user@verylongdomain.com 








































































































default via 192.168.1.1 
169.240.0.0/16 dev docker0

2: eth0: 
      link/ether 3c:97... 

      inet 192.168.1.170/24 

$ ip link set wlan0 down 
$ ip link set eth0 address  
   3c:a9:f4:d1:00:32 
$ ip link set wlan0 up 
$ service network-manager  
   restart






































































































$ ss  -tunapl 






































































































iptables-restore

-s 10.0.0.0/8 -j DROP

$ man iptables-extensions






































































































sudo tc qdisc add dev 
wlp3s0 root netem 
delay 500ms

tc qdisc show 
tc class show dev DEV  
tc filter show dev DEV

$ man netem

sudo tc qdisc del dev 
wlp3s0 root netem









































































































sudo modprobe nf_conntrack

lsmod | grep conntrack






































































































ethtool -s eth0 speed 100 







































































































