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Foreword

The book you are holding in your hands or are reading on your screen has a power that can be

yours if you take time to study it. Programming can amplify your existing knowledge and skillset.

Many people are told they should learn programming and Python for their own sake. Program-
ming skills are in demand, so you should be a programmer. That is probably good advice. But
better advice would be to answer the question, “How can you take your existing expertise and
leap ahead of peers by automating and extending that experience with software skills?” This
book aims to do just that for network professionals. You’ll learn about Python in the context of

network configuration, administration, monitoring and more.

If you are tired of logging in and typing in a bunch of commands to configure your network,
Python is for you. If you need to be certain the network configuration is solid and repeatable,
Python is for you. If you need to monitor, in real-time, what is happening on the network, well,

you guessed it, Python is for you.

You are probably in agreement about learning software skills that can be applied to network
engineering. After all, terms like Software-Defined Networking (SDN) have been all the buzz
in the last few years. But why Python? Maybe you should learn JavaScript or Go or some other

language. Maybe you should just double down on Bash and shell scripting.
Python is well suited for network engineering for two reasons.

Firstly, as Eric will demonstrate throughout this book, there are many Python libraries (sometimes
called packages) designed specifically on network engineering. With libraries such as Ansible, you
can create complex network and server configurations using simple configuration files. Using Pex-
pect or Paramiko, you’ll be able to program against remote legacy systems as if they had their own
scripting API. If the gear you're configuring has an API, chances are you can use a purpose-built

Python library to work with it. So clearly, Python is well-suited for the job.

Secondly, Python is special amongst programming languages. Python is what I call a full spectrum
language. My definition of this term is that it is both a language that is incredibly easy to get
started (print ("hello world") anyone?) and also very powerful, being the technology behind

incredible software such as YouTube.



This is not normal. We have solid beginner languages for quickly building software. Visual Basic
comes to mind here. So does Matlab and other commercial languages. Yet, when these are pushed
too far, they fall down badly. Can youimagine Linux, Firefox, or an intensive video game created

with any of these? No way.

At the other end of the spectrum, we also have very powerful languages such as C++, .NET, Java
and many others. C++ is, in fact, the language used to build some Linux kernel modules and large
open-source software such as Firefox to some degree. Yet, they are not beginner-friendly. You
have to learn about pointers, compilers, linkers, headers, classes, accessibility (public/private),

and on and on just to get started.

Python lives in both realms making it incredibly easy to be productive with just a few lines of
code and simple programming concepts. Yet it grows to be the language of choice for some of
the world’s most significant software behind YouTube, Instagram, Reddit, and others. Microsoft
chose Python as their language to implement the CLI for Azure (although you don’t have to know

or use Python to use their CLI of course).

So, here’s the deal. Programming is a superpower. It can take your network engineering expertise
and launch it into the stratosphere. Python is one of the world’s fastest growing and most pop-
ular programming languages. And Python has many highly polished libraries for working with
networks in many facets. Therefore, this book, Mastering Python Networking, combines all of these

and will change the way you think about networking. Enjoy the journey.

Michael Kennedy
Portland, OR
Founder of Talk Python
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Preface

As Charles Dickens wrote in A Tale of Two Cities, “It was the best of times, it was the worst of times, it
was the age of wisdom, it was the age of foolishness.” These seemingly contradictory words perfectly
describe the chaos and mood felt during a time of change and transition. We are undoubtedly
experiencing a similar time with the rapid changes in the network engineering field. As software
development becomes more integrated into all engineering stacks, the traditional command-
line interface and vertically integrated network control methods are no longer the best ways to

manage today’s networks.

For network engineers, the changes we are seeing are full of excitement and opportunities and
yet are challenging, particularly for those who need to quickly adapt and keep up. This book has
been written to help ease the transition for networking professionals by providing a practical
guide that addresses how to evolve from a traditional platform to one built on software-driven

and development practices.

In this book, we use Python as the programming language of choice to master network engineering
tasks. Python is an easy-to-learn, high-level programming language that can effectively comple-
ment network engineers’ creativity and problem-solving skills to streamline daily operations.
Python is becoming an integral part of many large-scale networks, and through this book, I hope

to share with you the lessons I've learned.

Since the publication of the first three editions of this book, I have been fortunate to have had
interesting and meaningful conversations with many of the book’s readers. I am humbled by the
success of the first three editions and took to heart the feedback I was given. In this fourth edition,
I tried to incorporate many of the newer libraries, updated existing examples with the latest soft-
ware and newer hardware platforms, added two new chapters, and significantly modified several

chapters. I believe the changes are more reflective of today’s network engineering environment.

Atime of change presents great opportunities for technological advancement. The concepts and
tools in this book have helped me tremendously in my career, and I hope they can do the same

for you.
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Who this book is for

This book is ideal for IT professionals and operations engineers who already manage groups of
network devices and would like to expand their knowledge of using Python and other tools to

overcome network challenges. Basic knowledge of networking and Python is recommended.

What this book covers

Chapter 1, Review of TCE/IP Protocol Suite and Python, reviews the fundamental technologies for
internet communication today, from the OSI and client-server model to the TCP, UDP, and IP
suites. The chapter will review the basics of the Python language, such as types, operators, loops,

functions, and packages.

Chapter 2, Low-Level Network Device Interactions, uses practical examples to illustrate how to use
Python to execute commands on a network device. It will also discuss the challenges of having
a CLI-only interface in automation. The chapter will use the Pexpect, Paramiko, Netmiko, and

Nornir libraries in the examples.

Chapter 3, APIs and Intent-Driven Networking, discusses the network devices that support Applica-
tion Programming Interfaces (APIs) and other high-level interaction methods. It also illustrates
tools that allow the abstraction of low-level tasks while focusing on the intent of the network
engineers. A discussion about and examples of Cisco NX-API, Meraki, Juniper PyEZ, Arista Pyeapi,

and Vyatta VyOS will appear in the chapter.

Chapter 4, The Python Automation Framework — Ansible, discusses the basics of Ansible. Ansible is
an open source, Python-based automation framework. The framework moves one step further
from APIs and focuses on declarative task intent. In this chapter, we will cover the advantages
of using Ansible and its high-level architecture and see some practical examples of Ansible with

network devices.

Chapter 5, Docker Containers for Network Engineers, explores containers and explains how Docker
is the new standard in application development. In this chapter, we will introduce Docker as a

tool by introducing the overall concepts and building example applications with it.

Chapter 6, Network Security with Python, introduces several Python tools to help you secure your
network. It will discuss using Scapy for security testing, using Ansible to quickly implement access

lists, and using Python for network forensic analysis.



Preface xxiii

Chapter 7, Network Monitoring with Python — Part 1, covers monitoring the network using various
tools. The chapter contains some examples using SNMP and PySNMP for queries to obtain device
information. Matplotlib and Pygal examples will be shown for graphing the results. The chapter

will end with a Cacti example using a Python script as an input source.

Chapter 8, Network Monitoring with Python — Part 2, covers more network monitoring tools. The
chapter will start with using Graphviz to graph the network from LLDP information. We will move
to use examples with push-based network monitoring using NetFlow and other technologies. We

will use Python to decode flow packets and ntop to visualize the results.

Chapter 9, Building Network Web Services with Python, shows you how to use the Python Flask web
framework to create API endpoints for network automation. The network API offers benefits such
as abstracting the requester from network details, consolidating and customizing operations, and

providing better security by limiting the exposure of available operations.

Chapter 10, Introduction to Async IO, covers Async IO, the new Python 3 package that allows us
to perform tasks at the same time. We will cover topics such as multiprocessing, parallelism,

threading, and other concepts. We will also cover examples from the Scrapli project.

Chapter 11, AWS Cloud Networking, shows how we can use AWS to build a virtual network that is
functional and resilient. We will cover virtual private cloud technologies such as CloudFormation,

VPCrouting tables, access lists, Elastic IP, NAT gateways, Direct Connect, and other related topics.

Chapter 12, Azure Cloud Networking, covers the network services by Azure and how to build network
services with the service. We will discuss Azure VNet, Express Route and VPN, Azure network load

balancers, and other related network services.

Chapter 13, Network Data Analysis with Elastic Stack, shows how we can use Elastic Stack as a set
of tightly integrated tools to help us analyze and monitor our network. We will cover areas from
installation, configuration, data import with Logstash and Beats, and searching data using Elas-

ticsearch, to visualization with Kibana.

Chapter 14, Working with Git, illustrates how we can leverage Git for collaboration and code ver-

sion control. Practical examples of using Git for network operations will be used in this chapter.

Chapter 15, Continuous Integration with GitLab, uses GitLab to automatically create operations

pipelines that can save us time and increase reliability.
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Chapter 16, Test-Driven Development for Networks, explains how to use Python’s unittest and
pytest to create simple tests to verify our code. We will also see examples of writing tests for our

network to verify reachability, network latency, security, and network transactions.

To get the most out of this book

To get the most out of this book, some basic hands-on network operation knowledge and Python
knowledge is recommended. Most of the chapters can be read in any order, except for Chapter 4
and Chapter 5, which introduce base technologies that will be used later in the book. Besides the
basic software and hardware tools introduced at the beginning of the book, new tools relevant

to each of the chapters will be introduced in the respective chapters.

Itis highly recommended to follow and practice the examples shown in your network lab.

Download the example code files
The code bundle for the book is hosted on GitHub at https://github.com/PacktPublishing/

Mastering-Python-Networking-Fourth-Edition. We also have other code bundles from our
rich catalog of books and videos available at https://github.com/PacktPublishing/. Check

them out!

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this book.
You can download it here: https://packt.link/D2Ttl.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. For example: “The au-

to-config also generated vty access for both Telnet and SSH.”

A block of code is set as follows:

print("hello world")


https://github.com/PacktPublishing/Mastering-Python-Networking-Fourth-Edition
https://github.com/PacktPublishing/Mastering-Python-Networking-Fourth-Edition
https://github.com/PacktPublishing/
https://packt.link/D2Ttl
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Any command-line input or output is written as follows:

$ python3
Python 3.10.6 (main, Nov 2 2022, 18:53:38) [GCC 11.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.

Bold: Indicates a new term, an important word, or words that you see on the screen. For instance,
words in menus or dialog boxes appear in the text like this. For example: “ In the coming section,
we will continue with the SNMP theme of network monitoring but with a fully featured network

monitoring system called Cacti.”

\/V> Warnings or important notes appear like this.

N

',@\' Tips and tricks appear like this.

7/

Get in touch

Feedback from our readers is always welcome.

If you are interested in getting in touch with the Author, please visit

https://members.networkautomation.community/

General feedback: Email feedback@packtpub.com and mention the book’s title in the subject of
your message. If you have questions about any aspect of this book, please email us at questions@

packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you have found a mistake in this book, we would be grateful if you reported this to us.

Pleasevisithttp://www.packtpub.com/submit-errata, click Submit Errata, and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us

at copyright@packtpub.comwith a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visithttp://authors.packtpub.

com.


https://members.networkautomation.community/
http://www.packtpub.com/submit-errata
http://authors.packtpub.com
http://authors.packtpub.com
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Share your thoughts

Once you’ve read Mastering Python Networking, Fourth Edition, we’d love to hear your thoughts!

Please click here to go straight to the Amazon review page for this book and share your
feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering

excellent quality content.


https://www.packtpub.com/
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Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical

books directly into your application.

The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free

content in your inbox daily
Follow these simple steps to get the benefits:

1.  Scan the QR code or visit the link below

https://packt.link/free-ebook/9781803234618

2. Submit your proof of purchase

3. That’s it We'll send your free PDF and other benefits to your email directly


https://packt.link/free-ebook/9781803234618




Review of TCP/IP Protocol Suite
and Python

Welcome to the new and exciting age of network engineering! When I started working as a net-
work engineer at the turn of the millennium some 20 years ago, the role was distinctly different
than the network engineering role of today. At the time, network engineers mainly possessed
domain-specific knowledge to manage and operate local and wide area networks using the
command-line interface. While they might occasionally cross over the discipline wall to handle
tasks normally associated with systems administration and developers, there was no explicit
expectation for a network engineer to write code or understand programming concepts. This is

no longer the case today.

Over the years, the DevOps and Software-Defined Networking (SDN) movement, among other
factors, have significantly blurred the lines between network engineers, systems engineers, and

developers.

The fact that you have picked up this book suggests that you might already be an adopter of
network DevOps, or maybe you are considering going down that path of checking out network
programmability. Maybe you have been working as a network engineer for many years, just asI
had, and wanted to know what the buzz around the Python programming language is all about.
You might even already have been fluent in the Python programming language but wonder what

its applications are in the network engineering field.
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If you fall into any of these camps or are simply just curious about Python in the network engi-

neering field, I believe this book is for you:

Network

Engineering

Figure 1.1: The intersection between Python and network engineering

There are already many great books written that dive into the topics of network engineering and
Python separately. I do notintend to repeat their efforts with this book. Instead, this book assumes
you have some hands-on experience in managing networks, as well as a basic understanding of
network protocols. It’s helpful if you’re already familiar with Python as a programming language,
but you do not need to be an expert. We will cover some Python basics later in the chapter as
a baseline of Python knowledge. Again, you do not need to be an expert in Python or network
engineering to read this book. This book intends to build on the basic foundations of network
engineering and Python to help readers learn and practice various applications that can make

their lives easier.

In this chapter, we will do a general review of some networking and Python concepts. The rest of
the chapter should set the level of expectation of the prior knowledge required to get the most out
of this book. If you want to brush up on the contents of this chapter, there are lots of free or low-
cost resources to bring you up to speed. I would recommend the free Khan Academy (https://
www . khanacademy .org/) and the official Python tutorials from the Python Software Foundation

athttps://www.python.org/.

This chapter will pay a very quick visit to the relevant networking topics at a high level without
going too much into the details. There is simply not enough space in one chapter to do a deep
dive on any of the topics. To be honest, most of us do not get to a deep level when doing day-
to-day jobs. What is the level of required networking knowledge? Judging from my experience
of working in the field, a typical network engineer or developer might not remember the exact
Transmission Control Protocol (TCP) state machine to accomplish their daily tasks (I know I
don’t), but they would be familiar with the basics of the Open Systems Interconnection (OSI)
model, the TCP and User Datagram Protocol (UDP) operations, different IP header fields, and

other fundamental concepts. That is what we will cover in this chapter.


https://www.khanacademy.org/
https://www.khanacademy.org/
https://www.python.org/
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We will also look at a high-level review of the Python language first; just enough for those readers

who do not code in Python daily to have ground to walk on for the rest of the book.
Specifically, we will cover the following topics:

e  Anoverview of the Internet

e  The OSI and client-server model

e TCP,UDP, and IP protocol suites

e  Python syntax, types, operators, and loops

e  Extending Python with functions, classes, and packages

Of course, the information presented in this chapter is not exhaustive; please check out the ref-

erences for further information if required.

As network engineers, often we are challenged by the scale and complexity of the networks we
need to manage. They range from small home-based networks, medium-size networks that make
a small business go, to large multi-national enterprise networks spanning across the globe. The
most extensive network of them all is, of course, the Internet. Without the Internet, there would be
no email, websites, API, streaming media, or cloud computing as we know it. Therefore, before we

dive deeper into the specifics of protocols and Python, let us begin with an overview of the Internet.

An overview of the Internet

What is the Internet? This seemingly easy question might receive different answers depending
on each of our backgrounds. The Internet means different things to different people; the young,
the old, students, teachers, business people, and poets could all give different answers to the

same question.

To a network engineer, the Internet is a global computer network consisting of a web of inter-net-
works connecting large and small networks together. In other words, it is a network of networks
without a centralized owner. Take your home network as an example. It might consist of a device
thatintegrates the functions of routing, Ethernet switching, and wireless access points connect-
ing your smartphones, tablets, computers, and internet-enabled TVs together for the devices to

communicate with each other. This is your Local Area Network (LAN).

When your home network needs to communicate with the outside world, it passes information
from your LAN to a larger network, often appropriately named the Internet Service Provider
(ISP). The ISP is typically thought of as a business that you pay to get online. They can do this by

aggregating small networks into bigger networks that they maintain.
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Your ISP network often consists of many edge nodes that aggregate the traffic to their core network.

The core network’s function is to interconnect these edge networks via a high-speed network.

At some of the more specialized edge nodes, called Internet exchange points, your ISP is con-
nected to other ISPs to pass your traffic appropriately to your destination. The return path from
your destination to your home computer, tablet, or smartphone may or may not follow the same
path through all these in-between networks back to your original device, while the source and
destination remain the same. This asymmetrical behavior is designed to be fault-tolerant so that

no one node can take down the whole connection.

Let’s look at the components making up this web of networks.

Servers, hosts, and network components

Hosts are end nodes on the network that communicate with other nodes. In today’s world, a
host can be a traditional computer, or it can be your smartphone, tablet, or TV. With the rise
of the Internet of Things (IoT), the broad definition of a host can be expanded to include an
Internet Protocol (IP) camera, TV set-top boxes, and the ever-increasing types of sensors we
use in agriculture, farming, automobiles, and more. With the explosion of the number of hosts
connected to the Internet, they all need to be addressed, routed, and managed. The demand for

proper networking has never been greater.

Most of the time when we are on the Internet, we make requests for services. This could be view-
ing a web page, sending or receiving emails, transferring files, and other online activities. These
services are provided by servers. As the name implies, servers provide services to multiple nodes
and generally have higher levels of hardware specification. In a way, servers are particular “super
nodes” on the network that offer additional capabilities to their peers. We will look at servers

again later, in the The client-server model section.

If you think of servers and hosts as cities and towns, the network components are the roads and
highways that connect them together. In fact, the term information superhighway comes to mind
when describing the network components that transmit the ever-increasing bits and bytes across
the globe. In the Seven-Layer OSI model that we will look at in The OSI model, these network
components are layer-one to layer-three devices that sometimes venture into layer four as well.
They are layer-two and layer-three routers and switches that direct traffic, as well as layer-one
transports such as fiber optic cables, coaxial cables, twisted copper pairs, and some Dense Wave-

length Division Multiplexing (DWDM) equipment, to name a few.

Collectively, hosts, servers, storage, and network components make up the internet as we know

it today.



Chapter 1 5

The rise of data centers

In the last section, we looked at the different roles that servers, hosts, and network components
play in the inter-network. Because of the higher hardware capacity that servers demand, they are
often put together in a central location to be managed more efficiently. We often refer to these

locations as data centers. They can generally be classified into three broad categories:

e  Enterprise data centers
e Cloud data centers

e Edge data centers

Let us take a look at enterprise data centers first.

Enterprise data centers

In a typical enterprise, the company generally has business needs for internal tools such as email-
ing, document storage, sales tracking, ordering, HR tools, and a knowledge-sharing intranet. These
services become file and mail servers, database servers, and web servers. Unlike user computers,
these are generally high-end computers that require higher power, cooling, and high bandwidth
network connections. A byproduct of the hardware is also the amount of noise it makes, which is
not suitable for a normal workspace. The servers are generally placed in a central location, called
the Main Distribution Frame (MDF), in the enterprise building to provide the necessary power

feed, power redundancy, cooling, and network connectivity.

To connect to the MDF, the user’s traffic is generally aggregated at locations closer to the user,
which are sometimes called the Intermediate Distribution Frame (IDF), before they are bundled
up and connected to the MDF. It is not unusual for the IDF-MDF spread to follow the physical
layout of the enterprise building or campus. For example, each building floor can consist of an IDF
that aggregates to the centralized MDF on another floor in the same building. If the enterprise
consists of several buildings, further aggregation can be done by combining the buildings’ traffic

before connecting them to the enterprise data center.

Many enterprise data centers (sometimes referred to as campus networks) follow the three-layer
network design. The layers are the access layer, the distribution layer, and the core layer. Of course,
as with any design, there are no hard rules or one-size-fits-all model; the three-layer designs
are just a general guide. As an example, to overlay the three-layer design to our User-IDF-MDF
example earlier, the access layer is analogous to the ports each user connects to, the IDF can be
thought of as the distribution layer, while the core layer consists of the connection to the MDF
and the enterprise data centers. This is, of course, a generalizati