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Introduction

This book teaches you how to write clean code. It presents software design and development
principles and patterns in a very practical manner. This book is suitable for both junior and senior
developers. Basic understanding and knowledge of object-oriented programming in one language,
like C++, Java, JavaScript/TypeScript, Python or C# is required. Examples in this book are
presented in Java, JavaScript/TypeScript, or C++. Most examples are in Java or JavaScript/
TypeScript and are adaptable to other programming languages, too. The content of this book is
divided into eleven chapters.

The second chapter is about architectural design principles that enable the development of true
cloud-native microservices. The first architectural design principle described is the single
responsibility principle which defines that a piece of software should be responsible for one thing at
its abstraction level. Then a uniform naming principle for microservices, clients, APIs, and libraries
is presented. The encapsulation principle defines how each software component should hide the
internal state behind a public API. The service aggregation principle is introduced with a detailed
explanation of how a higher-level microservice can aggregate lower-level microservices.
Architectural patterns, like event sourcing, command query responsibility segregation (CQRS), and
distributed transactions, are discussed. Distributed transactions are covered with examples using
both the saga orchestration pattern and the saga choreography pattern. You get answers on how to
avoid code duplication at the architectural level. Externalized configuration principle describes how
service configuration should be handled in modern environments. We discuss the service
substitution principle, which states that dependent services a microservice uses should be easily
substitutable. The importance of autopilot microservices is discussed from statelessness, resiliency,
high availability, observability, and automatic scaling point of view. Towards the end of the chapter,
there is a discussion about different ways microservices can communicate with each other. Several
rules are presented on how to version software components. And the chapter ends with a discussion
of why it is helpful to limit the number of technologies used in a software system.

The third chapter presents object-oriented design principles. We start the chapter by describing all
the SOLID principles: Single responsibility principle, open-closed principle, Liskov's substitution
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principle, interface segregation principle, and dependency inversion principle. Each SOLID
principle is presented with realistic but simple examples. The uniform naming principle defines a
uniform way to name interfaces, classes, functions, function pairs, boolean functions (predicates),
builder, factory, conversion, and lifecycle methods. The encapsulation principle describes that a
class should encapsulate its internal state and how immutability helps ensure state encapsulation.
The encapsulation principle also discusses the importance of not leaking an object's internal state
out. The object composition principle defines that composition should be preferred over
inheritance. Domain-driven design (DDD) is presented with two real-world examples. All the
design patterns from GoF's Design Patterns book are presented with realistic yet simple examples.
The don't ask, tell principle is presented as a way to avoid the feature envy design smell. The
chapter also discusses avoiding primitive-type obsession and the benefits of using semantically
validated function arguments. The chapter ends by presenting the dependency injection principle
and avoiding code duplication principle, also known as the don't repeat yourself (DRY) principle

The fourth chapter is about coding principles. The chapter starts with a principle for uniformly
naming variables in code. A uniform naming convention is presented for integer, floating-point,
boolean, string, enum, and collection variables. Also, a naming convention is defined for maps,
pairs, tuples, objects, optionals, and callback functions. The uniform source code repository
structure principle is presented with examples for C++, Java, and JavaScript/TypeScript. Next, the
avoid comments principle defines concrete ways to remove unnecessary comments from the code.
The following concrete actions are presented: naming things correctly, returning a named value,
return-type aliasing, extracting a constant for a boolean expression, extracting a constant for a
complex expression, extracting enumerated values, and extracting a function. The chapter discusses
the benefits of using a statically typed language. We discuss the most common refactoring
techniques: renaming, extracting a method, extracting a variable, replacing conditionals with
polymorphism, and introducing a parameter object. The importance of static code analysis is
described, and the most popular static code analysis tools for C++, Java, and JavaScript/TypeScript
are listed. The most common static code analysis issues are listed with the preferred way to correct
them. Handling errors and exceptions correctly in code is fundamental and can be easily forgotten
or done wrong. This chapter instructs how to handle errors and exceptions, how to handle Java's
checked exceptions, and how to return errors by returning a boolean failure indicator, an optional
value, or an error object. The chapter instructs how to adapt code to a wanted error-handling
mechanism, handle errors in asynchronous code, handle stream errors, and handle errors
functionally. The null value handling is discussed. The ways to avoid off-by-one errors are
presented. Readers are instructed on handling situations where some code is copied from a web
page found by googling. The chapter ends with a discussion about code optimization: when and
how to optimize.

The fifth chapter is dedicated to testing principles. We start with the introduction of the functional
testing pyramid. Then we present unit testing and instruct how to use test-driven development
(TDD). We give unit test examples with mocking in Java, JavaScript, and C++. When introducing
software component integration testing, we discuss behavior-driven development (BDD) and the
Gherkin language to describe features. Integration test examples are given using Cucumber for Java
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and Postman API development platform. The chapter also discusses the integration testing of UI
software components. We end the integration testing section with an example of setting up an
integration testing environment using Docker Compose. Lastly, the purpose of end-to-end (E2E)
testing is discussed with some examples. The chapter ends with a discussion about non-functional
testing. The following categories of non-functional testing are covered in more detail: performance
testing, stability testing, reliability testing, security testing, stress, and scalability testing.

The sixth chapter handles security principles. The threat modeling process is introduced. A full-
blown OpenID Connect/OAuth 2.0 authentication and authorization example with TypeScript,
Vue.js, and Keycloak is implemented. Then we discuss how authorization by validating a JWT
should be handled in the backend. Examples are presented with Node.js, Express, Java, and Spring
Boot. The chapter ends with a discussion of the most important security features: password policy,
cryptography, denial-of-service prevention, SQL injection prevention, security configuration,
automatic vulnerability scanning, integrity, error handling, audit logging, and input validation.

The seventh chapter is about API design principles. First, we tackle design principles for frontend
facing APIs. We discuss how to design JSON-RPC, REST, and GraphQL APIs. Also, subscription-
based and real-time APIs are presented with realistic examples using Server-Sent Events (SSE) and
the WebSocket protocol. The last part of the chapter discusses inter-microservice API design and
event-driven architecture. gRPC is introduced as a synchronous inter-microservice communication
method, and examples of request-only and request-response asynchronous APIs are presented.

The 8th chapter discusses databases and related principles. We cover the following types of

databases: relational databases, document databases (MongoDB), key-value databases (Redis),

wide-column databases (Cassandra), and search engines. For relational databases, we present how
to use object-relational mapping (ORM), one-to-one, one-to-many and many-to-many
relationships, and parameterized SQL queries. Finally, we present three normalization rules for
relational databases.

The oth chapter presents concurrent programming principles regarding threading, parallel
algorithms, and thread safety. For thread safety, we present several ways to achieve thread
synchronization: synchronization directives, atomic variables, mutexes, and spinlocks.

The 10th chapter discusses teamwork principles. We explain the importance of using an agile
framework and discuss the fact that a developer usually never works alone and what that entails.
We discuss how to document a software component so that onboarding new developers is easy and
quick. Technical debt in software is something that each team should avoid. Some concrete actions
to prevent technical debt are presented. Code reviews are something teams should do, and this
chapter gives guidance on what to focus on in code reviews. The chapter ends with a discussion of
developer roles each team should have and provides hints on enabling a team to develop software
as concurrently as possible.

The 11th chapter is dedicated to DevSecOps. DevOps describes practices that integrate software
development (Dev) and software operations (Ops). It aims to shorten the software development life
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cycle through parallelization and automation and provides continuous delivery with high software
quality. DevSecOps is a DevOps augmentation where security practices are integrated into the
DevOps practices. This chapter presents the phases of the DevOps lifecycle: plan, code, build and
test, release, deploy, operate and monitor. The chapter gives an example of creating a microservice
container image and how to specify the deployment of a microservice to a Kubernetes cluster. Also,
a complete example of a CI/CD pipeline using GitHub Actions is provided.
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Architectural Principles

This chapter describes architectural principles for designing clean, modern cloud-native software
systems and applications. Cloud-native software is built of loosely coupled scalable, resilient and
observable services that can run in public, private, or hybrid clouds. Cloud-native software utilizes
technologies like containers (e.g., Docker), microservices, serverless functions, and container
orchestration (e.g., Kubernetes), and it can be automatically deployed using declarative code.

This chapter discusses the following architectural principles and patterns:

« Single responsibility principle

« Uniform naming principle

« Encapsulation principle

« Service aggregation principle

» High cohesion, low coupling principle

« Library composition principle

» Avoid duplication principle

« Externalized service configuration principle

« Service substitution principle

« Autopilot microservices principle
« Stateless microservices principle
« Resilient microservices principle
« Horizontally autoscaling microservices principle
« Highly-available microservices principle
» Observable services principle

« Inter-service communication patterns

» Domain-driven architectural design principle

« Software versioning principles

« Git Version control principle
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« Architectural patterns

« Preferred technology stacks principle

Software Hierarchy

A software system consists of multiple computer programs and anything related to those programs
to make them operable, including but not limited to configuration, deployment code, and
documentation. A software system is divided into two parts: the backend and the frontend.
Backend software runs on servers, and frontend software runs on client devices like PCs, tablets,
and phones. Backend software consists of services. Frontend software consist of clients that use
backend services and standalone applications that do not use any backend services. An example of
a standalone application is a calculator or a simple text editor.

The term application is often used to describe a single program designated for a specific purpose.
In general, a software application is some software applied to solve a specific problem. From an end
user's point of view, all clients are applications. But from a developer’s point of view, an application
needs both a client and backend service(s) to be functional unless the application is a standalone

Software System
Application Application Service
Service Client Service Class
Class Class Class

Function

Function Function

Function

Function Function Function

Class

Class Class Class
Function
Function

Function Function

Function

Function Function

Function

Library

| Library I | Library | Library

| Configuration | | Configuration I

Fig 2.1 Software Hierarchy

application. In this book, I will use the term application to designate a logical grouping of
program(s) and related artifacts, like configuration, to form a functional piece of the software
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system dedicated to a specific purpose. In my definition, a non-standalone application consists of
one or more services and possibly a client or clients to fulfill an end user's need. Let's say we have a
software system for telecom network analytics. That system provides data visualization
functionality. We can call the data visualization part of the software system a data visualization
application. That application consists of, for example, a web client and two services, one for
fetching data and one for configuration. Suppose we also have a generic data ingester microservice
in the system. That generic data ingester is not an application without some configuration that
makes it a specific service that we can call an application. For example, the generic data ingester
can have a configuration to ingest raw data from a radio network. The generic data ingester and the
configuration together form an application: a radio network data ingester.

Computer programs and libraries are software components. A software component is something
that can be individually packaged, tested, and delivered. It consists of one or more classes, and a
class consists of one or more functions (class methods). (There are no traditional classes in purely
functional languages, but software components consist only of functions.) A computer program can
also be composed of one or more libraries, and a library can be composed of other libraries.

Program Library
Class A ‘ Class A
‘ Class B ‘ ‘ Class A ‘
‘ Class N ‘ ‘ Class N ‘
Library 1 ‘ Library 1 ‘
Library 2 Library 2

Fig 2.2 Software Components

Single Responsibility Principle
A software entity should have only single responsibility at its abstraction level.

A software system is at the highest level in the software hierarchy and should have a single
dedicated purpose. For example, there can be an e-commerce or payroll software system. But there
should not be a software system that handles both e-commerce and payroll-related activities. If you
were a software vendor and had made an e-commerce software system, selling that to clients
wanting an e-commerce solution would be easy. But if you had made a software system that
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encompasses both e-commerce and payroll functionality, it would be hard to sell that to customers
wanting only an e-commerce solution because they might already have a payroll software system
and, of course, don't want another one.

Let's consider the application level in the software hierarchy. Suppose we have designed a software
system for telecom network analytics. This software system is divided into four different
applications: Radio network data ingestion, core network data ingestion, data aggregation, and data
visualization. Each of these applications has a single dedicated purpose. Suppose we had coupled
the data aggregation and visualization applications into a single application. In that case, replacing
the data visualization part with a 3rd party application could be difficult. But when they are
separate applications with a well-defined interface, it would be much easier to replace the data
visualization application with a 3rd party application, if needed.

A software component should also have a single dedicated purpose. A service type of software
component with a single responsibility is called a microservice. For example, one microservice
could be responsible for handling orders and another for handling sales items. Both of those
microservices are responsible for one thing only. We should not have a microservice responsible for
both orders and sales items. That would be against the single responsibility principle because order
and sales item handling are two different functionalities at the same level of abstraction.

There are many advantages to microservices:

« Improved productivity
« You can choose the best-suited programming language and technology stack
» Microservices are easy to develop in parallel because there will be fewer merge conflicts
 Developing a monolith can result in more frequent merge conflicts
« Improved resiliency and fault isolation
« A fault in a single microservice does not bring other microservices down
« A bug in a monolith can bring the whole monolith down
« Better scalability
« Stateless microservices can be automatically horizontally scalable
» Horizontal scaling of a monolith is complicated or impossible
« Better data security and compliance
» Each microservice encapsulates its data, which can be accessed via a public API only
« Faster and easier upgrades

» Upgrading only the changed microservice(s) is enough. No need to update the whole
monolith every time

« Faster release cycle

» Build the changed microservice only. No need to build the whole monolith when
something changes

« Fewer dependencies
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« Lower probability for dependency conflicts

» Enables open-closed architecture, meaning architecture that is open for extension and closed for
modification

« New functionality not related to any existing microservice can be put into a new
microservice instead of modifying the current codebase.

The main drawback of microservices is the complexity that a distributed architecture brings.
Operating and monitoring a microservice-based software system is complicated. Also, testing a
distributed system is more challenging than testing a monolith. Development teams should put
focus on these areas by hiring DevOps and test automation specialists.

A library type of software component should also have a single responsibility. Like calling single-
responsibility services microservices, we can call a single-responsibility library a microlibrary. For
example, there could be a library for handling YAML-format content and another for handling
XML-format content. We shouldn't try to bundle the handling of both formats into a single library.
If we did and needed only the YAML-related functionality, we would also always get the XML-
related functionality. Our code would always ship with the XML-related code, even if it is never
used. This can introduce unnecessary code bloat. We would also have to take any security patch for
the library into use, even if the patch was only for the XML-related functionality we don't use.

Uniform Naming Principle

Name microservices with a service or api postfix, clients with a client postfix, and
libraries with a library postfix.

When developing software, you should establish a naming convention for microservices, clients,
and libraries. The preferred naming convention for microservices is <service's purpose>-service.
For example: data-aggregation-service or email-sending-service. Use the microservice name
systematically in different places. For example, use it as the Kubernetes Deployment name and the
source code repository name (or directory name in case of a monorepo). It is enough to name your
microservices with the service postfix instead of a microservice postfix because each service should
be a microservice by default. So, there would not be any real benefit in naming microservices with
the microservice postfix. That would just make the microservice name longer without any added
value.

If you want to be more specific in naming microservices, you can name API microservices with an
api postfix instead of the more generic service postfix, for example, sales-item-api. In this book, I
am not using the api postfix but always use the service postfix only.

The preferred naming convention for clients is <client's purpose>-<client type>-client. For
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example: data-visualization-web-client, data-visualization-mobile-client, data-visualization-
android-client or data-visualization-ios-client.

The preferred naming convention for libraries is <library's purpose>-library. For example:
common-utils-library or common-ui-components-library.

When using these naming conventions, a clear distinction between a microservice, client, and
library-type software component can be made only by looking at the name. Also, it is easy to
recognize if a source code repository contains a microservice, client, or library.

Encapsulation Principle

Microservice must encapsulate its internal state behind a public API. Anything behind the
public API is considered private to the microservice and cannot be accessed directly by other
microservices.

Microservices should define a public API that other microservices use for interfacing. Anything
behind the public API is private and inaccessible from other microservices.

While microservices should be made stateless (the stateless services principle is discussed later in
this chapter), a stateless microservice needs a place to store its state outside the microservice.
Typically, the state is stored in a database. The database is the microservice's internal dependency
and should be made private to the microservice, meaning that no other microservice can directly
access the database. Access to the database happens indirectly using the microservice's public API.

It is discouraged to allow multiple microservices to share a single database because then there is no
control how each microservice will use the database, and what requirements each microservice has
for the database.

Sometimes it is possible to share a physical database with several microservices if each
microservice uses its own logical database. This requires that a specific database user is created for
each microservice. Each database user can access only one logical database dedicated to a particular
microservice. In this way, no microservice can directly access another microservice's database. This
approach can still pose some problems because the dimensioning requirements of all microservices
for the shared physical database must be considered. Also, the deployment responsibility of the
shared database must be decided. The shared database could be deployed as a platform or common
service as part of the platform or common services deployment, for example.
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Service Aggregation Principle

Service on a higher level of abstraction aggregates services on a lower level of abstraction.

Service aggregation happens when one service on a higher level of abstraction aggregates services
on a lower level of abstraction.

Client
Client Microservice
Microservice Microservice Microservice Microservice Microservice Microservice

Fig 2.3 Architecture Without and With Service Aggregation

Let's have a service aggregation example with an e-commerce software system that allows people to
sell second-hand products online.

The problem domain of the e-commerce service consists of the following subdomains:

 User account domain
« Create, modify, and delete a user account
« View user account with sales items and orders
« Sales item domain
» Add new sales items, modify, view, and delete sales items
« Shopping cart domain
» Add/remove sales items to/from a shopping cart, empty a shopping cart
« View shopping cart with sales item details
+ Order domain
« Placing orders
» Ensure payment
« Create order
« Remove ordered items from the shopping cart

o Mark ordered sales items sold
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« Send order confirmation by email

» View orders with sales item details

« Update and delete orders

We should not implement all the subdomains in a single ecommerce-service microservice because
then we would not be following the single responsibility principle. We should use service
aggregation. We create a separate lower-level microservice for each subdomain. Then we create a

higher-level ecommerce-service microservice that aggregates those lower-level microservices.

We can define that our ecommerce-service aggregates the following lower-level microservices:

 user-account-service

 Create/Read/Update/Delete user accounts

« sales-item-service
» Create/Read/Update/Delete sales items

« shopping-cart-service

» View a shopping cart, add/remove sales items from a shopping cart or empty a shopping

cart

« order-service

» Create/Read/Update/Delete orders

« email-notification-service

« Send email notifications

Client
ecommerce-
service BFF
. ) email-
user-account- sales-item- shopping-cart- order-service notification-
service service service service

Most of the microservices described above can be implemented as REST APIs because they mainly
contain basic CRUD (create, read, update and delete) operations for which a REST API is a good
match. We will handle API design in more detail in a later chapter. Let's implement the sales-item-

Fig 2.4 Service Aggregation in E-Commerce Software System
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service as a REST API using Java and Spring Boot. We will implement the
SalesItemController class first. It defines API endpoints for creating, getting, updating, and
deleting sales items:

SalesItemController.java

import io.swagger.v3.oas.annotations.Operation;

import io.swagger.v3.oas.annotations.tags.Tag;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpStatus;

import org.springframework.web.bind.annotation.DeleteMapping;
import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.PostMapping;
import org.springframework.web.bind.annotation.PutMapping;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.ResponseStatus;
import org.springframework.web.bind.annotation.RestController;

@RestController
@RequestMapping (SalesItemController.API ENDPOINT)
QTag (
name = "Sales item API",
description = "Manages sales items"
)
public class SalesItemController {
public static final String API ENDPOINT = "/sales-items";

QAutowired
private SalesItemService salesItemService;

@PostMapping
@ResponseStatus (HttpStatus.CREATED)
@Operation (summary = "Creates new sales item")

public final SalesItem createSalesItem(
QRequestBody final SalesItemArg salesItemArg
) A

return salesItemService.createSalesItem(salesItemArq) ;

@GetMapping
@ResponseStatus (HttpStatus.OK)
@Operation (summary = "Gets sales items"

public final Iterable<SalesItem> getSalesItems() {
return salesItemService.getSalesItems();

@GetMapping ("/{id}")
@ResponseStatus (HttpStatus.OK)
@Operation (summary = "Gets sales item by id")
public final SalesItem getSalesItemById (
QPathVariable ("id") final Long id
) Ao
return salesItemService.getSalesItemById(id);

@GetMapping (params = "userAccountId")
@ResponseStatus (HttpStatus.OK)
@Operation (summary = "Gets sales items by user account id")

public final Iterable<SalesItem> getSalesItemsByUserAccountId (
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@RequestParam("userAccountId") final Long userAccountId
) |
return salesItemService
.getSalesItemsByUserAccountId(userAccountId) ;

@PutMapping ("/{id}")
@Responsestatus(HttpStatus.NO_CONTENT)
@Operation (summary = "Updates a sales item")
public final void updateSalesItem(
@Pathvariable final Long id,
@RequestBody final SalesItemArg salesItemArg
) |

salesItemService.updateSalesItem(id, salesItemArg);

@DeleteMapping ("/{id}")
@ResponseStatus (HttpStatus.NO CONTENT)
@Operation (summary = "Deletes a sales item by id")
public final void deleteSalesItemById (
@PathVariable final Long id
)
salesItemService.deleteSalesItemById (id) ;

@DeleteMapping
@ResponseStatus (HttpStatus.NO CONTENT)
@Operation (summary = "Deletes all sales items")

public final void deleteSalesItems () {
salesItemService.deleteSalesItems();

As we can notice from the above code, the SalesTtemController class delegates the actual work
to an instance of a class that implements the SalesTItemService interface. This is an example of
using the bridge pattern which is discussed, along with other design patterns, in the next chapter.
In the bridge pattern, the controller is just an abstraction of the service, and a class implementing
the salesItemService interface provides a concrete implementation. We can change the service
implementation without changing the controller or introduce a different controller, e.g., a GraphQL
controller, using the same SalesItemService interface. Only by changing the used controller
class could we change the API from a REST API to a GraphQL API. Below is the definition of the
SalesItemService interface:

SalesItemService.java

public interface SalesItemService {
SalesItem createSalesItem(SalesItemArg salesItemArg);
SalesItem getSalesItemById(Long id);

Iterable<SalesItem> getSalesItemsByUserAccountId (
Long userAccountId
)i

Iterable<SalesItem> getSalesItems();

void updateSalesItem(Long id, SalesItemArg salesItemArq) ;
void deleteSalesItemById(Long id);

void deleteSalesItems();
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The below SalesItemServiceImpl class implements the SalesItemService interface
interact with a sales item repository to persist, fetch and delete data to/from a database.

SalesItemServiceImpl.java

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

@Service

public class SalesItemServiceImpl implements SalesItemService ({
private static final String SALES_ITEM = "Sales item";
QAutowired

private SalesItemRepository salesItemRepository;

@QOverride

public final SalesItem createSalesItem(
final SalesItemArg salesItemArg

) |
final var salesItem = SalesItem.from(salesItemArg);
return salesItemRepository.save (salesItem);

@Override
public final SalesItem getSalesItemById(final Long id) {
return salesItemRepository.findById(id)
.orElseThrow (() ->
new EntityNotFoundError (SALES ITEM, id));

@QOverride
public final Iterable<SalesItem> getSalesItemsByUserAccountId (
final Long userAccountId
) |
return salesItemRepository
.findByUserAccountId (userAccountId) ;

@Override
public final Iterable<SalesItem> getSalesItems() {
return salesItemRepository.findAll();

@QOverride
public final void updateSalesItem(
final Long id,
final SalesItemArg salesItemArg
)
1f (salesItemRepository.existsById(id))
final var salesItem =
SalesItem.from(salesItemArg, id);

salesItemRepository.save (salesItem) ;
} else {
throw new EntityNotFoundError(SALESiITEM, id);

@QOverride
public final void deleteSalesItemById(final Long id) {
1f (salesItemRepository.existsById(id))
salesItemRepository.deleteById(id) ;
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}

@Override

public final void deleteSalesItems () {
salesItemRepository.deleteAll () ;

}

EntityNotFoundError.java
import org.springframework.http.HttpStatus;

import org.springframework.web.bind.annotation.ResponseStatus;

@ResponseStatus (HttpStatus.NOT_FOUND)
public class EntityNotFoundError extends RuntimeException {
EntityNotFoundError (final String entityType, final long id) {
super (entityType +
" entity not found with id " +
String.valueOf (id));

The SalesItemRepository interface is defined below. Spring will create an instance of a class
implementing that interface and inject it into an instance of the SalesItemServiceImpl class.
The SalesTItemRepository interface extends Spring's CrudRepository interface, which
provides many database access methods by default. It provides the following and more methods:
findAll, findById, save, existsById, deleteAll, and deleteById. We need to
add only one method to the SalesItemRepository interface: findByUserAccountId. Spring
will automatically generate an implementation for the findByUserAccountId method because
the method name follows certain conventions of the Spring Data (https://docs.spring.io/spring-
data/jpa/docs/current/reference/html) framework. We just need to add the method to the
interface, and that's it. We don't have to provide an implementation for the method because Spring
will do it for us.

SalesItemRepository.java

import org.springframework.data.repository.CrudRepository;
import org.springframework.stereotype.Repository;

@Repository
public interface SalesItemRepository extends
CrudRepository<SalesItem, Long>
{
Iterable<SalesItem> findByUserAccountId(Long userAccountId) ;
}

Next, we define the salesItem entity class, which contains properties like name and price. It
also includes two methods to convert an instance of the SalesTItemArg Data Transfer Object
(DTO) class to an instance of the SalesItem class. A DTO is an object that transfers data between
a server and a client. I have used the class name SalesItemArg instead of SalesItemDto to
describe that a SalesItemArg DTO is an argument for an API endpoint. If some API endpoint
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returned a special sales item DTO instead of a sales item entity, I would name that DTO class
SalesItemResponse instead of SalesItemDto. The terms Arg and Response better describe the
direction in which a DTO transfers data. You could also use the following DTO names:
InputSalesItem and OutputSalesItem to describe an incoming and outgoing DTO (from the
server's point of view).

SalesItem.java

import lombok.AllArgsConstructor;
import lombok.Data;

import lombok.NoArgsConstructor;
import org.modelmapper.ModelMapper;

import javax.persistence.Entity;

import javax.persistence.GeneratedvValue;
import javax.persistence.GenerationType;
import javax.persistence.Id;

import javax.validation.constraints.Max;
import javax.validation.constraints.Min;
import javax.validation.constraints.NotNull;

@Entity

@Data

@NoArgsConstructor

@AllArgsConstructor

public class SalesItem {
QId
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

private Long userAccountId;

@NotNull
private String name;

@Min (value = 0, message = "Price must be greater than 0")
@Max (

value = Integer.MAX VALUE,

message = "Price must be <= " + Integer.MAX VALUE

)
private Integer price;

static SalesItem from(final SalesItemArg salesItemArg) {
return new ModelMapper (
.map (salesItemArg, SalesItem.class);

static SalesItem from(
final SalesItemArg salesItemArg,
final Long id
) A
final var salesItem =
new ModelMapper () .map (salesItemArg, SalesItem.class);

salesItem.setId(id);
return salesItem;
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The below SalesItemArg class contains the same properties as the SalesItem entity class,
except the id property. The SalesItemArg DTO class is used when creating a new sales item or
updating an existing sales item. When creating a new sales item, the id property should not be
given by the client because the microservice will automatically generate it (or the database will,
actually, in this case).

SalesItemArg.java

import lombok.AllArgsConstructor;
import lombok.Data;
import lombok.NoArgsConstructor;

@Data

@NoArgsConstructor

@AllArgsConstructor

public class SalesItemArg {
private Long userAccountId;
private String name;
private Integer price;

}

Below is defined how the ecommerce-service will orchestrate the use of the aggregated lower-level
microservices:

« User account domain
» Delegates CRUD operations to user-account-service
« Delegates to sales-item-service to fetch information about user's sales items
 Delegates to order-service to fetch information about user's orders
« Sales item domain
» Delegates CRUD operations to sales-item-service
« Shopping cart domain
» Delegates read/add/remove/empty operations to shopping-cart-service

« Delegates to sales-item-service to fetch information about the sales items in the shopping
cart

» Order domain
« Ensures that payment is confirmed by the payment gateway
« Delegates CRUD operations to order-service
« Delegates to shopping-cart-service to remove bought items from the shopping cart
« Delegates to sales-item-service for marking sales items bought
« Delegates to email-notification-service for sending order confirmation email

« Delegates to sales-item-service to fetch information about order's sales items

The ecommerce-service is meant to be used by frontend clients, like a web client, for example.
Backend for Frontend (BFF) term is often used to describe a microservice designed to provide an
API for frontend clients. Compared to the BFF term, service aggregation is a generic term, and
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there need not be a frontend involved. You can use service aggregation to create an aggregated
microservice used by another microservice or microservices. There can even be multiple levels of
service aggregation if you have a large and complex software system.

Clients can have different needs regarding what information they want from an API. For example, a
mobile client might be limited to exposing only a subset of all information available from an API. In
contrast, a web client can fetch all information, or it can be customized what information a client
retrieves from the API.

All of the above requirements are something that a GraphQL-based API can fulfill. For that reason,
it would be wise to implement the ecommerce-service using GraphQL. I have chosen JavaScript,
Node.js, and Express as technologies to implement a single GraphQL query in the ecommerce-
service. Below is the implementation of a user query, which fetches data from three microservices.
It fetches user account information from the user-account-service, the user's sales items from the
sales-item-service, and finally, the user's orders from the order-service.

server.js

const express = require ('express');

const { graphqlHTTP } = require('express-graphqgl');

const { buildSchema, GraphQLError } = require('graphgl');
const axios = require('axios').default;

const schema = buildSchema ("
type UserAccount {
delg I,
userName: String!
# Define additional properties...

type SalesItem {
delg I,
name: String!
# Define additional properties...

type Order {
id: ID!,
userId: ID!
# Define additional properties...

type User {
userAccount: UserAccount!
salesItems: [SalesItem!]!
orders: [Order!]!

type Query {
user (id: ID!): User!
}
N

const {
ORDER_SERVICE URL,
SALES_ITEM SERVICE URL,
USER_ACCOUNT_SERVICE_URL
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} = process.env;

const rootValue = ({
user: async ({ id }) => {
try {

const [
{ data: userAccount },
{ data: salesItems 1},
{ data: orders }

] = await Promise.all ([
axios.get (*${USER_ACCOUNT SERVICE URL}/user-accounts/${id}"),
axios.get(

"${SALES_ITEM SERVICE URL}/sales-items?userAccountId=${id}"

)
axios.get (${ORDER SERVICE URL}/orders?userAccountId=${id}")

1)

return {
userAccount,
salesItems,
orders
}i
catch (error) {
throw new GraphQLError (error.message) ;

Yy
}i

const app = express();

app.use ('/graphqgl', graphglHTTP ({
schema,
rootValue,
graphigl: true,

1))

app.listen (4000);

After you have started the above program with the node server.js command, you can access
the GraphiQL endpoint with a browser at http://localhost:4000/graphql

On the left-hand side pane, you can specify a GraphQL query. For example, to query the user
identified with id 2:

user (id: 2) {
userAccount {
id
userName
}
salesItems {
id
name
orders {
id
userId
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Because we haven't implemented the lower-level microservices, let's modify the part of the server.js
where lower level microservices are accessed to return dummy static results instead of accessing the
real lower-level microservices:

const [
{ data: userAccount },
{ data: saleslItems },
{ data: orders }
= await Promise.all ([
Promise.resolve ({
data: {
id,
userName: 'pksilen'
}
1)y
Promise.resolve ({
data: [
{
id: 1,
name: 'sales item 1'

1

]
)y
Promise.resolve ({
data: [
{
delg i,
userId: id

If we now execute the previously specified query, we should see the following query result:

"data": {
"user": {
"userAccount": {
"id":. "2",
"userName": "pksilen"
I
"salesItems": [
{
"id": "1i",
"name": "sales item 1"
}
i
"orders": [
{
"id": "1i",
"userId": "2"

We can simulate a failure by modifying the server.js to contain the following code:
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const [
{ data: userAccount },
{ data: salesItems },
{ data: orders }
= await Promise.all ([
axios.get (“http://localhost:3000/user-accounts/${id} "),
Promise.resolve ({
data: [
{
id: 1,
name: 'sales item 1°'

]
)
Promise.resolve ({
data: [
{
id: 1,
userId: id

Now, if we execute the query again, we will get the below error response because the server cannot
connect to a service at the local host on port 3000 because there is no service running at
localhost:3000.

"errors": [
{
"message": "connect ECONNREFUSED 127.0.0.1:3000",
"locations": [
{
"line": 2,
"column": 3
}
1,
"path": [
"user"
1,
"extensions": {}
}
1,
"data": null

You can also query a user and specify the query to return only a subset of fields. The below query
does not return ids and does not return orders. The server-side GraphQL library automatically
includes only requested fields in the response. You, as a developer, do not have to do anything. You
can, of course, optimize your microservice to fetch only the requested fields from the database if
you desire.

user (id: 2) {
userAccount {
userName
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}
salesItems {
name
}
}
}

The result for the above query will be the following:

{
"data": {
"user": {

"userAccount": {
"userName": "pksilen"

by

"salesItems": [
{

"name": "sales item 1"

The above example lacks some features like authorization that is needed for production.
Authorization should check that a user can only execute the user query to fetch his/hers resources.
The authorization should fail if a user tries to execute the user query using someone else's id.
Security is discussed more in the coming security principles chapter.

The user query in the previous example spanned over multiple lower-level microservices: user-
account-service, sales-item-service, and order-service. Because the query is not mutating anything,
it can be executed without a distributed transaction. A distributed transaction is similar to a regular
(database) transaction, with the difference that it spans multiple remote services.

The API endpoint for placing an order in the ecommerce-service needs to create a new order using
the order-service, mark purchased sales items as bought using the sales-item-service, empty the
shopping cart using the shopping-cart-service, and finally send order confirmation email using the
email-notification-service. These actions need to be wrapped inside a distributed transaction
because we want to be able to roll back the transaction if any of these operations fail. Guidance on
how to implement a distributed transaction is given later in this chapter.

Service aggregation utilizes the facade pattern. The facade pattern allows hiding individual lower-
level microservices behind a facade (the higher-level microservice). The clients of the software
system access the system through the facade. They don't directly contact the individual lower-level
microservices behind the facade because it breaks the encapsulation of the lower-level
microservices inside the higher-level microservice. A client accessing the lower-level microservices
directly creates unwanted coupling between the client and the lower-level microservices, which
makes changing the lower-level microservices hard without affecting the client.

Think about a post office counter as an example of a real-world facade. It serves as a facade for the

33



post office and when you need to receive a package, you communicate with that facade (the post
office clerk at the counter). You have a simple interface of just telling the package code, and the
clerk will find the package from the correct shelf and bring it to you. If you hadn't that facade, it
would mean that you would have to do lower-level work by yourself. Instead of just telling the
package code, you must walk to the shelves and try to find the proper shelf where your package is
located, make sure that you pick the correct package, and then carry the package by yourself. In
addition to requiring more work, this approach is more error-prone. You can accidentally pick
someone else's package if you are not pedantic enough. And think about the case when you go to
the post office next time and find out that all the shelves have been rearranged. This wouldn't be a
problem if you used the facade.

Service aggregation, where a higher-level microservice delegates to lower-level microservices, also
implements the bridge pattern. A higher-level microservice provides only some high-level control
and relies on the lower-level microservices to do the actual work.

Service aggregation allows using more design patterns from the object-oriented design world. The
most useful design patterns in the context of service aggregation are:

 Decorator pattern
« Proxy pattern
» Adapter pattern

Decorator pattern can be used to add functionality in a higher-level microservice for lower-level
microservices. One example is adding audit logging in a higher-level microservice. For example,
you can add audit logging to be performed for requests in the ecommerce-service. You don't need to
implement the audit logging separately in all the lower-level microservices.

Proxy pattern can be used to control the access from a higher-level microservice to lower-level
microservices. Typical examples of the proxy pattern are authorization and caching. For example,
you can add authorization and caching to be performed for requests in the ecommerce-service.
Only after successful authorization will the requests be delivered to the lower-level microservices.
And if a request's response is not found in the cache, the request will be forwarded to the
appropriate lower-level microservice. You don’t need to implement authorization and caching
separately in all the lower-level microservices.

Adapter pattern allows a higher-level microservice to adapt to different versions of the lower-level
microservices while maintaining the API towards clients unchanged.

High Cohesion, Low Coupling Principle

A software system should consist of services with high cohesion and low coupling.
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Cohesion refers to the degree to which classes inside a service belong together. Coupling refers to
how many other services a service is interacting with.

When following the single responsibility principle, it is possible to implement services as
microservices with high cohesion. Service aggregation adds low coupling. Microservices and service
aggregation together enable high cohesion and low coupling, which is the target of good
architecture. If there were no service aggregation, lower-level microservices would need to
communicate with each other, creating high coupling in the architecture. Also, clients would be
coupled with the lower-level microservices. For example, in the e-commerce example, the order-
service would be coupled with almost all the other microservices. And if the sales-item-service API
changed, in the worst case, there would be a change needed in three other microservices. When
using service aggregation, lower-level microservices are coupled only to the higher-level

microservice.
Client
. . email-
user-account- sales-item- shopping-cart- . P
service service service order-service no;n(f;rci,?(t::n

L

Fig 2.5 E-Commerce Software System With High Coupling

High cohesion and low coupling mean that the development of services can be highly parallelized.
In the e-commerce example, the five lower-level microservices don't have coupling with each other.
The development of each of those microservices can be isolated and assigned to a single team
member or a group of team members. The development of the lower-level microservices can
proceed in parallel, and the development of the higher-level microservice can start when the APIs of
the lower-level microservices become stable enough. The target is to design the lower-level
microservices APIs early on to enable the development of the higher-level microservice.

Library Composition Principle

Higher-level libraries should be composed of lower-level libraries.

Suppose you need a library for parsing configuration files (in particular syntax) in YAML or JSON
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format. In that case, you can first create the needed YAML and JSON parsing libraries (or use
existing ones). Then you can create the configuration file parsing library, composed of the YAML
and JSON parsing libraries. You would then have three different libraries: one higher-level library
and two lower-level libraries. Each library has a single responsibility: one for parsing JSON, one for
parsing YAML, and one for parsing configuration files with a specific syntax, either in JSON or
YAML. Software components can now use the higher-level library for parsing configuration files,
and they need not be aware of the JSON/YAML parsing libraries at all.

Avoid Duplication Principle

Avoid software duplication at the software system and service level.

Duplication at the software system level happens when two or more software systems use the same
services. For example, two different software systems can both have a message broker, API
gateway, identity and access management (IAM) application, and log and metrics collection
services. You could continue this list even further. The goal of duplication-free architecture is to
have only one deployment of these services. Public cloud providers offer these services for your use.
If you have a Kubernetes cluster, an alternative solution is to deploy your software systems in
different Kubernetes namespaces and deploy the common services to a shared Kubernetes
namespace, which can be called the platform or common-services, for example.

Duplication at the service level happens when two or more services have common functionality that
could be extracted to a separate new microservice. For example, consider a case where both a user-
account-service and order-service have the functionality to send notification messages by email to
a user. This email-sending functionality is duplicated in both microservices. Duplication can be
avoided by extracting the email-sending functionality to a separate new microservice. The single
responsibility of the microservices becomes more evident when the email-sending functionality is
extracted to its own microservice. One might think another alternative is extracting the common
functionality to a library. This is not a solution that is as good because microservices become
dependent on the library. When changes to the library are needed (e.g., security updates), you must
change the library version in all the microservices using the library and then test all the affected
microservices.

When a company develops multiple software systems in several departments, the software
development typically happens in silos. The departments are not necessarily aware of what the
other departments are doing. For example, it might be possible that two departments have both
developed a microservice for sending emails. There is now software duplication that none is aware
of. This is not an optimal situation. A software development company should do something to
enable collaboration between the departments and break the silos. One good way to share software
is to establish shared folders or organizations in the source code repository hosting service that the
company uses. For example, in GitHub, you could create an organization for sharing source code
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repositories for common libraries and another for sharing common services. Each software
development department has access to those common organizations and can still develop its
software inside its own GitHub organization. In this way, the company can enforce proper access
control for the source code of different departments, if needed. When a team needs to develop
something new, it can first consult the common source code repositories to find out if something is
already available that can be reused as such or extended.

Externalized Service Configuration Principle

Service configuration means any data that varies between service deployments (different
environments, different customers, etc.).

The configuration of a service should be externalized. It should be stored in the environment
where the service is running, not in the source code. Externalized configuration makes the
service adaptable to different environments and needs.

The following are typical places where externalized configuration can be stored when software is
running in a Kubernetes cluster:

« Environment variables
» Kubernetes ConfigMaps

» Kubernetes Secrets

Environment
"| Variables g
ConfigMaps > Micro
service
File System >
Secrets >

Fig 2.6 Configuration Storage Options

In the following sections, let's discuss these three configuration storage options.
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Environment Variables

Environment variables can be used to store configuration as simple key-value pairs. They are
typically used to store information like how to connect to dependent services, like a database or a
message broker, or a microservice's logging level. Environment variables are available for the
running process of a microservice, which can access the environment variable values by their names
(keys).

You should not hardcode the default values for environment variables in the source code. This is
because the default values are typically not for a production environment but for a development
environment. Suppose you deploy a service to a production environment and forget to set all the
needed environment variables. In that case, your service will have some environment variables with
default values unsuitable for a production environment.

You can supply environment variables for a microservice in environment-specific .env files. For
example, you can have an .env.dev file for storing environment variable values for a development
environment and an .env.ci file for storing environment variable values used in the microservice's
continuous integration (CI) pipeline. The syntax of .env files is straightforward. There is one
environment variable defined per line:

.env.dev

NODE_ENV=development
HTTP SERVER PORT=3001
LOG_LEVEL=INFO
MONGODB_HOST=localhost
MONGODB_PORT=27017
MONGODB_USER=

MONGODB_ PASSWORD=

.env.cl

NODE_ENV=integration
HTTP_SERVER PORT=3001
LOG_LEVEL=INFO
MONGODB_HOST=localhost
MONGODB_PORT=27017
MONGODB_USER=

MONGODB_ PASSWORD=

When a software component is deployed to a Kubernetes cluster using Helm, environment variable
values should be defined in the Helm chart's values.yaml file:

values.yaml

nodeEnv: production
httpServer:
port: 8080
database:
mongoDb:
host: my-service-mongodb
port: 27017
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The values in the above values.yaml file can be used to define environment variables in a
Kubernetes Deployment using the following Helm chart template:

deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-service
spec:
template:
spec:
containers:
- name: my-service
env:
- name: NODE_ENV

value: {{ .Values.nodeEnv }}
- name: HTTP_SERVER_PORT

value: "{{ .Values.httpServer.port }}"
- name: MONGODB_HOST

value: {{ .Values.database.mongoDb.host }}
— name: MONGODB_PORT

value: {{ .Values.database.mongoDb.port }}

When Kubernetes starts a microservice pod, the following environment variables will be made
available for the running container:

NODE_ENV=production
HTTP_SERVER PORT=8080
MONGODB_HOST=my-service-mongodb
MONGODB_PORT=27017

Kubernetes ConfigMaps

A Kubernetes ConfigMap can store a configuration file or files in various formats, like JSON or
YAML. These files can be mounted to the filesystem of a microservice's running container. The
container can then read the configuration files from the mounted directory in its filesystem.

For example, you can have a ConfigMap for defining the logging level of a my-service microservice:

configmap.yaml

apiVersion: vl
kind: ConfigMap
metadata:

name: my-service
data:

LOG_LEVEL: INFO

The below Kubernetes Deployment descriptor defines that the content of the my-service

ConfigMap's key LOG_LEVEL will be stored in a volume named config-volume, and the value of
the LOoG LEVEL key will be stored in a file named LOG_LEVEL. After mounting the config-
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volume to the /etc/config directory in a my-service container, it is possible to read the contents of
the /etc/config/LOG_LEVEL file, which contains the text: INFO.

deployment.yaml

apiVersion: apps/vl
kind: Deployment

metadata:

name: my-service
spec:

template:

spec:
containers:
- name: my-service
volumeMounts:

- name: config-volume
mountPath: "/etc/config"
readOnly: true

volumes:
- name: config-volume
configMap:

name: my-service
items:
- key: "LOG_LEVEL"
path: "LOG_LEVEL"

In Kubernetes, the editing of a ConfigMap is reflected in the respective mounted file. This means
that you can listen to changes in the /etc/config/LOG_LEVEL file. Below is shown how to do it in
JavaScript:

fs.watchFile ('/etc/config/LOG LEVEL', () => {
try |
const newLogLevel = fs.readFileSync (
'/etc/config/LOG_LEVEL', 'utf-8'
) .trim() ;

// Check here that 'newLogLevel' contains a valid log level

updatelLogLevel (newLogLevel) ;
} catch (error) {
// Handle error
}
3

Kubernetes Secrets

Kubernetes Secrets are similar to ConfigMaps except that they are used to store sensitive
information, like passwords and encryption keys.

Below is an example of values.yaml file and a Helm chart template for creating a Kubernetes
Secret. The Secret will contain two key-value pairs: the database username and password. The
Secret’s data needs to be Base64-encoded. In the below example, the Base64 encoding is done using
the Helm template function b64enc.
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values.yaml

database:
mongoDb:
host: my-service-mongodb
port: 27017

user: my-service-user
password: Ak9 (1Kt41luF==%1L0&21mA#gL0!"Dps2

secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: my-service
type: Opaque

data:
mongoDbUser: {{ .Values.database.mongoDb.user | b64enc }}
mongoDbPassword: {{ .Values.database.mongoDb.password | bédenc }}

After being created, secrets can be mapped to environment variables in a Deployment descriptor for
a microservice. In the below example, we map the value of the secret key mongoDbUser from the
my-service secret to an environment variable named MONGODB USER and the value of the secret
key mongoDbPassword to an environment variable named MONGODB_PASSWORD.

deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-service
spec:
template:
spec:
containers:
- name: my-service
env:
- name: MONGODB_USER
valueFrom:
secretKeyRef:
name: my-service
key: mongoDbUser

- name: MONGODB_PASSWORD
valueFrom:
secretKeyRef:
name: my-service
key: mongoDbPassword

When a my-service pod is started, the following environment variables are made available for the
running container:

MONGODB_USER=my-service-user
MONGODB_PASSWORD=Ak9 (1Kt41uF==%1L0&21mA#gL0!”Dps2

41



Service Substitution Principle

Make substituting a service's service dependency for another service easy by making the
dependencies transparent. A transparent service is exposed to other services by defining a
host and port. Use externalized service configuration principle (e.g., environment variables)
in your microservice to define the host and port (and possibly other needed parameters like a
database username/password) for a dependent service.

Let's have an example where a microservice depends on a MongoDB service. The MongoDB service
should expose itself by defining a host and port combination. For the microservice, you can specify
the following environment variables for connecting to a localhost MongoDB service:

.env.dev

MONGODB_HOST=localhost
MONGODB_PORT=27017

Suppose that in a Kubernetes-based production environment, you have a MongoDB service in the
cluster accessible via a Kubernetes Service named my-service-mongodb. In that case, you should
have the environment variables for the MongoDB service defined as follows:

MONGODB_HOST=my-service-mongodb.default.svc.cluster.local
MONGODB_PORT=8080

Alternatively, a MongoDB service can run in the MongoDB Atlas cloud. Then the MongoDB service
could be connected to using the following kind of environment variable values:

MONGODB_HOST=my-service.tjdze.mongodb.net
MONGODB_PORT:27017

As shown with the above examples, you can easily substitute a different MongoDB service

depending on your microservice's environment. If you want to use a different MongoDB service,
you don't need to modify the microservice's source code but only change the configuration.

Inter-Service Communication Methods

Services communicate with each other using the following communication methods: synchronous,
asynchronous, and shared data.

Synchronous Communication Method

A synchronous communication method should be used when a service communicates with another
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service and wants an immediate response. Synchronous communication can be implemented using
protocols like HTTP or gRPC (which uses HTTP under the hood).

In case of a failure when processing a request, the request processing microservice sends an error
response to the requestor microservice. The requestor microservice can cascade the error up in the
synchronous request stack until the initial request maker is reached. Often, that initial request
maker is a client, like a web or mobile client. The initial request maker can then decide what to do.
Usually, it will attempt to send the request again after a while (we are assuming here that the error
is a transient server error, not a client error, like a bad request, for example)
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Figure 2.7 Synchronous Communication Method

Asynchronous Communication Method

When a service wants to deliver a request to another service, but does not expect a response or at
least not an immediate response, then an asynchronous communication method should be used.
Some communication between services is asynchronous by nature. For example, a service might
want to instruct an email notification service to email an end-user or to send an audit log entry to

Request /
Event

Request /
Event

Microservice1l Microservice2

Figure 2.8 Request-Only Asynchronous
Communication Method

an audit logging service. Both examples can be implemented using an asynchronous
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communication method because no response for the operations is expected.

Asynchronous communication can be implemented using a message broker. Services can produce
messages to the message broker and consume messages from the message broker. There are several
message broker implementations available like Apache Kafka, RabbitMQ, Apache ActiveMQ and
Redis. When a microservice produces a request to a message broker's topic, the producing

Request

Request

Microservicel Microservice2

Response

Response

Microservicel Microservice2

Figure 2.9 Request-Response Asynchronous
Communication Method / Event Driven Architecture

microservice must wait for an acknowledgment from the message broker indicating that the request
was successfully stored to multiple, or preferably all, replicas of the topic. Otherwise, there is no
100% guarantee that the request was successfully delivered in some message broker failure
scenarios.

When an asynchronous request is of type fire-and-forget (i.e., no response is expected), the request
processing microservice must ensure that the request will eventually get processed. If the request
processing fails, the request processing microservice must reattempt the processing after a while. If
a termination signal is received, the request processing microservice instance must produce the
request back to the message broker and allow some other instance of the microservice to fulfill the
request. The rare possibility exists that the production of the request back to the message broker
fails. You could then try to save the request to a persistent volume, for instance, but also that can
fail. The likelihood of such a situation is very low.

Designing APIs for inter-service communication is described in more detail in the API design
principles chapter.

Shared Data Communication Method
Sometimes communication between services can happen via shared data (e.g., using a shared

database). This method is useful with data-oriented services when storing the same data twice is
not meaningful. Typically, one or more microservices produce the shared data, and other
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microservice(s) consume that data. The interface between these microservices is defined by the
schema of the shared data, e.g., by the schemas of database tables. To secure the shared data, only
the producing microservice(s) should have write access to the shared data, and the consuming
microservice(s) should only have read access to the shared data.

Microservice(s) Microservice(s)

Write Read

Database

Figure 2.10 Shared Data
Communication Method

Domain-Driven Architectural Design Principle

Design architecture by conducting domain-driven design (DDD) starting from the top of the
software hierarchy (software system) and ending at the service level.

I often compare software system architectural design to the architectural design of a house. The
house represents a software system. The facade of the house represents the external interfaces of
the software system. The rooms in the house are the microservices of the software system. Like a
microservice, a single room usually has a dedicated purpose. The architectural design of a software
system encompasses the definition of external interfaces, microservices, and their interfaces to
other microservices.

The result of the architectural design phase is a ground plan for the software system. After the
architectural design, you have the facade designed, and all the rooms are specified: the purpose of
each room and how rooms interface with other rooms.

Designing an individual microservice is no more architectural design it is like the interior design of
a single room. The design of microservices is handled using object-oriented design principles,
presented in the next chapter.

Domain-driven design (DDD) is a software design approach where software is modeled to match a
problem/business domain according to input from the domain experts. Usually, these experts come
from the business and specifically from product management. The idea of DDD is to transfer the
domain knowledge from the domain experts to individual software developers so that everyone
participating in software development can share a common language that describes the domain.
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The idea of the common language

is that people can understand each other, and no multiple terms are used to describe a single thing.
This common language is also called the ubiquitous language.

The domain knowledge is transferred from product managers and architects to lead developers and
product owners (POs) in development teams. The team's lead developer and PO share the domain
knowledge with the rest of the team. This usually happens when the team processes epics and
features and splits them into user stories in planning sessions. A software development team can
also have a dedicated domain expert or experts.

DDD starts from the top business/problem domain. The top domain is split into multiple
subdomains on the same abstraction level: one level lower than the top domain. A domain should
be divided into subdomains so that there is minimal overlap between subdomains. Subdomains will
be interfacing with other subdomains using well-defined interfaces. Subdomains are also called
bounded contexts, and technically they represent an application or a microservice. For example, a
banking software system can have a subdomain or bounded context for loan applications and
another for making payments.

Design Example 1: Mobile Telecom Network Analytics Software
System

Suppose an architecture team is assigned to design a mobile telecom network analytics software
system. The team starts by defining the problem domain of the software system in more detail.
When thinking about the system in more detail, they end up figuring out at least the following
subdomains:

1. Ingesting raw data from various sources of the mobile telecom network
2. Transforming the ingested raw data into meaningful insights

3. Proper ways of presenting the insights to software system users

Let's pick up some keywords from the above definitions and formulate short names for the
subdomains:

1. Ingesting raw data
2. Transforming raw data into insights
3. Presenting insights

Let's consider each of these three subdomains separately.

We know that a mobile telecom network is divided into core and radio networks. From that, we can
conclude that Ingesting raw data domain can be divided into further subdomains: Ingesting radio
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Telecom Network Analytics Subdomains

Ingesting raw data

'

Transforming raw data to
insights

'

Presenting insights

Figure 2.11 Subdomains

network raw data and Ingesting core network raw data. We can turn these two subdomains into
applications for our software system: Radio network data ingester and Core network data
ingester.

The Transforming raw data to insights domain should at least consist of an application
aggregating the received raw data to counters and key performance indicators (KPIs). We can call
that application Data aggregator.

The Presenting insights domain should contain a web application that can present insights in
various ways, like using dashboards containing charts presenting aggregated counters and
calculated KPIs. We can call this application Insights visualizer.

Now we have the following applications for the software system defined:

« Radio network data ingester
« Core network data ingester
» Data aggregator

« Insights visualizer

Telecom Network Analytics Applications

Radio network data ingester

Data aggregator

Y

Insights visualizer

Core network data ingester

Figure 2.12 Applications

Next, we continue architectural design by splitting each application into one or more software
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components. (services, clients, and libraries). When defining the software components, we must
remember to follow the single responsibility principle, avoid duplication principle and
externalized service configuration principle.

When considering the Radio network data ingester and Core network data ingester applications,
we can notice that we can implement them both using a single microservice, data-ingester-service,
with different configurations for radio and core network. This is because the protocol for ingesting
the data is the same for radio and core networks. The two networks differ in the schema of the
ingested data. Using a single configurable microservice, we can avoid code duplication by using
externalized configuration.

The Data aggregator application can be implemented using a single data-aggregator-service
microservice. We can use externalized configuration to define what counters and KPIs the
microservice should aggregate and calculate.

The Insights visualizer application consists of three different software components:

« A web client
« A service for fetching aggregated and calculated data (counters and KPIs)

« A service for storing the dynamic configuration of the web client

The dynamic configuration service stores information about what insights to visualize and how in
the web client. Microservices in the Insights visualizer application are:

« insights-visualizer-web-client
« insights-visualizer-data-service

« insights-visualizer-configuration-service

Now we are ready with the microservice-level architectural design for the software system.
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The last part of architectural design is to define the inter-service communication methods. The
data-ingester-service needs to send raw data to data-aggregator-service. The sending of data is
done using asynchronous fire-and-forget requests and is implemented using a message broker. The
communication between the data-aggregator-service and the insights-visualizer-data-service
should use the shared data communication method because the data-aggregator-service
generates aggregated data that the insights-visualizer-data-service uses. The communication
between the insights-visualizer-web-client in the frontend and the insights-visualizer-data-service
and insights-visualizer-configuration-service in the backend is synchronous communication that
can be implemented using an HTTP-based JSON-RPC, REST, or GraphQL API.
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Next, design continues in development teams. Teams will specify the APIs between the
microservices and conduct object oriented design for the microservices. API design is covered in a
later chapter, and object-oriented design is covered in the next chapter.

Design Example 2: Banking Software System

Let's design a partial banking software system. The banking software system should be able to
handle customers’ loan applications and payments. The banking system problem domain can be
divided into two subdomains or bounded contexts:

 Loan applications

» Making payments

In the loan applications domain, a customer can submit a loan application. The eligibility for the
loan will be assessed, and the bank can either accept the loan application and pay the loan or reject
the loan application. In the making payments domain, a customer can make payments. Making a
payment will withdraw money from the customer's account. It is also a transaction that should be
recorded.

Customer

Staff Client Client

Client

|

Payment Service ‘

| Money Transfer Service ‘

Loan Application Service

- . Account Account
Loan Bligibility Service Transaction Balance
Service Service

Figure 2.15 Banking Software System Bounded Contexts
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Let's add a feature that a payment can be made to a recipient in another bank:

| Making Payments

Customer

Staff Client Client

Client

. External Money Other

Payment Service Transfer Service Banks
Loan Application Service 1 Money Transfer Service |
o . Account Account
Loan Eligibility Service Transaction Balance
Service Service

§ [

Figure 2.16 Banking Software System Bounded Contexts

Let's add another feature: money can be transferred from external banks to a customer's account.
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Figure 2.17 Banking Software System Bounded Contexts
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As can be noticed from the above pictures, the architecture of the banking software system evolved
when new features were introduced. For example, two new subdomains (or bounded contexts) were
created: money transfer and external money transfer. There was not so much change in the
microservices themselves, but how they are grouped logically to bounded contexts was altered.

Autopilot Microservices Principle

Microservices should be architected to run on autopilot in their deployment environment.

An autopilot microservice means a microservice that runs in a deployment environment without
human interaction, except in abnormal situations when the microservice should generate an alert
to indicate that human intervention is required.

Autopilot microservices principle requires that the following sub-principles are followed:

« Stateless microservices principle

« Resilient microservices principle

« Horizontally autoscaling microservices principle
 Highly-available microservices principle

» Observable microservices principle

These principles are discussed in more detail next.

Stateless Microservices Principle

Microservices should be stateless to enable resiliency, horizontal scalability, and high
availability.

A microservice can be made stateless by storing its state outside itself. The state can be stored in a
data store that microservice instances share. Typically, the data store is a database or an in-
memory cache (like Redis, for example).

Resilient Microservices Principle

Microservices should be resilient, i.e., quickly recover from failures automatically.

In a Kubernetes cluster, the resiliency of a microservice is handled by the Kubernetes control plane.
If a computing node where a microservice instance is located needs to be decommissioned,
Kubernetes will create a new instance of the microservice on another computing node and then
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evict the microservice from the node to be decommissioned.

What needs to be done in a microservice is to make it listen to Linux termination signals, especially
the SIGTERM signal, which is sent to a microservice instance to indicate that it should terminate.
Upon receiving a SIGTERM signal, the microservice instance should initiate a graceful shutdown. If
the microservice instance does not shut down gracefully, Kubernetes will eventually issue a
SIGKILL signal to terminate the microservice instance forcefully. The SIGKILL signal is sent after a
termination grace period has elapsed. This period is, by default, 30 seconds, but it is configurable.

There are other reasons a microservice instance might be evicted from a computing node. One such
reason is that Kubernetes must assign (for some reason which can be related to CPU/memory
requests, for instance) another microservice to be run on that particular computing node, and your
microservice won't fit there anymore and must be moved to another computing node.

If a microservice pod crashes, Kubernetes will notice that and start a new pod so that there are
always the wanted number of microservice replicas (pods/instances) running. The replica count can
be defined in the Kubernetes Deployment for the microservice.

But what if a microservice pod enters a deadlock and cannot serve requests? This situation can be
remediated with the help of a liveness probe. You should always specify a liveness probe for each
microservice Deployment. Below is an example of a microservice Deployment where an HTTP GET
type liveness probe is defined:

deployment.yaml

apiVersion: apps/vl
kind: Deployment

metadata:
name: {{ include "microservice.fullname" . }}
spec:
replicas: 1
selector:
matchLabels:
{{- include "microservice.selectorLabels" . | nindent 6 }}
template:
spec:
containers:
- name: {{ .Chart.Name }}
image: "{{ .Values.imageRegistry }}/{{ .Values.imageRepository }}:
{{ .Values.imageTag }}"
livenessProbe:
httpGet:
path: /isMicroserviceAlive
port: 8080

initialDelaySeconds: 30
failureThreshold: 3
periodSeconds: 3

Kubernetes will poll the /isMicroserviceAlive HTTP endpoints of the microservice instances every
three seconds (after the initial delay of 30 seconds reserved for the microservice instance startup).
The HTTP endpoint should return the HTTP status code 200 OK. Suppose requests to that
endpoint fail (e.g., due to a deadlock) three times in a row (defined by the failureThreshold
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property) for a particular microservice instance. In that case, the microservice instance is
considered dead, and Kubernetes will terminate the pod and launch a new pod automatically.

When upgrading a microservice to a newer version, the Kubernetes Deployment should be
modified. A new container image tag should be specified in the image property of the Deployment.
This change will trigger an update procedure for the Deployment. By default, Kubernetes performs
a rolling update, which means your microservice can serve requests during the update procedure
without downtime.

Suppose you had defined one replica in the microservice Deployment (as above replicas: 1),
and performed a Deployment upgrade (change the image to a newer version). In that case,
Kubernetes would create a new pod using the new image tag, and only after the new pod is ready to
serve requests will Kubernetes delete the pod running the old version. So there is no downtime, and
the microservice can serve requests during the upgrade procedure.

If your microservice deployment had more replicas, e.g., 10, by default, Kubernetes would
terminate max 25% of the running pods and start max 25% of the replica count new pods. The
rolling update means that updating pods happens in chunks, 25% of the pods at a time. The
percentage value is configurable.

Horizontally Autoscaling Microservices Principle
Microservices should automatically scale horizontally to be able to serve more requests.

Horizontal scaling means adding new instances or removing instances of a microservice. Horizontal
scaling of a microservice requires statelessness. Stateful services are usually implemented using
sticky sessions so that requests from a particular client go to the same service instance. The
horizontal scaling of stateful services is complicated because a client's state is stored on a single
service instance. In the cloud-native world, we want to ensure even load distribution between
microservice instances and target a request to any available microservice instance for processing.

Initially, a microservice can have one instance only. When the microservice gets more load, one
instance cannot necessarily handle all the work. In that case, the microservice must be scaled
horizontally (scaled out) by adding one or more new instances. When several microservice
instances are running, the state cannot be stored inside the instances anymore because different
client requests can be directed to different microservice instances. A stateless microservice must
store its state outside the microservice in an in-memory cache or a database shared by all the
microservice instances.

Microservices can be scaled manually, but that is rarely desired. Manual scaling requires someone
to constantly monitor the software system and make the needed scaling actions manually.
Microservices should scale horizontally automatically. There are two requirements for a
microservice to be horizontally auto-scalable:
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» Microservice must be stateless

» There must be one or more metrics that define the scaling behavior

Typical metrics for horizontal autoscaling are CPU utilization and memory consumption. In many
cases, using the CPU utilization metric alone can be enough. It is also possible to use a custom or
external metric. For example, the Kafka consumer lag metric can indicate if the consumer lag is
increasing and if a new microservice instance should be spawned to reduce the consumer lag.

In Kubernetes, you can specify horizontal autoscaling using the HorizontalPodAutoscaler (HPA):

hpa.yaml

apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:
name: my-service
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: my-service
minReplicas: 1
maxReplicas: 99
metrics:
- type: Resource
resource:
name: cpu
targetAverageUtilization: 75
- type: Resource
resource:
name: memory
targetAverageUtilization: 75

In the above example, the my-service microservice is horizontally auto-scaled so that there is
always at least one instance of the microservice running. There can be a maximum of 99 instances
of the microservice running. The microservice is scaled out if CPU or memory utilization is over
75%, and it is scaled in (the number of microservice instances is reduced) when both CPU and
memory utilization falls below 75%.

Highly-Available Microservices Principle
Business-critical microservices must be highly-available.

If only one microservice instance runs in an environment, it does not make the microservice highly
available. If something happens to that one instance, the microservice becomes temporarily
unavailable until a new instance has been started and is ready to serve requests. For this reason,
you should run at least two or more instances for all business-critical microservices. You should
also ensure that these two instances don't run on the same computing node. The instances should
run in different availability zones of the cloud provider. Then a catastrophe in availability zone 1
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won't necessarily affect microservices running in availability zone 2.

You can ensure that no two microservice instances run on the same computing node by defining an
anti-affinity rule in the microservice Deployment:

deployment.yaml

affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchLabels:
app.kubernetes.io/name: {{ include "microservice.name" . }}
topologyKey: "kubernetes.io/hostname"

For a business-critical microservice, we need to modify the horizontal autoscaling example from the
previous section: The minReplicas property should be increased to 2:

hpa.yaml

apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:
name: my-service
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: my-service
minReplicas: 2
maxReplicas: 99

Observable Microservices Principle

It should be possible to detect any abnormal behavior in deployed microservices as soon as
possible. Abnormal behavior should trigger an alert. The deployment environment should
offer aids for troubleshooting abnormal behavior.

A modern cloud-native software system consists of multiple microservices running simultaneously.
No one can manually check the logs of tens or hundreds of microservice instances. The key to
monitoring microservices is automation. Everything starts with collecting relevant metrics from
microservices and their execution environment. These metrics are used to define automatic alerting
of abnormal conditions. Metrics are also used to create monitoring and troubleshooting
dashboards, which can be used to analyze the state of the software system and its microservices
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after an alert is triggered.

In addition to metrics, to enable drill-down to a problem's root cause, distributed tracing should be
implemented to log the communication between different microservices to troubleshoot inter-
service communication problems. Each microservice must also log at least all errors and warnings.
These logs should be fed to a centralized log collection system where querying the logs is made easy.

Software Versioning Principles

In this section, the following principles related to software versioning will be presented:

« Use semantic versioning

 Avoid using 0.x versions

» Don't increase major versions

 Implement security patches and bug corrections to all major versions

« Avoid using non-LTS (Long Term Support) versions in production

Use Semantic Versioning Principle
Use semantic versioning for software components.

Semantic versioning means that given a version number in the format:
<MAJOR>.<MINOR>.<PATCH>, increment the:

» MAJOR value when you make incompatible API changes
« MINOR value when you add functionality in a backward-compatible manner

» PATCH value when you make backward-compatible bug fixes or security patches

Avoid Using 0.x Versions Principle
If you are using 3rd party components, avoid using 0.x versioned components.

In semantic versioning, major version zero (0.x.y) is for initial development. Anything can change
at any time. The public API should not be considered stable. Typically, software components with
zero major versions are still in a proof of concept phase, and anything can change. If you want or
need to take a newer version into use, you must be prepared for changes, and sometimes these
changes can be considerable, resulting in a lot of refactoring.
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Don't Increase Major Version Principle

When making backward-incompatible public API changes, you need to increase the major version.
I advise not to make backward-incompatible changes, thus no major version increases.

If you need to make a backward-incompatible public API change, you should create a totally new
software component with a different name. For example, suppose you have a common-ui-library
and need to make backward-incompatible changes. In that case, it is recommended to add the new
major version number to the library name and publish a new library, common-ui-library-2. This
protects developers from accidentally using a more recent non-compatible version when changing
the used library version number. Library users don't necessarily know if a library uses semantic
versioning properly or not. This information is not usually told in the library documentation, but it
is a good practice to communicate that in the library documentation.

If a software component is using the common-ui-library, it can safely always take the latest version
of the library into use which contains all the needed bug fixes and security updates. If you were
using Node.js and NPM, this would be safe:

npm install --save common-ui-library@latest

And when you are ready to migrate to the new major version of the library, you can uninstall the old
version and install the new major version in the following way:

npm uninstall common-ui-library
npm install --save common-ui-library-2

Consider when to create a new major version of a library. When you created the first library
version, you probably did not get everything right in the public API. That is normal. It is almost
impossible to create a perfect API the first time. Before releasing the second major version of the
library, I suggest reviewing the new API with a team, collecting user feedback, and waiting long
enough to get the API "close to perfect” the second time. No one wants to use a library with
frequent backward-incompatible major version changes.

Implement Security Patches and Bug Corrections to All Major
Versions Principle

If you have authored a library for others to use, do not force the users to take a new major version
of the library into use just because it contains some bug corrections or security patches that are not
available for the older major version(s). You should have a comprehensive set of automated tests to

ensure that a bug fix or security patch doesn't break anything. Thus, making a security patch or bug
fix in multiple branches or source code repositories should be easy.

Requiring library users to upgrade to a new major version to get some security patch or a bug
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correction can create a maintenance hell where the library users must refactor all software
components using the library just to get a security patch or bug correction.

Avoid Using Non-LTS Versions in Production Principle

Some software is available as Long Term Support (LTS) and non-LTS versions. Always use only an
LTS version in production. You are guaranteed long-term support through bug corrections and
security patches. You can use a non-LTS version for proof of concept projects where you want to use
some new features unavailable in an LTS version. But you must remember that if the PoC succeeds,
you can't just throw it into production. You need to productize it first, i.e., replace the non-LTS
software with LTS software.

Git Version Control Principle

Develop software in feature branches that are merged into the main branch. Use feature
toggles when needed.

When you need to develop a new feature, it can be done using either of the following ways:

1. Using a feature branch

2. Using multiple feature branches and a feature toggle

Feature Branch

The feature branch approach is enough for simple features encompassing a single program
increment, team, and microservice. A new feature is developed in a feature branch created from the
main branch, and when the feature is ready, the feature branch is merged back into the main
branch, and the feature branch can be deleted if wanted. The feature branch should be merged
using a merge or pull request that triggers a CI pipeline run that must succeed before the merge/
pull request can be completed. The merge or pull request should also take care of the code review.
There should also be a manual way to trigger a CI/CD pipeline run for a feature branch so that
developers can test an unfinished feature in a test environment during the development phase.

Below a sample workflow of creating and using a feature branch is depicted:

git clone <repository-url>
git checkout main
git pull origin main

# Create and checkout a feature branch named "feature-id"
git checkout -b <feature-id>
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# First commit
git commit -a -m "Commit message"

# More commits...

# Push feature branch
git push origin <feature-id>

# Other developers can now also use the feature branch
# because it is pushed to origin

When the feature is ready, you can create a pull or merge request from the feature branch to the
main branch.

Feature Toggle

A feature toggle is similar to a feature license. In the case of a feature license, the feature is available
only when a user has the respective license activated in their environment. A toggleable feature is
available only when the feature toggle is switched on. Feature toggles should be used for complex
features spanning multiple program increments, microservices, or teams. Feature toggles are part
of the configuration of an environment. For example, feature toggles can be stored in a Kubernetes
ConfigMap that any microservice can access. When using a feature toggle, the toggle is initially
switched off. Development of the feature happens in multiple feature branches in different teams.
Teams merge their part of the feature to the main branch. When all feature branches are merged
into the main branch, the feature toggle can be switched on to activate the feature.

Architectural Patterns

Event Sourcing Pattern
Use event sourcing to capture state changes as a sequence of events.

Event sourcing ensures that all changes to the state of a service are stored as an ordered sequence of
events. Event sourcing makes it possible to query state changes. Also, the state change events act as
an audit log. It is possible to reconstruct past states and rewind the current state to some earlier
state. Unlike CRUD actions on resources, event sourcing utilizes only CR (create and read) actions.
It is only possible to create new events and read events. It is not possible to update an existing event
or delete an event.

Let's have an example of using event sourcing to store orders in an e-commerce software system.
The order-service should be able to store the following events:
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« AbstractOrderEvent
 Abstract base event for other concrete events containing timestamp and order id
properties
* OrderCreatedEvent
« Contains basic information about the order
» OrderPaymentEvent
« Contains information about the order payment
» OrderModificationEvent
« Contains information about modifications made by the customer to the order before
packaging
» OrderPackagedEvent
« Contains information about who collected and packaged the order
 OrderCanceledEvent
« Describes that the customer has canceled the order and the order should not be shipped
 OrderShippedEvent
« Contains information about the logistics partner and the tracking id of the order shipment
 OrderDeliveredEvent
« Contains information about the pick-up point of the delivered order
» OrderShipmentReceivedEvent
« Informs that the customer has received the shipment
 OrderReturnedEvent
« Contains information about the returned order or order item(s)
 OrderReturnShippedEvent

« Contains information about the logistics partner and the tracking id of the return
shipment

o OrderReturnReceivedEvent

o Contains information about who handled the order return and the status of returned
items

o OrderReimbursedEvent

» Contains information about the reimbursement for the returned order item(s) to the
customer

Command Query Responsibility Segregation (CQRS) Pattern

Use the CQRS pattern if you want to use a different model for create/update (= command)
operations compared to the model you want to use to query information.

Let's consider the previous order-service example that used event sourcing. In the order-service,
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all the commands are events. We want users to be able to query orders efficiently. We should have
an additional representation of an order in addition to events because it is inefficient to always
generate the current state of an order by replaying all the related events. For this reason, our
architecture should utilize the CQRS pattern and divide the order-service into two different
services: order-command-service and order-query-service.

Client
Qu‘erie/ Nn‘mands
order-query-service Message order-command-service
Events Queue Events

4

Materialized
Event Store

Fig 2.14 Order Services using CQRS

The order-command-service is the same as the original order-service that uses event sourcing, and
the order-query-service is a new service. The order-query-service has a database where it holds a
materialized view of orders. The two services are connected with a message broker. The order-
command-service sends events to a topic in the message broker. The order-query-service reads
events from the topic and applies changes to the materialized view. The materialized view is
optimized to contain basic information about each order, including its current state, to be
consumed by the e-commerce company staff and customers. Because customers query orders, the
materialized view should be indexed by the customer id column to enable fast retrieval. Suppose
that, in some special case, a customer needs more details about an order that is available in the
materialized view. In that case, the order-command-service can be used to query the events of the
order for additional information.

Distributed Transaction Patterns

A distributed transaction is a transaction that spans multiple microservices. A distributed
transaction consists of one or more remote requests. Distributed transactions can be implemented
using the saga pattern. In the saga pattern, each request in a distributed transaction should have a
respective compensating action defined. If one request in the distributed transaction fails,
compensating requests should be executed for the already successfully executed requests. The idea
of executing the compensating requests is to bring the system back to the state where it was before
the distributed transaction was started. So, the rollback of a distributed transaction is done via
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executing the compensating actions.

A failed request in a distributed transaction must be conditionally compensated if we cannot be
sure whether the server successfully executed the request. This can happen when a request
timeouts and we don't receive a response to indicate the request status.

Also, executing a compensating request can fail. For this reason, a microservice must persist
compensating requests so they can be retried later until they all succeed. Persistence is needed
because the microservice instance can be terminated before it has completed all the compensating
requests successfully. Another microservice instance can continue the work left by the terminated
microservice instance.

Some requests in a distributed transaction can be such that they cannot be compensated. One
typical example is sending an email. You can't get it unsent once it has been sent. There are at least
two approaches to dealing with requests that cannot be compensated. The first one is to delay the
execution of the request so that it can be made compensable. For example, an email-sending
microservice can, instead of immediately sending an email, store the email in a queue for later
sending. Now email-sending microservice can accept a compensating request to remove the email
from the sending queue.

Another approach is to execute non-compensable requests in the latest possible phase of the
distributed transaction. You can, for example, issue the email-sending request as the last request of
the distributed transaction. Then the likelihood of needing to compensate for the email sending is
lower than if the email was sent as the first request in the distributed transaction. You can also
combine these two approaches. Sometimes a request can be compensable even if you first think it is
not. If we think about sending an email, it could be compensated by sending another email, where
you state that the earlier sent email should be disregarded for a specific reason.

Saga Orchestration Pattern

Orchestrator or controller microservice orchestrates the execution of a distributed
transaction.

Let's have an example of a distributed transaction using the saga orchestration pattern with an
online banking system where users can transfer money from their accounts. We have a higher-level
microservice called money-transfer-service, which is used to make money transfers. The banking
system has also two lower-level microservices called account-balance-service and account-
transaction-service. The account-balance-service holds accounts’ balance information while the
account-transaction-service keeps track of all transactions on the accounts. The money-transfer-
service acts as a saga orchestrator and utilizes both of the lower-level microservices to make a
money transfer to happen.

Let's consider a distributed transaction executed by the money-transfer-service when a user makes
a withdrawal of $25,10:
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1) The money-transfer-service tries to withdraw the amount from the user's account by sending the
following request to the account-balance-service:

POST /account-balance-service/accounts/123456789012/withdraw
{
"sagaUuid": "eB8ab60b5-3053-46e7-b8da-87blf46edf34",
"amountInCents": 2510

The sagaUuid is a universally unique identifier (UUID) generated by the saga orchestrator before
the saga begins. If there are not enough funds to withdraw the given amount, the request fails with
the HTTP status code 400 Bad Request. If the request is successfully executed, the account-
balance-service should store the saga UUID to a database table temporarily. This table should be
cleaned up regularly by deleting old enough saga UUIDs.

2) The money-transfer-service will create a new account transaction for the user's account by
sending the following request to the account-transaction-service:

POST /account-transaction-service/accounts/123456789012/transactions
{

"sagaUuid": "e8ab60b5-3053-46e7-b8da-87blf46edf34",

// Additional transaction information here...

}

The above-described distributed transaction has two requests, each of which can fail. Let's consider
the scenario where the first request to the account-balance-service fails. If the first request fails due
to a request timeout, we don't know if the request was successfully processed by the recipient
microservice. We don't know because we did not get the response and status code. For that reason,
we need to perform a compensating action by issuing the following compensating request:

POST /account-balance-service/accounts/123456789012/undo-withdraw
{
"sagaUuid": "e8ab60b5-3053-46e7-b8da-87blf46edf34",
"amountInCents": 2510

The account-balance-service will perform the undo-withdraw action only if a withdrawal with
the given saga UUID was earlier made and that withdrawal has not been undone yet. Upon
successful undoing, the account-balance-service will delete the row for the given saga UUID from
the database table where the saga UUID was earlier temporarily stored. Further undo-withdraw
actions with the same saga UUID will be no-op actions making the undo-withdraw action
idempotent.

Next, let's consider the scenario where the first request succeeds and the second request fails. Now
we have to compensate for both requests. First, we compensate for the first request as described
earlier. Then we will compensate for the second request by deleting the account transaction
identified with the sagaUuid:
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DELETE /account-transaction-service/accounts/123456789012/transactions?
sagaUuid=e8ab60b5-3053-46e7-b8da-87blf46edf34

If a compensating request fails, it must be repeated until it succeeds. Notice that the above
compensating requests are both idempotent, i.e., they can be executed multiple times with the same
result. Idempotency is a requirement for a compensating request because it can be possible that a
compensating request fails after the compensation was already performed. That compensation
request failure will cause the compensating request to be attempted again. The distributed
transaction manager in the money-transfer-service should ensure that a distributed transaction is
successfully completed or roll-backed by the instances of the money-transfer-service. You should
implement a single distributed transaction manager library per programming language or
technology stack and use that in all microservices that need to orchestrate distributed transactions.
Alternatively, use a 3rd party library.

Let's have another short example with the ecommerce-service presented earlier in this chapter. The
order-placing endpoint of the ecommerce-service should make the following requests in a
distributed transaction:

1. Ensure payment

2. Create an order

3. Remove the ordered sales items from the shopping cart
4. Mark the ordered sales items sold

5. Enqueue an order confirmation email for sending

The respective compensating requests are the following:

1. Reimburse the payment
2. Delete the order using the saga UUID

3. Add the ordered sales items back to the shopping cart. (The shopping cart service must ensure
that a sales item can be added only once to a shopping cart)

4. Mark the ordered sales items for sale

5. Dequeue the order confirmation email

Saga Choreography Pattern

Microservices perform a distributed transaction in a choreography where a client
microservice initiates a distributed transaction, and the last microservice involved completes
the distributed transaction by sending a completion message to the client microservice.

The saga choreography pattern utilizes asynchronous communication between microservices.
Involved microservices send messages to each other in a choreography to achieve saga completion.

The saga choreography pattern has a couple of drawbacks:
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« The execution of a distributed transaction is not centralized like in the saga orchestration pattern,
and it can be hard to figure out how a distributed transaction is actually performed.

« It creates coupling between microservices, while microservices should be as loosely coupled as
possible.

The saga choreography pattern works best in cases where the number of participating
microservices is low. Then the coupling between services is low, and it is easier to reason how a
distributed transaction is performed.

Let's have the same money transfer example as earlier, but now using the saga choreography
pattern instead of the saga orchestration pattern.

1) The money-transfer-service initiates the saga by sending the following event to the message
broker's account-balance-service topic:

"event": "Withdraw",

"data": {
"sagaUuid": "e8ab60b5-3053-46e7-b8da-87blf46edf34",
"amountInCents": 2510,
// Additional transaction information here...

2) The account-balance-service will consume the Withdraw event from the message broker,
perform a withdrawal, and if successful, send the same event to the message broker's account-
transaction-service topic.

3) The account-transaction-service will consume the Withdraw event from the message broker,
persist an account transaction, and if successful, send the following event to the message broker's
money-transfer-service topic:

"event": "WithdrawComplete",
"data": {
"sagaUuid": "e8ab60b5-3053-46e7-b8da-87blfd6edf34"

If either step 2) or 3) fails, the account-balance-service or account-transaction-service will send
the following event to message broker’s money-transfer-service topic:

"event": "WithdrawFailure",
"data": {
"sagaUuid": "e8ab60b5-3053-46e7-b8da-87blfd6edf34"
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If the money-transfer-service receives a WithdrawFailure event or does not receive a
WithdrawComplete event during some timeout period, the money-transfer-service will initiate a
distributed transaction rollback sequence by sending the following event to the message broker's
account-balance-service topic:

{
"event": "WithdrawRollback",
"data": {
"sagaUuid": "e8ab60b5-3053-46e7-b8da-87blf46edf34",
"amountInCents": 2510,
// Additional transaction information here...
}
}

Once the rollback in the account-balance-service is done, the rollback event will be produced to the
account-transaction-service topic in the message broker. After the account-transaction-service has
successfully performed the rollback, it sends a WithdrawRollbackComplete event to the
money-transfer-service topic. Once the money-transfer-service consumes that message, the
withdrawal event is successfully rolled back. Suppose the money-transfer-service does not receive
the WithdrawRollbackComplete event during some timeout period. In that case, it will restart
the rollback choreography by resending the WithdrawRollback event to the account-balance-

service.

Preferred Technology Stacks Principle

Define preferred technology stacks for different purposes.

The microservice architecture enables using the most suitable technology stack to develop each
microservice. For example, some microservices require high performance and controlled memory
allocation, and other microservices don't need such things. You can choose the used technology
stack based on the needs of a microservice. For a real-time data processing microservice, you might
pick C++ or Rust, and for a simple REST API, you might choose Node.js and Express, Java and
Spring Boot, or Python and Django.

Even if the microservice architecture allows different teams and developers to decide what
programming languages and technologies to use when implementing a microservice, defining
preferred technology stacks for different purposes is still a good practice. Otherwise, you might find
yourself in a situation where numerous programming languages and technologies are used in a
software system. Some programming languages and technologies like Clojure, Scala, or Haskell can
be relatively niche. When software developers in the organization come and go, you might end up in
situations where you don't have anyone who knows about some specific niche programming
language or technology. In the worst case, a microservice needs to be reimplemented from scratch
using some more mainstream technologies. For this reason, you should specify technology stacks
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that teams should use. These technology stacks should contain as much as possible mainstream
programming languages and technologies.

For example, an architecture team might decide the following:

» Web clients should be developed using TypeScript, React, and Redux
» Non-API backend services should be developed in C++ for performance reasons
« APIs should be developed with TypeScript, Node.js, and Nest.js or with Java and Spring Boot

« Integration tests should be implemented with Cucumber using the same language as is used for
the implementation or, alternatively, with Python and Behave

 E2F tests should be implemented with Python and Behave

« Scripts should be implemented using Bash for small scripts and Python for larger scripts

The above technology stacks are mainstream. Recruiting talent with needed knowledge and
competencies should be effortless.

After you have defined the preferred technology stacks, you should create a utility or utilities that
can be used to kick-start a new project using a particular technology stack quickly. This utility or
utilities should generate the initial source code repository content for a new microservice, client, or
library. The initial source code repository should contain at least the following items for a new
microservice:

« Source code folder

« Unit test folder

« Integration test folder

« Build tools, like Gradle Wrapper for Java, for example

« Initial build definition file(s), like build.gradle for Java, CMakeLists.txt for C++ or package.json
for Node.js

« Initial dependencies defined in the build definition file
« .env file(s) to store environment variables for different environments (dev, CI)
« .gitignore
« README.MD template
« Linting rules (e.g., .eslintrc.json)
» Code formatting rules (e.g., .prettier.rc)

« Initial code for integration tests, e.g., docker-compose.yml file for spinning up an integration
testing environment

« Infrastructure code for the chosen cloud provider, e.g., code to deploy a managed SQL database in
the cloud

 Code (e.g., Dockerfile) for building the microservice container image

» Deployment code (e.g., a Helm chart)
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« CI/CD pipeline definition code

The utility should ask the following questions from the developer before creating the initial source
code repository content for a microservice:

o What is the name of the microservice?
« To what cloud environment will microservice be deployed? (AWS, Azure, Google Cloud, etc.)

« What are the used inter-service communication methods? Based on the answer, the utility can
add dependencies, e.g., a Kafka client dependency

« Should microservice have a database, and what database?

« What are the other dependent microservices?

Of course, decisions about the preferred technology stacks are not engraved in stone. They are not
static. As time passes, new technologies arise, and new programming languages gain popularity. At
some point, a decision could be made that a new technology stack should replace an existing
preferred technology stack. Then all new projects should use the new stack, and old software
components will be gradually migrated to use the new technology stack.

Many developers are keen on learning new things on a regular basis. They should be encouraged to
work on hobby projects with technologies of their choice, and they should be able to utilize new
programming languages and frameworks in selected new projects.
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Object-Oriented Design Principles

This chapter describes principles related to object-oriented design. The following principles are
discussed:

« SOLID principles

+ Uniform naming principle

« Encapsulation principle

 Composition principle

« Domain-driven design principle

« Use the design patterns principle

« Don't ask, tell principle

 Law of Demeter

« Avoid primitive type obsession principle
 Dependency injection principle

« Avoid duplication principle

SOLID Principles

All five SOLID principles (https://en.wikipedia.org/wiki/SOLID) are covered in this section. The
dependency inversion principle is generalized as a program against interfaces principle. The five
SOLID principles are the following:

« Single responsibility principle
« Open-closed principle
« Liskov's substitution principle

« Interface segregation principle
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» Dependency inversion principle (Generalization: program against interfaces principle)

Single Responsibility Principle

Classes should have one responsibility, representing a thing or providing a single
functionality. Functions should do one thing only.

Each class should have a single dedicated purpose. A class can represent a single thing, like a bank
account (Account class) or an employee (Employee class), or provide a single functionality like
parsing a configuration file (ConfigFileParser class) or calculating tax (TaxCalculator
class).

We should not create a class representing a bank account and an employee. It is simply wrong. Of
course, an employee can have a bank account. But that is a different thing. It is called object
composition. In object composition, an Employee class object contains an Account class object.
The Employee class still represents one thing: An employee (who can have a bank account). Object
composition is covered later in this chapter in more detail.

At the function level, each function should perform a single task. The function name should
describe what task the function performs, meaning each function name should contain a verb. The
function name should not contain the word and because it can mean that the function is doing
more than one thing or you haven't named the function on a correct abstraction level. You should
not name a function according to the steps it performs (e.g., doThisAndThatAndThenThirdThing)
but instead, use wording on a higher level of abstraction.

When a class represents something, it can contain multiple methods. For example, in the Account
class, there can be methods like deposit and withdraw. It is still a single responsibility if these
methods are simple enough and if there are not too many methods in the class.

Below is a real-life code example where the and word is used in the function name:

void deletePageAndAllReferences (Page page) {
deletePage (page) ;
registry.deleteReference (page.name) ;
configKeys.deleteKey (page.name.makeKey ()) ;
}

In the above example, the function seems to do two things: deleting a page and removing all the
references to that page. But if we look at the code inside the function, we can realize that it is doing
a third thing also: deleting a page key from configuration keys. So should the function be named
deletePageAndAllReferencesAndConfigKey? It does not sound reasonable. The problem
with the function name is that it is at the same level of abstraction as the function statements. The
function name should be at a higher level of abstraction than the statements inside the function.
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How should we then name the function? I cannot say for sure because I don't know the context of
the function. We could name the function just delete. This would tell the function caller that a
page will be deleted. The caller does not need to know all the actions related to deleting a page. The
caller just wants a page to be deleted. The function implementation should fulfill that request and
do the needed housekeeping actions, like removing all the references to the page being deleted and
So on.

Another example of a function doing multiple things is JavaScript's splice method in the Array
class. The function name should describe what it does (more about that in the uniform naming
principle section). But nobody would know what a splice function does if they just heard the
name for the first time. If the function name cannot tell what the function does, the function might
do more than one thing. The description of the sp1ice method tells the following:

The splice() method changes the contents of an array by removing or replacing existing
elements and/or adding new elements in place.

The above description indicates that the sp1ice method does multiple things: removing, replacing,
and adding. This method should be split into multiple methods, each having a single responsibility
of removing, replacing, or adding.

Let's consider another example with React Hooks. React Hooks have a function named useEffect
which can be used to enqueue functions to be run after component rendering. The useEffect
function can be used to run some code after the initial render (after the component mount), after
every render, or conditionally. This is quite much responsibility for a single function. Also, the
function's quite strange name does not reveal its purpose. The word effect comes from the fact that
this function is used to enqueue other functions with side effects to be run. The term side effect
might be familiar to functional language programmers. It indicates that a function is not pure (has
side effects).

Below is an example React functional component:

MyComponent jsx

import { useEffect } from "react";

export default function MyComponent () {

useEffect (() => {
function startFetchData() {
0 oo

}

function subscribeToDataUpdates () {
/0 oo

}

function unsubscribeFromDataUpdates () {
70 coo

}

startFetchData() ;
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subscribeToDataUpdates () ;
return function cleanup() { unsubscribeFromDataUpdates() };

oo L1

// JSX to render
return ...;

In the above example, the useEffect call makes calls to functions startFetchData and
subscribeToDataUpdates to happen after the initial render because of the supplied empty array
for dependencies (the second parameter to the useEffect function). The cleanup function
returned from the function supplied to useEffect will be called before the effect will be run again
or when the component is unmounted and in this case, only on unmount because the effect will
only run once after the initial render.

Let's imagine how we could improve the useEffect function. We could separate the functionality
related to mounting and unmounting into two different functions: afterMount and
beforeUnmount. Then we could change the above example to the following piece of code:

export default function MyComponent () {
function startFetchData () {
//
}

function subscribeToDataUpdate () {
//
}

function unsubscribeFromDataUpdate () {
//
}

afterMount (startFetchData, subscribeToDataUpdates) ;
beforeUnmount (unsubscribeFromDataUpdates)

// JSX to render
return ...;

The above example is cleaner and much easier for a reader to understand than the original
example. There are no multiple levels of nested functions. You don't have to return a function to be
executed on component unmount, and you don’t have to supply an array of dependencies.

Let's have another example of a React functional component:

import { useEffect, useState } from "react";

export default function ButtonClickCounter () {

const [clickCount, setClickCount] = useState(0);
useEffect (() => {
function updateClickCountInDocumentTitle () {
document.title = “Click count: ${clickCount} " ;

}
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updateClickCountInDocumentTitle () ;
1)

In the above example, the effect is called after every render (because no dependencies array is
supplied for the useEffect function). Nothing in the above code clearly states what will be
executed and when. We still use the same useEffect function, but now it behaves differently
compared to the previous example. It seems like the useEffect function is doing multiple things.
How to solve this? Let's think hypothetically again. We could introduce yet another new function
that can be called when we want something to happen after every render:

export default function ButtonClickCounter() {
const [clickCount, setClickCount] = useState(0);

afterEveryRender (function updateClickCountInDocumentTitle () {

document.title = “Click count: ${clickCount} " ;
3

The intentions of the above React functional component are pretty clear: It will update the click
count in the document title after every render.

Let's optimize our example so that the click count update happens only if the click count has
changed:

import { useEffect, useState } from "react";

export default function ButtonClickCounter() {

const [clickCount, setClickCount] = useState(0);
useEffect (() => {
function updateClickCountInDocumentTitle () {
document.title = ‘Click count: ${clickCount}";

}

updateClickCountInDocumentTitle () ;
}, [clickCount]);

Notice how c1ickCount is now added to the dependencies array of the useEf fect function. This
means the effect is not executed after every render but only when the click count is changed.

Let's imagine how we could improve the above example. We could introduce a new function that
handles dependencies: afterEveryRenderIfChanged. Our hypothetical example would now
look like this:

export default function ButtonClickCounter () {
const [clickCount, setClickCount] = useState(0);

afterEveryRenderIfChanged (
[clickCount],
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function updateClickCountInDocumentTitle() {
document.title = “Click count: ${clickCount} " ;
)i
}

Making functions do a single thing also helped make the code more readable. Regarding the
original examples, a reader must look at the end of the useEffect function call to figure out in
what circumstances the effect function will be called. And it is cognitively challenging to understand
and remember the difference between a missing and empty dependencies array. Good code is such
that it does not make the code reader think. At best, code should read like prose: after every render
if changed "clickCount", update click count in document title.

One idea behind the single responsibility principle is that it enables software development using the
open-closed principle described in the next section. When you follow the single responsibility
principle and need to add functionality, you add it to a new class, which means you don't need to
modify an existing class. You should avoid modifying existing code but extend it by adding new
classes, each with a single responsibility.

Open-Closed Principle

Software code should be open for extension and closed for modification. Functionality in
existing classes should not be modified, but new classes should be introduced that either
implement a new or existing interface or extend an existing class.

Any time you find yourself modifying some method in an existing class, you should first consider if
this principle could be followed and if the modification could be avoided. Every time you modify an
existing class, you can introduce a bug in the working code. The idea of this principle is to leave the
working code untouched, so it does not get accidentally broken.

Let's have an example where this principle is not followed. We have the following existing and
working code:

public interface Shape {
}

public class RectangleShape implements Shape {
private int width;
private int height;

public RectangleShape (final int width, final int height) {
this.width = width;
this.height = height;

}

public int getWidth() {
return width;

}

public int getHeight() {
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return height;

public void setWidth(final int newWidth) {
width = newWidth;

public void setHeight (final int newHeight) {
height = newHeight;

Suppose we get an assignment to introduce support for square shapes. Let's try to modify the
existing RectangleShape class, because a square is also a rectangle:

public class RectangleShape implements Shape {
private int width;
private int height;

// Rectangle constructor

public RectangleShape (final int width, final int height) {
this.width = width;
this.height = height;

// Square constructor

public RectangleShape (final int sideLength) {
this.width = sideLength;
this.height = sideLength;

public int getWidth() {
return width;

public int getHeight() {
return height;

public void setWidth(final int newWidth) {
if (height == width) {
//noinspection SuspiciousNameCombination
height = newWidth;

width = newWidth;

public void setHeight (final int newHeight) ({
if (height == width) {
//noinspection SuspiciousNameCombination
width = newHeight;

height = newHeight;

We needed to add a new constructor and modify two methods in the class. Everything works okay
when we run tests. But we have introduced a subtle bug in the code: If we create a rectangle with an
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equal height and width, the rectangle becomes a square, which is probably not what is wanted. This
is a bug that can be hard to find in unit tests. This example showed that modifying an existing class
can be problematic. We modified an existing class and accidentally broke it.

A better solution to introduce support for square shapes is to use the open-closed principle and
create a new class that implements the Shape interface. Then we don't have to modify any existing
class, and there is no risk of accidentally breaking something in the existing code. Below is the new
SquareShape class:

public class SquareShape implements Shape {
private int sideLength;

public SquareShape (final int sideLength) {
this.sideLength = sideLength;
}

public int getSideLength() {
return sidelLength;

}

public void setSideLength(final int newSideLength) {
sidelLength = newSideLength;
}
}

An existing class can be safely modified by adding a new method in the following cases:

» The added method is a pure function, i.e., it always returns the same value for the same
arguments and does not have side effects, i.e., it does not modify the object's state.

» The added method is read-only and tread-safe, i.e., it does not modify the object's state and
accesses the object's state in a thread-safe manner in the case of multithreaded code. An example
of a read-only method in a shape class would be a method that calculates the shape's area.

« Class is immutable, i.e., the added method (or any other method) cannot modify the object's state

There are a couple of cases where the modification of existing code is needed. One example is
factories. When you introduce a new class, you need to modify the related factory to be able to
create an instance of that new class. For example, if we had a ShapeFactory class, we would need
to modify it to support the creation of SquareShape objects. Factories are discussed later in this

chapter.

Another case is adding a new enum constant. You typically need to modify existing code to handle
the new enum constant. If you forget to add the handling of the new enum constant somewhere in
the existing code, typically, a bug will arise. For this reason, you should always safeguard switch-
case statements with a default case that throws and if/else-if structures with an else branch that
throws. You can also enable your static code analysis tool to report an issue if a switch statement's
default case is missing or an else-branch is missing from an if/else-if structure. Also, some static
code analysis tools can report an issue if you miss handling an enum constant in a switch-case
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statement.

Here is an example of safeguarding an if/else-if structure in Java:

public enum FilterType {
INCLUDE,
EXCLUDE

interface Filter ({
boolean isFilteredOut(...);

public class FilterImpl implements Filter {
private final FilterType filterType;

public FilterImpl (final FilterType filterType, ...) {
this.filterType = filterType;
//
}
public boolean isFilteredOut(...) {
if (filterType == FilterType.INCLUDE) {
/0 oo
} else if (filterType == FilterType.EXCLUDE) {
//
} else {

// Safeguarding
throw new IllegalArgumentException ("Invalid filter type");

In TypeScript, safeguarding might be needed for union types also:

type FilterType = 'include' | 'exclude';
if (filterType === 'include') {
//
} else if (filterType === 'include') ({
//
} else {

// Safeguarding
throw new Error ("Invalid filter type");

We can notice from the above examples that if/else-if structures could be avoided with a better

object-oriented design. For instance, we could create a Filter interface and two separate classes,

IncludeFilter and ExcludeFilter, that implement the Filter interface. Using object-

oriented design allows us to eliminate the FilterType enum and the if/else-if structure. This is

known as the replace conditionals with polymorphism refactoring technique. Refactoring is

discussed more in the next chapter. Below is the above Java example refactored to be more object-

oriented:

interface Filter {
boolean isFilteredOut(...);
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public class IncludeFilter implements Filter ({
//

public boolean isFilteredOut(...) {
//
}

public class ExcludeFilter implements Filter ({
//

public boolean isFilteredOut(...) {
//
}

Liskov's Substitution Principle

Objects of a superclass should be replaceable with objects of its subclasses without breaking
the application. Le., objects of subclasses behave the same way as the objects of the
superclass.

Following Liskouv's substitution principle guarantees semantic interoperability of types in a type
hierarchy.

Let's have an example with a RectangleShape class and a derived SquareShape class:

public interface Shape {
void draw () ;

}

public class RectangleShape implements Shape {
private int width;
private int height;

public RectangleShape(final int width, final int height) {
this.width = width;
this.height = height;

public void draw() {
//
}

public int getWidth() {
return this.width;

}

public int getHeight () {
return this.height;

}

public void setWidth(final int newWidth) {

82



width = newWidth;

public void setHeight (final int newHeight) {
height = newHeight;

public class SquareShape extends RectangleShape {
public SquareShape (final int sideLength) {
super (sideLength, sideLength);

@Override

public void setWidth(final int newWidth) {
super.setWidth (newWidth) ;
//noinspection SuspiciousNameCombination
super.setHeight (newWidth) ;

@QOverride

public void setHeight (final int newHeight) {
//noinspection SuspiciousNameCombination
super.setWidth (newHeight) ;
super.setHeight (newHeight) ;

The above example does not follow Liskov's substitution principle because you cannot set a square's
width and height separately. This means that a square is not a rectangle from an object-oriented
point of view. Of course, mathematically, a square is a rectangle. But when considering the above
public APT of the RectangleShape class, we can conclude that a square is not a rectangle because
a square cannot fully implement the API of the RectangleShape class. We cannot substitute a
square object for a rectangle object. What we need to do is to implement the SquareShape class
without deriving from the RectangleShape class:

public class SquareShape implements Shape {
private int sidelength;

public SquareShape (final int sideLength) {

this.sideLength = sidelLength;

public void draw() {
/7

public int getSideLength() {
return this.sidelLength;

public void setSideLength(final int newSideLength) {
sideLength = newSideLength;

Liskov's substitution principle requires the following:
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« A subclass must implement the superclass API and retain (or, in some cases, replace) the
functionality of the superclass.

« A superclass should not have protected fields because it allows subclasses to modify the state of
the superclass, which can lead to incorrect behavior in the superclass

Below is an example where a subclass extends the behavior of a superclass in the doSomething
method. The functionality of the superclass is retained in the subclass making a subclass object
substitutable for a superclass object.

public class SuperClass {

//

public void doSomething () {
//
}
}

public class SubClass extends SuperClass {

//

@Override
public void doSomething () {
super.doSomething () ;

// Some additional behaviour...

Let's have a concrete example of using the above strategy. We have the following CircleShape

class defined:

public interface Shape ({
void draw();
}

public class CircleShape implements Shape {
public void draw() {
// draw the circle stroke

}

Next, we introduce a class for filled circles:

public class FilledCircleShape extends CircleShape {
@Override
public void draw() {
super.draw(); // draws the circle stroke
// Fill the circle

The FilledCircleShape class fulfills the requirements of Liskov's substitution principle. We can
use an instance of the FilledCircleShape class everywhere where an instance of the
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CircleShape class is wanted. The FilledCircleShape class does all that the CircleShape
class does, plus adds some behavior (= filling the circle).

You can also completely replace the superclass functionality in a subclass:

public class ReverseArrayList<T> extends ArrayList<T>
{
@Override
public Iterator<T> iterator() {
return new ReverselistIterator<>(this);

}

The above subclass implements the superclass API and retains its behavior: The i terator method
still returns an iterator. It just returns a different iterator compared to the superclass.

Interface Segregation and Multiple Inheritance Principle

Segregate a larger interface to micro interfaces with a single capability/behavior and
construct larger interfaces by inheriting multiple micro interfaces.

Let's have an example with several automobile classes:

public interface Automobile {
void drive (Location start, Location destination);
void carryCargo (double volumeInCubicMeters, double weightInKgs) ;

}

public class PassengerCar implements Automobile {
// Implement drive and carryCargo

}

public class Van implements Automobile {
// Implement drive and carryCargo

}

public class Truck implements Automobile {
// Implement drive and carryCargo

}

public interface ExcavatingAutomobile extends Automobile {
void excavate(...);

}

public class Excavator implements ExcavatingAutomobile {
// Implement drive, carryCargo and excavate

}

Notice how the Automobile interface has two methods declared. This can limit our software if we
later want to introduce other vehicles that could be just driven but unable to carry cargo. In an early
phase, we should segregate two micro interfaces from the Automobile interface. A micro interface
defines a single capability or behavior. After segregation, we will have the following two micro
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interfaces:

public interface Drivable {
void drive (Location start, Location destination);

}

public interface CargoCarriable {
void carryCargo (double volumeInCubicMeters, double weightInKgs) ;

}

Now that we have two interfaces, we can use these interfaces also separately in our codebase. For
example, we can have a list of drivable objects or a list of objects that can carry cargo. We still want
to have an interface for automobiles, though. We can use interface multiple inheritance to redefine
the Automobile interface to extend the two micro interfaces:

public interface Automobile extends Drivable, CargoCarriable {

}

If we look at the ExcavatingAutomobile interface, we can notice that it extends the
Automobile interface and adds excavating behavior. Once again, we have a problem if we want to

have an excavating machine that is not auto-mobile. The excavating behavior should be segregated
into its own micro interface:

public interface Excavating {
void excavate(...);

}

We can once again use the interface multiple inheritance to redefine the ExcavatingAutomobile
interface as follows:

public interface ExcavatingAutomobile
extends Excavating, Automobile {
}

The ExcavatingAutomobile interface now extends three micro interfaces: Excavating,
Drivable, and CargoCarriable. Where-ever you need an excavating, drivable, or cargo
carriable object in your codebase, you can use an instance of the Excavator class there.

Let's have another example with a generic collection interface with TypeScript. We should be able
to traverse a collection and also be able to compare two collections for equality. First, we define a
generic MyIterator interface for iterators. It has two methods, as described below:

interface MyIterator<T> {
hasNextElement () : boolean;
getNextElement () : T;

Next, we can define the collection interface:
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interface Collection<T> {
createlterator(): MylIterator<T>;
equals (anotherCollection: Collection<T>): boolean;

Collection<T> is an interface with two unrelated methods. Let's segregate those methods into
two micro interfaces: MyIterable and Equatable. The MyIterable interface is for objects that
you can iterate over. It has one method for creating new iterators. The Equatable interface's
equals method is more generic than the equals method in the Collection<T> interface. You
can equate an Equatable<T> object with another object of type T:

interface MyIterable<T> {
createlterator(): MylIterator<T>;

interface Equatable<T> ({
equals (anotherObject: T): boolean;

We can use interface multiple inheritance to redefine the Collection<T> interface as follows:

interface Collection<T> extends MyIterable<T>,
Equatable<Collection<T>> ({

We can implement the equals method by iterating elements in two collections and checking if the
elements are equal:

abstract class AbstractCollection<T> implements Collection<T> ({
abstract createlterator(): MyIterator<T>;

equals (anotherCollection: Collection<T>): boolean {
const iterator = this.createlterator();
const anotherIterator = anotherCollection.createlterator();
let collectionsAreEqual =
this.areEqual (iterator, anotherIterator);

if (anotherIterator.hasNextElement()) {
collectionsAreEqual = false;

return collectionsAreEqual;

private areEqual (
iterator: MyIterator<T>,
anotherIterator: MyIterator<T>
) : boolean ({

while (iterator.hasNextElement ()) {
if (anotherIterator.hasNextElement()) {
i1f (iterator.getNextElement () !==
anotherIterator.getNextElement ()) {

return false;

}
} else {
return false;
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return true;

Collections can also be compared. Let's introduce support for such collections. First, we define a
generic Comparable<T> interface for comparing an object with another object:

type ComparisonResult = 'isLessThan' | 'areEqual' | 'isGreaterThan' | 'unspecified';

interface Comparable<T> {
compareTo (anotherObject: T): ComparisonResult;
}

Now we can introduce a comparable collection interface that allows comparing two collections of
the same type:

interface ComparableCollection<T>
extends Comparable<Collection<T>>, Collection<T> ({
}

Let's define a generic sorting algorithm for collections whose elements are comparable:

function sort<T, U extends Comparable<T>, V extends Collection<U>>(
collection: V

) V|
//

Let's create two interfaces, Inserting<T> and InsertingIterable<T> for classes whose

instances elements can be inserted into:

interface Inserting<T> ({
insert (element: T): void;
}

interface InsertingIterable<T> extends Inserting<T>,
MyIterable<T> {
}

Let's redefine the Collection interface to extend the InsertingIterable interface because a
collection is iterable, and you can insert elements into a collection.

interface Collection<T> extends InsertingIterable<T> ({
}

Next, we introduce two generic algorithms for collections: map and filter. We can realize that

those algorithms work with more abstract objects than collections. We benefit from interface
segregation because instead of the Collection<T> interface, we can use the MyIterable<T>
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and ITnsertinglterable<T> interfaces to create generic map and filter algorithms. Later it is
possible to introduce some additional non-collection iterable objects that can utilize the algorithms
as well. Below is the implementation of the map and fi1ter functions:

function map<T, U>(
source: Mylterable<T>,
mapped: (sourceElement: T) => U,
destination: InsertingIterable<U>
) : InsertingIterable<U> {
const sourcelterator = source.createlterator();

while (sourcelterator.hasNextElement ()) {

const sourceElement = sourcelterator.getNextElement () ;
destination.insert (mapped (sourceElement)) ;

return destination;

function filter<T>(
source: Mylterable<T>,
isIncluded: (sourceElement: T) => boolean,
destination: InsertingIterable<T>
) : InsertingIlterable<T> {
const sourcelterator = source.createlterator();

while (sourcelterator.hasNextElement ()) {
const sourceElement = sourcelterator.getNextElement () ;

if (isIncluded(sourceElement)) {
destination.insert (sourceElement) ;

return destination;

Let's define the following concrete collection classes:

class List<T> implements Collection<T> ({
constructor(...args: T[]) {

/7
/7

class Stack<T> implements Collection<T> {

//

class MySet<T> implements Collection<T> {

//

Now we can use the map and £i1lter algorithms with the above-defined collection classes:

const numbers = new List<number>(1l, 2, 3, 3, 3, 50, 60);
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const isLessThanlO = (nbr: number) => nbr < 10;

const uniquelessThanlONumbers =
filter (numbers, isLessThanl0O, new MySet());

const doubled = (nbr: number) => 2 * nbr;
const stackOfDoubledNumbers = map (numbers, doubled, new Stack());

Let's create asynchronous version of the map algorithms:

interface MaybeCloseable {
tryClose () : Promise<void>;

interface MaybelInserting<T> ({
tryInsert (value: T): Promise<void>;

interface MaybeCloseableInserting<T>
extends MaybeCloseable, MaybeInserting<T> ({

class MapError extends Error {

//

async function tryMap<T, U>(
source: MylIterable<T>,
mapped: (sourceElement: T) => U,
destination: MaybeCloseableInserting<U>
) : Promise<void> {

const sourcelterator = source.createlterator();
try {
while (sourcelterator.hasNextElement ()) {

const sourceElement = sourcelterator.getNextElement () ;
await destination.tryInsert (mapped (sourceElement)) ;

await destination.tryClose () ;
} catch (error: any) {
throw new MapError (error.message);

Let's create a FileLineInserter class that implements the MaybeCloseableInserting
interface:
const fs = require('fs');
class FilelLineInserter<T extends { toString(): string }>
implements MaybeCloseableInserting<T> {
private writeStream: FS.WriteStream;
constructor (private readonly filePathName: string) {

this.writeStream =
fs.createWriteStream(this.filePathName, { flags: 'a' });

async tryInsert (value: T): Promise<void> {
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try {
const writePromise = new Promise ((resolve, reject) => {
const line = value.toString() + '\n';

this.writeStream.write(line, (error: any) => {
if (error) {
reject (error) ;
} else {
resolve (undefined) ;

awalt writePromise;
} catch (error: any) {
throw new Error (error.message);
}
}

tryClose () : Promise<void> {

this.writeStream.close();
return Promise.resolve();

Let's use the above-defined t ryMap algorithm and the FileLineInserter class to write doubled
numbers (one number per line) to a file named file.txt:

const numbers = new List<number>(1, 2, 3, 2, 1, 50, 60);

const doubled = (nbr: number) => 2 * nbr;
try {

await tryMap (numbers, doubled, new FileLinelInserter ('file.txt'));
} catch(error: any) { // error will be always MapError type.

console.log(error.message) ;
}

Program Against Interfaces Principle (Generalized Dependency
Inversion Principle)

Do not write programs where internal dependencies are concrete object types—instead,
program against interfaces. An exception to this rule is data classes with no behavior (not
counting simple getters/setters).

An interface is used to define an abstract base type. Various implementations can be introduced
that implement the interface. When you want to change the behavior of a program, you create a
new class that implements an interface and then use an instance of that class. In this way, you can
practice the open-closed principle. You can think of this principle as a prerequisite for using the
open-closed principle effectively. The program against interfaces principle is a generalization of
the dependency inversion principle from the SOLID principles:

The dependency inversion principle is a methodology for loosely coupling software classes.

91



When following the principle, the conventional dependency relationships from high-level
classes to low-level classes are reversed, thus making the high-level classes independent of
the low-level implementation details.

The dependency inversion principle states:

« High-level classes should not import anything from low-level classes
« Abstractions (= interfaces) should not depend on concrete implementations (classes)

« Concrete implementations (classes) should depend on abstractions (= interfaces)

High-Level Class Apply High-Level Class
dependency
inversion
principle
Traditional - Inverted
relationship relationship
v A
Low-Level Class Low-Level Interface [« Low-Level Class

Fig 3.1 Dependency Inversion Principle

An interface is always an abstract type and cannot be instantiated. Below is an example of an
interface:

public interface Shape {
void draw () ;
double calculateArea();

The name of an interface describes something abstract, which you cannot create an object of. In the
above example, Shape is clearly something abstract. You cannot create an instance of Shape and
then draw it or calculate its area because you don't know what shape it is. But when a class
implements an interface, a concrete object of the class representing the interface can be created.
Below is an example of three different classes that implement the Shape interface:

public class CircleShape implements Shape {
private final int radius;

public CircleShape (final int radius) {
this.radius = radius;

}

public void draw() {
//

}

public double calculateArea() {
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return Math.PI * radius * radius;

public class RectangleShape implements Shape {
private final int width;
private final int height;

public RectangleShape (final int width, final int height) {
this.width = width;
this.height = height;

public void draw() {
//
}

public double calculateArea() {
return width * height;
}

public class SquareShape extends RectangleShape {
public SquareShape (final int sideLength) {
super (sideLength, sidelLength);
}

When using shapes in code, we should program against the Shape interface. In the below example,
we make a high-level class Canvas dependent on the Shape interface, not on any of the low-level
classes (CircleShape, RectangleShape or SquareShape). Now both the high-level Canvas
class and all the low-level shape classes depend on abstraction only, the Shape interface. We can
also notice that the high-level class Canvas does not import anything from the low-level classes.
Also, the abstraction Shape does not depend on concrete implementations (classes).

public class Canvas {
private final List<Shape> shapes = new ArrayList<>(10);

public Canvas() {

}

public void add(final Shape shape) {
shapes.add (shape) ;
}

public void drawShapes () {
for (final var shape : shapes) {

shape.draw() ;

}

A Canvas object can contain any shape and draw any shape. It can handle any of the currently
defined concrete shapes and any new shape defined in the future.

If you did not program against an interface and did not use the dependency inversion principle,
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your Canvas class would look like the following:

public class Circle {
public void draw() {
//

public class Rectangle {
public void draw() {
//

public class Square {
public void draw() {
//

public class Canvas {

private final List<Circle> circles = new ArrayList<>(10);
private final List<Rectangle> rectangles = new ArrayList<>(10);
private final List<Square> squares = new ArrayList<>(10);

public Canvas () {

}

public void addCircle(final Circle circle) {
circles.add(circle);

public void addRectangle (final Rectangle rectangle) {
rectangles.add(rectangle) ;

public void addSquare (final Square square) {
squares.add (square) ;

public void drawShapes () {
for (final var circle : circles) {
circle.draw() ;

for (final var rectangle : rectangles) {
rectangle.draw() ;

for (final var square : squares) {
square.draw () ;

The above high-level Canvas class is coupled with all the low-level classes (Circle, Rectangle,
and Square). The Canvas class must be modified if a new shape type is needed. If something
changes in the public API of any low-level class, the Canvas class needs to be modified accordingly.

94



Let's have another example. If you have read books or articles about object-oriented design, you
may have encountered something similar as is presented in the below example:

public class Dog {
public void walk() {
//
}

public void bark() {
//
}

public class Fish {
public void swim() {
//
}

public class Bird {
public void fly() {
//
}

public void sing() {
//
}

Three concrete implementations are defined above, but no interface is defined. Let's say we are
making a game that has different animals. The first thing to do when coding the game is to
remember to program against interfaces and thus introduce an Animal interface that we can use as
an abstract base type. Let's try to create the Animal interface based on the above concrete
implementations:

public interface Animal {
void walk () ;
void bark();
void swim() ;
void fly()
void sing(

)i

public class Dog implements Animal {
public void walk() {
//
}

public void bark() {
//
}

public void swim() {
throw new RuntimeException("Illegal operation");

}

public void fly() {
throw new RuntimeException("Illegal operation");

95



}

public void sing() {
throw new RuntimeException("Illegal operation");
}

The above approach is wrong. We declare that the Dog class implements the Animal interface, but
it does not do that. It implements only methods walk and bark while other methods throw an
exception. We should be able to substitute any concrete animal implementation where an animal is
required. But it is impossible because if we have a Dog object, we cannot safely call swim, f1vy, or
sing methods because they will always throw.

The problem is that we defined the concrete classes before defining the interface. That approach is
wrong. We should specify the interface first and then the concrete implementations. What we did
above was the other way around.

When defining an interface, we should remember that we are defining an abstract base type, so we
must think in abstract terms. We must consider what we want the animals to do in the game. If we
look at the methods walk, fly, and swim, they are all concrete actions. But what is the abstract
action common to these three concrete actions? It is move. And walking, flying, and swimming are
all ways of moving. Similarly, if we look at the bark and sing methods, they are also concrete
actions. What is the abstract action common to these two concrete actions? It is makeSound. And
barking and singing are both ways to make a sound. If we use these abstract actions, our Animal
interface looks like the following:

public interface Animal {
void move();
void makeSound () ;

}

We can now redefine the animal classes to implement the new Animal interface:

public class Dog implements Animal {
public void move () {
// walk
}

public void makeSound () {
// bark
}
}

public class Fish implements Animal ({
public void move () {
// swim

}
public void makeSound () {

// Intentionally no operation
// (Fishes typically don't make sounds)
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public class Bird implements Animal {
public void move () {
// fly

public void makeSound () {
// sing

Now we have a correct object-oriented design and can program against the Animal interface. We
can call the move method when we want an animal to move and the makeSound method when we

want an animal to make a sound.

After realizing that some birds don't fly at all, we can easily enhance our design. We can introduce
two different implementations:

public abstract class AbstractBird implements Animal {
public abstract void move();

public void makeSound() {
// sing

public class FlyingBird extends AbstractBird ({
public void move () {
// fly

public class NonFlyingBird extends AbstractBird {
public void move () {
// walk

We might also later realize that not all birds sing but make different sounds. Ducks quack, for
example. Instead of using inheritance as was done above, an even better alternative is to use object
composition. We compose the Bi rd class of behavioral classes for moving and making sounds:

public interface Mover {
void move () ;

public interface SoundMaker {
void makeSound() ;

public class Bird implements Animal {
private final Mover mover;
private final SoundMaker soundMaker;

public Bird(
final Mover mover,
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final SoundMaker soundMaker

) |
this.mover = mover;
this.soundMaker = soundMaker;

public void move () {
mover.move () ;

public void makeSound () {
soundMaker.makeSound () ;

Now we can create birds with various behaviors for moving and making sounds. We can use the
factory pattern to create different birds. The factory pattern is described in more detail later in this
chapter. Let's introduce three different moving and sound-making behaviors and a factory to make
three kinds of birds: goldfinches, ostriches, and domestic ducks.

public class Flyer implements Mover {
public void move () {
// fly

public class Runner implements Mover {
public void move () {
// run

public class Walker implements Mover {
public void move () {
// walk

public class GoldfinchSoundMaker implements SoundMaker {
public void makeSound () {
// Sing goldfinch specific songs

public class OstrichSoundMaker implements SoundMaker {
public void makeSound () {
// Make ostrich specific sounds like whistles,
// hoots, hisses, growls, and deep booming growls
// that sound like the roar of a lion

public class Quacker implements SoundMaker {
public void makeSound () {
// quack

public enum BirdType {
GOLDFINCH,
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OSTRICH,
DOMESTIC DUCK
}

public class BirdFactory {
public Bird createBird(final BirdType birdType) {
return switch (birdType) {
case GOLDFINCH ->
new Bird(new Flyer(),
new GoldfinchSoundMaker());

case OSTRICH ->
new Bird(new Runner (),
new OstrichSoundMaker ());

case DOMESTIC_DUCK ->
new Bird(new Walker(),
new Quacker());

default ->
throw new IllegalArgumentException ("Unsupported type");
}i

Clean Microservice Design Principle

The clean microservice design promotes object-oriented design with separation of concerns
achieved by dividing software into layers using the dependency inversion principle
(programming against interfaces).

Clean microservice design comes with the following benefits:

« Not tied to any single framework

« Not tied to any single API technology like REST or GraphQL

« Unit testable

 Not tied to a specific client (works with web, desktop, console, and mobile clients)
« Not tied to a specific database

» Not dependent on any specific external service implementation

A clean API microservice design consists of the following layers:

« Controller, Interface adapters
 Use cases

o (Business) Entities

Uses cases and entities together form the model of the service, also called the business logic.
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controller

vse Cases

Fig 3.2 Clean Microservice Design

The direction of dependencies in the above diagrams is shown with arrows. We can see that the
microservice API depends on the controller we create. The controller depends on the use cases. The
use case layer depends on entities. The purpose of the use case layer is to orchestrate operations on
the entities.

Let's have a real-life example of creating an API microservice called order-service, which handles
orders in an e-commerce software system. First, we define a REST API controller using Java and
Spring Boot:

@RestController

@RequestMapping ("/orders"

public class RestOrderController {
@Autowired
private OrderService orderService;

@PostMapping

@ResponseStatus (HttpStatus.CREATED)

public final Order createOrder (
@RequestBody final OrderArg orderArg

) |
return orderService.createOrder (orderArq) ;

}

// Other API methods...

The API offered by the microservice depends on the controller, as seen in the above diagram. The
API is currently a REST API, but we could create and use a GraphQL controller. Then our API,
which depends on the controller, is a GraphQL API. Below is a partial implementation of a
GraphQL controller with Java and Spring Boot:

@Controller

public class GraphQlOrderController ({
@Autowired
private OrderService orderService;
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@MutationMapping
public final Order createOrder (
@Argument final OrderArg orderArg

) Ao
return orderService.createOrder (orderArg) ;

// Other API methods...

The RestOrderController and GraphQlOrderController classes depend on the
OrdersService interface, which is part of the use case layer. Notice that the controllers do not rely
on a concrete implementation of the use cases but depend on an interface according to the
dependency inversion principle. Below is the definition for the OrderService interface:

public interface OrderService {
Order createOrder (OrderArg orderArg) ;
Order getOrderById(Long id);
Iterable<Order> getOrderByUserAccountId(Long userAccountId) ;
void updateOrder (Long id, OrderArg orderArg);
void deleteOrderById(Long id);

The below OrderServiceImpl class implements the OrderService interface:

@Service

public class OrderServiceImpl implements OrderService {
private static final String ORDER = "Order";
QAutowired

private OrderRepository orderRepository;

@Override

public final Order createOrder (
final OrderArg orderArg

) |

final var order = Order.from(orderArqg) ;
return orderRepository.save (order);

@Override
public final Order getOrderById(final Long id) {
return orderRepository.findById (id)
.orElseThrow( () ->
new EntityNotFoundError (ORDER, id));

// Rest of the methods...

The OrderServiceImpl class has a dependency on an order repository. This dependency is also
inverted. The OrderServiceImpl class depends only on the OrderRepository interface. The
order repository is used to orchestrate the persistence of order entities. Note that there is not any
direct dependency on a database.
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Below is the OrderRepository interface:

public interface OrderRepository {
Order save (Order order);
Order findById(Long id);
70 coo

The OrderRepository interface depends only on the Order entity class. You can introduce a
class called an interface adapter that implements the OrderRepository interface. A database
interface adapter adapts a particular concrete database to the OrderRepository interface. Entity
classes do not depend on anything except other entities to create hierarchical entities. For example,
the Order entity consists of OrderItem entities.

When implementing a clean microservice design, everything is wired together using configuration
and dependency injection. For example, an instance implementing the OrderRepository
interface is created according to configuration and injected into an OrderServiceImpl instance
by the Spring framework. In the case of Spring, the dependency injector is configured using a
configuration file and annotations. The configuration file can be used to configure what database is
used. Additionally, the Spring dependency injector creates an instance of the OrderServiceImpl
class and injects it where an OrderService object is wanted.

External

Database API Service
Controller, OrderRepository ShoppingCart

Interface adapters Impl Controller Servicelmpl
OrderRepository OrderService Shospepr:;ggart
Use Cases \ T /
OrderService
Impl
Order
Entities l
Orderltem

Fig 3.3 Clean Microservice Design for Order Service
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The dependency injector is the only place in a microservice that contains references to concrete
implementations. In many frameworks, the dependency injector is not a visible component, but its
usage is configured using a configuration file and annotations. For example, in Spring, the
@Autowired annotation tells the dependency injector to inject a concrete implementation into the
annotated class field or constructor parameter. The dependency injection principle is discussed
more in a later section of this chapter. The dependency inversion principle and dependency
injection principle usually go hand in hand. Dependency injection is used for wiring interface
dependencies so that those become dependencies on concrete implementations, as seen in the
figure below.

High-Level Class High-Level Class
Dependency Dependency
Inversion Injection
Low-Level Class
Low-Level Class 1 Low-Level Interface
Dependency 1or2or...N
Inversion

Low-Level Class 2

Low-Level Class N

Fig 3.4 Dependency Injection

Let's add a feature where the shopping cart is emptied when an order is created:

@Service

public class OrderServiceImpl implements OrderService {
QAutowired
private OrderRepository orderRepository;

QAutowired
private ShoppingCartService shoppingCartService;

@Override

public final Order createOrder (
final OrderArg orderArg

) |
final var order = Order.from(orderArg);
final var savedOrder = orderRepository.save (order) ;
shoppingCartService.emptyCart (order.userAccountId) ;
return savedOrder;
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As you can see from the above code, the OrderServiceImpl class is not depending on any
concrete implementation of the shopping cart service. We can create an interface adapter class that
is a concrete implementation of the ShoppingCartService interface. That interface adapter
class connects to a particular external shopping cart service, for example, via REST API. Once
again, the dependency injector will inject a concrete ShoppingCartService implementation to
an instance of the OrderServiceImpl class.

Note that the above createOrder method is not production quality because it lacks a transaction.

Uniform Naming Principle

Use a uniform way to name interfaces, classes, and functions.

This section presents conventions for uniformly naming interfaces, classes, and functions.

Naming Interfaces and Classes

Classes represent a thing or an actor. They should be named consistently so that the class
name ends with a noun. An interface represents an abstract thing, actor, or capability.
Interfaces representing a thing or an actor should be named like classes but using an
abstract noun. Interfaces representing a capability should be named according to the
capability.

When an interface represents an abstract thing, name it according to that abstract thing. For
example, if you have a drawing application with various geometrical objects, name the geometrical
object interface Shape. It is a simple abstract noun. Names should always be the shortest, most
descriptive ones. There is no reason to name the geometrical object interface as
GeometricalObject or GeometricalShape, if we can use simply Shape.

When an interface represents an abstract actor, name it according to that abstract actor. The name
of an interface should be derived from the functionality it provides. For example, if there is a
parseConfig method in the interface, the interface should be named configParser, and if an
interface has a validateObject method, the interface should be named Objectvalidator.
Don't use mismatching name combinations like a ConfigReader interface with a parseConfig
method or an ObjectValidator interface with a validateData method.

When an interface represents a capability, name it according to that capability. Capability is
something that a concrete class is capable of doing. For example, a class could be sortable, iterable,
comparable, equitable, etc. Name the respective interfaces according to the capability: Sortable,
Iterable, Comparable, and Equitable. The name of an interface representing a capability
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usually ends with able or ing.

Don't name interfaces starting with an I. Instead, use an Impl postfix for class names to distinguish
a class from an interface when needed. You should be programming against interfaces, and if every
interface has its name prefixed with I, it just adds unnecessary noise to the code. Use the I prefix
only if it is a programming language convention.

Some examples of class names representing a thing are: Account, Order, RectangleShape, and
CircleShape. In a class inheritance hierarchy, the names of classes usually refine the interface
name or the base class name. For example, if there is an TnputMessage interface, then there can
be different concrete implementations (= classes) of the InputMessage interface. They can
represent an input message from different sources, like KafkaInputMessage and
HttpInputMessage. And there could be different subclasses for different data formats:
AvroBinaryKafkaInputMessage or JsonHttpInputMessage.

The interface or base class name should be retained in the class or subclass name. Class names
should follow the pattern: <class-purpose> + <interface-name> or <sub-class-purpose> + <super-
class-name>, e.g., Kafka + InputMessage = KafkaInputMessage and AvroBinary +
KafkaInputMessage = AvroBinaryKafkaInputMessage. Name abstract classes with the
prefix Abstract.

Don't add a design pattern name to a class name if it does not bring any real benefit. For example,
suppose we have a DataStore interface, a DataStoreImpl class, and a class that is wrapping a
DataStore instance and uses the proxy pattern to add caching functionality to the wrapped data
store. We should not name the caching class CachingProxyDataStore or
CachingDataStoreProxy . The word proxy does not add significant value, so the class should be
named simply CachingDataStore.

Naming Functions

Functions should do one thing, and the name of a function should describe what the function
does. The function name must contain a verb that indicates what the function does. The
function name should usually start with a verb, but exceptions exist. If a function returns a
value, try to name the function so that the function name describes what it returns.

The general rule is to name a function so that the purpose of the function is clear. A good function
name should not make you think.

Below is an example of an interface containing two methods named with simple verbs only. It is not
necessary to name the methods as startThread and stopThread because the methods are
already part of the Thread interface, and it is self-evident what the start method starts and what
the end method ends.
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public interface Thread ({
void start();
void stop();

}

Let's have another Java example:

grpcChannel.shutdown () .awaitTermination (30, TimeUnit.SECONDS) ;

The above example has two issues with the shutdown function. Most people probably assume that
calling the shutdown function will shut down the channel and return after the channel is shut
down without any return value. But now the shutdown function is returning something. It is not
necessarily self-evident what it returns. But we can notice that the shutdown function does not
wait for the channel termination.

It would be better to rename the shutdown function as requestShutdown because it better
describes what the function does. Also, we should name the awaitTermination to
awaitShutdown because we should not use two different terms shutdown and termination to
denote a single thing.

final var shutdownPromise = grpcChannel.requestShutdown () ;
shutdownPromise.awaitShutdown (30, TimeUnit.SECONDS) ;

Let's have an example in JavaScript:

fetch (url) .then (response => response.json()).then(...);

In the above example, we have the following issue: the fetch function does not properly describe
what it does. According to the documentation, it fetches a resource. But it does not return a
resource. It returns a response object. Whenever possible, the function name should indicate what
the function returns. The fetch performs an action on a resource and does not always return a
resource. The action is specified by giving an HTTP verb as a parameter to the function (GET is the
default HTTP verb). The most common actions are GET, POST, PUT and DELETE. If you issue a
PUT request for a REST API, you don't usually get the resource back. The same is, of course, valid
for a DELETE request. You cannot get the resource back because it was just deleted.

We could name the function performActionOnResource, but that is a pretty long name and
does not communicate the return value type. We should name the fetch function
makeHttpRequest (or sendHttpRequest) to indicate that it is making an HTTP request. The
new function name also communicates that it returns an HTTP response. Another possibility is
introducing an actor class with static methods for different HTTP methods, for example:
HttpClient.makeGetRequest (url).

In the above example, the json function name is missing a verb. It should contain the verb parse
because that is what it is doing. The function name should also tell what it parses: the response
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body. We should also add a try prefix to indicate that the function can throw (more about the try
prefix and error handling in general in the next chapter). Below is the example with renamed
functions:

makeHttpRequest (url) .then (response =>
response.tryParseBodyJson()) .then(...);

Many languages offer streams that can be written to, like the standard output stream. Streams are
usually buffered, and the actual writing to the stream does not happen immediately. For example,
the below statement does not necessarily write to the standard output stream immediately. It
buffers the text to be written later when the buffer is flushed to the stream. This can happen when
the buffer is full, when some time has elapsed since the last flush or when the stream is closed.

stdOutStream.write(...);

The above statement is misleading and could be corrected by renaming the function to describe
what it actually does:

stdOutStream.writeOnFlush(...);

The above function name immediately tells a developer that writing happens only on flush, and the
developer can consult the function documentation to determine when the flushing happens. You
can introduce a convenience method to perform a write with an immediate flush:

// Instead of this:
stdOutStream.writeOnFlush(...);
stdOutStream.flush () ;

// User can do this:
stdOutStream.writeWithFlush(...);

Many times function's action is associated with a target, for example:

public interface ConfigParser {
Configuration tryParseConfig(...);
}

When a function's action has a target, it is useful to name the function using the following pattern:
<action-verb> + <action-target>, for example, parse + config = parseConfig.

We can drop the action target from the function name if the function's first parameter describes the
action target. It is not wrong to keep the action target in the function name, though. But if it can be
dropped, it usually makes the function call statements read better. In the below example, the word
"config" appears repeated: tryParseConfig(configJson), which makes the function call
statement read a bit clumsy.

final var configuration = configParser.tryParseConfig(configJson) ;
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We can drop the action target from the function name:

public interface ConfigParser {
Configuration tryParse(final String configdson) ;

As shown below, this change makes the code read better, presuming we use a descriptive variable
name. And we should, of course, always use a descriptive variable name.

final var configuration = configParser.tryParse (configJdson) ;

Here is another example:

public class Vector<T> {
void pushBack(final T value); // OK
void pushBackValue (final T value); // Not ideal,
// word "value" repeated

Let's imagine we have the following function:

public class KafkaAdminClient {
void create(final String topic);

The above function name should be used only when a topic is the only thing a Kafka admin client
can create. We cannot call the above function in the following way:

kafkaAdminClient.create ("xyz") ;

We need to introduce a properly named variable:

final var topic = "xyz";
kafkaAdminClient.create (topic) ;

In languages where you can use named function parameters, the following is possible:

// Python
kafkaAdminClient.create (topic = "xyz");

// Swift
kafkaAdminClient.create (topic: "xyz");

Preposition in Function Name

Use a preposition in a function name when needed to clarify the function's purpose.

You don't need to add a preposition to a function name if the preposition can be assumed (i.e., the
preposition is implicit). In many cases, only one preposition can be assumed. If you have a function
named wait, the preposition for can be assumed, and if you have a function named subscribe,
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the preposition to can be assumed. We don't need to use function names waitFor and

subscribeTo.

Suppose a function is named laugh (person: Person). Now we have to add a preposition
because none can be assumed. We should name the function either laughWith (person:

Person) or laughAt (person: Person).

The following two sections present examples of better naming some existing functions in
programming languages.

Example 1: Renaming JavaScript Array Methods

Adding elements to a JavaScript array is done with the push method. Where does it push the
elements? The method name does not say anything. There are three possibilities:

1. At the beginning
2. Somewhere in the middle
3. At the end

Most definitely, it is not the second one, but it still leaves two possibilities. Most people correctly
guess that it pushes elements to the end. To make it 100% clear where the elements are pushed, this
function should be named pushBack. Then it does not make anybody think where the elements are
pushed. Remember that a good function name does not make you think.

Popping an element from an array is done with the pop method. But where does it pop from? If you
read the method description, it tells that the element is popped at the back. To make it 100% clear,
this method should be named popBack.

The Array class also contains methods shift and unshift. They are like push and pop but
operate at the beginning of an array. Those method names are extremely non-descriptive and
should be named popFront and pushFront.

There are several methods in the JavaScript Array class for finding elements in an array. Here is
the list of those methods:

« £ind (finds the first element where the given predicate is true)

o findIndex (find the index of the first element where the given predicate is true)

e includes (returns true or false based on if the given element is found in the array)
« indexOf (returns the first index where the given element is found)

» lastIndexOf (returns the last index where the given element is found)
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Here are the suggested new names for the above functions:

« find ==> findFirstWhere

« findIndex ==> findFirstiIndexWhere
« includes ==> include

« indexOf ==> findFirstIndexOf

« lastIndexOf ==> findLastIndexOf

Below are examples of these new function names in use:

const numbers = [1, 2, 3, 4, 5, 5];

const numberIsEven = nbr => (nbr % 2) === 0;

const firstEvenNumber = numbers.findFirstWhere (numberIsEven) ;

const firstEvenNumberIndex = numbers.findFirstIndexWhere (numberIsEven) ;
const numbersIncludeFour = numbers.include (4);

const firstIndexOfFive = numbers.findFirstIndexOf (5);

const lastIndexOfFive = numbers.findLastIndexOf (5);

Example 2: Renaming C++ Casting Expressions

C++ contains several casting expressions. They are not functions per se, but they act and look a lot
like functions. Below is a list of C++ cast operations for which I am going to present some
alternative names:

e const_cast
« reinterpret_cast
o static_cast

« dynamic_ cast

The first cast, const_cast, performs possibly multiple things like adding/removing const-ness
and/or volatility. The const cast is often used to add or remove a single const. It would be
better to define separate operations for all the different cases: remove const, add const,

add volatile,and remove volatile.

The second cast, reinterpret cast, converts between types by reinterpreting the underlying bit
pattern. What it does is that it forces the cast and could be named force cast.

The third cast, static cast, is a standard cast performed during the compilation phase. A
compilation error will be given if the cast cannot be performed. We could name this cast with an
even simpler name: cast.

The fourth cast, dynamic_cast, does two different things: upcasting and down-casting in the class
inheritance hierarchy. We could name these operations: try cast to base class and
try cast to derived class. A cast to a base class is always successful if the given argument

110



is an object of the derived class. I prefixed the operations with try to tell that they can throw.
Alternative operations cast to base class and cast to derived class that return
optional values could be introduced.

Naming Method Pairs

Methods in a class can come in pairs. A typical example is a pair of getter and setter methods. When
you define a method pair in a class, name the methods logically. The methods in a method pair
often do two opposite things, like getting or setting a value. If you are unsure how to name one of
the methods, try to find an antonym for a word. For example, if you have a method whose name
starts with "create" and are unsure how to name the method for the opposite action, try a Google
search: "create antonym”.

Here is a non-comprehensive list of some method names that come in pairs:

« get/set (getters and setters)

« Name a boolean getter with the same name as the respective field, e.g., boolean

isDone ()

« Name a boolean setter with set + <boolean field name>, e.g., void

setIsDone (boolean isDone)

« get/put (especially when accessing a collection)

read/write

add/remove

store/retrieve

open/close

load/save

initialize/destroy

create/destroy
insert/delete

start/stop

pause/resume
start/finish

increase/decrease

increment/decrement

construct/destruct

obtain/relinquish

acquire/release

reserve/release

startup/shutdown
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« login/logout

* begin/end

« launch/terminate

« publish/subscribe

« join/detach

» <something>/un<something>, e.g. assign/unassign, install/uninstall, subscribe/unsubscribe,
follow/unfollow

» <something>/de<something>, e.g. serialize/deserialize, allocate/deallocate, encode/decode,
encrypt/decrypt

« something/dis<something>, e.g. connect/disconnect, associate/disassociate

The apt tool in Debian/Ubuntu-based Linux has an install command to install a package, but
the command for uninstalling a package is remove. It should be uninstall. The Kubernetes
package manager Helm has this correct. It has an install command to install a Helm release and

an uninstall command to uninstall it.

Naming Boolean Functions (Predicates)

The naming of boolean functions (predicates) should be such that when reading the function
call statement, it reads as a boolean statement that can be true or false.

In this section, we consider naming functions that are predicates and return a boolean value. Here I
don't mean functions that return true or false based on the success of the executed action, but cases
where the function call is used to evaluate a statement as true or false. The naming of boolean
functions should be such that when reading the function call statement, it makes a statement that
can be true or false. Below are some examples:

public class Response {
public boolean hasError () {
/e
}
}

public class String {
public boolean isEmpty() {
J0coo
}

public boolean startsWith(final String anotherString) {
J0coo
}

public boolean endsWith(final String anotherString) {
J0 aoa
}

public boolean contains(final String anotherString) ({

70 oo
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// Here we have a statement: response has error? true or false?
if (response.hasError()) {

/7

// Here we have a statement: line is empty? true or false?
final String line = fileReader.readLine();
if (line.isEmpty()) {

//

// Here we have statement: line starts with a space character?
// true or false?
if (line.startsWith(™ ™)) {

//

// Here we have statement: line ends with a semicolon?
// true or false?
if (line.endsWith(";"™)) {

//

public class Thread {

public boolean shouldTerminate () {
//

}

public boolean isPaused() {
//

public boolean canResumeExecution () {

//

public void run() {

//

// Here we have statement: [this] should terminate?
// true or false?
if (shouldTerminate()) {

return;

// Here we have statement: [this] is paused and
// [this] can resume execution? true or false?
if (isPaused() && canResumeExecution()) {

//

//

A boolean returning function is correctly named when you call the function in code and can read
that function call statement in plain English. Below is an example of incorrect and correct naming:
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public class Thread ({

public boolean stopped() { // Incorrect naming
//

}

public boolean isStopped() { // Correct naming
//

}

if (thread.stopped()) {
// Here we have: if thread stopped
// This is not a statement with a true or false answer
// It is a second conditional form,
// asking what would happen if thread stopped.

}

// Here we have statement: if thread is stopped
// true or false?
if (thread.isStopped()) {

//

From the above examples, we can notice that many names of boolean-returning functions start with
either is or has and follows the below pattern:

« is + <adjective>, e.g. isOpen, isRunning or isPaused

 has + <noun>

Also, these two forms can be relatively common:

« should + <verb>

e can + <verb>

But as we saw with the startsWith, endsWith and contains functions, a boolean returning
function name can start with any verb in third-person singular form (i.e., ending with an s). If you
have a collection class, its boolean method names should have a verb in the plural form, for
example: numbers.include (...) instead of numbers.includes (...).Name your collection
variables always in plural form (e.g., numbers instead of numberList). We will discuss the
uniform naming principles for variables in the next chapter.

Do not include the does word in a function name, like doesStartWith, doesEndWith, or
doesContain. Adding the does word doesn't add any real value to the name, and such function
names are awkward to read when used in code, for example:

final String line = textFileReader.readLine();
// "If line does start with" sound awkward

if (!line.doesStartWith("™ ")) {
//
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When you want to use the past tense in a function name, use a did prefix in the function name, for
example:

public class DatabaseOperation {
public void execute () {
70 coo
}

// Method name not OK. This is a second conditional form
// if (dbOperation.startedTransaction())...
public boolean startedTransaction() {
70 coo
}

// Method name OK, no confusion possible

public boolean didStartTransaction() {
/0 oo

}

Naming Builder Methods

A builder class is used to create builder objects that build a new object of a particular type. If you
wanted to construct a URL, a UrlBuilder class could be used for that purpose. Builder class
methods add properties to the built object. For this reason, it is recommended to name builder class
methods starting with the verb add. The method that finally builds the wanted object should be
named simply build or build + <build-target>, for example, buildUrl. I prefer the longer form to
remind the reader what is being built. Below is an example of naming the methods in a builder
class:

public class UrlBuilder ({
public UrlBuilder () {
70 ooo
}

public UrlBuilder addScheme (final String scheme) {
70 ocoo
return this;

}

public UrlBuilder addHost (final String host) {
70 ooo
return this;

}

public UrlBuilder addPort(final int port) {
70 coo
return this;

}
public UrlBuilder addPath(final String path) {

00 oo

return this;
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public UrlBuilder addQuery(final String query) {
//
return this;

public Url buildUrl() {
//
}
}i

final var url = new UrlBuilder ()
.addScheme ("https://")
.addHost ("google.com")
.buildUrl () ;

Naming Methods with Implicit Verbs

Factory method names usually start with the verb create. Factory methods can be named so that
the create verb is implicit, for example:

Optional.of (final T value)

Optional.empty() // Not optimal, 'empty' can be confused as a verb
Either.withLeft (final L value)

Either.withRight (final L value)

SalesItem.from(final SalesItemArg salesItemArg)

The explicit versions of the above method names would be:

Optional.createOf (final T value)
Optional.createEmpty (

Either.createWithLeft (final L value)
Either.createWithRight (final L value)
SalesItem.createFrom(final SalesItemArg salesItemArg)

Similarly, conversion methods can be named so that the convert verb is implicit. Conversion
methods without a verb usually start with the to preposition, for example:

value.toString() ;
object.todson () ;

The explicitly named versions of the above methods would be:

value.convertToString() ;
object.convertToJdson () ;

You can access a collection element in some languages using the method at (index). Here the
implicit verb is get. I recommend using method names with implicit verbs sparingly and only in
circumstances where the implicit verb is self-evident and does not force a developer to think.

Naming Property Getter Functions
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Property getter functions are usually named get + <property-name>. It is also possible to name a
property getter that does not have a respective setter using just the property name. This is
acceptable in cases where the property name cannot be confused with a verb. Below is an example
of property getters:

final var list = new MyList();

list.size(); // OK

list.length(); // OK

list.empty(); // NOT OK, empty can be a verb.
list.isEmpty(); // OK

Naming Lifecycle Methods

Lifecycle methods are called on certain occasions only. Lifecycle method names should answer the
question: When or "on what occasion" will this method be called? Examples of good names for
lifecycle methods are: onInit, onError, onSuccess, afterMount and beforeUnmount. In
React, there are lifecycle methods in class components called componentDidMount,
componentDidUpdate and componentWillUnmount. There is no reason to repeat the class
name in the lifecycle method names. Better names would have been: afterMount, afterUpdate,

and beforeUnmount.

Naming Function Parameters

Naming rules for function parameters are mostly the same as for variables. Uniform naming
principle for variables is described in the next chapter in more detail.

There are some exceptions, like naming object parameters. When a function parameter is an object,
the name of the object class can be left out from the parameter name when the parameter name and
the function name implicitly describe the class of the parameter. This exception is acceptable
because the function parameter type can always be easily checked by looking at the function
signature. And this should be easily done with a glance because a function should be short (a
maximum of 5-7 statements). Below is an example of naming object type parameters:

// Word 'Location' repeated, not optimal, but allowed
drive (startLocation: Location, destinationLocation: Location): void

// Better way

// When we think about 'drive' and 'start' or 'destination',
// we can assume that 'start' and 'destination' mean locations
drive (start: Location, destination: Location): void

Some programming languages like Swift allow adding so-called external names to function
parameters. Using external names can make a function call statement read better, as shown below:

func drive (from start: Location, to destination: Location) {
70 coo
}
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func send(
message: String,
from sender: Person,
to recipient: Person
) |
/e

let startLocation = new Location(...);
let destLocation = new Location(...);
drive (from: startLocation, to: destLocation);

let message = "Some message";

let person = new Person(...);

let anotherPerson = new Person(...);

send (message, from: person, to: anotherPerson);

Encapsulation Principle

A class should encapsulate its state so that access to the state happens only via public class
methods.

Encapsulation is achieved by declaring class fields private. You can create getter and setter methods
if you need the state to be modifiable outside the class. However, encapsulation is best ensured if
you don't need to create getter and setter methods for the class fields. Do not automatically
implement getter and setter methods for every class. Only create those accessor methods if needed,
like when the class represents a modifiable data structure. And only generate setter methods for
class fields that need to be modified outside the class.

Immutable Objects

The best way to ensure the encapsulation of an object's state is to make the object immutable. This
means that once the object is created, its state cannot be modified afterward. Immutability ensures
you cannot accidentally or intentionally modify the object's state. Modifying the object's state
outside the object can be a source of bugs.

When creating an immutable object, you give the needed properties for the object in the
constructor, and after that, those properties cannot be modified. An immutable class has fields
marked as final, const, or readonly (depending on the programming language), meaning no
setter methods can be created for the class.

If you need to modify an immutable object, the only way is to create a new object with different
values given to the constructor. The drawback of this approach is that a performance penalty is
introduced when creating new objects as compared to modifying existing objects' properties only.
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But in many cases, this penalty is negligible compared to the benefits of immutability. For example,
strings are immutable in many languages, like Java and JavaScript. Once you create a string, you
cannot modify it. You can only create new strings.

Immutability also requires that getters and other methods returning a value may not return a
modifiable class field, like an array. If you returned such an array from a method, that array could
be modified by adding or removing elements without the "owning" object being aware of that.

Don't Leak Modifiable Internal State Outside an Object Principle

Beware when you return values from your class methods. It is possible that a method accidentally
returns some internal state of the object that can be modified later by the method caller. Returning
modifiable state from a class method breaks the encapsulation. Static code analyzers for some
languages, like Java, can warn you about situations where internal state leaks outside the object.

You can safely return primitive or so-called value types from class methods. Those types include
types like Java boolean, int, and long. You can also safely return an immutable object, like a Java
string. But you cannot safely return a mutable collection, for example.

There are two ways how to protect against leaking internal state outside an object:

1. Return a copy of the modifiable internal state

2. Return an unmodifiable version of the modifiable internal state

Regarding the first approach, when a copy is returned, the caller can use it as they like. Changes
made to the copied object don't affect the original object. I am primarily talking about making a
shallow copy. In many cases, a shallow copy is enough. For example, a list of primitive values,
immutable strings, or immutable objects does not require a deep copy of the list. But you should
make a deep copy when needed.

The copying approach can cause a performance penalty, but in many cases, that penalty is
insignificant. In JavaScript, you can easily create a copy of an array:

const values = [1, 2, 3, 4, 5];
const copyOfvValues = [...values];

The second approach requires you to create an unmodifiable version of a modifiable object and
return that unmodifiable object. Some languages offer an easy way to create unmodifiable versions
of certain objects. In Java, you can create an unmodifiable version of a List, Map, or Set using
Collections.unmodifiablelList, Collections.unmodifiableMap, or

Collections.unmodifiableSet factory method, respectively.

You can also create an unmodifiable version of a class by yourself. Below is an example in Java:
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public interface MyList<T> {
void addToEnd (T item) ;
Optional<T> getItem(int index);
}

public class UnmodifiableMyList<T> implements MyList<T> {
private final MyList<T> list;

public UnmodifiableMyList (final MyList<T> list) {
this.list = list;
}

public void addToEnd(final T item) {
throw new UnsupportedOperationException(...);

}

public Optional<T> getItem(final int index) {
return list.getItem(index);
}
}

In the above example, the unmodifiable list class takes another list (a modifiable list) as a
constructor argument. It only implements the MyList interface methods that don't attempt to
modify the wrapped list. In this case, it implements only the get I tem method that delegates to the
respective method in the MyList class. The Unmodi fiableMyList class methods that attempt to
modify the wrapped list should throw an error. The UnmodifiableMyList class utilizes the proxy
pattern by wrapping an object of the MyList class and partially allowing access to the MyList
class methods.

In C++, you can return an unmodifiable version by declaring the return type as const, for
example:

std::shared ptr<const std::vector<std::string>>
getStringValues () const;

Now callers of the getStringvValues method cannot modify the returned vector of strings

because it is declared const.

Unmodifiable and immutable objects are slightly different. No one can modify an immutable object,
but when you return an unmodifiable object from a class method, that object can still be modified
by the owning class, and modifications are visible to everyone that has received an unmodifiable
version of the object. If this is something undesirable, you should use a copy instead.

Don't Assign From a Method Parameter to a Modifiable Field

If a class receives modifiable objects as constructor or method arguments, it is typically best
practice not to assign those arguments to the internal state directly. If they are assigned directly,
the class can, on purpose or accidentally modify those argument objects, which is probably not
what the constructor or method caller expects.
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There are two ways to handle this situation:

1. Store a copy of the modifiable argument object to the class's internal state

2. Store an unmodifiable version of the modifiable argument object to the class's internal state

Below is an example of the second approach:

public class MyClass {
private final List<Integer> values;

public MyClass (final List<Integer> values) {
this.values = Collections.unmodifiablelList (values);

}

Real-life Example of Encapsulation Violation: React Class
Component's State

React class component's state is not properly encapsulated. React documentation instructs that the
state property should be modified directly using this.state in a Component subclass

constructor. For example:

import { Component } from 'react';

class ButtonClickCounter extends Component {
constructor (props) {
super (props) ;

this.state = {
clickCount: 0
}i

It is not good object-oriented design that the state property is public or protected in the
Component class. You should not modify the base class's state property in the
ButtonClickCounter subclass. The proper way to initialize the state in an object-oriented
manner would be to give the initial state as a parameter to the Component class constructor using
super. However, the following is not supported by React:

import { Component } from 'react';

export default class ButtonClickCounter extends Component {
constructor (props) {
// This is not possible in real life
super (props, {
clickCount: 0
3
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Setting the state is done with the setState method defined in the Component class, but accessing
the state happens directly through the state property. This leads to a problem where you cannot
use this.state when calling the setState method because that can lead to erroneous behavior,
according to the React documentation. So the following is not allowed:

incrementClickCount = () =>
this.setState ({
clickCount: this.state.clickCount + 1
3

Below is an example of using the setState method correctly in a React class component:

import { Component } from 'react';

export default class ButtonClickCounter extends Component {
constructor (props) {
super (props) ;

this.state = {
clickCount: 0
}i

incrementClickCount = () =>
this.setState (({ clickCount }) => ({
clickCount: clickCount + 1
1)

render () |
return (
<>
Click count: {this.state.clickCount}
<button onClick={this.incrementClickCount} />
</>
)7

Accessing the state in the Component subclasses should be done using a getter getState, not
directly accessing the state property. Below is the above example modified to use the imaginary
getState method:

import { Component, Fragment } from 'react';

export default class ButtonClickCounter extends Component {
constructor (props) {
super (props, {
clickCount: 0
)i

incrementClickCount = () =>
this.setState ({
clickCount: this.getState().clickCount + 1
)i
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render () |
return (
<>
Click count: {this.getState().clickCount}
<button onClick={this.incrementClickCount} />
</>
)i

Object Composition Principle

In object-oriented design, like in real life, objects are constructed by constructing larger
objects from smaller objects. This is called object composition. Prefer object composition over
inheritance.

For example, a car object can be composed of an engine and transmission object (to name a few).
Objects are rarely "composed" by deriving from another object, i.e., using inheritance. But first, let's
try to specify classes that implement the below Car interface using inheritance:

public interface Car {
void drive (
Location start,
Location destination
)i
}

public class CombustionEngineCar implements Car {
public void drive(
final Location start,
final Location destination
) A
//

public class ElectricEngineCar implements Car {
public void drive(
final Location start,
final Location destination
) A
//

public class ManualTransmissionCombustionEngineCar
extends CombustionEngineCar ({
public void drive (
final Location start,
final Location destination
) A
//
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public class AutomaticTransmissionCombustionEngineCar
extends CombustionEngineCar {
public void drive (
final Location start,
final Location destination
)
//

If we wanted to add other components to a car, like a two or four-wheel drive, the number of classes
needed would increase by three. If we wanted to add a design property (sedan, hatchback, wagon,
or SUV) to a car, the number of needed classes would explode, and the class names would become
ridiculously long. We can notice that inheritance is not the correct way to build more complex
classes.

Class inheritance creates an is-a relationship between a superclass and its subclasses. Object
composition creates a has-a relationship. We can claim that
ManualTransmissionCombustionEngineCar is a kind of CombustionEngineCar, So
basically, we are not doing anything wrong here, one might think. But when designing classes, you
should first determine if object composition could be used: is there a has-a relationship? Can you
declare a class as a property of another class? If the answer is yes, then composition should be used
instead of inheritance.

All the above things related to a car are actually properties of a car. A car has an engine. A car has a
transmission. It has a two or four-wheel drive and design. We can turn the inheritance-based
solution into a composition-based solution:

public interface Drivable ({
void drive (
Location start,
Location destination

)i

public interface Engine ({
// Methods like start, stop

public class CombustionEngine implements Engine ({
// Methods like start, stop

public class ElectricEngine implements Engine {
// Methods like start, stop

public interface Transmission {
// Methods like changeGear

public class AutomaticTransmission implements Transmission {
// Methods like changeGear
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public class ManualTransmission implements Transmission {
// Methods like changeGear

// Define DriveType here...
// Define Design here...

public class Car implements Drivable {
private final Engine engine;
private final Transmission transmission;
private final DriveType driveType;
private final Design design;

public Car(
final Engine engine,
final Transmission transmission,
final DriveType driveType,
final Design design

) A
this.engine = engine;
this.transmission = transmission;
this.driveType = driveType;
this.design = design;

public void drive (
final Location start,
final Location destination
)
// To implement functionality, delegate to
// component classes, for example:

// engine.start();
// transmission.shiftGear(...);

// engine.stop();

Let's have a more realistic example with different chart types in TypeScript. At first, this sounds like
a case where inheritance could be used: We have some abstract base charts that different concrete
charts extend, for example:

interface Chart {
renderView () : JSX.Element;
updateData(...): void;

abstract class AbstractChart implements Chart {
abstract renderView(): JSX.Element;
abstract updateData(...): void;

// Implement some common functionality
// shared by all chart types
abstract class XAxisChart extends AbstractChart ({

abstract renderView(): JSX.Element;

updateData(...): void ({
// This is common for all x-axis charts,
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// like ColumnChart, LineChart and AreaChart

class ColumnChart extends XAxisChart {
renderView () : JSX.Element ({
//

return (
<XYZChart
type="column"
data={data}
options={options}...
/>;

// LineChart class definition here...
// AreaChart class definition here...

abstract class NonAxisChart extends AbstractChart {
abstract renderView(): JSX.Element;

updateData(...): void ({

// This is common for all non-x-axis charts,
// like PieChart and DonutChart

class PieChart extends NonAxisChart ({

renderView () : JSX.Element ({
//
return (
<XYZChart
type="pie"

data={data}
options={options}...
/>;

class DonutChart extends PieChart {
renderView () : JSX.Element {
//

return (
<XYZChart
type="donut"
data={data}
options={options}...
/>3

The above class hierarchy looks manageable: there should not be too many subclasses that need to
be defined. We can, of course, think of new chart types, like a geographical map or data table for
which we could add subclasses. One problem with a deep class hierarchy arises when you need to
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change or correct something related to a particular chart type. Let's say you want to change or
correct some behavior related to a pie chart. You will first check the PieChart class if the behavior
is defined there. If you can't find what you are looking for, you need to navigate to the base class of
the PieChart class (NonAxisChart) and look there. And you might need to continue this
navigation until you reach the base class where the behavior you want to change or correct is
located. Of course, if you are incredibly familiar with the codebase, you might be able to locate the
correct subclass on the first try. But in general, this is not a straightforward task.

Using class inheritance can introduce class hierarchies where some classes have significantly more
methods than other classes. For example, in the chart inheritance chain, the AbstractChart class
probably has significantly more methods than classes at the end of the inheritance chain. This class
size difference creates an imbalance between classes making it hard to reason about what
functionality each class provides.

Even if the above class hierarchy might look okay at first sight, currently, there lies one problem.
We have hardcoded what kind of chart view we are rendering. We are using the XYZ chart library
and rendering XYzChart views. Let's say we would like to introduce another chart library called
ABC. We want to use both chart libraries in parallel so that the open-source version of our data
visualization application uses the XYZ chart library, which is open source. The paid version of our
application uses the commercial ABC chart library. When using class inheritance, we must create
new classes for each concrete chart type for the ABC chart library. So, we would have two classes for
each concrete chart type, like here for the pie chart:

class XYZPieChart extends XyzNonAxisChart {
renderView () : JSX.Element ({
/0 oo

return (
<XYZChart
type="pie"
data={data}
options={options}...
/>
)i
}
}

class ABCPieChart extends AbcNonAxisChart ({

renderView () : JSX.Element {
70 ooo
return (
<ABCPieChart

dataSeries={dataSeries}
chartOptions={chartOptions}...
/>;

Implementing the above functionality using composition instead of inheritance has several
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benefits:

« It is more apparent what behavior each class contains

 There is no significant size imbalance between classes, where some classes are huge and others
relatively small

* You can split chart behaviors into classes as you find fit, and is in accordance with the single
responsibility principle

In the below example, we have split some chart behavior into two types of classes: chart view
renderers and chart data factories:

interface Chart {
renderView () : JSX.Element;
updateData(...): void;

interface ChartViewRenderer ({
renderView (data: ChartData, options: ChartOptions): JSX.Element;

interface ChartDataFactory ({
createData(...): ChartData

// ChartData...
// ChartOptions...

class ChartImpl implements Chart {
private data: ChartData;
private options: ChartOptions;

constructor (
private readonly viewRenderer: ChartViewRenderer,
private readonly dataFactory: ChartDataFactory

)
//

renderView () : JSX.Element ({
return this.viewRenderer.renderView (this.data, this.options);

updateData(...): void {
this.data = this.dataFactory.createData(...);

class XYZPieChartViewRenderer implements ChartViewRenderer {
renderView (data: ChartData, options: ChartOptions): JSX.Element ({
//

return (
<XYZPieChart
data={dataInXyzChartLibFormat}
options={optionsInXyzChartLibFormat}...
/>;
)i
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class ABCPieChartViewRenderer implements ChartViewRenderer ({
renderView (data: ChartData, options: ChartOptions): JSX.Element ({

//
return (
<ABCPieChart
dataSeries={dataInAbcChartLibFormat}
chartOptions={optionsInAbcChartLibFormat}...
/>;

// ABCColumnChartViewRenderer...
// XYZColumnChartViewRenderer. ..

type ChartType = 'column' | 'pie';

interface ChartFactory ({
createChart (chartType: ChartType): Chart;

class ABCChartFactory implements ChartFactory ({
createChart (chartType: ChartType): Chart ({
switch (chartType) {
case 'column':
return new ChartImpl (new ABCColumnChartViewRenderer,
new XAxisChartDataFactory());
case 'pie':
return new ChartImpl (new ABCPieChartViewRenderer,
new NonAxisChartDataFactory());

default:
throw new Error ('Invalid chart type');

class XYZChartFactory implements ChartFactory {
createChart (chartType: ChartType): Chart {
switch (chartType) {
case 'column':
return new ChartImpl (new XYZColumnChartViewRenderer,
new XAxisChartDataFactory());
case 'pie':
return new ChartImpl (new XYZPieChartViewRenderer,
new NonAxisChartDataFactory());

default:
throw new Error ('Invalid chart type');

The xvYZPieChartViewRenderer and ABCPieChartViewRenderer classes use the adapter
pattern as they convert the supplied data and options to an implementation (ABC or XYZ chart
library) specific interface.
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We can easily add more functionality by composing the ChartImpl class of more classes. There

could be, for example, a title formatter, tooltip formatter class, y/x-axis label formatter, and event
handler classes.

class ChartImpl implements Chart ({
private data: ChartData;
private options: ChartOptions;

constructor (
private readonly viewRenderer: ChartViewRenderer,
private readonly dataFactory: ChartDataFactory,
private readonly titleFormatter: ChartTitleFormatter,
private readonly tooltipFormatter: ChartTooltipFormatter,
private readonly xAxisLabelFormatter: ChartXAxisLabelFormatter,
private readonly eventHandler: ChartEventHandler
) |
//

renderView () : JSX.Element {
return this.viewRenderer.renderView (this.data, this.options);

updateData(...): void {
this.data = this.dataFactory.createData(...);

class ABCChartFactory implements ChartFactory ({
createChart (chartType: ChartType): Chart {
switch (chartType) {
case 'column':

return new ChartImpl (new ABCColumnChartViewRenderer,
new XAxisChartDataFactory(),
new ChartTitleFormatterImpl (),
new XAxisChartTooltipFormatter ()
new ChartXAxisLabelFormatterImpl (),
new ColumnChartEventHandler());

case 'pie':
return new ChartImpl (new ABCColumnChartViewRenderer,
new NonAxisChartDataFactory(),
new ChartTitleFormatterImpl (),
new NonAxisChartTooltipFormatter(),
new NullXAxisLabelFormatter (),
new NonAxisChartEventHandler());

default:
throw new Error ('Invalid chart type');

Domain-Driven Design Principle

Domain-driven design (DDD) is a software design approach where software is modeled to
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match the language of the problem domain that the software tries to solve. DDD is
hierarchical. The top-level domain can be divided into subdomains which can be further
divided into subdomains.

DDD means that the structure of software, and the names appearing in the code (interface, class,
function, and variable names) should match the domain. For example, in a banking software
system, names like Account, withdraw, deposit, makePayment and LoanApplication should be
used. The top-level domain of a software system should be divided into smaller subdomains. And
each subdomain should be implemented as a separate application or software component. For
example, a development team can be dedicated to the loan applications subdomain and another
team to payments. Developers in a team need to know about their team's subdomain. And when
interfacing with other domains, they need to know enough about the other domains to understand
the interfaces. In this way, a single team will have a smaller set of concepts to comprehend and
remember. Product managers and the chief architect should have a good grasp of the top-level
domain, i.e., they should understand the big picture.

Domain-Driven Design Example 1: Data Exporter Microservice

Let's have a DDD example with a microservice for exporting data. Data exporting will be our top-
level domain. The development team should participate in the DDD and object-oriented design
(OOD) process. It is very likely that an expert-level software developer, e.g., the team tech lead,
could do the DDD and OOD alone, but it is not how it should be done. Other team members,
especially the junior ones, should be involved to learn and develop their skills further.

The DDD process is started by first defining the big picture (top-level domain) based on
requirements from the product management and the architecture team:

Data exporter handles data that consists of messages that contain multiple fields. Data
exporting should happen from an input system to an output system. During the export,
various transformations to the data can be made, and the data formats in the input and
output systems can differ.

We can specify four subdomains for the data exporter microservice based on the requirements
above:

» Consume messages from the input system and decode them into an internal message
« Internal message
 Transform internal messages

« Encode transformed messages to a wanted format and produce them to the output system

We can name the subdomains as shown in the below picture:
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Figure 3.4 Data Exporter
Subdomains

When considering the Input domain in more detail, we can figure out that it consists of the
following subdomains, interfaces and classes:

 Input message
« Contains the message consumed from the input data source
« InputMessage is an interface that can have several concrete implementations, like

KafkaInputMessage representing an input message consumed from a Kafka data
source

« Input message consumer
« Consumes messages from the input data source and creates InputMessage instances
e InputMessageConsumer is an interface that can have several concrete
implementations, like KafkaInputMessageConsumer for consuming messages from a
Kafka data source
 Input Message decoder
» Decodes input messages into internal messages
« InputMessageDecoder is an interface that can have several concrete implementations,
like AvroBinaryInputMessageDecoder, which decodes input messages encoded in
Avro binary format
« Input configuration
« Input configuration reader
« Reads the domain's configuration
e InputConfigReader is an interface that can have several concrete
implementations, like LocalFileSystemInputConfigReader or

132



HttpRemoteInputConfigReader
« Input configuration parser
« Parses the read configuration to produce an InputConfig
e InputConfigParser is an interface that can have several concrete
implementations, like JsonInputConfigParser or Yaml InputConfigParser

« InputConfig instance contains parsed configuration for the domain, like the input data
source type, host, port, and input data format.

Input Subdomain

Input Input

je

Input N
Message

Internal
Message

e >
Producer

Decoder

Input Config Input Config

Input Config |«— "0 <o Reader

Figure 3.5 Input Subdomain

When considering the Internal Message domain in more detail, we can figure out that it consists of
the following interfaces and classes:

« Internal Message
« Internal message consists of one or more internal message fields

» InternalMessage is an interface for a class that provides an internal representation of
an input message

« Internal Message Field

» InternalMessageField is an interface for classes representing a single field of an
internal message
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When considering the Transformer domain in more detail, we can figure out that it consists of the
following subdomains, interfaces, and classes:

« Field transformer
e FieldTransformers is a collection of FieldTransformer objects

« A Field transformer transforms the value of an input message field into a value of an
output message field
« FieldTransformer is an interface that can have several concrete implementations, like
FilterFieldTransforer, CopyFieldTransformer,
TypeConversionFieldTransformer and ExpressionTransformer
» Message Transformer
* MessageTransformer takes an internal message and transforms it using field
transformers
 Transformer configuration
« Transformer configuration reader
» Reads the domain's configuration
e TransformerConfigReader is an interface that can have several concrete
implementations, like LocalFileSystemTransformerConfigReader
« Transformer configuration parser
« Parses read configuration to produce a TransformerConfig
« TransformerConfigParser is an interface that can have several concrete
implementations, like JsonTransformerConfigParser

« TransformerConfig instance contains parsed configuration for the Transformer
domain
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When considering the Output domain in more detail, we can figure out that it consists of the
following subdomains, interfaces and classes:

» Output Message encoder
« Encodes transformed message to an output message with a specific data format
e OutputMessageEncoder is an interface that can have several concrete

implementations, like CsvOutputMessageEncoder, JsonOutputMessageEncoder,

AvroBinaryOutputMessageEncoder
» Output message
« OutputMessage is an interface for container objects to hold output messages as a byte
sequence
» Output message producer
« Produces output messages to the output destination
e OutputMessageProducer is an interface that can have several concrete
implementations, like KafkaMessageProducer
« Output configuration
» Output configuration reader
« Reads the domain's configuration
e« OutputConfigReader is an interface that can have several concrete
implementations, like LocalFileSystemOutputConfigReader
 Output configuration parser
« Parse the read configuration to an OutputConfig
e QutputConfigParser is an interface that can have several concrete
implementations, like JsonOutputConfigParser
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e OutputConfig instance contains parsed configuration for the domain, like output
destination type, host, port, and the output data format
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Figure 3.8 Output Subdomain

If you combine the above design diagrams, they form a data processing pipeline that can be
implemented in the following way:

void DataExporterApp: :run ()
{
while (m_isRunning)
{
const auto inputMessage =
m_inputMessageConsumer.consumelnputMessage () ;

const auto internalMessage =
m_inputMessageDecoder.decodeTolnternalMessage (inputMessage) ;

const auto transformedMessage =
m_messageTransformer.transform(*internalMessage) ;

const auto outputMessage =
m_outputMessageEncoder.encode (transformedMessage) ;

m_outputMessageProducer.produce (outputMessage) ;

}

And the MessageTransformer: : transform method can be implemented in the following way:

std::unique ptr<InternalMessage> MessageTrasformer::transform/(
const InternalMessage& internalMessage

)

{

const auto transformedMessage =
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std::make unique<InternalMessageImpl>();

std::ranges::for each(m fieldTransformers,
[&internalMessage, &transformedMessage]
(const auto& fieldTransformer) ({
fieldTransformer.transform(internalMessage,
transformedMessage) ;
3

return transformedMessage;
}

Domain-Driven Design Example 2: Anomaly Detection
Microservice

Let's have another DDD example with an anomaly detection microservice. The purpose of the
microservice is to detect anomalies in measurement data. This concise description of the
microservice's purpose reveals the two subdomains of the microservice:

« Anomaly

* Measurement

Let's first analyze the Measurement subdomain in more detail. We can identify the following
subdomains for it:

« Measurement configuration
« Loads and parses the following configuration
« Measurement data sources
» Measurements
« Measurement query
» Represents a query for fetching measurement data
« Measurement data source
» Represents a data source against which measurement queries can be executed
« Measurement data
» Represents a result of an executed measurement query
« Measurement data scaler
« Scales the measurement data using a particular technique
e Measurement

» Represents a measurement (contains properties like name, measurement query, etc.)

The Anomaly subdomain contains the following subdomains:
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» Anomaly detection
« Anomaly detection configuration
« Loads and parses anomaly detection rules
» Anomaly detection rule
« Specifies how anomalies should be detected for a measurement
« Anomaly detector

« Detects anomalies in a measurement according to the anomaly detection rule
using a trained anomaly model

« Anomaly detection engine
« Athread for detecting anomalies for the given anomaly detection configuration
« Anomaly model
 Trained anomaly model
« Anomaly model trainer
« Trains an anomaly model using a specific Al technique, like self-organizing maps
« Anomaly model training engine
« Athread for training an anomaly model
« Anomaly indicator
» Anomaly indicator representation
« Anomaly indicator serializer
« Serializes an anomaly indicator representation
« Different serializers can be implemented, like JSON
« Anomaly indicator publisher
« Publishes a serialized anomaly indicator
« Different publishers can be implemented, like Kafka or REST API

The two domains, anomaly and measurement, can be developed in parallel. The anomaly domain
interfaces with the measurement domain to fetch data for a particular measurement from a
particular data source. The development effort of both the anomaly and measurement domains can
be further split to achieve even more development parallelization. For example, one developer
could work with anomaly detection, another with anomaly model training, and the third with
anomaly indicators.
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Design Patterns

The following sections present 25 design patterns, most of which are made famous by the Gang of
Four and their book Design Patterns. Design patterns are divided into creational, structural, and
behavioral patterns.

Design Patterns for Creating Objects

This section describes design patterns for creating objects. The following design patterns will be
presented:

» Factory pattern

o Abstract factory pattern
« Factory method pattern
« Builder pattern

« Singleton pattern

« Prototype pattern

« Object pool pattern

Factory Pattern

Factory pattern allows deferring what kind of object will be created to the point of calling the
create method of the factory.

A factory typically consists of precisely one or several methods for creating objects of a particular

type.

Below is an example ConfigParserFactory that has a single create method for creating
different kinds of ConfigParser objects. In the case of a single create method, the method usually
contains a switch-case statement or an if/else-if structure. Factories are the only place where
extensive switch-case statements or if/else-if structures are allowed in object-oriented
programming. If you have a lengthy switch-case statement or long if/else-if structure somewhere
else in code, that is typically a sign of a non-object-oriented design.

public interface ConfigParser {
70 coo
}

public class JsonConfigParser implements ConfigParser {

70 oo
}
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public class YamlConfigParser implements ConfigParser {

//

public enum ConfigFormat ({
JSON,
YAML

public final class ConfigParserFactory {
public static ConfigParser createConfigParser (
final ConfigFormat configFormat
)
return switch (configFormat) {
case JSON -> new JsonConfigParser();
case YAML -> new YamlConfigParser();
default ->
throw new IllegalArgumentException (
"Unsupported config format"
)i
}i

Below is an example of a factory with multiple create methods:

public final class ShapeFactory {
public static Shape createCircleShape (final int radius) {
return new CircleShape (radius);

public static Shape createRectangleShape (
final int width,
final int height

)
return new RectangleShape (width, height);

public static Shape createSquareShape (final int sideLength) {
return new SquareShape (sidelLength) ;

Abstract Factory Pattern

In the abstract factory pattern, there is an abstract factor (= factory interface) and one or
more concrete factories (factory classes that implement the factory interface).

The abstract factory pattern is an extension of the earlier described factory pattern. Usually, the
abstract factory pattern should be used instead of the plain factory pattern. Below is an example of
an abstract ConfigParserFactory with one concrete implementation:

public interface ConfigParserFactory {
ConfigParser createConfigParser (ConfigFormat configFormat);

public class ConfigParserFactoryImpl implements
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ConfigParserFactory {
public final ConfigParser createConfigParser (
final ConfigFormat configFormat
) 1
return switch(configFormat) {
case JSON -> new JsonConfigParser();
case YAML -> new YamlConfigParser();
default ->
throw new IllegalArgumentException (
"Unsupported config format"

You should follow the program against interfaces principle and use the abstract
ConfigParserFactory in your code instead of a concrete factory. Then using the dependency
injection principle, you can inject the wanted factory implementation, like
ConfigParserFactoryImpl.

When unit testing code, you should create mock objects instead of real ones with a factory. The
abstract factory pattern comes to your help because you can inject a mock instance of the
ConfigParserFactory in the tested code. Then you can expect the mocked
createConfigParser method to be called and return a mock instance of the ConfigbParser
interface. And then, you can expect the parse method to be called on the ConfigParser mock
and return a mocked configuration. Below is an example unit test that uses JUnit5 and JMockit
library. We test the initialize method in an Application class containing a
ConfigParserFactory field. The Application class uses the ConfigParserFactory
instance to create a ConfigParser to parse the application configuration. In the below test, we
inject a ConfigParserFactory mock to an Application instance using the @Injectable
annotation from JMockit. Unit testing and mocking are better described later in the testing
principles chapter.

public class Application {
private ConfigParserFactory configParserFactory;
private Config config;

public Application(final ConfigParserFactory configParserFactory) {
this.configParserFactory = configParserFactory;

}

public void initialize() {

//

final var configParser = configParserFactory.createConfigParser(...);
config = configParser.parse(...);

//

public Config getConfig() {
return config;

}
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public class ApplicationTests {
@Tested
Application application;

@Injectable
ConfigParserFactory configParserFactoryMock;

@Mocked
ConfigParser configParserMock;

@Mocked
Config configMock;

@Test

public void testInitialize() {
// GIVEN
new Expectations() {{

configParserFactoryMock.createConfigParser(...);
result = configParserMock;
configParserMock.parse(...);

result = configMock;

s

// WHEN
application.initialize();

// THEN
assertEquals (application.getConfig(), configMock) ;

Factory Method Pattern

In the factory method pattern, objects are created using one or more static factory methods
in a class, and the class constructor is made private.

If you want to validate parameters in a constructor, the constructor may throw. You cannot return
an error value from a constructor unless you use an out parameter, but that pattern is generally
discouraged. Creating constructors that cannot throw is recommended because it is relatively easy
to forget to catch errors thrown from a constructor if nothing in the constructor signature tells it
can throw. Java is an exception to this rule when you throw a checked exception from a constructor.
It is impossible to forget to handle checked exceptions. See the next chapter for a discussion about
the error/exception handling principle.

Below is an example of a constructor that can throw:

class Url {
constructor (
scheme: string,
port: number,
host: string,
path: string,
query: string

) |
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// Validate the arguments and throw if invalid

You can use the factory method pattern to overcome the problem of throwing an error from a
constructor. You can make a factory method to return an optional value (if you don't need to return
an error cause) or make the factory method throw. We can add a try prefix to the factory method
name to signify that it can throw. Then, the function signature (function name) communicates to
readers that the function can throw.

Below is an example class with two factory methods and a private constructor:

Url.ts

class Url {

private constructor (
scheme: string,
port: number,
host: string,
path: string,
query: string

) |
//

static createUrl (
scheme: string,
port: number,
host: string,
path: string,
query: string
): Url | null {
// Validate the arguments and return 'null' if invalid

static tryCreateUrl (
scheme: string,
port: number,
host: string,
path: string,
query: string
): Url {
// Validate the arguments and throw if invalid

Returning an optional value from a factory method allows utilizing functional programming
techniques. Here is an example in Java:

public class Url {

private Url(
final String scheme,
final String host,
final int port,
final String path,
final String query

) A
//
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}

public static Optional<Url> createUrl (
final String scheme,
final String host,
final int port,
final String path,
final String query

)
/).

}

}

final var maybeUrl = Url.createUrl(...);
maybeUrl.ifPresent (url -> {

// Do something with the validated and correct 'url'
3

Builder Pattern

Builder pattern allows you to construct objects piece by piece.

In the builder pattern, you add properties to the built object with addxxx methods of the builder
class. After adding all the needed properties, you can build the final object using the build or
buildxxx method of the builder class.

For example, you can construct a URL from the parts of the URL. Below is a Java example of using
aUrlBuilder class:

final Optional<Url> url = new UrlBuilder()
.addScheme ("https")
.addHost ("www.google.com")
.buildUrl () ;

The builder pattern has the benefit that properties given for the builder can be validated in the
build method. You can make the builder's build method return an optional indicating whether the
building was successful. Or, you can make the build method throw if you need to return an error.
Then you should name the build method using a try prefix, for example, tryBuildUrl. The
builder pattern also has the benefit of not needing to add default properties to the builder. For
example, https could be the default scheme, and if you are building an HTTPS URL, the
addScheme is not needed to be called. The only problem is that you must consult the builder
documentation to determine the default values.

One drawback with the builder pattern is that you can give the parameters logically in the wrong
order like this:

final Optional<Url> url = new UrlBuilder (
.addHost ("www.google.com")
.addScheme ("https")
.buildUrl () ;
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It works but does not look so nice. So if you are using a builder, always try to give the parameters
for the builder in a logically correct order if such order exists. The builder pattern works well when
there isn't any inherent order among the parameters. Below is an example of such a case: A house
built with a HouseBuilder class.

final House house = new HouseBuilder ()
.addKitchen ()
.addLivingRoom ()
.addBedrooms (3)
.addBathRooms (2)
.addGarage ()
.buildHouse () ;

You can achieve functionality similar to a builder with a factory method with default parameters:

Url.ts

class Url {

private constructor (
host: string,
path?: string,
query?: string,
scheme = 'https',
port = 443

) |
70 coo

static createUrl (
host: string,
path?: string,
query?: string,

scheme = 'https',
port = 443
): Url | null {

// Validate the arguments and return 'null' if invalid

In the factory method above, there is clear visibility of what the default values are. Of course, you
cannot now give the parameters in a logical order. There is also a greater possibility that you
accidentally provide some parameters in the wrong order because many of them are of the same
type (string). This won't be a potential issue with a builder where you use a method with a specific
name to give a specific parameter. In modern development environments, giving parameters in the
wrong order is less probable because IDEs offer inlay parameter hints. It is easy to see if you
provide a particular parameter in the wrong position. As shown below, giving parameters in the
wrong order can also be avoided using semantically validated function parameter types.
Semantically validated function parameters will be discussed later in this chapter.

Url.ts

class Url {
static createUrl (
host: Host,
path?: Path,
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query?: Query,
scheme = Scheme.createScheme ('https'),
port = Port.createPort (443)
): Url | null {
//

You can also use factory method overloading in languages like Java, where default parameters are
not supported. But that solution, for example, in the Ur1 class case, can not be easily implemented
and requires quite many overloaded methods to be introduced, which can be overwhelming for a
developer.

You can always use a parameter object, not only in Java but in many other languages, too. Below is
an example in Java:

import lombok.Getter;
import lombok.Setter;

@Getter

@Setter

public class UrlParams {
private String scheme = "https";
private String host;
private int port = 443;
private String path = "";
private String query = "";

UrlParams (final String host) {
this.host = host;

public class Url {
private Url(final UrlParams urlParams) {

/7

public static Optional<Url> createUrl (
final UrlParams urlParams

) |
/7

final var urlParams = new UrlParams ("www.google.com") ;
urlParams.setQuery ("query=design+patterns") ;
final var maybeUrl = Url.createUrl (urlParams) ;

The above solution is quite similar to using a builder, only slightly more verbose, of course.

Singleton Pattern

Singleton pattern defines that a class can have only one instance.
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Singletons are very common in pure object-oriented languages like Java. In many cases, a singleton
class can be identified as not having any state. And this is why only one instance of the class is
needed. There is no point in creating multiple instances that are the same. In some non-pure
object-oriented languages, singletons are not as common as in pure object-oriented languages and
can often be replaced by just defining functions.

In JavaScript/TypeScript, a singleton instance can be created in a module and exported. When you
import the instance from the module in other modules, the other modules will always get the same
exported instance, not a new instance every time. Below is an example of such a singleton:

myClassSingleton.ts

class MyClass {
//
}

export const myClassSingleton = new MyClass();

otherModule.ts

import { myClassSingleton } from 'myClassSingleton';

/7

The singleton pattern can be implemented using a static class because it cannot be instantiated. The
problem with a static class is that the singleton class is then hardcoded, and static classes can be
hard or impossible to mock in unit testing. We should remember to program against interfaces.
The best way to implement the singleton pattern is by using the dependency inversion principle
and the dependency injection principle. Below is an example in Java using the Google Guice library
for handling dependency injection. The constructor of the FileConfigReader class expects a
ConfigParser. We annotate the constructor with the @ Tnject annotation to inject an instance
implementing the ConfigParser interface:

import com.google.inject.Inject;

public interface ConfigReader {
Configuration tryRead(...);

}

public class FileConfigReader
implements ConfigReader {
private ConfigParser configParser;

@Inject
public FileConfigReader (
final ConfigParser configParser
) A
this.configParser = configParser;

}

public Configuration tryRead(
final String configFilePathName
) |
final String configFileContents = // Read configuration file
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final var configuration =
configParser.tryParse (configFileContents) ;

return configuration;

In the below DI module, we configure a singleton with a lazy binding. In the lazy binding, the
JsonConfigParser class is only created when needed to be used.

DiModule.java

import com.google.inject.AbstractModule;

public class DiModule extends AbstractModule {
@Override
protected void configure () {
bind(ConfigParser.class)
.to(JsonConfigParser.class)
.in (Scopes.SINGLETON) ;

Alternatively, we can define an eager singleton:
DiModule.java
import com.google.inject.AbstractModule;
public class DiModule extends AbstractModule {
@Override
protected void configure () {
bind(ConfigParser.class)

.to(JsonConfigParser.class)
.asEagerSingleton() ;

Prototype Pattern

The prototype pattern lets you create a new object using an existing object as a prototype.
Let's have an example with a DrawnShape class:

public interface Shape {
//

// Implement concrete shapes...
public interface Position {

int getX();
int getY();

public class DrawnShape {
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private final Position position;
private final Shape shape;

public DrawnShape (
final Position position,
final Shape shape

) A
this.position = position;
this.shape = shape;

}

public DrawnShape (
final Position position,
final DrawnShape drawnShape
) |
this.position = position;
shape = drawnShape.getShape () ;
}

public DrawnShape cloneTo (
final Position position
) |
return new DrawnShape (position, this);

}

public Shape getShape () {
return this.shape;
}
}

In the second constructor, we are using the prototype pattern. A new DrawnShape object is created
from an existing DrawnShape object. An alternative way to use the prototype pattern is to call the
cloneTo method on a prototype object and give the position parameter to specify where the new
shape should be positioned.

The prototype pattern is also used in JavaScript to implement prototypal inheritance. Since
ECMAScript version 6, class-based inheritance has been available, and prototypal inheritance is not
needed to be used.

The idea of prototypal inheritance is that the common parts for the same class objects are stored in
a prototype instance. These common parts typically mean the shared methods. There is no sense in
storing the methods multiple times in each object. That would be a waste of resources because
Javascript functions are objects themselves.

When you create a new object with the Object.create method, you give the prototype as a
parameter. After that, you can set properties for the newly created object. When you call a method
on the created object, and if that method is not found in the object's properties, the prototype object
will be looked up for the method. Prototypes can be chained so that a prototype object contains
another prototype object. This chaining is used to implement an inheritance chain.

Below is a simple example of prototypal inheritance:
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const pet = {
name: '',
getName: function() { return this.name; }

}i

// Creates a new object with 'pet' object as a prototype
const petNamedBella = Object.create (pet);

petNamedBella.name = 'Bella';
console.log (petNamedBella.getName ()); // Prints 'Bella'

// Prototype of a dog which contains 'pet' as nested prototype
const dog = {

bark: function() { console.log('bark'); },

__proto__ : pet
}

// Creates a new object with 'dog' object as prototype
const dogNamedLuna = Object.create (dog);

dogNamedLuna.name = 'Luna';

console.log (dogNamedLuna.getName ()); // Prints 'Luna'
dogNamedLuna.bark (); // Prints 'bark'

Object Pool Pattern

In the object pool pattern, created objects are stored in a pool where objects can be acquired

from and returned for reuse. The object pool pattern is an optimization pattern because it

allows the reuse of created objects.

If you need to create many short-lived objects, you should utilize an object pool and reduce the
need for memory allocation and de-allocation, which takes time. In garbage-collected languages,
frequent object creation and deletion cause extra work for the garbage collector, which consumes

CPU time.

Below is an example object pool implementation in C++. The below LimitedSizeObjectPool

class implementation uses a spin lock in its methods to achieve thread safety. More about thread

safety in the coming concurrent programming principles chapter.

ObjectPool.h
#include <memory>
template <typename T>

class ObjectPool
{

public:
virtual ~ObjectPool() = default;
virtual std::shared ptr<T> acquireObject() = 0;
virtual void returnObject (std::shared ptr<T> object) = 0;

}i
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LimitedSizeObjectPool.h

#include <deque>

#include "ScopedSpinlock.h"
#include "Spinlock.h"
#include "ObjectPool.h"

template <typename T>
class LimitedSizeObjectPool : public ObjectPool<T>
{
public:
explicit LimitedSizeObjectPool (const size_t maxPoolSize):
m maxPoolSize (maxPoolSize)

{}

std::shared ptr<T> acquireObject ()
{
std::shared ptr<T> object;
const ScopedSpinlock scopedLock{m lock};

if (m_pooledObjects.empty ()

{
object = std: :make_shared<T>();

}

else

{
object = m_pooledObjects.front();
m pooledObjects.pop front();

}

return object;

void returnObject (std::shared ptr<T> object)
{
const ScopedSpinlock scopedLock{m_ lock};

const bool poolIsFull
m_pooledObjects.size() >= m_maxPoolSize;

if (poolIsFull)
{

object.reset();
}

else
{

m_pooledObjects.push_back (object) ;
}

private:
Spinlock m lock;
size_t m maxPoolSize;
std::deque<std::shared ptr<T>> m pooledObjects;
}i

Below is a slightly different implementation of an object pool. The below implementation accepts
clearable objects, meaning objects returned to the pool are cleared before reusing. The below
implementation allows you to define whether the allocated objects are wrapped inside a shared or
unique pointer. You can also supply parameters used when constructing an object.
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ObjectPool.h

#include <concepts>
#include <deque>
#include <memory>

template<typename T>
concept ClearableObject =
requires (T object)
{
{ object.clear() } -> std::convertible to<void>;
}i

template<typename T, typename U>

concept Pointer = std::derived from<T, std::shared ptr<U>> ||

std::derived from<T, std::unique ptr<U>>;

template<
ClearableObject O,
typename ObjectInterface,
Pointer<ObjectInterface> OP,
typename ...Args

>

class ObjectPool

{

public:
virtual ~ObjectPool () = default;
virtual OP acquireObject (Argsé&& ...args) = 0;

virtual void acquireObjects (
std: :deque<OP>& objects,
size_t objectCount,

Args&& ...args
) = 0;
virtual void returnObject (OP object) = 0;
virtual void returnObjects (std::deque<OP>& objects) = 0;

}i

LimitedSizeObjectPool.h

#include "ScopedLock.h"
#include "Spinlock.h"
#include "ObjectPool.h"

template<
ClearableObject O,
typename ObjectInterface,
Pointer<ObjectInterface> OP,
typename ...Args
>
class LimitedSizeObjectPool
public ObjectPool<0O, ObjectInterface, OP, Args...>
{
public:
explicit LimitedSizeObjectPool (const size t maxPoolSize)
m_maxPoolSize (maxPoolSize)

{1}
OP acquireObject (Args&& ...args) override

{

const ScopedLock scopedLock (m_lock) ;
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OP acquiredObject;

if (const bool poolIsEmpty = m pooledObjects.empty();
poolIsEmpty)

acquiredObject
}
else
{
acquiredObject = m_pooledObjects.front();
m_pooledObjects.pop_front();
}

OP{new O{std::forward<Args>(args)...}};

return acquiredObject;

void acquireObjects (
std: :deque<OP>& objects,
const size t objectCount,
Args&& ...args

) override

for (size_t n{lU}; n <= objectCount; ++n)
{

objects.push back (acquireObject (std::forward<Args>(args)...));
}

void returnObject (OP object) override
{

const ScopedLock scopedLock (m_lock) ;

if (const bool poolIsFull = m pooledObjects.size() >=
m_maxPoolSize;
poolIsFull)

object.reset () ;
}
else
{
object->clear();
m _pooledObjects.push back(object);

void returnObjects (std::deque<OP>& objects) override
{
while (!objects.empty())
{
returnObject (objects.front ());
objects.pop_front();
}

private:
size_t m maxPoolSize;
Spinlock m lock;
std::deque<OP> m_pooled

In the below example, we create a message pool for a maximum of 5000 output messages. We get a
shared pointer to an output message from the pool. The pool's concrete class to create new objects
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is OutputMessageImpl. When we acquire an output message from the pool, we provide a size t
type value (= output message length) to the constructor of the OutputMessageImpl class. The
OutputMessageImpl class must be clearable, i.e., it must have a clear method returning void.
LimitedSizeObjectPool<

OutputMessageImpl,

OutputMessage,

std::shared ptr<OutputMessage>,

size_t
> outputMessagePool{5000U};

// Acquire an output message of 1024 bytes from the pool.
const auto outputMessage = outputMessagePool.acquireObject (1024U) ;

Structural Design Patterns

This section describes structural design patterns. Most patterns use object composition as the
primary method to achieve a particular design. The following design patterns are presented:

» Composite pattern
« Facade pattern

« Bridge pattern

« Strategy pattern

» Adapter pattern

e Proxy pattern

» Decorator pattern

« Flyweight pattern

Composite Pattern

In the composite pattern, a class can be composed of itself, i.e., the composition is recursive.

Recursive object composition can be depicted by how a user interface can be composed of different
widgets. In the example below, we have a Pane class that is a Widget. A Pane object can contain
several other Widget objects, meaning a Pane object can contain other Pane objects.

interface Widget {
void render();

}

public class Pane implements Widget ({
private final List<Widget> widgets;

public void render () {

// Render each widget inside pane

}
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public class StaticText implements Widget {
public void render () {
// Render static text widget
}

//

public class TextInput implements Widget {
public void render () {
// Render text input widget

public class Button implements Widget {
public void render () {
// Render button widget

public class UIWindow {
private final List<Widget> widgets = new ArrayList<>(10);

public void render() {
widgets.forEach (Widget: :render) ;

Objects that form a tree structure are composed of themselves recursively. Below is an Avro record
field schema with a nested record field:

"type": "record",
"name": "sampleMessage",
"fields": [
{
"name": "fieldl",
"type": "string"
by

"name": "nestedRecordField",
"namespace": "nestedRecordField",
"type": "record",
"fields": [
{

"name": "nestedFieldl",

"type": "int",

"signed": "false"

For parsing an Avro schema, we could define classes for different sub-schemas by the field type.
When analyzing the below example, we can notice that the RecordAvroFieldSchema class can
contain any AvroFieldSchema object, also other RecordAvroFieldSchema objects, making a

155



RecordAvroFieldSchema object a composite object.

public interface AvroFieldSchema {
/0 aoa
}

public class RecordAvroFieldSchema implements AvroFieldSchema {
private final List<AvroFieldSchema> subFieldSchemas;

0 oo
}

public class StringAvroFieldSchema implements AvroFieldSchema {
40 oo
}

public class IntAvroFieldSchema implements AvroFieldSchema {
70 coo
}

Facade Pattern

In the facade pattern, an object on a higher level of abstraction is composed of objects on a
lower level of abstraction. The higher-level object acts as a facade in front of the lower-level
objects. Lower-level objects behind the facade are either only or mainly only accessible by the
facade.

Let's use the data exporter microservice as an example. For that microservice, we could create a
Configuration interface that can be used to obtain configuration for the different parts (input,
transformer, and output) of the data exporter microservice. The Configuration interface acts as
a facade. Users of the facade need not see behind the facade. They don't know what happens behind
the facade. And they shouldn't care because they are just using the interface provided by the facade.

There can be various classes doing the actual work behind the facade. In the below example, there is
a ConfigReader that reads configuration from possibly different sources (from a local file or a
remote service, for example) and there are configuration parsers that can parse a specific part of the
configuration, possibly in different data formats like JSON or YAML. None of these
implementations and details are visible to the user of the facade. Any of these implementations
behind the facade can change at any time without affecting the users of the facade because facade
users are not coupled to the lower-level implementations.

Below is the implementation of the Configuration facade in Java:

import com.google.inject.Inject;

public interface Configuration ({
InputConfig tryGetInputConfig();
TransformerConfig tryGetTransformerConfig();
OutputConfig tryGetOutputConfig();

}
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public class ConfigurationImpl implements Configuration {
private final ConfigReader configReader;
private final InputConfigParser inputConfigParser;
private final TransformerConfigParser transformerConfigParser;
private final OutputConfigParser outputConfigParser;
private String configString = "";
private Optional<InputConfig> inputConfig = Optional.empty();
private Optional<OutputConfig> outputConfig = Optional.empty () ;

private Optional<TransformerConfig> transformerConfig =
Optional.empty() ;

@Inject
public ConfigurationImpl (
final ConfigReader configReader,
final InputConfigParser inputConfigParser,
final TransformerConfigParser transformerConfigParser,
final OutputConfigParser outputConfigParser
) A
//

public InputConfig tryGetInputConfig() {
return inputConfig.orElseGet (() -> {
tryReadConfigIfNeeded() ;

inputConfig =
inputConfigParser.tryParselnputConfig(configString) ;

return inputConfig;
)i

public TransformerConfig tryGetTransformerConfig() {

//

public OutputConfig tryGetOutputConfig() {
//

private void tryReadConfigIfNeeded() {
if (configString.isEmpty()) {
configString =
configReader.tryRead(...);

There is a unique alternative available when implementing the above facade in Java: only the
Configuration interface and the ConfigurationImpl class could be made public, and all the
configuration reading and parsing related interfaces and classes could be package-private. This
would make the usage of the facade mandatory. No one else except the ConfigurationImpl class
could use the lower-level implementation classes related to configuration reading and parsing.
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Bridge Pattern

In the bridge pattern, the implementation of a class is delegated to another class. The
original class is "abstract" in the sense that it does not have any behavior except the
delegation to another class, or it can have some higher level control logic on how it delegates

to another class.

Don't confuse the word "abstract" here with an abstract class. In an abstract class, some behavior is
not implemented at all, but the implementation is deferred to subclasses of the abstract class. Here,
instead of the term "abstraction class", we could use the term delegating class instead.

Bridge

Abstraction

delegates

Implementation

Fig 3.5 Bridge Pattern

Let's have an example with shapes and drawings capable of drawing different shapes:

public interface Shape {

void render (final ShapeRenderer renderer);

public class RectangleShape implements Shape {

private final Point upperLeftCorner;
private final int width;
private final int height;

public RectangleShape (
final Point upperLeftCorner,
final int width,
final int height
) |

this.upperLeftCorner = upperlLeftCorner;

this.width = width;
this.height = height;

public void render (final ShapeRenderer renderer)
renderer.renderRectangleShape (upperLeftCorner,

public class CircleShape implements Shape {

private final Point center;
private final int radius;

public CircleShape (final Point center,
this.center = center;
this.radius = radius;

final int
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radius)

{




public void render (final ShapeRenderer renderer) {
renderer.renderCircleShape (center, radius);

The above RectangleShape and CircleShape classes are abstractions because they delegate
their functionality (rendering) to an external class (implementation class) of the ShapeRenderer
type. We can provide different rendering implementations for the shape classes. Let's define two
shape renderers, one for rendering raster shapes and another for rendering vector shapes:

public interface ShapeRenderer {
void renderCircleShape (final Point center, final int radius);

void renderRectangleShape (
final Point upperLeftCorner,
final int width,
final int height

)i

// Methods for rendering other shapes...

public class RasterShapeRenderer implements ShapeRenderer {
private final Canvas canvas;

public RasterShapeRenderer (final Canvas canvas) {
this.canvas = canvas;

public void renderCircleShape (
final Point center,
final int radius

) A

// Renders circle to canvas

public void renderRectangleShape (
final Point upperLeftCorner,
final int width,
final int height

) Ao
// Renders a rectangle to canvas

// Methods for rendering other shapes to the canvas

public class VectorShapeRenderer implements ShapeRenderer {
private final SvgElement svgRoot;

public VectorShapeRenderer (final SvgElement svgRoot) {
this.svgRoot = svgRoot;

public void renderCircleShape (
final Point center,
final int radius

) A
// Render circle as SVG element and attach as child to SVG root
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public void renderRectangleShape (
final Point upperLeftCorner,
final int width,
final int height

)
// Render rectangle as SVG element
// and attach as child to SVG root

// Methods for rendering other shapes

Let's implement two different drawings, a raster, and a vector drawing;:

public interface Drawing {
ShapeRenderer getShapeRenderer();
void draw () ;
void save () ;

public abstract class AbstractDrawing implements Drawing {
private final String name;
public AbstractDrawing(final String name) {

this.name = name;

public abstract ShapeRenderer getShapeRenderer ();
public abstract String getFileExtension();
public abstract byte[] getData();

public void save () {
final var fileName = name + getFileExtension();
final var data = getData();
// Save the 'data' to 'fileName'

public void draw(final List<Shape> shapes) {

for (final var shape: shapes) {
shape.render (getShapeRenderer()) ;

public class RasterDrawing extends AbstractDrawing {
private final Canvas canvas = new Canvas();

private final RasterShapeRenderer shapeRenderer =
new RasterShapeRenderer (canvas) ;

public RasterDrawing(final String name) {

super (name) ;

public ShapeRenderer getShapeRenderer () {
return shapeRenderer;

public String getFileExtension () {
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return ".png";

public byte[] getData() {
// get data from the 'canvas' object

public class VectorDrawing extends AbstractDrawing {
private final SvgElement svgRoot = new SvgElement () ;

private final VectorShapeRenderer shapeRenderer =
new VectorShapeRenderer (svgRoot) ;

public VectorDrawing(final String name) {
super (name) ;

public ShapeRenderer getShapeRenderer () {
return shapeRenderer;

public String getFileExtension () {
return ".svg";

public byte[] getData() {
// get data from the 'svgRoot' object

In the above example, we have delegated the rendering behavior of the shape classes to concrete
classes implementing the ShapeRenderer interface. The Shape classes only represent a shape but
don't render the shape. They have a single responsibility of representing a shape. Regarding
rendering, the shape classes are "abstractions" because they delegate the rendering to other classes
responsible for rendering different shapes.

Now we can have a list of shapes and render them differently. We can do this as shown below
because we did not couple the shape classes with any specific rendering behavior.

final List<Shape> shapes = new ArrayList<>(50);
// Add various shapes to 'shapes' list here...

final var rasterDrawing = new RasterDrawing("raster-drawing-1");
rasterDrawing.draw (shapes) ;
rasterDrawing.save () ;

final var vectorDrawing = new VectorDrawing ("vector-drawing-1");

vectorDrawing.draw (shapes) ;
vectorDrawing.save () ;
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Strategy Pattern

In the strategy pattern, the functionality of an object can be changed by changing an
instance of a composed type to a different instance of that type.

Below is an example where the behavior of a ConfigReader class can be changed by changing the
value of the configParser field to an instance of a different class. The default behavior is to parse
the configuration in JSON format, which can be achieved using the default constructor.

public class ConfigReader ({
private final ConfigParser configParser;

public ConfigReader () ({
configParser = new JsonConfigParser();

}

public ConfigReader (final ConfigParser configParser) {
this.configParser = configParser;

}

public Configuration tryRead(final String configFilePathName) {
// Try read the configuration file contents to a string
// variable named 'configFileContents'

final Configuration configuration =
configParser.tryParse (configFileContents) ;

return configuration;

}

Using the strategy pattern, we can change the functionality of a ConfigReader class object by
changing the configParser field value. For example, there could be the following classes
available that implement the ConfigParser interface:

e JsonConfigParser
e YamlConfigParser

e TomlConfigParser

We can dynamically change the behavior of the ConfigReader class to use a YAML parsing
strategy by giving an instance of the YamlConfigParser class as a parameter for the
ConfigReader constructor.

Adapter Pattern

The adapter pattern changes one interface to another interface. The adapter pattern allows
you to adapt different interfaces to a single interface.
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In the below example, we have defined a Message interface for messages that can be consumed

from a data source using a MessageConsumer.
Message.h
#include <cstdint>

class Message

{

public:
Message () = default;
virtual ~Message() = default;
virtual uint8_t* getData() const = 0;

virtual std::size_t getDataLengthInBytes() const = 0;
}i

MessageConsumer.h

#include <memory>
#include "Message.h"

class MessageConsumer
{
public:
MessageConsumer () = default;
virtual ~MessageConsumer () = default;

virtual std::shared ptr<Message> consumeMessage() = 0;
}i

Next, we can define the message and message consumer adapter classes for Apache Kafka and
Apache Pulsar:

KafkaMessageConsumer.h

#include "MessageConsumer.h"

class KafkaMessageConsumer : public MessageConsumer
{
public:
KafkaMessageConsumer (...);
~KafkaMessageConsumer () override;

std::shared ptr<Message> consumeMessage () override {
// Consume a message from Kafka using a 3rd party
// Kafka library, e.g. LibRdKafka
// Wrap the consumed LibRdKafka message inside an instance
// of KafkaMessage class
// Return the KafkaMessage instance

}

}i

KafkaMessage.h

#include <bit>
#include <librdkafka/rdkafkacpp.h>
#include "Message.h"
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class KafkaMessage : public Message
{
public:
explicit KafkaMessage (RdKafka::Message* const message) :
m_message (message)

{1

~KafkaMessage () override

{
delete m message;
}

uint8_t* getbData() const override
{
return std::bit cast<uint8 t*>(m message->payload());

}

std::size t getDatalLengthInBytes() const override
{

return m_message->len() ;

}

private:
RdKafka::Message* m message;
}i

PulsarMessageConsumer.h

#include "MessageConsumer.h"

class PulsarMessageConsumer : public MessageConsumer
{
public:
PulsarMessageConsumer (...);
~PulsarMessageConsumer () override;

std::shared ptr<Message> consumeMessage () override ({
// Consume a message from Pulsar using the Pulsar C++ client
// Wrap the consumed Pulsar message inside an instance
// of PulsarMessage
// Return the PulsarMessage instance
}
}i

PulsarMessage.h

#include "Message.h"

class PulsarMessage : public Message
{

public:

//
}i

Now we can use Kafka or Pulsar data sources with identical consumer and message interfaces. In
the future, it will be easy to integrate a new data source into the system. We only need to implement
appropriate adapter classes (message and consumer classes) for the new data source. No other code
changes are required. Thus, we would be following the open-closed principle correctly.
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Let's imagine that the API of the used LibRdKafka library changed. We don't need to make changes
in many places in the code. We need to create new adapter classes (message and consumer classes)
for the new LibRdKafka API and use those new adapter classes in place of the old adapter classes.
All this work is again following the open-closed principle.

Consider using the adapter pattern even if there is nothing to adapt to, especially when working
with 3rd party libraries. Because then you will be prepared for the future when changes can come. It
might be possible that a 3rd party library interface changes or there is a need to take a different
library into use. If you have not used the adapter pattern, taking a new library or library version
into use could mean that you must make many small changes in several places in the codebase,
which is error-prone and against the open-closed principle.

Let's have an example of using a 3rd party logging library. Initially, our adapter for the abc-
logging-library is just a wrapper around the abcLogger instance from the library. There is not
any actual adapting done.

logger.ts
import abcLogger from 'abc-logging-library';

import { LogLevel } from 'LogLevel';

interface Logger {
log(logLevel: LogLevel, logMessage: string): void;
}

class AbcLogger implements Logger {
log(logLevel: LogLevel, logMessage: string): void {
abcLogger.log(loglevel, logMessage);
}
}

export default new AbcLogger();

Suppose that in the future, a better logging library is available called xyz-logging-library, and we
would like to take that into use, but it has a bit different interface. Its logging instance is called
xyzLogWriter, the logging method is named differently, and the parameters are given in different
order compared to the abc-logging-library. We can create an adapter for the new logging library,
and no other code changes are required elsewhere in the codebase:

logger.ts

import xyzLogWriter from 'xyz-logging-library';
import { LogLevel } from 'LogLevel';

interface Logger {
log(logLevel: LogLevel, logMessage: string): void;
}

class XyzLogger implements Logger {
log(logLevel: LogLevel, logMessage: string): void {
xyzLogWriter.writeLogEntry (logMessage, logLevel);
}
}
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export default new XyzLogger();

We don't have to modify all the places in the code where logging is used. And usually, logging is
used in many places. We have saved ourselves from a lot of error-prone and unnecessary work, and
once again, we have followed the open-closed principle.

Proxy Pattern

The proxy pattern enables conditionally modifying or augmenting the behavior of an object.

When using the proxy pattern, you define a proxy class that wraps another class (the proxied class).
The proxy class conditionally delegates to the wrapped class. The proxy class implements the
interface of the wrapped class and is used in place of the wrapped class in the code.

Below is an example of a TypeScript proxy class, CachingEntityStore, that caches the results of
entity store operations:

class MemoryCache<K, V> {

//

retrieveBy (key: K): V {
//
}

store (key: K, value: V, timeToLiveInSecs?: number): void ({
//
}
}

interface EntityStore<T> ({
getEntityById(id: number): Promise<T>;
}

class DbEntityStore<T> implements EntityStore<T> {
getEntityById(id: number): Promise<T> ({
// Try get entity from database
}

class CachingEntityStore<T> implements EntityStore<T> {
private readonly entityCache = new MemoryCache<number, T>();

constructor (private readonly entityStore: EntityStore<T>)

{}

async getEntityById(id: number): Promise<T> ({
let entity = this.entityCache.retrieveBy (id);

if (entity === undefined) {
entity = await this.entityStore.getEntityById(id) ;

const timeTolLiveInSecs = 60;
this.entityCache.store(id, entity, timeToLivelInSecs);

return entity;
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In the above example, the CachingEntityStore class is the proxy class wrapping an
EntityStore. The proxy class is modifying the wrapped class behavior by conditionally delegating
to the wrapped class. It delegates to the wrapped class only if an entity is not found in the cache.

Below is another TypeScript example of a proxy class that authorizes a user before performing a
service operation:

interface UserService ({
getUserById(id: number): Promise<User>;
}

class UserServiceImpl implements UserService {
getUserById(id: number): Promise<User> {
// Try get user by id
}
}

class AuthorizingUserService implements UserService {
constructor (
private readonly userService: UserService,
private readonly userAuthorizer: UserAuthorizer
) {1}

async getUserById(id: number): Promise<User> {
try {
await this.userAuthorizer.tryAuthorizeUser (id);
} catch (error: any) {
throw new UserServiceError (error.message) ;

}

return this.userService.getUserById (id) ;

}

In the above example, the AuthorizingUserService class is a proxy class that wraps a
UserService. The proxy class is modifying the wrapped class behavior by conditionally delegating
to the wrapped class. It will delegate to the wrapped class only if authorization is successful.

Decorator Pattern

The decorator pattern enables augmenting the functionality of a class method(s) without the
need to modify the class method(s).

A decorator class wraps another class whose functionality will be augmented. The decorator class
implements the interface of the wrapped class and is used in place of the wrapped class in the code.
The decorator pattern is useful when you cannot modify an existing class, e.g., the existing class is
in a 3rd party library. The decorator pattern also helps to follow the open-closed principle because
you don't have to modify an existing method to augment its functionality. You can create a
decorator class that contains the new functionality.
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Below is a TypeScript example of the decorator pattern. There is a standard SQL statement executor
implementation and two decorated SQL statement executor implementations: one that adds
logging functionality and one that adds SQL statement execution timing functionality. Finally, a
double-decorated SQL statement executor is created that logs an SQL statement and times its
execution.

import logger from 'logger';
import { LogLevel } from 'LogLevel';

interface SglStatementExecutor {
tryExecute (
sglStatement: string,
parameterValues?: any[]
) : Promise<any>;

class SglStatementExecutorImpl implements SglStatementExecutor {
// Implement getConnection()

tryExecute (
sglStatement: string,
parameterValues?: any[]
) : Promise<any> {
return this.getConnection () .execute (sqgqlStatement,
parameterValues) ;

class LoggingSglStatementExecutor
implements SglStatementExecutor ({
constructor (
private readonly sglStatementExecutor: SglStatementExecutor

) {1}

tryExecute (
sglStatement: string,
parameterValues?: any[]
) : Promise<any> {
logger.log (LogLevel.Debug,
‘Executing SQL statement: ${sglStatement}’);

return this.sglStatementExecutor
.tryExecute (sglStatement, parameterValues);

class TimingSglStatementExecutor
implements SglStatementExecutor ({
constructor (
private readonly sglStatementExecutor: SglStatementExecutor

) {1}

async tryExecute (
sglStatement: string,
parameterValues?: any[]

) : Promise<any> {
const startTimeInMs = Date.now();

const result =
await this.sglStatementExecutor
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.tryExecute (sglStatement, parameterValues);

const endTimeInMs = Date.now();
const durationInMs = endTimeInMs - startTimeInMs;

logger.log (LogLevel.Debug,
"SQL statement execution duration: ${durationInMs} ms’);

return result;

const timingAndLoggingSglStatementExecutor =
new LoggingSglStatementExecutor (
new TimedSglStatementExecutor (
new SglStatementExecutorImpl()));

Flyweight Pattern

The flyweight pattern is a memory-saving optimization pattern where flyweight objects
reuse objects.

Let's have a simple example with a game where different shapes are drawn at different positions.
Let's assume that the game draws a lot of similar shapes but in different positions so that we can
notice the difference in memory consumption after applying this pattern.

Shapes that the game draws have the following properties: size, form, fill color, stroke color, stroke
width, and stroke style.

public interface Shape {

//

// Color...
// StrokeStyle...

public class AbstractShape implements Shape {
private final Color fillColor;
private final Color strokeColor;
private final int strokeWidth;

private final StrokeStyle strokeStyle;

/7

public class CircleShape extends AbstractShape ({
private final int radius;

/7

// LineSegment. ..

public class PolygonShape extends AbstractShape ({
private final List<LineSegment> lineSegments;

//
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When analyzing the PolygonShape class, we can notice that it contains many properties that
consume memory. Especially a polygon that has many line segments can consume a noticeable
amount of memory. If the game draws many identical polygons in different screen positions and
always creates a new PolygonShape object, there would be a lot of identical PolygonShape
objects in the memory. To remediate this, we can introduce a flyweight class, DrawnShapeImpl,
which contains the position of a shape and a reference to the actual shape. In this way, we can draw
alot of DrawnShapeImpl objects that all contain a reference to the same PolygonShape object:

public interface DrawnShape {
Jf aoa
}

public class DrawnShapeImpl implements DrawnShape {
private final Shape shape;
private Position screenPosition;

public DrawnShapeImpl (
final Shape shape,
final Position screenPosition
)
this.shape = shape;
this.screenPosition = screenPosition;

40 ooo

final Shape polygon = new PolygonShape(...);
final List<Position> positions = generateLotsOfPositions();

final var drawnPolygons = positions.stream() .map(position ->
new DrawnShapeImpl (polygon, position)

Behavioral Design Patterns

Behavioral design patterns describe ways to implement new behavior using object-oriented design.
The following behavioral design patterns will be presented in the following sections:

« Chain of responsibility pattern
» Observer pattern

« Command/Action pattern

« Iterator pattern

« State pattern

» Mediator pattern

« Template method pattern

» Memento pattern

« Visitor pattern
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« Null object pattern

Chain of Responsibility Pattern

The chain of responsibility pattern lets you pass requests along a chain of handlers.
When receiving a request, each handler can decide what to do:

« Process the request and then pass it to the next handler in the chain
« Process the request without passing it to the subsequent handlers (terminating the chain)

« Leave the request unprocessed and pass it to the next handler

One of the most famous implementations of this pattern is Java servlet filters. A servlet filter
processes incoming HTTP requests before passing them to the actual servlet for handling. Servlet
filters can be used to implement various functionality like logging, compression, encryption/
decryption, input validation, etc.

Let's have an example of a servlet filter that adds logging before and after each HTTP request is
processed:

LoggingFilter java

import java.io.IOException;

import javax.servlet.*;
import javax.servlet.annotation.WebFilter;

@WebFilter (urlPatterns = {"/*"})
public class LoggingFilter implements Filter ({
// No initialization needed, thus empty method
public void init(final FilterConfig filterConfig)
throws ServletException

{1

// No cleanup needed, thus empty method
public void destroy ()
{1}

public void doFilter (
final ServletRequest request,
final ServletResponse response,
final FilterChain filterChain

) throws IOException, ServletException

final var responseWriter = response.getWriter();
responseWriter.print ("Before response\n");

// Sends request to the next filter
// or when no more filters to the servlet

filterChain.doFilter (request, response);

responseWriter.print ("\nAfter response");
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HelloWorldSeruvlet.java

import java.io.IOException;

import javax.servlet.ServletException;
import javax.servlet.annotation.WebServlet;
import javax.servlet.http.*;

@WebServlet ("/helloworld"™)
public class HelloWorldServlet extends HttpServlet {
public void doGet (
HttpServletRequest request,
HttpServletResponse response
) throws ServletException, IOException {
response.setContentType ("text/plain");
final var responseWriter = response.getWriter();
responseWriter.print ("Hello, world!");

When we send an HTTP GET request to the /helloworld endpoint, we should get the following
response:

Before response
Hello, world!
After response

Let's implement a JWT authorization filter:

JwtAuthorizationFilter.java

import java.io.IOException;

import javax.servlet.*;
import javax.servlet.annotation.WebFilter;
import javax.servlet.http.HttpServletResponse;

@WebFilter (urlPatterns = {"/*"})
public class AuthorizationFilter implements Filter ({
public void init(final FilterConfig filterConfig)
throws ServletException

{}

public void destroy(
{}

public void doFilter(
final ServletRequest request,
final ServletResponse response,
final FilterChain filterChain
) throws IOException, ServletException {

// From request's 'Authorization' header,

// extract the bearer JWT

// Set 'tokenIsPresent' variable value

// to true or false

// Verify the validity of JWT and assign result
// to 'tokenIsValid' variable

HttpServletResponse httpResponse =

172



The

(HttpServletResponse) response;

if (tokenIsValid) {
filterChain.doFilter (request, response);
} else if (tokenIsPresent) {
// NOTE! filterChain is not invoked,
// this will terminate the request
httpResponse.setStatus (403) ;
final var responseWriter = response.getWriter();
responseWriter.print ("Unauthorized") ;
responseWriter.close();
} else {
// NOTE! filterChain is not invoked,
// this will terminate the request
httpResponse.setStatus (401) ;
final var responseWriter = response.getWriter();
responseWriter.print ("Unauthenticated") ;
responseWriter.close();

}

Express framework for Node.js utilizes the chain of responsibility pattern for handling

requests. In the Express framework, you can write pluggable behavior using middlewares, a
concept similar to servlet filters in Java. Below is the same logging and authorization example as

above, but written using JavaScript and the Express framework:

cons
cons

// A
func

/7

if

// L
func
re
ne

// U

t express = require('express')
t app = express()

uthorization middleware
tion authorize (request, response, next) {
From request's 'Authorization' header,
extract the bearer JWT, if present
Set 'tokenIsPresent' variable value
Verify the validity of JWT and assign result
to 'tokenIsValid' variable

(tokenIsValid) {
next () ;
else if (tokenIsPresent) {
// NOTE! next is not invoked,
// this will terminate the request
response.writeHead (403) ;
response.end ('Unauthorized') ;
else {
// NOTE! next is not invoked,
// this will terminate the request
response.writeHead (401) ;
response.end('Unauthenticated"’);

ogging before middleware

tion logBefore (request, response, next) {
sponse.write ('Before response\n');

xt();

se authorization and logging middlewares
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app.use (authorize, logBefore);

app.get ('/helloworld', (request, response, next) => {
response.write ('Hello World!\n');
next () ;

)i

// Logging after middleware

function logAfter (request, response, next) {
response.write ('After response\n');
response.end() ;
next () ;

app.use (logAfter);

app.listen(4000) ;

We cannot use Express middlewares as described below:

// Logging middleware

async function log(request, response, next) {
response.write ('Before response\n');
await next();
response.write ('After response\n');

// You cannot use response.end('After response\n')
// because that would close the response stream
// before Hello World! is written and the output
// would be just:

// Before response

// After response

// Use authorization and logging middlewares
app.use (authorize, log);

app.get ('/helloworld', (request, response) => {
setTimeout (() => response.end('Hello World!\n'), 1000);
3

The reason is that the next function does not return a promise we could await. For this reason, the
output from the /helloworld endpoint would be in the wrong order:

Before response
After response
Hello World!

ESLint plugins utilize the chain of responsibility pattern, too. Below is code for defining one rule in
an ESLint plugin:

create (context) {
return {
NewExpression (newExpr) {
if (
newExpr.callee.name === "SqglFilter" &&
newExpr.arguments &&
newExpr.arguments[0] &&
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newExpr.arguments[0] .type !== "Literal"
) Ao
context.report (
newExpr,
"SglFilter constructor's 1lst parameter must be a string literal”

)i

ESLint plugin framework will call the create function and supply the context parameter. The
create function should return an object of functions to analyze different abstract syntax tree
(AST) nodes. In the above example, we are only interested in NewExpression nodes and analyze
the creation of a new SqglFilter object. The first parameter supplied for the SglFilter
constructor should be a literal. If not, we report an issue using the context . report method.

When running ESLint with the above plugin and rule enabled, whenever ESLint encounters a new
expression in a code file, the above-supplied NewExpression handler function will be called to
check if the new expression in the code is valid.

The following code will pass the above ESLint rule:

const sqglFilter = new SglFilter('fieldl > 0');

And the following code won't:

const sglExpression = 'fieldl > 0';
const sglFilter = new SglFilter (sqglExpression) ;

Observer Pattern

The observer pattern lets you define an observe-notify (or publish-subscribe) mechanism to
notify one or more objects about events that happen to the observed object.

One typical example of using the observer pattern is a UI view observing a model. The UI view will
be notified whenever the model changes and can redraw itself. Let's have an example with Java:

public interface Observer ({
void notifyAboutChange () ;
}

public interface Observable {
void observeBy (Observer observer);

}

public class ObservableImpl {
private final List<Observer> observers = new ArrayList<>();

public void observeBy(final Observer observer) {
observers.add (observer) ;
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protected void notifyObservers() {
observers.forEach (Observer: :notifyAboutChange) ;

public class TodosModel extends ObservableImpl {
private List<Todo> todos = new ArrayList<>(25);

//

public void addTodo (final Todo todo) {
todos.add (todo) ;
notifyObservers() ;

public void removeTodo (final Todo todo) {
todos.remove (todo) ;
notifyObservers () ;

public class TodosView implements Observer {
private final TodosModel todosModel;

public TodosView(final TodosModel todosModel) {
this.todosModel = todosModel;
todosModel.observeBy (this) ;

public void notifyAboutChange () {
// Will be called when todos model change
render () ;

public void render() {
// Renders todos...

Let's have another example that utilizes the publish-subscribe pattern. Below we define a
MessageBroker class that contains the following methods: publish, subscribe, and

unsubscribe.

nterface MessagePublisher<T> ({
void publish(String topic, T message);

@FunctionallInterface
interface MessageHandler<T> {
void handle (T message) ;

interface MessageSubscriber<T> {
void subscribe (String topic,
MessageHandler<T> messageHandler) ;

public class MessageBroker<T> implements
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MessagePublisher<T>, MessageSubscriber<T> {
private final Map<String, List<MessageHandler<T>>>
topicToMessageHandlersMap = new HashMap<>();

public void publish (
final String topic,
final T message
) Ao
final var messageHandlers =
topicToMessageHandlersMap.get (topic) ;

if (messageHandlers != null) {
messageHandlers. forEach (messageHandler ->
messageHandler.handle (message)) ;

public void subscribe (
final String topic,
final MessageHandler<T> messageHandler
) |
final var messageHandlers =
topicToMessageHandlersMap.get (topic) ;

if (messageHandlers == null) {
topicToMessageHandlersMap.put (topic,
List.of (messageHandler)) ;
} else {
messageHandlers.add (messageHandler) ;

public void unsubscribe (
final String topic,
final MessageHandler<T> messageHandlerToRemove
) |
final var messageHandlers =
topicToMessageHandlersMap.get (topic) ;

messageHandlers.removelf (messageHandler ->
messageHandler == messageHandlerToRemove) ;

In the above example, we could have used the built-in Java Consumer<T> interface instead of the
custom MessageHandler<T> interface.

Command/Action Pattern

Command or action pattern is used to define commands or actions as objects which can be
given as parameters to other functions for later execution.

Let's have an example using the Redux library well-known by many React developers. Below is a
Redux reducer:
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todosReducer.js

function todosReducer (state = initialState, action) {
switch (action.type) {
case 'ADD_TODO':
return {
...state,
todos: [...state.todos, {
id: action.payload.id,
name: action.payload.name,
isDone: false
}
}i
case 'MARK_TODO DONE':
const newTodos = state.todos.map(todo => {
if (todo.id !== action.payload.id) {
return todo;

return {
...todo,
isDone: true

}i

3

return {

...state,
todos: newTodos
}i
default:
return state;

In the above example, we define a todosReducer which can handle two different actions:
ADD TODO and MARK TODO DONE. The implementation of the actions is inlined inside the switch
statement, which makes the code somewhat hard to read. We can refactor the above code so that we

introduce two classes for action objects:

AddTodoAction.ts

export default class AddTodoAction ({
constructor (
private readonly id: number,
private readonly name: string

) {1}

perform(state: TodoState): TodoState {
return {

...state,

todos: [...state.todos, {
id: this.id,
name: this.name,
isDone: false
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MarkDoneTodoAction.ts

export default class MarkDoneTodoAction ({
constructor (private readonly id: number) {}

perform(state: TodoState): TodoState {
const newTodos = state.todos.map(todo => {
if (todo.id !== this.id) {
return todo;

return {
i -odey
isDone: true
}i
)i

return {
...state,
todos: newTodos

}i

Now we can redesign the todosReducer to look like the following:

todosReducer.ts

import AddTodoAction from './AddTodoAction';
import MarkDoneTodoAction from './MarkDoneTodoAction';

function todosReducer (
state: TodoState = initialState,
{ payload: { id, name }, type }: any
) A
switch (type) {
case 'ADD_TODO':
return new AddTodoAction (id, name) .perform(state);
case 'MARK _TODO_DONE':
return new MarkDoneTodoAction (id) .perform(state);
default:
return state;

We have separated actions into classes, and the todosReducer function becomes simpler.
However, we should make the code object-oriented by replacing the conditionals (switch-case) with
polymorphism. Let's do the following modifications: introduce a generic base class for actions and a
base class for todo-related actions:

AbstractAction.ts

export default abstract class AbstractAction<S> {
abstract perform(state: S): S;
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AbstractTodoAction.ts
import AbstractAction from './AbstractAction';

export default abstract class AbstractTodoAction extends
AbstractAction<TodoState> {}

The todo action classes must be modified to extend the AbstractTodoAction class:

AddTodoAction.ts

import AbstractTodoAction from './AbstractTodoAction';

export default class AddTodoAction extends AbstractTodoAction {
//

MarkDoneTodoAction.ts

import AbstractTodoAction from './AbstractTodoAction';

export default class MarkDoneTodoAction extends AbstractTodoAction {

//

Then we can introduce a generic function to create a reducer. This function will create a reducer
function that perform actions for a given action base class:

createReducer.ts

import AbstractAction from './AbstractAction';

export default function createReducer<S>(
initialState: S,
ActionBaseClass:
abstract new (...args: anyl[]) => AbstractAction<S>
)
return function (
state: S = initialState,
action: { type: AbstractAction<S> }
) |
return action.type instanceof ActionBaseClass
? action.type.perform(state)
state;

Let's create the initial state for todos:

Todo.ts

export type Todo = {
id: number,
name: string,
isDone: boolean
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initialTodosState.ts

import { Todo } from './Todo';

export type TodoState = {
todos: Todol[];

const initialTodosState = {
todos: []
} as TodoState

export default initialTodosState;

Next, we can create a Redux store using the createReducer function, the initial todo state, and
the base action class for todo-related actions:

store.ts

import { combineReducers, createStore } from "redux";
import createReducer from "./createReducer";

import initialTodosState from "./initialTodoState";
import AbstractTodoAction from "./AbstractTodoAction";

const rootReducer = combineReducers ({
todoState: createReducer (initialTodosState, AbstractTodoAction)

)i

export default createStore (rootReducer);

Now we have an object-oriented solution for dispatching actions in the following way:

dispatch({ type: new AddTodoAction (id, name) });
dispatch({ type: new MarkTodoDoneAction (id) });

Let's modify the AbstractAction class to support undoable actions. By default, an action is not
undoable:

AbstractAction.ts

export default abstract class AbstractAction<S> {
abstract perform(state: S): S;

getName () : string {
return this.constructor.name;

isUndoable () : boolean ({

return false;

Let's also create a new class to serve as a base class for undoable actions:

AbstractUndoableAction.ts

import AbstractAction from "./AbstractAction";
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export default abstract class AbstractUndoableAction<S> extends
AbstractAction<sS> {
override isUndoable(): boolean {
return true;

Let's define a class for undo-actions. An undo-action sets the state as it was before performing the
actual action.

UndoAction.ts
import AbstractAction from "./AbstractAction";
export default class UndoAction<S> extends AbstractAction<S> {
constructor (
private readonly actionName: string,
private readonly ActionBaseClass:
abstract new (...args: any[]) => AbstractAction<S>,
private readonly state: S

) |
super () ;

override getName (): string {
return this.actionName;

override perform(state: S): S {
return this.state;

getActionBaseClass () :
abstract new (...args: any[]) => AbstractAction<S>

return this.ActionBaseClass;

Let's modify the createReducer function to create undo-actions for undoable actions and store
them in a stack named undoActions. When a user wants to perform an undo of the last action, the
topmost element from the undoActions stack can be popped and executed.

undoActions.ts
import UndoAction from "./UndoAction";

const undoActions = [] as UndoAction<any>[];
export default undoActions;

createReducer.ts
//

import undoActions from './undoActions';
import AbstractAction from "./AbstractAction";
import UndoAction from "./UndoAction";
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function createReducer<S>(
initialState: S,
ActionBaseClass:
abstract new (...args : any[]) => AbstractAction<s>
) Ao
return function(
state: S = initialState,
action: { type: AbstractAction<S> }
) A

let newState;

if (action.type instanceof UndoAction &&

action.type.getActionBaseClass () === ActionBaseClass)
newState = action.type.perform(state);
} else if (action.type instanceof ActionBaseClass) {
if (action.type.isUndoable()) {

undoActions.unshift (new UndoAction (
action.type.getName (),
ActionBaseClass,
state));

newState = action.type.perform(state);
} else {
newState = state;

return newState;
}i

Commands/Actions can also be defined without an object-oriented approach using a newly created

function with a closure. In the below example, the function ()

=> toggleTodoDone (id) is

redefined for each todo. The function redefinition will always create a new closure that stores the
current id variable value. We can treat the () => toggleTodoDone (id)

command because it "encapsulates” the id value in the closure.

TodosTableView.tsx
// type Props =

export default function TodosTableView (
{ toggleTodoDone, todos }: Props
) |
const todoElements = todos.map(({ id, name }) => (
<tr>
<td>{id}</td>
<td>{name}</td>

<td>
<input
type="checkbox"
onChange={ () => toggleTodoDone (id) }
/>
</td>
</tr>

)) i

return <table><tbody>{todoElements}</tbody></table>;
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Iterator Pattern

The iterator pattern can be used to add iteration capabilities to a sequence class.

Let's create a reverse iterator for Java's List class. We implement the Iterator interface by
supplying implementations for the hasNext and the next methods:

ReverseListIterator.java

public class ReverselistIterator<T> implements Iterator<T> ({
private final List<T> values;
private int iteratorPosition;

public ReverselistIterator(final List<T> values) {

this.values = Collections.unmodifiablelList (values) ;
iteratorPosition = values.size() - 1;

}

@Override

public boolean hasNext () {
return iteratorPosition >= 0;

@Override

public T next() {
// Note! We don't check the iteratorPosition
// validity here, it is checked in hasNext () method,
// which must be called before calling next () method
// and only call next () method if hasNext () method
// returned true
final var nextValue = values.get (iteratorPosition);
iteratorPosition--;
return nextValue;

We can put the ReverselListIterator class into use in a ReverseArrayList class defined
below:

ReverseArrayList.java

public class ReverseArraylList<T> extends ArrayList<T>
{
@Override
public Iterator<T> iterator() {
return new ReverselistIterator<>(this);

Now we can use the new iterator to iterate over a list in reverse order:

final var reversedNumbers = new ReverseArrayList<Integer>();
reversedNumbers.addAll (List.of(1,2,3,4,5));

for (final var number : reversedNumbers) ({
System.out.println (number) ;
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State Pattern

The state pattern lets an object change its behavior depending on its current state.

Developers don't often treat an object's state as an object but as an enumerated value (enum), for
example. Below is an example where we have defined a UserStory class representing a user story

that can be rendered on screen. An enum value represents the state of a UserStory object.

public enum UserStoryState {
TODO, IN_DEVELOPMENT, IN_VERIFICATION, READY FOR REVIEW, DONE
}

public class UserStory {
private String name;
private UserStoryState state = UserStoryState.TODO;
// Other properties...

public UserStory(final String name, ...) {
this.name = name;

/7

public void setState(
final UserStoryState newState
) A

state = newState;

public void render () {

final var icon = switch(state) {
case TODO -> new TodoIcon();
case IN_DEVELOPMENT -> new InDevelopmentIcon () ;
case IN_VERIFICATION -> new InVerificationIcon();
case READY FOR_REVIEW -> new ReadyForReviewIcon () ;
case DONE -> new DonelIcon () ;
default -> throw new IllegalArgumentException(...);

}i

// Draw a UI elements on screen representing the user story
// using the given 'icon'

The above solution is not an object-oriented one. We should replace the conditionals (switch-case
statement) with a polymorphic design. This can be done by introducing state objects. In the state
pattern, the state of an object is represented with an object instead of an enum value. Below is the

above code modified to use the state pattern:

public interface UserStoryState {
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Icon getIcon();

public class TodoUserStoryState implements UserStoryState ({
public Icon getIcon() {
return new TodoIcon();

public class InDevelopmentUserStoryState
implements UserStoryState {
public Icon getIcon() {
return new InDevelopmentIcon();

public class InVerificationUserStoryState
implements UserStoryState {
public Icon getIcon() {
return new InVerificationIcon();

public class ReadyForReviewUserStoryState
implements UserStoryState {
public Icon getIcon() {
return new ReadyForReviewIcon () ;

public class DoneUserStoryState
implements UserStoryState {
public Icon getIcon() {
return new DonelIcon();

public class UserStory {
private String name;
private UserStoryState state = new TodoUserStoryState();
// Other properties...

public UserStory(final String name, ...) {
this.name = name;
//

public void setState(

final UserStoryState newState
) |

state = newState;

public void render () {
final Icon icon = state.getIcon();
// Draw a UI element on screen representing
// the user story using the given 'icon'

Let's have another example with an Order class. An order can have a state, like paid, packaged,
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delivered, etc. Below we implement the order states as classes:

public interface OrderState {
String getMessage (String orderId);
}

public class PaidOrderState implements OrderState ({
public String getMessage (final String orderId) {
return "Order " + orderId + " is successfully paid";

}

public class DeliveredOrderState implements OrderState {
public String getMessage (final String orderId) {
return "Order " + orderId + " is delivered";
}
}

// Implement the rest of possible order states here...

public class Order {
private String id;
private OrderState state;
private Customer customer;

//

public String getCustomerEmailAddress () {
return customer.getEmailAddress () ;

}

public String getStateMessage () {
return state.getMessage (id);

}

emailService.sendEmail (order.getCustomerEmailAddress (),
order.getStateMessage());

Mediator Pattern

The mediator pattern lets you reduce dependencies between objects. It restricts direct
communication between two different layers of objects and forces them to collaborate only
via a mediator object or objects.

The mediator pattern eliminates the coupling of two different layers of objects. So changes to one
layer of objects can be made without the need to change the objects in the other layer.

A typical example of the mediator pattern is Model-View-Controller (MVC) pattern. In the MVC
pattern, model and view objects do not communicate directly but only via mediator objects
(controllers). Next, several different ways to use the MVC pattern in frontend clients are presented.
Traditionally MVC pattern was used in the backend when the backend also generated the view to be
shown in the client device (web browser). With the advent of single-page web clients, a modern
backend is a simple API containing only a model and controller (MC).
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Fig 3.6 Model-View-Controller

In the below picture, you can see how dependency inversion is used, and none of the
implementation classes depend on concrete implementations. You can easily change any
implementation class to a different one without the need to modify any other implementation class.
Notice how the ControllerImpl class uses the bridge pattern and implements two bridges, one
towards the model and the other towards the view.

Bridge Bridge
Model |« C°|”nt1';’|"er > View
A A
v —— 1
Model > Controller |« ViewImpl
Impl L

Fig 3.7 Dependencies in MVC pattern

As shown in the below picture, the controller can also be used as a bridge-adapter: The controller
can be modified to adapt to changes in the view layer (View?2 instead of View) without needing to
change the model layer. The modified modules are shown with a grey background in the picture.
Similarly, the controller can be modified to adapt to changes in the model layer without needing to
change the view layer (not shown in the picture).

Adapts to ‘View2’
instead of
delegating to ‘View’

Bridge Controll
- ontroller . :
Model |« Adapter M View2
- 3
v
Model > Controller |« View2Impl
Impl

Fig 3.8 Adapting to Changes in MVC pattern
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The following examples use a specialization of the MVC pattern called Model-View-Presenter
(MVP). In the MVP pattern, the controller is called the presenter. I use the more generic term
controller in all examples, though. A Presenter act as a middle-man between a view and a model. A
presenter-type controller object has a reference to a view object and a model object. A view object
commands the presenter to perform actions on the model. And the model object asks the presenter
to update the view object.

In the past, making desktop UI applications using Java Swing as the UI layer was popular. Let's
have a simple todo application as an example:

First, we implement the Todo class, which is part of the model.

Todo.java

public class Todo {
private int id;
private String name;
private boolean isDone;

// Constructor...

public int getId() {
return id;

}

public void setId(final int id) {
this.id = id;
}

public String getName () {
return name;

}

public void setName (final String name) {
this.name = name;

}

public boolean isDone () {
return isDone;

}

public void setIsDone (final boolean isDone) {
this.isDone = isDone;

}

Next, we implement the view layer:

TodoView.java

public interface TodoView {
void show (List<Todo> todos);
void show(String message) ;

}

TodoViewImpl.java

189



public class TodoViewImpl implements TodoView {
private final TodoController controller;

public TodoViewImpl (final TodoController controller) {
this.controller = controller;
controller.setView (this);
controller.startFetchTodos () ;

public void show(final List<Todo> todos) {
// Update the view to show the given todos
// Add listener for each todo checkbox.
// Listener should call: controller.toggleTodoDone (todo.id)

public void show(final String errorMessage) {
// Update the view to show error message

Then we implement a generic Controller class that acts as a base class for concrete controllers:

Controller java

public class Controller<M, V> {
private M model;
private V view;

public M getModel () {
return model;

public void setModel (final M model) {
this.model = model;

public V getView() {
return view;

public void setView(final V view) {
this.view = view;

The below TodoControllerImpl class implements two actions, startFetchTodos and
toggleTodoDone, which delegate to the model layer. It also implements two actions,
updateViewWith (todos) and updateViewWith (errorMessage), that delegate to the view

layer. The latter two actions are executed in the Swing UI thread using
SwingUtilities.invokeLater.

TodoController.java

public interface TodoController {
void startFetchTodos () ;
void toggleTodoDone (final int id);
void updateViewWith (final List<Todo> todos);
void updateViewWith (final String errorMessage);
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TodoControllerImpl.java

public class TodoControllerImpl
extends Controller<TodoModel, TodoView>
implements TodoController {

public void startFetchTodos () {
getModel () . fetchTodos () ;

public void toggleTodoDone (final int id) {
getModel () .toggleTodoDone (id) ;

public void updateViewWith(final List<Todo> todos) {
SwingUtilities.invokeLater (() ->
getView () .show (todos)) ;

public void updateViewWith (final String errorMessage) {
SwingUtilities.invokeLater (() ->
getView () .show (errorMessage)) ;

The below TodoModelImpl class implements the fetching of todos (fetchTodos) using the
supplied todoService. The todoService accesses the backend to read todos from a database,
for example. When todos are successfully fetched, the controller is told to update the view. If
fetching of the todos fails, the view is updated to show an error. Toggling a todo done is
implemented using the todoService and its updateTodo method.

TodoService java

public interface TodoService ({
public List<Todo> getTodos() ;
public void updateTodo (Todo todo);

TodoModel.java

public interface TodoModel {
public void fetchTodos () ;
public void toggleTodoDone (int id);

TodoModellmpl.java

public class TodoModelImpl implements TodoModel ({
private final TodoController controller;
private final TodoService todoService;
private List<Todo> todos = new ArrayList<>();

public TodoModelImpl (
final TodoController controller,
final TodoService todoService

)
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this.controller = controller;
controller.setModel (this) ;
this.todoService = todoService;

public void fetchTodos () {
CompletableFuture

.supplyAsync (todoService: :getTodos)

.thenAccept (todos -> {
this.todos = todos;
controller.updateViewWith (todos) ;

})

.exceptionally((error) -> {
controller.updateViewWith (error.getMessage()) ;
return null;

})

public void toggleTodoDone (final int id) {
todos.stream()
.filter (todo -> todo.getId() == id)
.findAny ()
.ifPresent (todo -> {
todo.setIsDone (!todo.isDone()) ;

CompletableFuture

.runAsync (() ->
todoService.updateTodo (todo))

.exceptionally ((error) -> {
controller.updateViewWith (error.getMessage()) ;
return null;

3

Let's have the same example using Web Components. The web component view should extend the
HTMLElement class. The connectedCallback method of the view will be called on the
component mount. It starts fetching todos. The showTodos method renders the given todos as
HTML elements. It also adds event listeners for the Mark done buttons. The showError method
updates the inner HTML of the view to show an error message.

Todo.ts

export type Todo = ({
id: number;
name: string;
isDone: boolean;
}i

TodoView.ts

interface TodoView ({
showTodos (todos: Todo[]): void;
showError (errorMessage: string): void;

TodoViewImpl.ts
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import controller from './todoController';
import { Todo } from './Todo';

export default class TodoViewImpl
extends HTMLElement implements TodoView {
constructor () {
super () ;
controller.setView (this) ;

connectedCallback () {
controller.startFetchTodos () ;

this.innerHTML = '<div>Loading todos...</div>';
}
showTodos (todos: Todo[]) {
const todoElements = todos.map(({ id, name, isDone }) =>

<li id="todo-${id}">
${id}&nbsp; ${name}&nbsp;

S{isDone ? '' : '<button>Mark done</button>'}
</1li>
N
this.innerHTML = “<ul>${todoElements}</ul>";

todos.map (({ id }) => this
.querySelector (" #todo-${id} button’)?
.addEventListener ('click’,
() => controller.toggleTodoDone (id))) ;

showError (errorMessage: string) {
this.innerHTML =
<div>
Failure: ${errorMessage}
</div>

i

We can use the same controller and model APIs for this web component example as in the Java
Swing example. We just need to convert the Java code to TypeScript code:

Controller.ts

export default class Controller<M, V> {
private model: M | undefined;
private view: V | undefined;

getModel () : M | undefined {
return this.model;

setModel (model: M): void {
this.model = model;

getView(): V | undefined {
return this.view;
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setView(view: V): void {
this.view = view;

TodoController.ts

import { Todo } from "./Todo";

export interface TodoController ({

startFetchTodos () : void;
toggleTodoDone (id: number) : void;
updateViewWithTodos (todos: Todo[]): void;

updateViewWithError (message: string): void;

todoController.ts

import TodoView from './TodoView';

import Controller from "./Controller";

import { TodoController } from './TodoController';
import { Todo } from "./Todo";

import TodoModel from './TodoModel';

class TodoControllerImpl
extends Controller<TodoModel, TodoView>
implements TodoController {

startFetchTodos () : void {
this.getModel () ?.fetchTodos () ;

toggleTodoDone (id: number): void {
this.getModel () ?.toggleTodoDone (id) ;

updateViewWithTodos (todos: Todo[]): void ({
this.getView () ?.showTodos (todos) ;

updateViewWithError (message: string): void {
this.getView() ?.showError (message) ;

const controller = new TodoControllerImpl();
export default controller;

TodoService.ts

export interface TodoService {
getTodos () : Promise<Todo[]>;
updateTodo (todo: Todo): Promise<void>;

TodoModel.ts
export interface TodoModel ({
fetchTodos () : void;

toggleTodoDone (id: number): void;
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TodoModellmpl.ts

import controller, { TodoController } from './todoController';
import { TodoModel } from './TodoModel';
import { Todo } from "./Todo";

export default class TodoModelImpl implements TodoModel {
private todos: Todo[] = [];

constructor (
private readonly controller: TodoController,
private readonly todoService: TodoService

) |
controller.setModel (this) ;

fetchTodos () : void {
this.todoService.getTodos ()

.then((todos) => {
this.todos = todos;
controller.updateViewWithTodos (todos) ;

})

.catch((error) =>
controller.updateViewWithError (error.message)) ;

toggleTodoDone (id: number): void {
const foundTodo = this.todos.find(todo => todo.id === id);

if (foundTodo) {
foundTodo.isDone = !foundTodo.isDone;
this.todoService
.updateTodo (foundTodo)
.catch((error: any) =>
controller.updateViewWithError (error.message)) ;

We could use the above-defined controller and model as such with a React view component:

ReactTodoView.tsx
//
import controller from './todoController';

//

export default class ReactTodoView
extends Component<Props, State>
implements TodoView {

constructor (props: Props) {
super (props) ;

controller.setView (this);

this.state = {
todos: []

196



componentDidMount () {
controller.startFetchTodos () ;

showTodos (todos: Todo[]) {
this.setState({ ...this.state, todos });

showError (errorMessage: string) {
this.setState({ ...this.state, errorMessage });

render () {
// Render todos from 'this.state.todos' here
// Or show 'this.state.errorMessage' here

If you have multiple views using the same controller, you can derive your controller from the below-
defined MultiviewController class:

MultiViewController.ts

export default class MultiViewController<M, V> {
private model: M | undefined;
private views: V[] = [];

getModel () : M | undefined {
return this.model;

setModel (model: M): void {
this.model = model;

getViews () : V[] {
return this.views;

addview (view: V): void {
this.views.push (view) ;

Let's say we want to have two views for todos, one for the actual todos and one viewing the todo
count. We need to modify the controller slightly to support multiple views:

todoController.ts

import TodoView from './TodoView';

import MultiViewController from './MultiViewController';
import { Todo } from "./Todo";

import { TodoController } from './TodoController';
import TodoModel from './TodoModel';

class TodoControllerImpl
extends MultiViewController<TodoModel, TodoView>
implement TodoController ({
startFetchTodos () : void {
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this.getModel () ?.fetchTodos () ;
}

toggleTodoDone (id: number): void {
this.getModel () ?.toggleTodoDone (id) ;
}

updateViewsWithTodos (todos: Todo[]): void {
this.getViews () .forEach(view => view.showTodos (todos)) ;

}

updateViewWithError (message: string): void {
this.getViews () .forEach (view => view.showError (message));
}
}

const controller = new TodoController();
export default controller;

Many modern UI frameworks and state management libraries implement a specialization of the
MVC pattern called, Model-View-ViewModel (MVVM). In the MVVM pattern, the controller is
called the view model. I use the more generic term controller in the below example, though. The
main difference between the view model and the presenter in the MVP pattern is that in the MVP
pattern, the presenter has a reference to the view, but the view model does not. The view model
provides bindings between the view's events and actions in the model. This can happen so that the
view model adds action dispatcher functions as properties of the view. And in the other direction,
the view model maps the model's state to the properties of the view. When using React and Redux,
for example, you can connect the view to the model using the mapDispatchToProps function and
connect the model to the view using the mapStateToProps function. These two mapping
functions form the view model (or the controller) that binds the view and model together.

Let's first implement the todo example with React and Redux and later show how the React view
can be replaced with an Angular view without any modification to the controller or the model layer.
Note that the code for some classes is not listed below. You can assume those classes are the same
as defined in command/action pattern examples.

Let's implement a list view for todos:

TodosListView.tsx

import { connect } from 'react-redux';

import { useEffect } from "react";

import { controller, ActionDispatchers, State }
from './todosController';

type Props = ActionDispatchers & State;

function TodosListView ({
toggleTodoDone,
startFetchTodos,
todos

}: Props) {

useEffect (() => {
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startFetchTodos () ;
}, [startFetchTodos]);

const todoElements = todos.map(({ id, name, isDone }) => (
<1li key={id}>
{id}é&nbsp;
{name}&nbsp;
{isDone
? undefined
<button onClick={ () => toggleTodoDone (id) }>
Mark done
</button>
}
</1li>
))

return <ul>{todoElements}</ul>;

// Here we connect the view to the model using the controller
export default connect (

controller.getState,

() => controller.getActionDispatchers ()
) (TodosListView) ;

Below is the base class for controllers:

Controller.ts

import AbstractAction from "./AbstractAction";

export type Dispatch =
(plainActionObject: { type: AbstractAction<any> }) => void;

export default class Controller ({
protected readonly dispatch:
(action: AbstractAction<any>) => void;

// The 'dispatch' is from Redux library
constructor (dispatch: Dispatch) {
this.dispatch = (action: AbstractAction<any>) =>
dispatch({ type: action });

Below is the controller for todos:

todosController.ts

import store from './store';

import { AppState } from "./AppState";

import ToggleDoneTodoAction from "./ToggleDoneTodoAction";
import StartFetchTodosAction from "./StartFetchTodosAction";
import Controller from "./Controller";

class TodosController extends Controller ({
getState (appState: AppState) {
return {
todos: appState.todosState.todos,
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getActionDispatchers () {
return {
toggleTodoDone: (id: number) =>

this.dispatch (new ToggleDoneTodoAction (id)),

startFetchTodos: () =>
this.dispatch(new StartFetchTodosActi

on())

export const controller = new TodosController (store.dispatch);

export type State = ReturnType<typeof control

export type ActionDispatchers =
ReturnType<typeof controller.getActionDispa

ler.getState>;

tchers>;

In the development phase, we can use the following temporary implementation of the

StartFetchTodosAction class:

StartFetchTodosAction.ts

import { TodoState } from "./TodoState";

import AbstractTodoAction from "./AbstractTodoAction";

export default class StartFetchTodosAction extends

AbstractTodoAction {
perform(state: TodoState): TodoState {
return {
todos: [
{
delg i,
name: "Todo 1",
isDone: false,
I
{
id: 2,
name: "Todo 2",
isDone: false,

Now we can introduce a new view for todos, a TodosTableView which can utilize the same

controller as the TodosListView.

TodosTableView.tsx

import { connect } from 'react-redux';

import { useEffect } from "react";

import { controller, ActionDispatchers, State
from './todosController';

type Props = ActionDispatchers & State;

function TodosListView ({
toggleTodoDone,

}
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startFetchTodos,

todos
}: Props) {
useEffect (() => {

startFetchTodos () ;
}, [startFetchTodos]);

const todoElements = todos.map(({ id, isDone, name }) => (
<tr key={id}>
<td>{id}</td>
<td>{name}</td>
<td>
<input
type="checkbox"
checked={isDone}
onChange={ () => toggleTodoDone (id) }
/>
</td>
</tr>
)) i

return <table><tbody>{todoElements}</tbody></table>;

export default connect (
controller.getState,
() => controller.getActionDispatchers ()
) (TodosListView) ;

We can notice some duplication in the TodosListView and TodosTableView components. For
example, both are using the same effect. We can create a TodosView for which we can give as
parameter the type of a single todo view, either a list item or a table row view:

TodosView.tsx

import { useEffect } from "react";

import { connect } from "react-redux";

import ListItemTodoView from './ListItemTodoView';

import TableRowTodoView from './TableRowTodoView';

import { controller, ActionDispatchers, State }
from './todosController';

type Props = ActionDispatchers & State & {
TodoView: typeof ListItemTodoView | typeof TableRowTodoView;
}i

function TodosView ({

toggleTodoDone,
startFetchTodos,
todos,
TodoView
}: Props) f{
useEffect (() => {
startFetchTodos ()

}, [startFetchTodos]);

const todoViews = todos.map((todo) =>
<TodoView
key={todo.id}
todo={todo}
toggleTodoDone={toggleTodoDone}
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/>
)i

return TodoView === ListItemTodoView
? <ul>{todoViews}</ul>
<table><tbody>{todoViews}</tbody></table>;

export default connect (
controller.getState,
() => controller.getActionDispatchers ()
) (TodosView) ;

Below is the view for showing a single todo as a list item:

TodoViewProps.ts

import { Todo } from "./Todo";

export type TodoViewProps = ({
toggleTodoDone: (id: number) => void,
todo: Todo

ListItemTodoView.tsx

import { TodoViewProps } from './TodoViewProps';

export default function ListItemTodoView ({
toggleTodoDone,
todo: { id, name, isDone }
}: TodoViewProps) {
return (
<li>
{id}&nbsp;
{name}&nbsp;
{ isDone ?
undefined :
<button onClick={ () => toggleTodoDone (id) }>
Mark done
</button> }
</1li>
)i

Below is the view for showing a single todo as a table row:

TableRowTodoView.tsx

import { TodoViewProps } from './TodoViewProps';

export default function TableRowTodoView ({
toggleTodoDone,
todo: { id, name, isDone }
}: TodoViewProps) {
return (
<tr>
<td>{id}</td>
<td>{name}</td>
<td>
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<input
type="checkbox"
checked={isDone}
onChange={ () => toggleTodoDone (id) }
/>
</td>
</tr>);

In most cases, you should not store state in a view even if the state is for that particular view only.
Instead, when you store it in the model, it brings the following benefits:

« Possibility to easily persist state either in the browser or in the backend

« Possibility to easily implement undo-actions

« State can be easily shared with another view(s) later if needed

« Migrating views to use a different view technology is more straightforward

« Easier debugging of state-related problems, e.g., using the Redux DevTools browser extension

We can also change the view implementation from React to Angular without modifying the
controller or model layer. This can be done, for example, using the @angular-redux2/store library.
Below is a todos table view implemented as an Angular component:

todos-table-view.component.ts

import { Component, OnInit } from "@angular/core";
import { NgRedux, Select } from '@angular-redux2/store';
import { Observable } from "rxjs";

import { controller } from './todosController';

import { TodoState } from "./TodoState";

import { AppState } from "./AppState";

const { startFetchTodos,
toggleTodoDone } = controller.getActionDispatchers();

Q@QComponent ({
selector: 'todos-table-view',
template:
<table>
<tr *ngFor="let todo of (todoState | async)?.todos">
<td>{{ todo.id }}</td>
<td>{{ todo.name }}</td>
<td>
<input
type="checkbox"
[checked]="todo.isDone"
(change) ="toggleTodoDone (todo.id)"
/>
</td>
</tr>
</table>

}
export class TodosTableView implements OnInit {

@Select (controller.getState) todoState: Observable<TodoState>;

constructor (private ngRedux: NgRedux<AppState>) {}
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ngOnInit () : void {
startFetchTodos () ;

toggleTodoDone (id: number) {
toggleTodoDone (id) ;

app.component.ts

import { Component } from '@angular/core';

@Component ({
selector: 'app-root',

template:

<div>
<todos-table-view></todos-table-view>

</div>",

styleUrls: ['./app.component.css'

})
export class AppComponent {
title = 'angular-test';

app.module.ts

import { NgModule } from '@angular/core';
import { BrowserModule } from '@angular/platform-browser';
import { NgReduxModule, NgRedux } from '@angular-redux2/store';

import { AppComponent } from './app.component';

import store from './store';

import { AppState } from "./AppState";

import { TodosTableView } from "./todos-table-view.component";

@NgModule ({
declarations: [
AppComponent, TodosTableView
1r
imports: [
BrowserModule,
NgReduxModule
1,
providers: [],
bootstrap: [AppComponent]
})
export class AppModule {
constructor (ngRedux: NgRedux<AppState>) {
ngRedux.provideStore (store) ;

Template Method Pattern

Template method pattern allows you to define a template method in a base class, and
subclasses define the final implementation of that method. The template method contains one
or more calls to abstract methods implemented in the subclasses.
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In the below example, the AbstractDrawing class contains a template method, draw. This
method includes a call to the getShapeRenderer method, an abstract method implemented in
the subclasses of the AbstractDrawing class. The draw method is a template method, and a
subclass defines how to draw a single shape.

public interface Drawing {
ShapeRenderer getShapeRenderer () ;
void draw () ;

public abstract class AbstractDrawing implements Drawing {
private final List<Shape> shapes;
public AbstractDrawing(final List<Shape> shapes) {
this.shapes = shapes;
public abstract ShapeRenderer getShapeRenderer ();
public final void draw() {

for (final Shape shape: shapes) {
shape.render (getShapeRenderer()) ;

We can now implement two subclasses of the AbstractDrawing class, which define the final
behavior of the templated draw method. We mark the template method draw as final because
subclasses should not override it. It is best practice to declare a template method as final. They
should only provide an implementation for the abstract get ShapeRenderer method.

public class RasterDrawing extends AbstractDrawing {
private final Canvas canvas = new Canvas();

private final ShapeRenderer shapeRendrerer =
new RasterShapeRenderer (canvas) ;

public RasterDrawing(final List<Shape> shapes) {

super (shapes) ;

public ShapeRenderer getShapeRenderer () {
return shapeRenderer;

public class VectorDrawing extends AbstractDrawing {
private final SVGElement svgRoot = new SVGElement () ;

private final ShapeRenderer shapeRenderer =
new VectorShapeRenderer (svgRoot) ;

public VectorDrawing(final List<Shape> shapes) {

super (shapes) ;

public ShapeRenderer getShapeRenderer () {
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return shapeRenderer;

Memento Pattern

The memento pattern can be used to save the internal state of an object to another object
called the memento object.

Let's have an example with a TextEditor class. First, we define a TextEditorState interface
and its implementation. Then we define a TextEditorStateMemento class for storing a
memento of the text editor's state.

public interface TextEditorState {
TextEditorState clone();

public class TextEditorStateImpl implements TextEditorState {
// Implement text editor state here

public class TextEditorStateMemento {
private final TextEditorState state;

public TextEditorStateMemento (final TextEditorState state) {
this.state = state.clone();

public TextEditorState getState() {
return state;

The TextEditor class stores mementos of the text editor's state. It provides methods to save a
state, restore a state, or restore the previous state:

TextEditor.java

class TextEditor {
private final List<TextEditorStateMemento> stateMementos =
new ArrayList<>(20);

private TextEditorState currentState;
private int currentVersion = 1;

public void saveState() {
stateMementos.add (new TextEditorStateMemento (currentState));
currentVersion += 1;

public void restoreState(final int version) {
if (version >= 1 && version <= stateMementos.size()) {
currentState = stateMementos.get (version - 1).getState();
currentVersion += 1;
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public void restorePreviousState() {
if (currentVersion > 1) {
restoreState (currentVersion - 1);

In the above example, we can add a memento for the text editor's state by calling the saveState
method. We can recall the previous version of the text editor's state with the
restorePreviousState method, and we can recall any version of the text editor's state using the
restoreState method.

Visitor Pattern

Visitor pattern allows adding functionality to a class (like adding new methods) without
modifying the class. This is useful, for example, with library classes that you cannot modify.

First, let's have an example with classes that we can modify:

public interface Shape {
void draw();

}

public class CircleShape implements Shape {
private final int radius;

/7

public void draw() {
//
}

public int getRadius() {
return radius;
}
}

public class RectangleShape implements Shape {
private final int width;
private final int height;

00 oo

public void draw() {
//
}

public int getWidth() {
return width;
}

public int getHeight () {

return height;

}
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Let's assume we need to calculate the total area of shapes in a drawing. Currently, we are in a
situation where we can modify the shape classes, so let's add calculateArea methods to the
classes:

public interface Shape {

//

double calculateArea();

}

public class CircleShape implements Shape {

//

public double calculateArea() {
return Math.PI * radius * radius;

}

class RectangleShape implements Shape {
//

public double calculateArea() {
return width * height;
}

Adding a new method to an existing class may be against the open-closed principle. In the above
case, adding the calculateArea methods is safe because the shape classes are immutable. And
even if they were not, adding the calculateArea methods would be safe because they are read-
only methods, i.e., they don't modify the object's state, and we don't have to worry about thread
safety because we can agree that our example application is not multithreaded.

Now we have the area calculation methods added, and we can use a common algorithm to calculate
the total area of shapes in a drawing:

final var totalAreaOfShapes = drawing
.getShapes ()
.stream/()
.reduce (0.0, (subTotalArea, shape) ->
subTotalArea + shape.calculateArea(), Double::sum);

But what if the shape classes, without the area calculation capability, were in a 3rd party library that
we cannot modify? We would have to do something like this:

final var totalAreaOfShapes = drawing
.getShapes ()
.stream()
.reduce (0.0, (subTotalArea, shape) -> {
double shapeArea;

if (shape instanceof CircleShape) {
shapeArea = Math.PI *

Math.pow ( ((CircleShape)shape) .getRadius (), 2);
} else if (shape instanceof RectangleShape) {
shapeArea = ((RectangleShape) shape) .getWidth() *
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( (RectangleShape) shape) .getHeight () ;
}
else {
throw new IllegalArgumentException("Invalid shape");

return subTotalArea + shapeArea;
}, Double::sum);

The above solution is complicated and needs updating every time a new type of shape is introduced.
The above example does not follow object-oriented design principles: it contains an if/else-if
structure with instanceof checks.

We can use the visitor pattern to replace the above conditionals with polymorphism. First, we
introduce a visitor interface that can be used to provide additional behavior to the shape classes.
Then we introduce an execute method in the Shape interface. And in the shape classes, we
implement the execute methods so that additional behavior provided by a concrete visitor can be
executed:

// This is our visitor interface that
// provides additional behaviour to the shape classes
public interface ShapeBehavior ({
Object executeForCircle (final CircleShape circle);
Object executeForRectangle (final RectangleShape rectangle);

// Add methods for possible other shape classes here...

public interface Shape {

/7

Object execute(final ShapeBehavior behavior);

public class CircleShape implements Shape {
public Object execute(final ShapeBehavior behavior) {
return behavior.executeForCircle (this);

public class RectangleShape implements Shape {
public Object execute(final ShapeBehavior behavior) {
return behavior.executeForRectangle (this);

Suppose that the shape classes were mutable and made thread-safe. We would have to define the
execute methods with appropriate synchronization to make them also thread-safe:

public class CircleShape implements Shape {
public synchronized Object execute (
final ShapeBehavior behavior
) A

return behavior.executeForCircle (this);
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public class RectangleShape implements Shape {
public synchronized Object execute (
final ShapeBehavior behavior
) |
return behavior.executeForRectangle (this);

Let's implement a concrete visitor for calculating areas of different shapes:

public class AreaCalculationShapeBehavior implements
ShapeBehavior ({
public Object executeForCircle(final CircleShape circle) {
return (Double) (Math.PI *
Math.pow (circle.getRadius (), 2));

public Object executeForRectangle (
final RectangleShape rectangle
) |
return (Double) (double) (rectangle.getWidth() *
rectangle.getHeight ());

Now we can implement the calculation of shapes' total area using a common algorithm, and we get
rid of the conditionals. We execute the areaCalculation behavior for each shape and convert
the result of behavior execution to Double. Methods in a visitor usually return some common type
like Object. This enables various operations to be performed. After executing a visitor, the return
value should be cast to the right type.

final var areaCalculation = new AreaCalculationShapeBehavior () ;

final var totalAreaOfShapes = drawing
.getShapes ()
.stream()
.reduce (0.0, (subTotalArea, shape) ->
subTotalArea + (Double)shape.execute (areaCalculation),
Double: :sum) ;

You can add more behavior to the shape classes by defining a new visitor. Let's define a

PerimeterCalculationShapeBehaviour class:

public class PerimeterCalculationShapeBehavior
implements ShapeBehavior ({
public Object executeForCircle(final CircleShape circle) {
return (Double) (2 * Math.PI * circle.getRadius());

public Object executeForRectangle (
final RectangleShape rectangle
)
return (Double) (double) (2 * rectangle.getWidth() +
2 * rectangle.getHeight());
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Notice that we did not need to use the visitor term in our code examples. Adding the design pattern
name to the names of software entities (class/function names, etc.) often does not bring any real
benefit but makes the names longer. However, there are some design patterns, like the factory
pattern and builder pattern where you always use the design pattern name in a class name.

If you develop a third-party library and would like the behavior of its classes to be extended by its
users, you should make your library classes accept visitors that can perform additional behavior.

Null Object Pattern

A null object is an object that does nothing.

Use the null object pattern to implement a class for null objects that don't do anything. A null object
can be used in place of a real object that does something.

Let's have an example with a Shape interface:

Shape.java

public interface Shape {
void draw();

}

We can easily define a class for null shape objects:

NullShape.java

public class NullShape implements Shape {
void draw() {
// Intentionally no operation
}
}

We can use an instance of the Nullshape class everywhere where a concrete implementation of
the Shape interface is wanted.

Don't Ask, Tell Principle

Don't ask, tell principle defines that in your object, you should tell another object what to do,
and not ask about the other object's state and then do the work by yourself in your object.

If your object asks many things from another object using, e.g., multiple getters, you might be guilty
of the feature envy design smell. Your object is envious of a feature that the other object should
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have.

Let's have an example and define a cube shape class:

public interface ThreeDShape {
//

public class Cube3DShape implements ThreeDShape {
private final int width;
private final int height;
private final int depth;

// Constructor...

public int getWidth() {
return width;

public int getHeight() {
return height;

public int getDepth() {
return depth;

Next, we define another class, CubeUt1i1s, that contains a method for calculating the total volume
of cubes:

public class CubeUtils {
public int calculateTotalVolume (
final List<Cube3DShape> cubes
) A
int totalVolume = 0;

for (final Cube3DShape cube : cubes) {
final var width = cube.getWidth() ;
final var height = cube.getHeight ();
final var depth = cube.getDepth();
totalVolume += width * height * depth;

return totalVolume;

In the calculateTotalVolume method, we ask three times about a cube object's state. This is

against the don't ask, tell principle. Our method is envious of the volume calculation feature and
wants to do it by itself rather than telling a Cube3DShape object to calculate its volume.

Let's correct the above code so that it follows the don't ask, tell principle:

public interface ThreeDShape {
int calculateVolume () ;
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public class Cube3DShape implements ThreeDShape {
private final int width;
private final int height;
private final int depth;

// Constructor

public int calculateVolume () {
return height * width * depth;

public class ThreeDShapeUtils {
public int calculateTotalVolume (
final List<ThreeDShape> threeDShapes
) Ao
int totalVolume = 0;

for (final var threeDShape : threeDShapes) {
totalVolume += threeDShape.calculateVolume () ;

return totalVolume;

Now our calculateTotalVolume method is not asking anything about a cube object. It just tells
a cube object to calculate its volume. We also removed the asking methods (getters) from the
Cube3DShape class because they are no longer needed.

Below is another example of asking instead of telling:

using namespace std::chrono literals;
using std::chrono::system clock;

void AnomalyDetectionEngine: :runEngine ()
{

while (m_isRunning)

{

const auto now = system clock::now();

if (m_anomalyDetector->shouldDetectAnomalies (now))

{
const auto anomalies = m_anomalyDetector->detectAnomalies();
// Do something with the detected anomalies

std::this thread::sleep for(ls);

In the above example, we ask the anomaly detector if we should detect anomalies now. Then,
depending on the result, we call another method on the anomaly detector to detect anomalies. This
could be simplified by making the detectAnomalies method to check if anomalies should be
detected using the shouldDetectAnomalies method. Then the shouldDetectAnomalies
method can be made private, and we can simplify the above code as follows:
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using namespace std::chrono_literals;

void AnomalyDetectionEngine: :runEngine (
{
while (m_isRunning)
{
const auto anomalies = m anomalyDetector->detectAnomalies();
// Do something with the detected anomalies
std::this thread::sleep for(ls);
}

Law of Demeter

A method on an object received from another object's method call should not be called.

The below statements are considered to break the law:

user.getAccount () .getBalance() ;
user.getAccount () .withdraw(...);

The above statements can be corrected either by moving functionality to a different class or by
making the second object to act as a facade between the first and the third object.

Below is an example of the latter solution, where we introduce two new methods in the User class
and remove the getAccount method:

user.getAccountBalance () ;
user.withdrawFromAccount (...);

In the above example, the User class is a facade in front of the Account class that we should not
access directly from our object. However, you should always check if the first solution alternative
could be used instead. It makes the code more object-oriented and does not require creating
additional methods.

Below is a Java example that uses User and SalesItem entities and is not obeying the law of
Demeter:

void purchase (final User user, final SalesItem salesItem) ({
final var account = user.getAccount();

// Breaks the law
final var accountBalance = account.getBalance();

final var salesItemPrice = salesItem.getPrice();

if (accountBalance >= salesItemPrice) {
account.withdraw(salesItemPrice); // Breaks the law
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We can resolve the problem in the above example by moving the purchase method to the correct

class, in this case, the User class:

class User {
private Account account;

04 oo

void purchase (final SalesItem salesItem) {
final var accountBalance = account.getBalance();
final var salesItemPrice = salesItem.getPrice();

if (accountBalance >= salesItemPrice) {
account.withdraw(salesItemPrice);

}

0 oo

Avoid Primitive Type Obsession Principle

Avoid primitive type obsession by defining semantic types for function parameters and
function return value.

Many of us have experienced situations where we have supplied arguments to a function in the
wrong order. This is easy if the function, for example, takes two integer parameters, but you
accidentally give those two integer parameters in the wrong order. You don't get a compilation
€error.

Another problem with primitive types as function arguments is that the argument values are not
necessarily validated. You have to implement the validation logic in your function.

Suppose you accept an integer parameter for a port number in a function. In that case, you might
get any integer value as the parameter value, even though the valid port numbers are from 1 to
65535. Suppose you also had other functions in the same codebase accepting a port number as a
parameter. In that case, you could end up doing the same validation logic in multiple places and
have thus duplicate code in your codebase.

Let's have a simple example of using this principle:
RectangleShape.java
public class RectangleShape implements Shape {

private int width;
private int height;
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public RectangleShape (final int width, final int height) {
this.width = width;
this.height = height;

In the above example, the constructor has two parameters with the same primitive type (int). It is
possible to give width and height in the wrong order. But if we refactor the code to use objects
instead of primitive values, we can make the likelihood of giving the arguments in the wrong order
much smaller:

public class Value<T> ({
private final T value;

public Value(final T value) {
this.value = checkNotNull (value);

T get () {
return value;

public class Width extends Value<Integer> ({
public Width(final int width) {
super (width) ;

public class Height extends Value<Integer> ({
public Height (final int height) {
super (height) ;

public class RectangleShape implements Shape {
private final int width;
private final int height;

public RectangleShape (final Width width, final Height height) {

this.width = width.get () ;
this.height = height.get () ;

final var width = new Width (20);
final var height = new Height (50);

// OK
final Shape rectangle = new RectangleShape (width, height) ;

// Does not compile, parameters are in wrong order
final Shape rectangle2 = new RectangleShape (height, width);

// Does not compile, first parameter is not a width
final Shape rectangle3 = new RectangleShape (height, height) ;

// Does not compile, second parameter is not a height
final Shape rectangle4 = new RectangleShape (width, width) ;
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// Does not compile, Width and Height objects must be used
// instead of primitive types
final Shape rectangle5 = new RectangleShape (20, 50);

In the above example, Width and Height are simple data classes. They don't contain any behavior.
You can use concrete data classes as function parameter types. There is no need to create an
interface for a data class. So, the program against interfaces principle does not apply here.

Let's have another simple example where we have the following function signature:

public void doSomething(final String namespacedName, ...) {

//

The above function signature allows function callers to supply a non-namespaced name
accidentally. By using a custom type for the namespaced name, we can formulate the above
function signature to the following;:

public class NamespacedName {
private final String namespacedName;

public NamespacedName (
final String namespace,
final String name
) A
this.namespacedName = namespace.isEmpty ()
? name
(namespace + '.' + name);

public String get () {
return this.namespacedName;

public void doSomething(final NamespacedName namespacedName, ...) {

/7

Let's have a more comprehensive example with an HttpUr1 class. The class constructor has several

parameters that should be validated upon creating an HTTP URL:

HttpUrljava

public class HttpUrl {
private final String httpUrl;

public HttpUrl (
final String scheme,
final String host,
final int port,
final String path,
final String query

) Ao
httpUrl = scheme +
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host +
Wgl
port +
path +
"er 4+

query;

Let's introduce an abstract class for validated values:

AbstractValidatedValue.java

public abstract class AbstractValidatedvValue<T> ({
protected final T value;

public AbstractValidatableValue (final T value) {
this.value = checkNotNull (value);

abstract boolean valueIsValid();

Optional<T> get () {
return valueIsValid()
? Optional.of (value)
Optional.empty () ;

T tryGet() {
if (valueIsvalid()) {
return value;
} else {
throw new ValidatedvValueGetError(...);

Let's create a class for validated HTTP scheme objects:

HttpScheme.java

public class HttpScheme extends AbstractValidatedValue<String> {
public HttpScheme (String value) {
super (value) ;

public boolean valueIsValid() {
// Because the AbstractValidatedValue<String> is immutable,
// 1if you had complex validation logic, you could cache
// the validation result and store it to a class attribute.

return "https".equals (value.toLowerCase()) ||
"http".equals (value.toLowerCase()) ;

Let's create a Port class (and similar classes for the host, path, and query should be created):

218



public class Port extends AbstractValidatedvValue<Integer> ({

public Port (Integer value)

super (value) ;

public boolean valueIsValid()

{

{

return value >= 1 && value <= 65535;

// public class Host
// public class Path
// public class Query

Let's create a utility class, OptionalUtils, with a method for mapping a result for five optional

values:

@FunctionalInterface
public interface Mapper<T, U, V, X, Y, R> {
R map (T value,

U value?2,

V value3,
X value4,
Y valueb);

public final class OptionalUtils {
public static <T, U, V, X, Y, R> Optional<R>

mapAll (

final Optional<T> optl,
final Optional<U>
final Optional<Vv>
final Optional<X>
final Optional<Y>
final Mapper<T, U,

) Ao
if (optl.
opt2.
opt3.
opt4d.
opt5.
) Ao

return

} else {
return

Next, we can reimplement the HttpUrl class to

isPresent ()
isPresent ()
isPresent ()
isPresent ()
isPresent ()

opt2,
opt3,
opt4,
opt5,

v,

&&
&&
&&
&&

X,

Y, R> mapper

Optional.of (mapper.map (optl.get

Optional.empty () ;

creating an HTTP URL:

HttpUrljava

public class

HttpUrl {

opt2.get
opt3.get
opt4.get
opt5.get
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private final String httpUrl;

// Constructor is private because factory methods

// should be used to create instances of this class

private HttpUrl (final String httpUrl) {
this.httpUrl = httpUrl;

// Factory method that returns an optional HttpUrl
public static Optional<HttpUrl> create(
final HttpScheme scheme,
final Host host,
final Port port,
final Path path,
final Query query
) |
return OptionalUtils.mapAll (scheme.get (),
host.get (),
port.get (),
path.get (),
query.get (),
(schemeValue,
hostValue,
portValue,
pathvalue,
queryValue) ->
new HttpUrl (schemeValue +
we//T 4
hostValue +
WgW o
portValue +
pathValue +
"er o+

queryValue)) ;

// Factory method that returns a valid HttpUrl or
// throws an error
public static HttpUrl tryCreate(

final HttpScheme scheme,

final Host host,

final Port port,

final Path path,

final Query query

) |

try {
return new HttpUrl (scheme.tryGet () +
ll://ll +
host.tryGet () +
wenoy

port.tryGet () +
path.tryGet () +
" o+
query.tryGet());
} catch (final ValidatedvValueGetError error) ({
throw new HttpUrlCreateError (error);

Notice how we did not hardcode the URL validation inside the Ht tpUr1 class, but we created small
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validated value classes: Ht tpScheme, Host, Port, Path, and Query. These classes can be further
utilized in other parts of the codebase if needed and can even be put into a common validation
library for broader usage.

For TypeScript, I have created a library called validated-types for easily creating and using
semantically validated types. The library is available at https://github.com/pksilen/validated-
types. The library's idea is to validate data when the data is received from the input. You can then
pass already validated, strongly typed data to the rest of the functions in your software component.

An application typically receives unvalidated input data from external sources in the following
ways:

» Reading command line arguments
 Reading environment variables

» Reading standard input

« Reading files from the file system

» Reading data from a socket (network input)

« Receiving input from a user interface (UI)

Below is an example of using the validated-types library to create a validated integer type that
allows values between 1 and 10. The VInt generic type takes a type argument of string type, which
defines the allowed value range in the following format: <min-value>,<max-value>

import { VInt } from 'validated-types';

function uselInt(int: VInt<'1l,10'>) {
// The wrapped integer value can be accessed
// through the 'value' property
console.log(int.value) ;

}

const int: VInt<'l,10'> = VInt.tryCreate('1,10', 5);
uselnt (int); // prints to console: 5

// Returns null, because 12 is not between 1 and 10
const maybeInt: VInt<'l,10'> | null = VInt.create('1l,10', 12);

// Prints to console: 10
uselnt (maybeInt ?? VInt.tryCreate('l,10', 10));

// Throws, because 500 is not between 1 and 10
const int2: VInt<'l,10'> = VInt.tryCreate('l,10', 500);

The below example defines a Url type which contains six validations that validate a string
matching the following criteria:

« is at least one character long

« is at most 1024 characters long
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« is a lowercase string
is a valid URL

URL starts with 'https'
« URL ends with “html'

import { SpecOf, VString } from 'validated-types';

// First element in the VString type parameter array validates
// a lowercase string between 1-1024 characters long

// Second element in the VString type parameter array validates
// an URL

// Third element in the VString type parameter array validates
// a string that starts with "https"

// Fourth element in the VString type parameter array validates
// a string that ends with ".html"

type Url = VString<['l,1024,lowercase’',
'url',
'startsWith, https',
'endsWith, .html']>;

const urlVSpec: VSpecOf<Url> = ['1,1024,lowercase’,
'url',
'startsWith,https’',
'endsWith, .html"'];

function useUrl (url: Url) {
console.log(url.value);

const url: Url = VString.tryCreate (
urlVSpec,
'https://server.domain.com:8080/index.html’
)i

// Prints to console: https://server.domain.com:8080/index.html
useUrl (url) ;

// 'maybeUrl' will be null
const maybeUrl: Url | null = VString.create (urlVSpec,
'invalid URL');

const defaultUrl: Url = VString.tryCreate (
urlVSpec,
'https://default.domain.com:8080/index.html"
)i
// Prints to console: https://default.domain.com:8080/index.html
useUrl (maybeUrl ?? defaultUrl);

If you don't need validation but would like to create a semantic type, you can use the SemType class
from the validated-types library:

import { SemType } from 'validated-types':;
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// Defines a semantic boolean type with name 'isRecursiveCall'
type IsRecursiveCall = SemType<boolean, 'isRecursiveCall'>

// Defines a semantic boolean type with name 'isInternalCall'
type IsInternalCall = SemType<boolean, 'isInternalCall'>;

function myFunc (isRecursiveCall: IsRecursiveCall,
isInternalCall: IsInternalCall) {
// The value of a semantic type variable
// can be obtained from the 'value' property
console.log(isRecursiveCall.value);
console.log(isInternalCall.value);

const isRecursiveCall = false;
const isInternalCall = true;

// This will succeed
myFunc (new SemType ({ isRecursiveCall }),
new SemType ({ isInternalCall }));

// All the below myFunc calls will fail during
// the compilation
myFunc (new SemType ({ isInternalCall }),

new SemType ({ isRecursiveCall }));

myFunc (true, true);

myFunc (new SemType ('isSomethingElse', true),
new SemType ('isInternalCall', true));

myFunc (new SemType ('isRecursiveCall', false),
new SemType ('isSomethingElse', true));

myFunc (new SemType ('isSomethingElse', true),
new SemType ('isSomethingElse', true));

Dependency Injection (DI) Principle

Dependency injection (DI) allows changing the behavior of an application based on static or
dynamic configuration. When using dependency injection, the dependencies are injected only
upon the application startup. The application can first read its configuration and then decide
what objects are created for the application. In many languages, dependency injection is
crucial for unit tests also. When executing a unit test using DI, you can inject mock
dependencies into the tested code instead of using the standard dependencies of the
application.

Below is a C++ example of using the singleton pattern without dependency injection:
main.cpp
int main ()

{

Logger::initialize ("Exporter");
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Logger: :writeLogEntry (LogLevel: :Info,
std::source location::current(),
"Starting application");

//

A developer must remember to call the initialize method before calling any other method on
the Logger class. This kind of coupling between methods should be avoided. Also, it is hard to unit
test the static methods of the Logger class.

We should refactor the above code to use dependency injection:

main.cpp

int main ()
{
DependencyInjectorFactory: :createDependencyInjector(...)
->injectDependencies () ;

Logger::getInstance () ->writeLogEntry (
LogLevel: :Info,
std::source_location::current(),
"Starting application"

)i

//

Singleton.h

template<typename T>
class Singleton
{
public:
Singleton() = default;

virtual ~Singleton()
{
m_instance.reset();

}i

static inline std::shared ptr<T>& getlInstance ()
{

return m_instance;

}

static void setInstance(const std::shared ptr<T>& instance)
{
m_instance = instance;

}

private:
static inline std::shared ptr<T> m_instance;
}i

Logger.h
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class Logger : public Singleton<Logger>
{

public:

virtual void writeLogEntry(...) = 0;
bi
StdOutSyslogLogger.h
class StdOutSysloglogger : public Logger
{
public:

void writeLogEntry(...) override

{
// Write the log entry
// in Syslog format to the standard output
}
}i

DependencylInjectorFactory.h

class DependencyInjectorFactory {
public:
static std::shared ptr<DependencyInjector>
createDependencyInjector(...)
{
// You can use a switch-case here to create
// different kinds of dependency injectors
// that inject different kinds of dependencies
return std::make_shared<DefaultDependencyInjector>();

DependencylInjector.h

class DependencyInjector {

public:
virtual ~DependencylInjector = default;
virtual void injectDependencies() = 0;

DefaultDependencylInjector.h

class DefaultDependencyInjector : public DependencylInjector ({
public:
void injectDependencies () override;

DefaultDependencylInjector.cpp

void DefaultDependencyInjector::injectDependencies ()
{

// Inject other dependencies...

Logger::setInstance (
std::make_shared<stdOutSyslogLogger> ("Exporter"
)i

Below is an example of a data-visualization-web-client where the noicejs NPM library is used for
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dependency injection. This library is similar to the Google Guice library. Below is a
FakeServicesModule class that configures dependencies for different backend services that the
web client uses. As you can notice, all the services are configured to use fake implementations
because this DI module is used when the backend services are not yet available. A
RealServicesModule class can be implemented and used when the backend services become
available. In the RealServicesModule class, the services are bound to their actual
implementation classes instead of fake implementations.

FakeServicesModule.ts

import { Module } from 'noicejs';
import FakeDataSourceService from ...;
import FakeMeasureService from ...;
import FakeDimensionService from ...;
import FakeChartDataService from ...;

export default class FakeServicesModule extends Module {
override async configure(): Promise<void> ({
this.bind('dataSourceService')
.toInstance (new FakeDataSourceService());

this.bind('measureService')
.toInstance (new FakeMeasureService());

this.bind('dimensionService')
.toInstance (new FakeDimensionService());

this.bind('chartDataService')
.toInstance (new FakeChartDataService());
)i

With the noicejs library, you can configure several DI modules and create a DI container from the
wanted modules. The module approach lets you divide dependencies into multiple modules, so you
don't have a single big module. It also lets you instantiate a different module or modules based on
the application configuration.

In the below example, the DI container is created from a single module, an instance of the
FakeServicesModule class:

diContainer.ts

import { Container } from 'noicejs';
import FakeServicesModule from './FakeServicesModule';

const diContainer = Container.from(new FakeServicesModule()) ;

export default diContainer;
In the development phase, we could create two separate modules, one for fake services and another

one for real services, and control the application behavior based on the web page's URL query
parameter:
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diContainer.ts

import { Container } from 'noicejs';
import FakeServicesModule from './FakeServicesModule';
import RealServicesModule from './RealServicesModule';

const diContainer = (() => {

if (location.href.includes ('useFakeServices=true')) {
// Use fake services if web page URL
// contains 'useFakeServices=true'
return Container.from(new FakeServiceModule());

} else {
// Otherwise use real services
return Container.from(new RealServicesModule());

1D NON]

export default diContainer;

Then you must configure the diContainer before dependency injection can be used. In the below
example, the diContainer is configured before a React application is rendered:

index.tsx

import React from 'react';

import ReactDOM from 'react-dom';

import diContainer from './diContainer';
import AppView from './app/view/AppView';

diContainer.configure () .then(() => {
ReactDOM. render (<AppView />, document.getElementById('root'));
1)

Then, in Redux actions, where you need a service, you can inject the required service with the
@Inject decorator. You specify the name of the service you want to inject. The service will be
injected as the class constructor argument's property (with the same name).

StartFetchChartDataAction.ts

// Imports

type ConstructorArgs = {
chartDataService: ChartDataService,
chart: Chart,
dispatch: Dispatch;

Vi

export default

@Inject ('chartDataService')

class StartFetchChartDataAction extends AbstractChartAreaAction ({
private readonly chartDataService: ChartDataService;
private readonly chart: Chart;

constructor ({ chart,
chartDataService,
dispatch }: ConstructorArgs) {
super (dispatch) ;
this.chartDataService = chartDataService;
this.chart = chart;
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perform(currentState: ChartAreaState): ChartAreaState {
this.chartDataService
.fetchChartData (
this.chart.dataSource,
this.chart.getColumns (),
this.chart.getSelectedFilters(),
this.chart.getSelectedSortBys ()
)
.then ((columnNameToValuesMap: ColumnNameToValuesMap) => {
this.dispatch (
new FinishFetchChartDataAction (columnNameToValuesMap,
this.chart.id)
)7
})
.catch((error) => {
// Handle error
3

this.chart.isFetchingChartData = true;
return ChartAreaStateUpdater
.getNewStateForChangedChart (currentState, this.chart);

And to be able to dispatch the above action, a controller should be implemented:

ChartAreaController.ts

import diContainer from './diContainer';
import StartFetchChartDataAction from './StartFetchChartDataAction';
import Controller, { Dispatch } from './Controller';

class ChartAreaController extends Controller {
constructor (dispatch: Dispatch) {
super (dispatch)

getActionDispatchers () {
return {
startFetchChartData: (chart: Chart) =>

// the 'chart' is given as a property to

// StartFetchChartDataAction class constructor

this.dispatchWithDi (diContainer,
StartFetchChartDataAction,
{ chart });

The following base classes are also defined:

AbstractAction.ts

export default abstract class AbstractAction<S> {
abstract perform(state: S): S;

AbstractDispatchingAction.ts
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// Imports...

export default abstract class AbstractDispatchingAction<S>
extends AbstractAction<S> {
constructor (protected readonly dispatch: Dispatch) ({}

AbstractChartAreaAction.ts

// Imports...

export default abstract class AbstractChartAreaAction
extends AbstractDispatchingAction<ChartAreaState> {

Controller.ts

export type Dispatch =
(plainActionObject: { type: AbstractAction<any> }) => void;

export default class Controller ({
protected readonly dispatch:
(action: AbstractAction<any>) => void;

// The 'dispatch' is from Redux library
constructor (dispatch: Dispatch) {
this.dispatch = (action: AbstractAction<any>) =>
dispatch({ type: action });

dispatchWithDi (
diContainer: { create: (...args: anyl[]) => Promise<any> 1},
ActionClass:
abstract new (...args: any[]) => AbstractAction<any>,

otherArgs: {}

// diContainer.create will create a new object of

// class ActionClass.

// The second parameter of the create function defines

// additional properties supplied to ActionClass constructor.
// The create method is asynchronous. When it succeeds,

// the created action object is available in the 'then'

// function and it can be now dispatched

diContainer
.create (ActionClass, {
dispatch: this.dispatch,
...otherArgs
1)

.then((action: any) => this.dispatch(action));

Avoid Code Duplication Principle

At the class level, when you spot duplicated code in two different classes implementing the
same interface, you should create a new base class to accommodate the common
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functionality and make the classes extend the new base class.

Below is an AvroBinaryKafkaInputMessage class that implements the

interface:

InputMessage.h

class InputMessage
{
public:
virtual ~InputMessage() = default;

virtual uint32_t tryDecodeSchemalId() const = 0;

virtual std::shared ptr<DecodedMessage>
tryDecodeMessage (const std::shared_ptr<Schema>& schema)
const = 0;

}i

AvroBinaryKafkalnputMessage.h

class AvroBinaryKafkaInputMessage : public InputMessage
{
public:
AvroBinaryKafkaInputMessage (
std::unique_ptr<RdKafka::Message> kafkaMessage
) : m_kafkaMessage (std: :move (kafkaMessage))
{}

uint32_t tryDecodeSchemald() const override;

std::shared_ptr<DecodedMessage>
tryDecodeMessage (const std::shared ptr<Schema>& schema)
const override;

private:
std::unique ptr<RdKafka::Message> m kafkaMessage;
}i

uint32_ t AvroBinaryKafkalInputMessage::tryDecodeSchemalId ()
{

// Try decode schema id from the beginning of

// the Avro binary Kafka message

std::shared ptr<DecodedMessage>

AvroBinaryKafkaInputMessage: :tryDecodeMessage (
const std::shared ptr<Schema>& schema

) const

{

const

return schema->tryDecodeMessage (m_kafkaMessage->payload(),

m_kafkaMessage->len());

InputMessage

If we wanted to introduce a new Kafka input message class for JSON, CSV, or XML format, we
could create a class like the AvroBinaryKafkaInputMessage class. But then we can notice the

duplication of code in the tryDecodeMessage method. We can notice that the

tryDecodeMessage method is the same regardless of the input message source and format.
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According to this principle, we should move the duplicate code to a common base class,
BaselInputMessage. We could make the tryDecodeMessage method a template method
according to the template method pattern and create abstract methods for getting the message data
and its length:

BaseInputMessage.h

class BaselInputMessage : public InputMessage

{

public:
std::shared_ptr<DecodedMessage>
tryDecodeMessage (const std::shared ptr<Schema>& schema)
const final;

protected:
// Abstract methods
virtual uint8_t* getData() const = 0;
virtual size_t getLengthInBytes() const = 0;
}i

// This is a template method
// 'getData' and 'getLengthInBytes' will be
// implemented in subclasses
std::shared ptr<DecodedMessage>
BaselInputMessage: :tryDecodeMessage (
const std::shared ptr<Schema>& schema
) const
{
return schema->tryDecodeMessage (getData (), getLengthInBytes());

Next, we should refactor the AvroBinaryKafkaInputMessage class to extend the new
BaselInputMessage class and implement the getData and getLengthInBytes methods. But
we can realize these two methods are the same for all Kafka input message data formats. We should
not implement those two methods in the AvroBinaryKafkaInputMessage class because we
would need to implement them as duplicates if we needed to add a Kafka input message class for
another data format. Once again, we can utilize this principle and create a new base class for Kafka
input messages:

KafkalnputMessage.h

class KafkaInputMessage : public BaselInputMessage
{
public:
KafkaInputMessage (
std::unique ptr<RdKafka::Message> kafkaMessage
) : m_kafkaMessage (std: :move (kafkaMessage) )

{1

protected:
uint8 t* getData() const final;
size t getLengthInBytes() const final;

private:

std::unique ptr<RdKafka::Message> m kafkaMessage;
}i
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uint8_ t* KafkalnputMessage::getData() const
{
return std::bit cast<uint8 t*>(m_ kafkaMessage->payload());

}

size t KafkalInputMessage::getLengthInBytes () const
{
return m_kafkaMessage->len() ;

}

Finally, we can refactor the AvroBinaryKafkalInputMessage class to contain no duplicated
code:

AvroBinaryKafkalnputMessage.h

class AvroBinaryKafkaInputMessage : public KafkaInputMessage
{
public:
uint32_t tryDecodeSchemald() const final;
}i

uint32_t AvroBinaryKafkalnputMessage::tryDecodeSchemaId() const
{

// Try decode the schema id from the beginning of

// the Avro binary Kafka message

// Use base class getData() and getDatalLengthInBytes ()

// methods to achieve that

Inheritance in Cascading Style Sheets (CSS)

In HTML, you can define classes (class names) for HTML elements:

<span class="icon pie-chart-icon">...</span>

In a CSS file, you define CSS properties for CSS classes, for example:

.icon {
background-repeat: no-repeat;
background-size: 1.9rem 1.9rem;
display: inline-block;
height: 2rem;
margin-bottom: 0.2rem;
margin-right: 0.2rem;
width: 2rem;

.pie-chart-icon {
background-image: url ('pie_chart_icon.svg');

}

The problem with the above approach is that it is not correctly object-oriented. In the HTML code,
you must list all the class names to achieve a mixin of all the needed CSS properties. It is easy to
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forget to add a class name. For example, you could specify pie-chart-icon only and forget to

specify the icon.

It is also difficult to change the inheritance hierarchy afterward. Suppose you wanted to add a new
class chart-icon for all the chart icons:

.chart-icon {
// Define properties here...

You would have to remember to add the chart-icon class name to all places in the HTML code

where you are rendering chart icons:

<span class="icon chart-icon pie-chart-icon">...</span>

The above-described approach is very error-prone. What you should do is introduce proper object-
oriented design. You need a CSS preprocessor that makes extending CSS classes possible. In the
below example, I am using SCSS:

<span class="pieChartIcon">...</span>

.icon {
background-repeat: no-repeat;
background-size: 1.9rem 1.9rem;
display: inline-block;
height: 2rem;
margin-bottom: 0.2rem;
margin-right: 0.2rem;
width: 2rem;

.chartIcon {

@extend .icon;

// Other chart icon related properties...
.pieChartIcon ({

@extend .chartIcon;

background-image: url('../../../../../assets/images/icons/chart/pie chart icon.svg');

In the above example, we define only one class for the HTML element. The inheritance hierarchy is
defined in the SCSS file using the Gextend directive. We are now free to change the inheritance
hierarchy in the future without any modification needed in the HTML code.
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Coding Principles

This chapter presents principles for coding. The following principles are presented:

« Uniform variable naming principle

« Uniform source code repository structure principle
« Source code directory tree structure principle
» Avoid comments principle

« Function single return statement principle

« Prefer statically typed language principle

« Refactoring principle

« Static code analysis principle

« Error/Exception handling principle

» Don't pass or return null principle

« Avoid off-by-one errors principle

« Be critical when googling principle

« Optimization principle

Uniform Variable Naming Principle

A good variable name should describe the variable's purpose and its type.

At best, having your code written with great names makes it read like prose. And remember that

code is more often read than written, so code must be easy to read and understand.

Naming variables with names that also convey information about the variable's type is crucial in
untyped languages and beneficial in typed languages, too, because modern typed languages use
automatic type deduction, and you won't always see the actual type of a variable. But when the
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variable's name tells its type, it does not matter if the type name is not visible.

In the following sections, naming conventions for different types of variables are proposed.

Naming Integer Variables

Some variables are intrinsically integers, like age or year. Everybody understands immediately that
the type of an age or year variable is a number and, to be more specific, an integer. So you don't
have to add anything to the variable’s name to indicate its type. It already tells you its type.

One of the most used categories of integer variables is a count or number of something. You see
those kinds of variables in every piece of code. I recommend using the following convention for
naming those variables: numberOf<something> or alternatively <something>Count. For example,
numberOfFailures or failureCount. You should not use a variable name failures to designate a
failure count. The problem with that variable name is it does not clearly specify the type of the
variable and thus can cause some confusion. This is because a variable named failures can be
misunderstood as a collection variable (e.g., a list of failures).

If the unit of a variable is not self-evident, always add information about the unit to the end of the
variable name. For example, instead of naming a variable tooltipShowDelay, you should name it
tooltipShowDelayInMillis or tooltipShowDelayInMillisecs. If you have a variable whose unit is self-
evident, unit information is not needed. So, there is no need to name an age variable as
agelnYears. But if you are measuring age in months, you must name the respective variable as
ageInMonths so that people don't assume that age is measured in years.

Naming Floating-Point Number Variables

Floating-point numbers are not as common as integers, but sometimes you need them too. Some
values are intrinsically floating-point numbers, like most un-rounded measures (e.g., price, height,
width, or weight). If you need to store a measured value, it would be a safe bet to have a floating-
point variable.

If you need to store an amount of something that is not an integer, use a variable named
<something>Amount, like rainfallAmount. When you see “amount of something” in code, you can
automatically think it is a floating-point number. If you need to use a number in arithmetic,
depending on the application, you might want to use either floating-point or integer arithmetic. In
the case of money, you should use integer arithmetic to avoid rounding errors. Instead of a floating-
point moneyAmount variable, you should have an integer variable, like moneyInCents, for
example.

If the unit of a variable is not self-evident, add information about the unit to the end of the variable
name, like rainfallAmountInMillimeters, widthInInches, angleInDegrees (values 0-360),
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failurePercent (values 0-100), or failureRatio (values 0-1).

Naming Boolean Variables

Boolean variables can have only one of two values: true or false. The name of a boolean variable
should form a statement where the answer is true or false, or yes or no. Typical boolean variable
naming patterns are: is<something>, has<something>, did<something>, should<something>,
can<something>, or will<something>. Some examples of variable names following the above
patterns are isDisabled, hasErrors, didUpdate, shouldUpdate, and willUpdate.

The verb in the boolean variable name does not have to be at the beginning. It can and should be in
the middle if it makes the code read better. Boolean variables are often used in if-statements where
changing the word order in the variable name can make the code read better. Remember that, at
best, code reads like beautiful prose, and code is read more often than written.

Below is a code snippet where we have a boolean variable named i sPoolFull:

if (const bool isPoolFull = m pooledMessages.size() >= 200U;
isPoolFull)
{
70 oo
}
else
{
70 ooo
}

We can change the variable name to poolIsFull to make the if-statement read more fluently. In
the below example, the if-statements reads "if pollIsFull" instead of "if isPoolFull”:

if (const bool poolIsFull = m pooledMessages.size() >= 200U;
poolIsFull)
{
/).

Don't use boolean variable names in the form of <passive-verb><Something>, like insertedField,
because this can confuse the reader. It is unclear if the variable name is a noun that names an object
or a boolean statement. Instead, use either didInsertField or fieldWasInserted.

Below is a Go language example of the incorrect naming of a variable used to store a function return
value. Someone might think that tablesDropped means a list of dropped table names. So, the
name of the variable is obscure and should be changed.
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tablesDropped := dropRedundantTables (prefix,
vmsdata,
cfg.HiveDatabase,
hiveClient,
logger)

if tablesDropped {

/e
}

Below is the above example modified so that the variable name is changed to indicate a boolean
statement:

tablesWereDropped := dropRedundantTables (prefix,
vmsdata,
cfg.HiveDatabase,
hiveClient,
logger)

if tablesWereDropped ({

/0 oco
}

You could have used a variable named didDropTables, but the tablesWereDropped makes the
if-statement more readable.

Naming String Variables

String variables are prevalent, and many things are intrinsically strings, like name, title, city,
country, or topic. When you need to store numerical data in a string variable, tell the code reader
clearly that it is a question about a number in string format, and use a variable name in the
following format: <someValue>String or <someValue>AsString. It makes the code more
prominent and easier to understand. For example:

const year = parselnt (yearAsString, 10);

Naming Enum Variables

Name enum variables with the same name as the enum type. E.g., a CarType enum variable should
be named carType. If the name of an enum type is very generic, like Result, you might benefit
from declaring an enum variable with some detail added to the variable name. Below is an example
of a very generic enum type name:

PulsarProducer.cpp
// Returns enum type 'Result'

const auto result = pulsar::createProducer(...);

if (result == Result.Ok) {
) aca
}
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Let's add some detail and context to the result variable name:

PulsarProducer.cpp
const auto producerCreationResult = pulsar::createProducer(...);
if (producerCreationResult == Result.Ok) {

00 oo
}

Naming Collection (Array, List, and Set) Variables

When naming arrays, lists, and sets, you should use the plural form of a noun, like customers,
errors, or tasks. In most cases, this is enough because you don't necessarily need to know the
underlying collection implementation. Using this naming convention allows you to change the type
of a collection variable without needing to change the variable name. If you are iterating over a
collection, it does not matter if it is an array, list, or set. Thus, it does not bring any benefit if you
add the collection type name to the variable name, for example, customerList or taskSet. Those
names are just longer. You might want to specify the collection type in some special cases. Then,
you can use the following kind of variable names: queueOfTasks, stackOfCards, or
orderedSetOfTimestamps.

Below is an example in Go language, where the function is named correctly to return a collection (of
categories), but the variable receiving the return value is not named according to the collection
variable naming convention:

vmsdata, error = vmsClient.GetCategories (vmsUrl, logger)

Correct naming would be:

vmsCategories, error = vmsClient.GetCategories (vmsUrl, logger)

Naming Map Variables

Maps are accessed by requesting a value for a certain key. This is why I recommend naming maps
using the pattern <key>To<Value>Map. Let’s say we have a map containing order counts for
customer ids. This map should be named customerIdToOrderCountMap. Or if we have a list of
suppliers for product names, the map variable should be named productNameToSuppliersMap.
Below is an example of accessing maps in Java:

final var orderCount = customerIdToOrderCountMap.get (customerId) ;
final var suppliers = productNameToSuppliersMap.get (productName) ;
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Below is an example of iterating over a map in JavaScript:

Object.entries (customerIdToOrderCountMap)
.map ( ([customerId, orderCount]) => ...);

Naming Pair and Tuple Variables

A variable containing a pair should be named using the pattern variabletAndVariable2. For
example: heightAndWidth. And for tuples, the recommended naming pattern is
variable1Variablez...andVariableN. For instance: heightWidthAndDepth.

Below is an example of using pairs and tuples in JavaScript:

const heightAndWidth = [100, 200];
const heightWidthAndDepth = [100, 200, 401;
const [height, , depth] = heightWidthAndDepth;

Naming Object Variables

Object variables refer to an instance of a class. Class names are nouns written with the first letter
capitalized, like Person, Account, or Task. Object variable names should contain the related class
name: a person object of the Person class, an account object of the Account class, etc. You can
freely decorate the object’s name, for example, with an adjective: completedTask. It is important to
include the class name or at least some significant part of it at the end of the variable name. Then
looking at the end of the variable name tells what kind of object is in question.

Sometimes you might want to name an object variable so that the name of its class is implicit, for
example:

// The class of the function parameters, 'Location', is implicit
drive (home, destination);

In the above example, the classes of home and destination objects are not explicit. In most
cases, it is preferable to make the class name explicit in the variable name when it does not make
the variable name too long. This is because of the variable type deduction. The types of variables are
not necessarily visible in the code, so the type of a variable should be communicated by the variable
name. Below is an example where the types of function parameters are explicit.

// The class of the function parameters, 'Location', is now explicit
drive (homeLocation, destLocation);
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Naming Optional Variables

How to name optional variables depends on the programming language and how the optional types
are implemented. An optional variable name should be prefixed with maybe in languages where
you need to unwrap the possible value from an optional object.

In Java, when using Optional<T>, name variables of this type using the following pattern:
maybe<Something>:

maybeLoggedInUser.ifPresent (loggedInUser -> loggedInUser.logout()) ;
final User currentUser = maybeloggedInUser.orElse (guestUser);

In TypeScript and other languages where optional types are created using type unions, you don’t
need any prefixes in optional variable names. In the below example, the discount parameter is
optional, and its type is number | undefined:

function addTax(
price: number,
discount?: number
) : number {
return 1.2 * (price — (discount ?? 0));

}

const priceWithTax = addTax (priceWithoutTax) ;

Naming Function Variables (Callbacks)

Callback functions are functions supplied to other functions to be called at some point. If a callback
function returns a value, it can be named according to the returned value, but it should still contain
a verb. If the callback function does not return a value, you should name the callback function like
any other function: Indicating what the function does. Suppose you have a variable storing a
function object, like a Java Function instance. In that case, you need to name the variable
according to the rules for an object variable, i.e., the variable name should be a noun. For example,
if you have a Java Function object currently named map, you should correct the name to be a

noun, like mapper.

const doubledValue = value => 2 * value;

const squaredValue = value => value * value;
const valueIsEven = nbr => (nbr % 2) === 0;
const values = [1, 2, 3, 4, 5]

const doubledValues = values.map (doubledValue) ;
const squaredValues = values.map (squaredValue) ;
const evenValues = values.filter (valueIsEven):;

const strings = [" stringl", "string2 "1];
const trimmedString = str => str.trim();

const trimmedStrings = strings.map (trimmedString);

const sumOfValues = (sum, value) => sum + value;
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values.reduce (sumOfvValues, 0);

The above example would be even more apparent if the map function was renamed to mapEach and
the reduce function was renamed to reduceTo:

const doubledValues = values.mapEach (doubledValue) ;
const trimmedStrings = strings.mapEach (trimmedString) ;
values.reduceTo (sumOfValues, 0);

Let's have an example written in Clojure:

(defn print-first-n-doubled-integers [n]
(println (take n (map (fn [x] (* 2 x)) (range)))))

To understand what happens in the above code, you should start reading from the innermost
function call and proceed toward the outermost function call. When traversing the function call
hierarchy, the difficulty lies in storing and retaining information about all the nested function calls
in short-term memory.

We could simplify reading the above example by giving a name to the anonymous function and
introducing variables (constants) for intermediate function call results. Of course, our code
becomes more prolonged, but coding is not a competition to write the shortest possible code but to
write the shortest, most readable, and understandable code for other people and your future self. It
is a compiler's job to compile the below longer code into as efficient code as the above shorter code.

Below is the above code refactored:

(defn print-first-n-doubled-integers [n]
(let [doubled (fn [x] (* 2 x))
doubled-integers (map doubled (range))
first-n-doubled-integers (take n doubled-integers) ]
(println first-n-doubled-integers)))

Let's think hypothetically: if Clojure's map function took parameters in a different order and the
range function was named integers (to better describe what it returns) and the take function
was named take-first (like take-last), we would have an even more explicit version of the
original code:
(defn print-first-n-doubled-integers [n]
(let [doubled (fn [x] (* 2 x))
doubled-integers (map (integers) doubled)

first-n-doubled-integers (take-first n doubled-integers)]
(println first-n-doubled-integers)))
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Naming Class Properties

Class properties (i.e., class attributes, fields, or member variables) should be named so that the
class name is not repeated in the property names. Below is an example of incorrect naming;:

public class Order {

private long orderId;

private OrderState orderState;
}

Below is the above code with corrected names:

public class Order {
private long id;
private OrderState state;

}

If you have a class property to store a callback function (e.g., event handler or lifecycle callback),
you should name it so that it tells on what occasion the stored callback function is called. Name
properties storing event handlers using the following pattern: on + <event-type>, e.g., onClick or
onSubmit. Name properties storing lifecycle callbacks in a similar way you would name a lifecycle
method, for example: onlInit, afterMount, or beforeMount.

General Naming Rules

Use Short, Common Names

When picking a name for something, use the most common shortest name. If you have a function
named relinquishSomething, consider a shorter and more common name for the function. You
could rename the function to releaseSomething, for example. The word "release" is shorter and
more common than the "relinquish" word. Use Google to search for word synonyms, e.g.,
"relinquish synonym", to find the shortest and most common similar term.

Pick One Name And Use It Consistently

Let's assume that you are building a data exporter microservice and you are currently using the
following terms in the code: message, report, record and data. Instead of using four different terms
to describe the same thing, you should pick just one term, like message, for example, and use it
consistently throughout the microservice code.

Suppose you need to figure out a term to indicate a property of a class. You should pick just one
term, like property, and use it consistently everywhere. You should not use multiple terms like
attribute, field, and member to describe a property of a class.
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Avoid Obscure Abbreviations

Many abbreviations are commonly used, like str for a string, num/nbr for a number, prop for a
property, or val for a value. Most programmers use these, and I use them to make long names
shorter. If a variable name is short, the full name should be used instead, like numberOfitems
instead of nbrOfItems. Use abbreviations in cases where the variable name otherwise becomes too
long. What I especially try to avoid is using uncommon abbreviations. For example, I would never
abbreviate amount to amnt or discount to dscnt because I haven't seen those abbreviations used
much in real life.

Avoid Too Short Or Meaningless Names

Names that are too short do not communicate what the variable is about. As loop counters, use a
variable name like index or <something>Index if the loop variable is used to index something, like
an array, for example. An indexing variable should start from zero. If the loop variable is counting
the number of things, use number or <something>Number as the variable name, and start the loop
counter from value one instead of zero. For example, a loop to start five threads should be written
in C++ in the following way:

for (size_ t threadNumber{1U}; threadNumber <= 5U; ++threadNumber)
{

startThread (threadNumber) ;
}

If you don't need to use the loop counter value inside the loop, you can use a loop variable named
count:

for (size_t count{lU}; count <= objectCount; ++count)
{

objects.push back(acquireCbject (std::forward<Args>(args)...));
}

Uniform Source Code Repository Structure
Principle

Structuring code in a source code repository systematically in a certain way makes it easy
for other developers to discover wanted information quickly.

Below are examples of ways to structure source code repositories for Java, C++, and JavaScript/
TypeScript microservices. In the below examples, a containerized (Docker) microservice deployed
to a Kubernetes cluster is assumed. Your CI tool might require that the CI/CD pipeline code must
reside in a specific directory. But if not, place the CI/CD pipeline code in a ci-cd directory.
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Java Source Code Repository Structure

Below is the proposed source code repository structure for a Java microservice (Gradle build tool is
used):

java-service
— ci-cd
L— Jenkinsfile
— docker
}— Dockerfile
L— docker-compose.yml
— docs
— env
— .env.dev
L— .env.ci
— gradle
L— wrapper
L

— helm
L— java-service
}— templates
— .helmignore
f— chart.yaml
}— values.schema.json
L— values.yaml
— integration-tests
}— features
| L— featurel.feature
L— steps
— scripts
L— // Bash scripts here...
— src
}— main
| — java
| L— com.domain.java-service
| L— // source code
| L— resources
L— test
— java
L com.domain.java-service
L— // unit test code
L— resources
— .gitignore
— build.gradle
— gradlew
— gradlew.bat
—— README .MD
l— settings.gradle

C++ Source Code Repository Structure

Below is the proposed source code repository structure for a C++ microservice (CMake build tool is
used):
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cpp-service
— ci-cd
L— Jenkinsfile
— docker
I— Dockerfile
L— docker-compose.yml
— docs
— env
— .env.dev
L— .env.ci
— helm
L cpp-service
— templates
I— .helmignore
}— chart.yaml
|— values.schema.json
[S— values.yaml
I— integration-tests
f— features
| L— featurel.feature
L steps
— scripts
L— // Bash scripts here...
— src
— // source code here
| main.cpp
L— CMakeLists.txt
— test
I— // unit test code
|  main.cpp
L— CMakeLists.txt
— .gitignore
— CMakeLists.txt
'— README.MD

JavaScript/TypeScript Source Code Repository Structure

Below is the proposed source code repository structure for a JavaScript/TypeScript microservice:

ts-service
}— @il=ee)
L— Jenkinsfile
}-— docker
I— Dockerfile
L— docker-compose.yml
}-— docs
— env
— .env.dev
L— .env.ci
}— helm
L— ts-service
I—— templates
I— .helmignore
}— chart.yaml
I—— values.schema.json
L— values.yaml
I— integration-tests
I—— features
| L— featurel.feature
L— steps
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— scripts
L— // Bash scripts here...
— src
L— // source code here
— test
L— // unit test code here
— .gitignore
— .eslintrc.json
— .prettier.rc
— package.json
— package-lock.json
—— README .MD
— tsconfig.json

Domain-Based Source Code Structure Principle

Structure source code tree primarily by domains, not by technical details. Each source code
directory should have a single responsibility at its abstraction level.

Below is an example of a Spring Boot microservice's src directory that is not organized by domains
but is incorrectly organized according to technical details:

spring-example-service/

L— src/
L— java/
L com.silensoft.springexampleservice/
— controllers/
F—— AController.java
L

BController.java
ntities/
AEntity.java
BEntity.Jjava
ors/
AError.java
BError.java

[0)

[T

iz

0]
K

[T

Q.
o
o
19
~

ADto.java
BDto.java
ositories/
ARepository.java
BRepository.java
ervices/
AService.java

|
eIT

[T

0

[T

BService.java

Below is the above example modified so that directories are organized by domains:

spring-example-service/
L src/
L— java/
L— com.silensoft.springexampleservice/

}— domaina/
| — Acontroller.java
| F—— ADto.java

| F—— AEntity.java
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AError.java
ARepository.java
AService.java
ainB/
BController.java
BDto.java
BEntity.java
BError.java
BRepository.java
BService.java

[T

—

O

B

[TTTTT

You can have several levels of nested domains:

spring-example-service/
L— src/
L— java/
L com.silensoft.springexampleservice/
}— domaina/
| |— domainA-1/
| I— AlController.java
| I—

L— domaina-2/
I— A2Controller.java
| I—

I

I

|

I

|

L— domainB/
L BController.java

If you want, you can create subdirectories for technical details inside a domain directory. This is the
recommended approach if, otherwise, the domain directory would contain more than 5 to 7 files.
Below is an example of the salesitem domain:

sales-item-service
L— src
L— java
L— com.silensoft.salesitemservice
L salesitem
— dtos
}— salesItemarg.java
L salesItemResponse.java
— entities
L salesItem.java
— errors
[— SalesItemRelatedError.java
L salesItemRelatedError2.java
— repository
L salesItemRepository.java
— service
j— salesItemService.java
L salesItemServicelImpl.java
L SalesItemController.java

Below is the source code directory structure for the data exporter microservice designed in the
previous chapter. There are subdirectories for the four subdomains: input, internal message,
transformer, and output. There is a subdirectory created for each common nominator in the class
names. It is effortless to navigate the directory tree when locating a particular file. Also, the number
of source code files in each directory is low. You can grasp the contents of a directory with a glance.
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The problem with directories containing many files is that it is not easy to find the wanted file. For

this reason,

a single directory should ideally have 2-4 files. The absolute maximum is 5-7 files.

Note that below, a couple of directories are left unexpanded to shorten the example. It should be

easy for the reader to infer the contents of the unexpanded directories.
src
— common
— input
— config
— parser
— Jjson
j— JsonInputConfigParser.cpp
[— JsonInputConfigParser.h
L— InputConfigParser.h
— reader
— localfilesystem
F—— LocalFileSystemInputConfigReader.cpp
L— LocalFileSystemInputConfigReader.h
L— InputConfigReader.h
— InputConfig.h
— InputConfigImpl.cpp
L— InputConfigImpl.h
— message
— consumer
— kafka
F—— KafkaInputMessageConsumer.cpp
[— KafkaInputMessageConsumer.h
L— InputMessageConsumer.h
— decoder
— avrobinary
F—— AvroBinaryInputMessageDecoder.cpp
L— AvroBinaryInputMessageDecoder.h
'— InputMessageDecoder.h
— kafka
}— KafkaInputMessage.cpp
[— KafkaInputMessage.h

InputMessage.h

— internalmessage

— field

— InternalMessage.h

— InternalMessageImpl.cpp
L— InternalMessageImpl.h
— transformer

— config

parser

reader
TransformerConfig.h
TransformerConfigImpl.cpp
TransformerConfigImpl.h

— field

copy

F—— CopyFieldTransformer.cpp
[— CopyFieldTransformer.h
expression

filter

typeconversion
FieldTransformer.h
FieldTransformers.h
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j— FieldTransformaresImpl.cpp
[S— FieldTransformersImpl.h
message

j— MessageTransformer.h

I— MessageTransformerImpl.cpp
L MessageTransformerImpl.h
L— output

I— config
I

|

I

I

|

L

—

parser

reader

OutputConfig.h
OutputConfigImpl.cpp
OutputConfigImpl.h

message

— encoder

}— avrobinary

[ OutputMessageEncoder.h
I— producer

— pulsar

[ OutputMessageProducer.h
I— OutputMessage.h

— OutputMessageImpl.cpp

L— OutputMessageImpl.h

[TTTT

Below is the Java version of the above directory structure:

src

— common

I— input

— config

— parser

I— InputConfigParser.java

L— JsonInputConfigParser.java

— reader

I— InputConfigReader. java

L— LocalFileSystemInputConfigReader.java
— InputConfig.java

L— InputConfigImpl.java

L— message

— consumer

I— InputMessageConsumer.java

— KafkaInputMessageConsumer.java
— decoder

I— InputMessageDecoder. java

L— AvroBinaryInputMessageDecoder.java
— InputMessage.java

L — KafkalInputMessage.java

I— internalmessage

— field

I— InternalMessage.java

L— InternalMessageImpl.java

I—— transformer

I— config

— field

impl

I— CopyFieldTransformer.java

I— ExpressionFieldTransformer.java
I—— FilterFieldTransformer.java

L TypeConversionFieldTransformer.java
FieldTransformer.java

mr T

FieldTransformers.java

FieldTransformersImpl.java
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| L— message

| }— MessageTransformer.java

| L MessageTransformerImpl.java
L— output

}— config

L message

Below is the source code directory structure for the anomaly detection microservice designed in the
previous chapter. The anomaly directory is expanded. We can see that our implementation is using
JSON for various parsing activities and self-organizing maps (SOM) is used for anomaly detection.
JSON and Kafka are used to publish anomaly indicators outside the microservice. Adding new
concrete implementations to the below directory structure is straightforward. For example, if we
wanted to add YAML support for configuration files, we could create yaml subdirectories where we
could place YAML-specific implementation classes.

src

— anomaly

— detection

— configuration

— parser

f— json

| I— JsonAnomalyDetectionConfigParser.cpp

| L JsonAnomalyDetectionConfigParser.h

L— AnomalyDetectionConfigParser.h

— AnomalyDetectionConfig.h

— AnomalyDetectionConfigFactory.h

— AnomalyDetectionConfigFactoryImpl.h

— AnomalyDetectionConfigImpl.cpp

L— AnomalyDetectionConfigImpl.h

— engine

— AnomalyDetectionEngine.h

— AnomalyDetectionEngineImpl.cpp

L— AnomalyDetectionEngineImpl.h

— rule

— parser
f— json
| I— JsonAnomalyDetectionRuleParser.cpp
| L JsonAnomalyDetectionRuleParser.h
L— AnomalyDetectionRuleParser.h

— AnomalyDetectionRule.h

— AnomalyDetectionRuleFactory.h

— AnomalyDetectionRuleFactoryImpl.h

— AnomalyDetectionRuleImpl.cpp

L— AnomalyDetectionRuleImpl.h

— AnomalyDetector.h

— AnomalyDetectorImpl.cpp

lL— AnomalyDetectorImpl.h

— indicator

— publisher

— kafka

}— KafkaRnomalyIndicatorPublisher.cpp

L — KafkaAnomalyIndicatorPublisher.h

L— AnomalyIndicatorPublisher

— serializer

— Jjson
}— JsonAnomalyIndicatorSerializer.cpp
L— UsonAnomalyIndicatorSerializer.h
'— AnomalyIndicatorSerializer.h
— AnomalyIndicator.h
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— AnomalyIndicatorFactory.h

— AnomalyIndicatorFactoryImpl.h
I— AnomalyIndicatorImpl.cpp

'— AnomalyIndicatorImpl.h

— som

I— SomAnomalyModel.cpp

— SomAnomalyModel.h

L— SomAnomalyModelFactory.h

— training

— engine
|— AnomalyModelTrainingEngine.h
|— AnomalyModelTrainingEngineImpl.cpp
L — AnomalyModelTrainingEngineImpl.h

— som
|— SomAnomalyModelTrainer.cpp
L — SomAnomalyModelTrainer.h

— AnomalyModelTrainer.h

— AnomalyModel.h

L— AnomalyModelFactory.h

— common

— measurement

— Application.h

I— Application.cpp

— DependencyInjector.h

— main.cpp

Let's have one more example with a data-visualization-web-client.
This web client's UT consists of the following pages, which all include a common header:

« Dashboards
 Data Explorer
« Alerts

Data Viz Ul

Dashboard Groups.
Dashboard group 1 |

Dashboard 1

Figure 5.1. Dashboards Page
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The Dashboards page contains a dashboard group selector, dashboard selector, and chart area to
display the selected dashboard's charts. You can select the shown dashboard by first selecting a
dashboard group and then a dashboard from that group.

The Data Explorer page contains selectors for choosing a data source, measure(s), and
dimension(s). The page also contains a chart area to display charts. Using the selectors, a user can
change the shown measure(s) and dimension(s) for the currently selected chart in the chart area.

Data Viz Ul Dashboards  Data Explorer  Alerts

Data Sources

JE

Figure 5.2. Data Explorer Page

Based on the above design, the web client can be divided into the following subdomains:

« Common UI components
 Chart Area
+ Chart
» Header
» Pages
« Alerts
« Dashboards
 Data Explorer
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The source code tree should look like the following:

src
— app
I— common
| L— chartarea
| L— chart
f— header
L— pages
I— alerts
}— dashboards
| L selectors
| I— dashboardgroup
| L— dashboard
— dataexplorer
L— selectors
}— datasource
|— dimension
L— measure
I— index.ts
L— store.ts

Below is an example of what a single subdomain directory can look like when using React, Redux
and SCSS modules:

src

— app
L— neader
— model
— actions

| |— AbstractHeaderAction.ts
| L NavigateToPageAction.ts
f— services
L— state

I— types

j— HeadersState.ts

L— initialHeaderState.ts
— view
b— navigation
| l—— NavigationView.module.scss
| L NavigationView.tsx
— Headerview.module.scss
L— HeaderView.tsx
L headerController.ts
I— index.ts
L— store.ts

In the above example, we have created two directories for the technical details of the header
domain: model and view directories. The model directory contains actions, services, and the state,
and the view directory contains the view component, its possible subcomponents and CSS
definitions. The model's state directory can contain a subdirectory for types used in the subdomain
state. The state directory should always contain the type definition for the subdomain's state and

the initial state. The services directory contains a service or services that use backend services to
control the backend model.
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Avoid Comments Principle

Avoid comments in code. The only exception is when documenting the public API of a library.

Comments can be problematic. You cannot trust them 100% because they can be misleading,
outdated, or downright wrong. You can only trust the source code itself. Comments are often
entirely unnecessary and only make the code more verbose. The following sections describe several
ways to avoid writing comments and still keep your code understandable.

Name Things Properly

When you name things like a function poorly, you might end up attaching a comment to the
function. To avoid writing comments, it is imperative to focus on naming things correctly. When
following the single responsibility principle and the uniform naming principle, it should be easier
to name things correctly and avoid comments. Below is an example of a function with a comment:

MessageBuffer.h

class MessageBuffer
{
public:
// Return false if buffer full,
// true if message written to buffer
bool write(const std::shared ptr<Message>& message);

}

If we drop the comment, we will have the following code:

MessageBuffer.h

class MessageBuffer
{
public:
bool write(const std::shared ptr<Message>& message);

}

Dropping the comment alone is not the best solution because some crucial information is now
missing. What does that boolean return value mean? It is not 100% clear. We can assume that
returning t rue means that message was successfully written, but nothing is communicated about
returning false. We can only assume it is some error, but not sure what error.

In addition to removing the comment, we should give a better name for the function and rename it
as follows:

MessageBuffer.h

class MessageBuffer
{
public:
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bool writeIfBufferNotFull (
const std::shared ptr<Message>& message

)7

Now the purpose of the function is clear, and we can be sure what the boolean return value means.
It means whether the message was written to the buffer. Now we also know why the writing of a
message can fail: the buffer is full. This will give the function caller sufficient information about
what to do next. It should probably wait a while so that the buffer reader has enough time to read
messages from the buffer and free up some space.

Below is a real-life example from a book that I once read:

public interface Mediator ({
// To register an employee
void register (Person person);

// To send a message from one employee to another employee
void connectEmployees (Person fromPerson,

Person toPerson,

String msg) ;

// To display currently registered members
void displayDetail () ;

There are three functions in the above example, each of which has a problem. The first function is
registering a person, but the comment says it is registering an employee. So, there is a mismatch
between the comment and the code. In this case, I trust the code over the comment. The correction
is to remove the comment because it does not bring any value. It only causes confusion.

The second function says in the comment that it sends a message from one employee to another.
The function name tells about connecting employees, but the parameters are persons. I assume that
a part of the comment is correct: to send a message from someone to someone else. But once again,
I trust the code more over the comment and assume the message is sent from one person to
another. We should remove the comment and rename the function.

In the third function, the comment adds information missing from the function name. The
comment also discusses members, as other parts of the code speak about employees and persons.
There are three different terms used: employee, person, and member. Just one term should be
picked. Let's choose the term person and use it systematically.

Below is the refactored version without the comments:

public interface Mediator ({
void register (Person person);

void send(String message,

Person sender,
Person recipient);
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void displayDetailsOfRegisteredPersons();
}

Single Return Of Named Value At The End Of Function

A function should have a single return statement and return a named value at the end of the
function. Then the code reader can infer the return value meaning by looking at the end of
the function.

Consider the following example:

Metrics.h

class Metrics
{
public:

0 oo

static uint32_ t addCounter (

CounterFamily counterFamily,

const std::map<std::string, std::string>& labels
)i

static void incrementCounter (uint32 t counterIndex,
size t incrementAmount);

// addGauge. ..
// setGaugeValue...

What is the return value of the addCounter function? Someone might think a comment is needed
to describe the return value because it is unclear what uint32 t means. Instead of writing a
comment, we can introduce a named value (= variable/constant) to be returned from the function.
The idea behind the named return value is that it communicates the semantics of the return value
without the need for a comment. In C++, you jump from the function declaration to the function
definition to see what the function returns. Below is the implementation for the addCounter
function:

Metrics.cpp

uint32_t Metrics::addCounter (

const CounterFamily counterFamily,

const std::map<std::string, std::string>& labels)
{

uint32 t counterIndex;

// Perform adding a counter here and
// set value for the 'counterIndex'

return counterIndex;

In the above implementation, we have a single return of a named value at the end of the function.

257



All we have to do is to look at the end of the function and spot the return statement, which should
tell us the meaning of the mysterious uint32 t typed return value: It is a counter index. And we
can spot that the increaseCounter function requires a counterIndex argument and this
establishes a connection between calling the addCounter function first, storing the returned
counter index, and later using that stored counter index in calls to the increaseCounter

function.

Return Type Aliasing

In the previous example, there was the mysterious return value of type uint32 t in the
addCounter function. We learned how introducing a named value returned at the end of the
function helped to communicate the semantics of the return value. But there is an even better way
to communicate the semantics of a return value. Many languages like C++ and TypeScript offer
type aliasing that can be used to communicate the return value semantics. Below is an example
where we introduce a CounterIndex type alias for the uint32_t type:

Metrics.h

class Metrics

{
public:
using CounterIndex = uint32 t;

//

static CounterIndex addCounter (

CounterFamily counterFamily,

const std::map<std::string, std::string>& labels
)i

static void incrementCounter (CounterIndex counterIndex,
size_t incrementAmount);

And here is the same example in TypeScript:

Metrics.ts

export type CounterIndex = number;

export default class Metrics {

//

static addCounter (
counterFamily: CounterFamily,
labels: Record<string, string>
) : CounterIndex;

static incrementCounter (counterIndex: CounterIndex,
incrementAmount: number): void;
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Some languages, like Java, don't have type aliases. Then you can introduce a wrapper class for the
returned value. Here is the same example in Java:

CounterIndex.java
public class CounterIndex {

private final int value;

public CounterIndex (final int value) {
this.value = value;

public int get() {
return value;

Metrics.java

public final class Metrics {

//

public static CounterIndex addCounter (
final CounterFamily counterFamily,
final Map<String, String> labels

) A
//

public static void incrementCounter (
CounterIndex counterIndex,
double incrementAmount

) A
//

We can improve the above example. The CounterIndex class could be derived from a generic
Value class:

public class Value<T> {
private final T value;

public Value (final T value) {
this.value = value;

public T get() {
return value;

public class CounterIndex extends Value<Integer> {

//

We can improve the above metrics example a lot. First, we should avoid the primitive type
obsession. We should not be returning an index from the addCounter method, but we should
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rename the method as createCounter and return an instance of a Counter class from the
method. Then we should make the example more object-oriented by moving the
incrementCounter method to the Counter class and naming it just increment. Also, the name
of the Metrics class should be changed to MetricFactory. And finally, we should make the
MetricFactory class a singleton instead of containing static methods.

Extract Constant for Boolean Expression

By extracting a constant for a boolean expression, we can eliminate comments. Below is an example
where a comment is written below an if-statement and its boolean expression:

MessageBuffer.cpp

bool MessageBuffer::writeIfBufferNotFull (
const std::shared ptr<Message>& message

) |

bool messageWasWritten{false};

if (m_messages.size() < m maxBufferSize)
{
// Buffer is not full
m_messages.push_back (message) ;
messageWasWritten = true;

}

return messageWasWritten;

By introducing a constant to be used in the "buffer is full" check, we can get rid of the "Buffer is not
full" comment:

MessageBuffer.cpp

bool MessageBuffer::writeIfBufferNotFull (
const std::shared ptr<Message> message
) |
bool messageWasWritten{false};

const bool bufferIsNotFull =
m_messages.size() < m maxBufferSize;

if (bufferIsNotFull

{
m_messages.push_back (message) ;
messageWasWritten = true;

}

return messageWasWritten;
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Extract Named Constant or Enumerated Type

If you encounter a magic number in your code, you should introduce either a named constant or an
enumerated type (enum) for that value. In the below example, we are returning two magic
numbers, 0 and 1:

main.cpp

int main ()
{

Application application;

if (application.run())

{
// Application was run successfully
return 0;

}

// Exit code: failure
return 1;

Let's introduce an enumerated type, ExitCode, and use it instead of magic numbers:

main.cpp

enum class ExitCode
{

Success =

o
= o

Failure

}i

int main()
{
ExitCode exitCode;
Application application;
const bool appWasSuccessfullyRun = application.run();
if (appWasSuccessfullyRun)
{
exitCode = ExitCode::Success;
}
else

{
exitCode = ExitCode::Failure;

return static cast<int>(exitCode);

It is now easy to add more exit codes with descriptive names later if needed.

Extract Function

If you are planning to write a comment above a piece of code, you should extract that piece of code
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to a new function. When you extract a well-named function, you don't need to write that comment.
The name of the newly extracted function serves as documentation. Below is an example with some
commented code:

MessageBuffer.cpp

void MessageBuffer::writeFitting(
std::deque<std::shared ptr<Message>>& messages
) |
if (m_messages.size() + messages.size() <= m maxBufferSize)
{
// All messages fit in buffer
anessages.insert(m_messages.end(),
messages.begin (),
messages.end()) ;

messages.clear () ;
}
else
{
// All messages do not fit, write only messages that fit
const auto messagesEnd = messages.begin() +
m maxBufferSize -
m _messages.size();

m messages.insert (m messages.end(),
messages.begin ()
messagesEnd) ;

’

messages.erase (messages.begin (), messagesEnd);

Here is the same code with comments refactored out by extracting two new methods:

MessageBuffer.cpp

void MessageBuffer::writeFitting(
std::deque<std::shared ptr<Message>>& messages
) |
const bool allMessagesFit = m messages.size() +
messages.size() <= m maxBufferSize;

if (allMessagesFit)
{
writeAll (messages)
}
@lse
{
writeOnlyFitting (messages);

void MessageBuffer::writeAll (
std::deque<std::shared_ptr<Message>>& messages
) |
m messages.insert (m _messages.end(),
messages.begin (),
messages.end()) ;

messages.clear();
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void MessageBuffer::writeOnlyFitting(
std::deque<std::shared ptr<Message>>& messages
) Ao
const auto messageCountThatFit = m maxBufferSize -
m _messages.size();

const auto messagesEnd = messages.begin() +
messageCountThatFit;

m messages.insert (m messages.end(),
messages.begin (),

messagesEnd) ;

messages.erase (messages.begin(), messagesEnd);

Name Anonymous Function

Anonymous functions are common in functional programming, e.g., when using algorithms like
forEach, map, filter, and reduce. When an anonymous function is long or complex, you should give
it a descriptive name and split it into multiple functions if it is too long. This way, you can eliminate
comments.

In the below TypeScript example, we have an anonymous function with a comment:

//

fs.watchFile('/etc/config/LOG_LEVEL', () => {
// Update new log level
try {

const newLogLevel = fs.readFileSync('/etc/config/LOG_LEVEL',
'utf-8'}) .trim();

tryValidateLogLevel (newLogLevel) ;
process.env.LOG_LEVEL = newLogLevel;

} catch (error) {
//

}

1)

We can refactor the above example so that the comment is removed and the anonymous function is
given a name:

function updateNewLogLevel () {
try {
const newLogLevel = fs.readFileSync('/etc/config/LOG LEVEL',
'utf-8'}) .trim();
tryValidateLogLevel (newLogLevel) ;
process.env.LOG_LEVEL = newLogLevel;
} catch (error) {

//
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fs.watchFile ('/etc/config/LOG LEVEL', updateNewLogLevel);

Avoiding Comments in Bash Shell Scripts

Many programmers, myself included, don't enjoy the mysterious syntax of Linux shell commands
and scripts. Even the syntax of the simplest expressions can be hard to understand and remember if
you don't work with scripts regularly. Of course, the best thing is to avoid writing complex Linux
shell scripts and use a proper programming language like Python instead. But sometimes,
performing some actions using a shell script is easier. Because the syntax and commands in shell
scripts can be hard to understand, many developers tend to solve the problem by adding comments
to scripts.

Next, alternative ways to make scripts more understandable without comments are presented. Let's
consider the below example from one real-life script I have bumped into:

create network() {
#create only if not existing yet
if [[ -z "$(docker network ls | grep $DOCKER _NETWORK_NAME )" ]];
then
echo Creating $DOCKER_NETWORK_ NAME
docker network create $DOCKER_NETWORK NAME
else
echo Network $DOCKER NETWORK NAME already exists
fi

Below is the same example with the following changes:

« The comment was removed, and the earlier commented expression was moved to a well-named
function

« The negation in the expression was removed, and the contents of the then and else-branches were
swapped

« Variable names were made camel case to enhance readability

dockerNetworkExists () { [[ -n "$(docker network ls | grep $1 )" 11; }

createDockerNetwork () {
if dockerNetworkExists S$SnetworkName; then
echo Docker network $networkName already exists
@lse
echo Creating Docker network $networkName
docker network create $networkName
fi

If your script accepts arguments, give the arguments proper names, for example:

dataFilePathName=§1
schemaFilePathName=$2
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The script reader does not have to remember what $1 or $2 means, and you don't have to insert
any comments to clarify the meaning of the arguments.

If you have a complex command in a Bash shell script, you should not attach a comment to it but
extract a function with a proper name to describe the command.

The below example contains a comment:

# Update version in Helm Chart.yaml file
sed -i "s/”version:.*/version: $VERSION/g" helm/service/Chart.yaml

Here is the above example refactored to contain a function

updateHelmChartVersionInChartYamlFile () {
sed -i "s/"version:.*/version: $1/g" helm/service/Chart.yaml

}

updateHelmChartVersionInChartYamlFile $version

Here is another example:

getFileLongestLineLength() {
echo $(awk '{ if (length($0) > max) max = length($0) } END { print max }' $1)
}

configFileLongestLinelLength = $(getFileLongestLinelLength $configFilePathName)

Function Single Return Principle

Prefer a single return statement at the end of a function to clearly communicate the return
value's meaning and make refactoring the function easier.

A single return statement with a named value at the end of a function clearly communicates the
return value semantics if the return value type does not directly communicate it. For example, if
you return a value of a primitive type like an integer or boolean from a function, it is not necessarily
100% clear what the return value means. But when you return a named value at the end of the
function, the name of the returned variable communicates the semantics.

You might think that being unable to return a value in the middle of a function would make the
function less readable because of lots of nested if-statements. This is possible, but one should
remember that a function should be small. Aim to have a maximum of 5-9 lines of statements in a
single function. Following that rule, you never have a hell of nested if-statements inside a single
function.

Having a single return statement at the end of a function makes refactoring the function easier. You
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can use automated refactoring tools provided by your IDE. It is always harder to extract a new
function from code containing a return statement. The same is true for loops with a break or
continue statement. It is easier to refactor code inside a loop that does not contain a break or
continue statement.

In some cases, returning a single value at the end of a function makes the code more
straightforward and requires fewer lines of code.

Below is an example of a function with two return locations:

TransformThread.cpp

bool TransformThread::transform/(
const std::shared ptr<InputMessage>& inputMessage

) |
auto outputMessage = m_outputMessagePool->acquireMessage () ;
bool messagelIsFilteredIn;

const bool messageWasTransformed =
m messageTranformer->transform(inputMessage,
outputMessage,
messagelsFilteredIn) ;

i1f (messageWasTransformed && messagelsFilteredIn)
{
m_outputMessages.push back (outputMessage) ;

}

else

{

m_outputMessagePool->returnMessage (outputMessage) ;

if (!messageWasTransformed)
{

return false;

return true;

When analyzing the above function, we notice that it transforms an input message into an output
message. We can conclude that the function returns true on successful message transformation. We
can shorten the function by refactoring it to contain only one return statement. After refactoring, it
is 100% clear what the function return value means.

TransformThread.cpp

bool TransformThread::transforme (
const std::shared ptr<InputMessage>& inputMessage

) |
auto outputMessage = m_outputMessagePool->acquireMessage () ;
bool messageIsFilteredIn;

const bool messageWasTransformed =
m messageTransformer->transform(inputMessage,
outputMessage,
messagelsFilteredlIn) ;

266



if (messageWasTransformed && messagelsFilteredIn)
{
m_outputMessages.push_back (outputMessage) ;
}
else

{

m_outputMessagePool->return (outputMessage) ;

}

return messageWasTransformed;

As an exception to this rule, you can have multiple return statements in a function when the
function has optimal length and would become too long if it is refactored to contain a single return
statement. Additionally, it is required that the semantic meaning of the return value is clear from
the function name or the return type. Below is an example of a function with multiple return
statements. It is also clear from the function name what the return value means. Also, the length of
the function is optimal: seven statements.

private areEqual (
iterator: MyIterator<T>,
anotherIterator: MyIterator<T>
) : boolean {

while (iterator.hasNextElement()) {
if (anotherCollectionIterator.hasNextElement()) {
if (iterator.getNextElement () !==
anotherCollectionIterator.getNextElement ()) {

return false;
}

} else {
return false;

return true;

If we refactored the above code to contain a single return statement, the code would become too
long (10 statements) to fit in one function, as shown below. In this case, we should prefer the above
code over the below code.

private areEqual (
iterator: MyIterator<T>,
anotherIterator: MyIterator<T>
) : boolean ({

let areEqual = true;
while (iterator.hasNextElement()) {
if (anotherCollectionIterator.hasNextElement ()) {

if (iterator.getNextElement () !==
anotherCollectionIterator.getNextElement ()) {

areEqual = false;
break;
}
} else {
areEqual = false;
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break;

return areEqual;

As the second exception to this rule, you can use multiple return locations in a factory because you
know from the factory name what type of objects it creates. Below is an example factory with
multiple return statements:

enum class CarType
{
Audi,
Bmw,
MercedesBenz
}i

class Car

//

class Audi : public Car

/7

class Bmw : public Car

//
}i

class MercedesBenz : public Car
{

//
i

class CarFactory
{
public:
std::shared ptr<Car> createCar (const CarType carType)
{
switch (carType)
{
case CarType::Audi:
return std::make_shared<Audi>();
case CarType: :Bmw:
return std::make_shared<Bmw> () ;
case CarType: :MercedesBenz:
return std::make shared<MercedesBenz>();
default:
throw std::invalid_argument ("Unknown car type");
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Prefer a Statically Typed Language for Production
Code Principle

Prefer a statically typed language when implementing production software. You can use an
untyped language like Python for non-production code like integration, end-to-end and
automated non-functional tests. And you can use Bash shell scripting for small scripts.

You can manage with a small software component without types, but when it grows bigger and
more people are working with it, the benefits of static typing become evident.

Let's analyze what potential problems using an untyped language might incur:

« Function arguments might be given in the wrong order

 Function argument might be given with the wrong type

« Not all function arguments are given (applicable in some languages)
 Function return value type might be misunderstood

« Forced to write public APT comments to describe function signatures

« Type errors are not necessarily found in testing

Function Arguments Might Be Given in Wrong Order

When using an untyped language, you can give arguments to a function in the wrong order if the
arguments are of the same type. You won't get a compilation error from this mistake. Modern IDEs
can display inlay parameter hints for a function call. This is a feature you should consider enabling
in your IDE. Those parameter hints might reveal cases where arguments for a function are not
given in the correct order.

Function Argument Might Be Given with Wrong Type

When using an untyped language, you can give a function argument with the wrong type. For
example, a function requires a string representation of a number, but you provide a number.
Properly naming function arguments can help. Instead of naming a string argument, amount, the
argument should be named as amountString or amountAsString.

Not All Function Arguments Are Given
In some languages, like JavaScript, you can give fewer arguments than expected to a function when

you call it. This results in having undefined values for the arguments not given in the function call.
You don't get an error from calling a function with too few arguments.
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Function Return Value Type Might Be Misunderstood

Determining the function return value type can be difficult. It is not necessarily 100% clear from the
name of the function. For example, if you have a function named getvalue, it is not 100% clear
what the return value type is. It might be apparent only if you know the context of the function well.
As an improvement, the function should be appropriately named, for example:
getValueAsString (), if the returned value is always a string. If the return value type is unclear
from the function name, you must analyze the function's source code to determine the return value
type. That is unnecessary and error-prone manual work that can be avoided using a typed language.

Forced to Write Public API Comments

When using an untyped language, you might be forced to document a public API using comments.
This is additional work that could be avoided by using static types. Writing API documentation with
comments is error-prone. You can accidentally write wrong information in the API documentation
or forget to update the documentation when you make changes to the API. Similarly, the API
documentation readers can make mistakes. They might not read the API documentation at all. Or
they have read it earlier but later misremember it.

Type Errors Are Not Found in Testing

This is the biggest problem. You might think that if you have mistakes in your code related to
having correct function arguments with the correct types, testing will reveal those mistakes. This is
typically a wrong assumption. Unit testing won't find the issues because you mock other classes.
You can only find the issues in integration testing when you integrate the software component (i.e.,
test functions calling other real functions instead of mocks). According to the testing pyramid,
integration tests only cover a subset of the codebase, less than unit tests. And depending on the
integration testing code coverage, some function argument order or argument/return value type
correctness issues may be left untested and escape to production.

Refactoring Principle

You cannot write the perfect code on the first try, so you should always reserve some time for
future refactoring.

You need to refactor even if you are writing code for a new software component. Refactoring is not
related to legacy codebases only. If you don't refactor, you let technical debt grow in the software.
The main idea behind refactoring is that no one can write the perfect code on the first try.
Refactoring means that you change code without changing the actual functionality. After
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refactoring, most of the tests should still pass, the code is organized differently, and you have a
better object-oriented design and improved naming of things. Refactoring does not usually affect
integration tests but can affect unit tests depending on the type and scale of refactoring. Keep this
in mind when estimating refactoring effort.

We don't necessarily reserve any or enough time for refactoring when we plan things. When we
provide work estimates for epics, features, and user stories, we should be conscious of the need to
refactor and add some extra time to our initial work estimates (which don't include refactoring).
Refactoring is work that is not necessarily understood clearly by the management. The
management should support the need to refactor even if it does not bring clear added value to an
end user. But it brings value by not letting the codebase rot and removing technical debt. If you
have software with lots of accumulated technical debt, it is costly to develop new features and
maintain the software. Also, the quality of the software is lower, which can manifest in many bugs
and lowered customer satisfaction.

Below is a list of the most common code smells and refactoring techniques to solve them:

Non-descriptive name

Long method

Complex expression

Long switch-case or if-then-else statement
Long parameter list

Shotgun surgery

Negated boolean condition

Rename

Rename
Extract method
Extract constant
Replace conditionals with polymorphism
Introduce parameter object
Replace conditionals with polymorphism

Invert If statement

This is probably the single most used refactoring technique. You often don't get the names right on
the first try and need to do renaming. Modern IDEs offer tools that help rename things in the code:
interfaces, classes, functions, and variables. The IDE's renaming functionality is always better than
the plain old search-and-replace method. If using the search-and-replace method, you can
accidentally rename something that is not wanted to be renamed or don't rename something that
should have been renamed.
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Extract Method

This is probably the second most used refactoring technique. When you implement a public method
of a class, the method quickly grows in the number of code lines. A function should contain a
maximum of 5-9 statements to keep it readable and understandable. When a public method is too
long, you should extract one or more private methods and call these private methods from the
public method. Every modern IDE has an extract method refactoring tool that allows you to extract
private methods easily. Select the code lines you want to extract to a new method and press the
IDE's shortcut key for the extract method functionality. Then give a descriptive name for the
extracted method, and you are done. In some cases, the refactoring is not automatic. For example,
if the code to be extracted contains a return, break, or continue statement that affects the execution
flow of the function (causing multiple return points). If you want to keep your code refactorable,
avoid using break, and continue statements and have only a single return statement at the end of
the function. You can organize the arguments of the extracted method in better order before
completing the extraction in the IDE.

Extract Constant

If you have a complex expression (boolean or numeric), assign the value of the expression to a
constant. The name of the constant conveys information about the expression. Below is an example
where we make the if-statements read better by extracting expressions to constants:

70 ooo

if (dataSourceSelectorIsOpen &é&
measureSelectorIsOpen &&
dimensionSelectorIsOpen

) |

dataSourceSelectorContentElem.style.height =
"${0.2 * availableHeight}px';

measureSelectorContentElem.style.height =
"${0.4 * availableHeight}px';

dimensionSelectorContentElem.style.height =
"${0.4 * availableHeight}px';

} else if (!dataSourceSelectorIsOpen &&
!measureSelectorIsOpen &&
dimensionSelectorIsOpen

) |

dimensionSelectorContentElem.style.height
= '${availableHeight}px';

Let's extract constants:

70 oo

const allSelectorsAreOpen = dataSourceSelectorIsOpen &&
measureSelectorIsOpen &&
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dimensionSelectorIsOpen;

const onlyDimensionSelectorIsOpen =
!dataSourceSelectorIsOpen &&
!measureSelectorIsOpen &&
dimensionSelectorIsOpen;

if (allSelectorsAreOpen) {
dataSourceSelectorContentElem.style.height =
"${0.2 * availableHeight}px';

measureSelectorContentElem.style.height =
"${0.4 * availableHeight}px';

dimensionSelectorContentElem.style.height
"${0.4 * availableHeight}px';
} else if (onlyDimensionSelectorIsOpen) {
dimensionSelectorContentElem.style.height =
‘${availableHeight}px";

Below is an example in C++ where we return a boolean expression:

bool AvroFieldSchema::equals(
const std::shared ptr<AvroFieldSchema>& otherAvroFieldSchema

) const
{
return m_type == otherAvroFieldSchema->getType() &&
m_name.substr (m_name.find first of ('.') + 1lU) ==
otherField->getName () .substr (
otherField->getName () .find first of('.') + 1U);

It can be challenging to understand what the boolean expression means. We could improve the
function by adding a comment: (We assume that each field name has a root namespace that cannot
contain a dot character)

bool AvroFieldSchema: :equals (

const std::shared ptr<AvroFieldSchema>& otherAvroFieldSchema
) const
{

// Field schemas are equal if field types are equal and

// field names without the root namespace are equal

return m_type == otherAvroFieldSchema->getType() &&
m_name.substr (m name.find first of ('.') + 1U) ==
otherField->getName () .substr (
otherField->getName () .find first of ('.') + 1U);

But we should not write comments because comments are never 100% trustworthy. It is possible
that a comment and the related code are not in synchrony: someone has changed the function
without updating the comment or modified only the comment but did not change the function.
Let's refactor the above example by removing the comment and extracting multiple constants. The
below function is longer than the original, but it is, of course, more readable. If you look at the last
two statements of the method, you can understand in what case two field schemas are equal. It
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should be the compiler's job to make the below longer version of the function as performant as the
original function.

bool AvroFieldSchema::equals(
const std::shared ptr<AvroFieldSchema>& otherAvroFieldSchema
) const

{
const auto fieldNameWithoutRootNamespace =
m _name.substr (m_name.find first of ('."') + 1U);

const auto otherFieldName = otherAvroFieldSchema->getName () ;

const auto otherFieldNameWithoutRootNamespace =
otherFieldName.substr (otherFieldName.find first of ('.') + 1U);

const bool fieldTypesAndNamesWithoutRootNsAreEqual =
m_type == otherAvroFieldSchema->getType () &&
fieldNameWithoutRootNamespace == otherFieldNameWithoutRootNamespace;

const bool fieldSchemasAreEqual =
fieldTypesAndNamesWithoutRootNsAreEqual;

return fieldSchemasAreEqual;

Replace Conditionals with Polymorphism

Suppose you encounter a large switch-case statement or if/else-if structure in your code (not
considering code in factories). It means your software component does not have a proper object-
oriented design. You should replace the conditionals with polymorphism. When you introduce
proper OOD in your software component, you move the functionality from a switch statement's
case branches to different classes that implement a particular interface. And similarly, you move
the code from if and else-if statements to different classes that implement a certain interface. This
way, you can eliminate the switch-case and if/else-if statements and replace them with a
polymorphic method call.

Below is a TypeScript example of non-object-oriented design:

function doSomethingWith (chart: Chart) {

if (chart.getType() === 'column') {
// do this
} else if (chart.getType() === 'pie') {
// do that
} else if (chart.getType() === 'geographic-map') {

// do a third thing

Let's replace the above conditionals with polymorphism:

interface Chart {
doSomething(...): void;
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class ColumnChart implements Chart ({
doSomething (...): void {
// do this
}

class PieChart implements Chart {
doSomething (...): void {
// do that
}

class GeographicMapChart implements Chart {
doSomething (...): void {
// do a third thing
}

function doSomethingWith (chart: Chart) {
chart.doSomething () ;
}

Suppose you are implementing a data visualization application and have many places in your code
where you check the chart type and need to introduce a new chart type. It could mean you must add
a new case or else-if-statement in many places in the code. This approach is very error-prone and is
called shotgun surgery because you need to find all the places in the codebase where code needs to
be modified. What you should do is conduct proper object-oriented design and introduce a new
chart class containing the new functionality instead of introducing that new functionality by
modifying code in multiple places.

Introduce Parameter Object

If you have more than 5-7 parameters for a function, you should introduce a parameter object to
reduce the number of parameters to keep the function signature more readable. Below is an
example constructor with too many parameters:

KafkaConsumer.java

public class KafkaConsumer {
public KafkaConsumer (

final List<String> brokers,
final List<String> topics,
final List<String> extraConfigEntries,
final boolean tlsIsUsed,
final boolean certShouldBeVerified,
final String caFilePathName,
final String certFilePathName,
final String keyFilePathName)

//
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Let's group the Transport Layer Security (TLS) related parameters to a parameter class named
TlsOptions:

TlsOptions.java

public class TlsOptions {

public TlsOptions (
final boolean tlsIsUsed,
final boolean certShouldBeVerified,
final String caFilePathName,
final String certFilePathName,
final String keyFilePathName

)
//

Now we can modify the KafkaConsumer constructor to utilize the T1sOptions parameter class:

KafkaConsumer java

public class KafkaConsumer {

public KafkaConsumer (
final List<String> brokers,
final List<String> topics,
final List<String> extraConfigEntries,
final TlsOptions tlsOptions

)
//

Invert If Statement
This is a refactoring that a modern IDE can do for you.

Below is a Python example with a negated boolean expression in the if-statement condition. Notice
how difficult the boolean expression reads: "hostMountFolder is not None". It is a double-negative
statement and thus difficult to read.

def getBehaveTestFolder (relativeTestFolder = ''):
hostMountFolder = os.environ.get ("HOST MOUNT_ FOLDER")

if hostMountFolder is not None:
finalHostMountFolder = hostMountFolder
if hostMountFolder.startswith("/mnt/c/"):

finalHostMountFolder = hostMountFolder.replace ("/mnt/c/", \
"/c/", 1)
behaveTestFolder = finalHostMountFolder + '/' + \
relativeTestFolder
else:

behaveTestFolder = os.getcwd()

return behaveTestFolder
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Let's refactor the above code so that the if and else statements are inverted:

def getBehaveTestFolder (relativeTestFolder = ''):
hostMountFolder = os.environ.get ("HOST MOUNT_FOLDER")

if hostMountFolder is None:
behaveTestFolder = os.getcwd()
else:
finalHostMountFolder = hostMountFolder
if hostMountFolder.startswith ("/mnt/c/") :
finalHostMountFolder = hostMountFolder.replace ("/mnt/c/", \
"/c/", 1)
behaveTestFolder = finalHostMountFolder + '/' + \
relativeTestFolder

return behaveTestFolder

Below is another example in C++:

if (somePointer != nullptr)
{

// Do thing 1
}

else
{

// Do thing 2
}

We should not have a negation in the if-statement's condition. Let's refactor the above example:

if (somePointer == nullptr)
{

// Do thing 2
}

else
{

// Do thing 1
}

Static Code Analysis Principle

Let the computer find bugs and issues in the code_for you.

Static code analysis tools find bugs and design-related issues on your behalf. Use multiple static
code analysis tools to get the full benefit. Different tools might detect different issues. Using static
code analysis tools frees people's time in code reviews to focus on things that automation cannot
tackle.

Below is a list of some common static code analysis tools for different languages:
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» Java
« Jetbrains IntelliJ IDEA IDE inspections
« SonarLint
» SonarQube/SonarCloud

o C++

Jetbrains CLion IDE inspections
Clang-Tidy

+ MISRA C++ 2008 guidelines

« CppCheck

e SonarLint

« SonarQube/SonarCloud
» TypeScript

« Jetbrains WebStorm IDE inspections

« ESLint (+ various plugins, like TypeScript plugin)
« SonarLint
» SonarQube/SonarCloud

Infrastructure and deployment code should be treated the same way as source code. Remember to
run static code analysis tools on your infrastructure and deployment code, too. Several tools are
available for analyzing infrastructure and deployment code, like Checkcov, which can be used for
analyzing Terraform, Kubernetes, and Helm code. Helm tool contains a linting command to analyze
Helm chart files, and Hadolint is a tool for analyzing Dockerfiles statically.

Common Static Code Analysis Issues

This issue indicates a chain of conditionals in favor
of object-oriented design. Use the replace
conditionals with polymorphism refactoring
technique to solve this issue.

Chain of instance of checks

Use the don't ask, tell principle from the previous

Feature envy chapter to solve this issue.

Use the program against interfaces principle from

Use of concrete classes the previous chapter to solve this issue.

Don't modify function arguments but introduce a
Assignment to a function argument new variable. You can avoid this issue in Java by
declaring function parameters as final.
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Issue

Commented-out code

Const correctness

Nested switch statement

Nested conditional expression

Overly complex boolean expression

Expression can be simplified

Switch statement without default branch

Law of Demeter

Reuse of local variable

Scope of variable is too broad

Protected field

Breaking the encapsulation: Return of modifiable/
mutable field

Breaking the encapsulation: Assignment from a
method parameter to a modifiable/mutable field

Non-constant public field

Description/Solution

Remove the commented-out code. If you need that
piece of code in the future, it is available in the
version control system forever.

Make variables and parameters const or final
whenever possible to achieve immutability and
avoid accidental modifications.

Use switch statements mainly only in factories. Do
not nest them.

Conditional expression (?:) should not be nested
because it greatly hinders the code readability.

Split the boolean expression into parts and
introduce constants to store the parts and the final
expression.

This can be refactored automatically by the IDE.

Always introduce a default branch and throw an
exception from there. Otherwise, when you are using
a switch statement with an enum, you might
encounter strange problems after adding a new
enum value that is not handled by the switch
statement.

The object knows too much. It is coupled to the
dependencies of another object, which creates
additional coupling and makes code harder to
change.

Instead of reusing a variable for a different purpose,
introduce a new variable. That new variable can be
named appropriately to describe its purpose.

Introduce a variable only just before it is needed.

Subclasses can modify the protected state of the
superclass without the superclass being able to
control that. This is an indication of breaking the
encapsulation and should be avoided.

Use the Don't leak modifiable internal state outside
an object principle from the previous chapter to
solve this issue.

Use the Don't assign from a method parameter to a
modifiable field principle from the previous chapter
to solve this issue.

Anyone can modify a public field. This breaks the
encapsulation and should be avoided.
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This can indicate a wrong design. Don't catch the
language's base exception class if you should only

Overly broad catch-block catch your application's base error class, for
example. Read more about handling exceptions in
the next section.

Error/Exception Handling Principle

Many languages like C++, Java, and TypeScript have an exception-handling mechanism that can
handle errors and exceptional situations. First of all, I want to make a clear distinction between
these two words:

An error is something that can happen, and one should be prepared for it. An exception is
something that should never happen.

You define errors in your code and raise them in your functions. For example, if you try to write to a
file, you must be prepared for the error that the disk is full, or if you are reading a file, you must be
prepared for the error that the file does not exist (anymore).

Many errors are recoverable. You can delete files from the disk to free up some space to write to a
file. Or, in case a file is not found, you can give a "file not found" error to the user, who can then
retry the operation using a different file name, for example. Exceptions are something you don't
usually define in your application, but the system raises them in exceptional situations, like when a
programming error is encountered.

An exception can be raised, for example, when memory is low, and memory allocation cannot be
performed, or when a programming error results in an array index out of bounds or null pointer.
When an exception is thrown, the program cannot continue executing normally and might need to
terminate. This is why many exceptions can be categorized as unrecoverable errors. In some cases,
it is possible to recover from exceptions. Suppose a web service encounters a null pointer exception
while handling an HTTP request. In that case, you can terminate the handling of the current
request, return an error response to the client, and continue handling further requests normally. It
depends on the software component how it should handle exceptional situations.

Do not confuse errors here with Java errors (inherited from the Error class). They are fatal errors
that indicate a severe problem, a panic situation. As the Java documentation says, you should not
catch these fatal errors in your code. Using the word "Error" in the class name to indicate a fatal
situation is a wrong design decision made by the Java creators. A better name would have been a
FatalException, for example.
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Errors define situations where the execution of a function fails for some reason. Typical examples of
errors are a file not found error, an error in sending an HTTP request to a remote service, or failing
to parse a configuration file. Suppose a function can throw an error. Depending on the error, the
function caller can decide how to handle the error. In case of transient errors, like a failing network
request, the function caller can wait a while and call the function again. Or, the function caller can
use a default value. For example, if a function tries to load a configuration file that does not exist, it
can use some default configuration instead. And in some cases, the function caller cannot do
anything but leave the error unhandled or catch the error but throw another error at a higher level
of abstraction. Suppose a function tries to load a configuration file, but the loading fails, and no
default configuration exists. In that case, the function cannot do anything but pass the error to its
caller. Eventually, this error bubbles up in the call stack, and the whole process is terminated due to
the inability to load the configuration. This is because the configuration is needed to run the
application. Without configuration, the application cannot do anything but exit.

When defining error classes, define a base error class for your software component. For example,
for the data exporter microservice, define a DataExporterError base error class. For each
function that can throw, define a base error class at the same abstraction level as the function. That
error class should extend the software component's base error class. For example, if you have a
parse (configStr) function in the ConfigParser class, define a base error class for the
function with the name ConfigParseError. If you have a readFi 1e function, define a base error
class with the name FileReadError. If you have a class where all methods can throw an error, it
might be better to define a base error class at the class level. For example, if you have a
UserService class with throwing methods, you can specify a UserServiceError class and
throw an error of that class from the UserService class methods.

Below is an example of errors defined for the data exporter microservice:

public class DataExporterError extends RuntimeException {
public DataExporterError (final String message) {
super (message) ;
}
}

public class FileReadError extends DataExporterError {
public FileReadError (final String message) {
super (message) ;
}
}

public class ConfigParseError extends DataExporterError {
public ConfigParseError (final String message) {
super (message) ;
}

Following the previous rules makes it easy to catch errors in the code because you can infer the
error class name from the called method (or class) name. In the below example, we can infer the
FileReadError error class name from the readfile method name:
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try {

final String fileContents = fileReader.readFile(...);
} catch (final FileReadError error) {

// Handle error

You can also catch all user-defined errors using the software component's base error class in the
catch clause. The below two examples have the same effect.

try {
final String configFileContents = fileReader.readFile(...);
return configParser.parse (configFileContents) ;

} catch (final FileReadError | ConfigParseError error) {
// Handle error situation

try {
final String configFileContents = fileReader.readFile(...);
return configParser.parse (configFileContents) ;

} catch (final DataExporterError error) {
// Handle error situation

Don't catch the language's base exception class or some other too-generic exception class because
that will catch, in addition to all user-defined errors, exceptions, like null pointer exceptions, which
is probably not what you want. So, do not catch a too-generic exception class like this:

try {
final String configFileContents = fileReader.readFile(...);
return configParser.parse (configFileContents) ;

} catch (final Exception exception) {
// Do not use! Catches all exceptions

Also, do not catch the Throwable class in Java because it will also catch any fatal errors that are

not meant to be caught:

try {
final String configFileContents = fileReader.readFile(...);
return configParser.parse (configFileContents) ;
} catch (final Throwable throwable) {
// Do not use! Catches everything including
// all exceptions and fatal errors

Catch all exceptions only in special places in your code, like in the main function or the main loop,
like the loop in a web service processing HTTP requests or the main loop of a thread. Below is an
example of correctly catching the language's base exception class in the main function. When you
catch an unrecoverable exception in the main function, log it and exit the process with an
appropriate error code. When you catch an unrecoverable error in a main loop, log it and continue
the loop if possible.
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public static void main(final String[] args) {

/7

try {
dataExporter.run(...);

} catch (final Exception exception) {
logger.log (exception);
System.exit (1) ;

You can also make your software component throw exceptions if needed. In the below example, we
have created a base exception class for the data exporter microservice and derived one specific
exception from it:

public class DataExporterException extends RuntimeException {
public DataExporterException(final String message) {
super (message) ;

}

public class MySpecificException extends DataExporterException {
public MySpecificException(final String message) {
super (message) ;

}

Using the above-described rules, you can make your code future-proof or forward-compatible so
that adding new errors to be thrown from a function in the future is possible. Let's say that you are
using a fetchConfig function like this:

try {

final var configuration = configFetcher.fetchConfig(configUrl);
} catch (final ConfigFetchError error) {

// Handle error

Your code should still work if a new type of error is thrown from the fetchConfig function. Let's
say that the following new errors could be thrown from the fetchConfig function:

» Malformed URL error
« Server not found error

« Connection timeout error

When classes for these new errors are implemented, they must extend the function's base error
class, in this case, the ConfigFetchError class. Below are the new error classes defined:

public class MalformedConfigUrlError extends ConfigFetchError ({
public MalformedConfigUrlError (final String message) {
super (message) ;

}
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public class ConfigServerNotFoundError extends ConfigFetchError ({
public ConfigServerNotFoundError (final String message) {
super (message) ;
}
}

public class ConfigFetchTimeoutError extends ConfigFetchError {
public ConfigFetchTimeoutError (final String message) {
super (message) ;
}

You can later enhance your code and handle different errors thrown from the fetchConfig
differently. For example, you might want to handle a ConfigFetchTimeoutError so that the
function will wait a while and then retry the operation because the error can be transient:

try {
final var configuration = configFetcher.fetchConfig(configUrl) ;
} catch (final ConfigFetchTimeoutError error) {
// Retry after a while
} catch (final MalformedConfigUrlError error) {
// Inform caller that URL should be checked
} catch (final ConfigServerNotFoundError error) {
// Inform caller that URL host/port cannot be reached
} catch (final ConfigFetchError error) {
// Handle possible other error situations
// This will catch any new exception that could be thrown
// from the 'fetchConfig' function in the future

In the above examples, we handled thrown errors correctly, but you can easily forget to handle a
thrown error. This is because nothing in the function signature tells you whether the function can
throw or not. The only way to find out is to check the documentation (if available) or investigate the
source code (if available). This is one of the biggest problems regarding error handling because you
must know and remember that a function can throw, and you must remember to catch and handle
errors. You don't always want to handle an error immediately, but still, you must be aware that the
error will bubble up in the call stack and should be dealt with eventually somewhere in the code.

The solution to this problem is to make throwing errors more explicit:
Use a try prefix in the function name if the function can throw an error.

This is a straightforward rule. If a function can throw an error, name the function so that its name
starts with t ry. This makes it clear to every caller that the function can throw an error, and the
caller should be prepared for that. For the caller of the function, there are three alternatives to deal
with a thrown error:

1. Catch the base error class of the called function (or class or software component) and handle the
error, e.g., catch DataFetchError if you are calling a function named tryFetchData.

2. Catch the base error class of the called function (or class or software component) and throw a
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new error on a higher level of abstraction. Now you also have to name the calling function with a
try prefix.

3. Don't catch errors. Let them propagate upwards in the call stack. Now you also have to name the
calling function with a try prefix.

Here is an example of alternative 1:

public class ConfigFetcher {
public Configuration fetchConfig(final String configUrl) {

try {
final var configDataStr = dataFetcher.tryFetchData (configUrl);
return configParser.tryParse (configDataStr) ;

} catch (final DataFetchError | ConfigParseError error) {
// You could also catch DataFetchError and
// ConfigParseError in different catch clauses
// if their handling differs
// You could also catch the base error class DataExporterError
// of the software component

And here is an example of alternative 2:

public class ConfigFetcher ({
public Configuration tryFetchConfig(final String configUrl) {

try {
final var configDataStr = dataFetcher.tryFetchData (configUrl) ;
return configParser.tryParse (configDataStr);

} catch (final DataFetchError | ConfigParseError error) {
// Error on higher level of abstraction is thrown
// This function must be named with the 'try' prefix
// to indicate that it can throw
throw new ConfigFetchError(...);

public class DataExporter {
public void initialize(...) {
try {
final var configuration = configFetcher.tryFetchConfig(...);
} catch (final ConfigFetchError error) {
// Handle error

And here is an example of alternative 3:

public class ConfigFetcher ({
public Configuration tryFetchConfig(final String configUrl) {
final var configDataStr = dataFetcher.tryFetchData (configUrl) ;
return configParser.tryParse (configDataStr);

// No try-catch, all thrown errors from both tryFetchData
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// and tryParseConfiguration function calls propagate
// to the caller and

// this function must be named with the 'try' prefix
// to indicate that it can throw

public class DataExporter {
public void initialize(...) {

try {
final var configuration = configFetcher.tryFetchConfig(...);

} catch (final DataExporterError error) {
// In this case you must catch the base error class of
// the software component (DataExporterError), because
// you don't know what errors tryFetchConfig can
// throw, because no ConfigFetchError class
// has been defined

As a side note, a linting rule that enforces the correct naming of throwing functions could be
developed. The rule should force the function name to have a try prefix if the function throws or
propagates errors. A function propagates errors when it calls a throwing (try-prefixed) method
outside a try-catch block.

You can also create a library that has try-prefixed functions that wrap throwing functions that don't
follow the try-prefix rule:

JsonParser.js

export default class JsonParser ({
static tryParse(json, reviver) {
return JSON.parse (json, reviver);

}

When using a web framework, the framework usually provides an error-handling mechanism. The
framework catches an error and maps it to an HTTP response with an HTTP status code indicating
a failure. Typically the default status code is 500 Internal Server Error. For example, when using
Spring Boot, you can mark your custom error classes with a @ResponseStatus annotation:

@Responsestatus(HttpStatus.BAD_REQUEST)

class MyError extends RuntimeException {
//

}

There are also alternative ways to map errors to HTTP responses in the Spring framework.

When you utilize a web framework's error-handling mechanism, there is no benefit in naming
throwing functions with the try-prefix. You can opt out of the try-prefix rule.

It is usually a good practice to document the used error handling mechanism in the software
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component documentation.

Handling Checked Exceptions in Java

You can use checked exceptions in Java when defining your software component's errors. Using
checked exceptions helps you to remember to handle errors or let them propagate upwards in the
call stack.

When using Java's checked exceptions, define the software component's base error class to extend
the Exception class instead of the RuntimeException class. When a function throws a checked
exception, it is unnecessary to prefix the function name with the t ry prefix. Below is an example of
defining checked exceptions:

public class DataExporterError extends Exception {
public DataExporterError (final String message) {
super (message) ;

public class DataFetchError extends DataExporterError {
public DataFetchError (final String message) {
super (message) ;

public class ConfigParseError extends DataExporterError {
public ConfigParseError (final String message) {
super (message) ;

public class InitializationError extends DataExporterError ({
public InitializationError (final String message) {
super (message) ;

public class DataFetcher {
public String fetchData(...)
throws DataFetchError ({

/7

public class ConfigParser ({
public Configuration parse(...)
throws ConfigParseError {

//

public class DataExporter {
public void initialize(...) throws InitializationError {
try {
final var configDataStr = dataFetcher.fetchData (configUrl) ;
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final var configuration = configParser.parse (configDataStr) ;

/] ...
} catch (final DataFetchError | ConfigParseError error) {
throw new InitializationError (error);

}

Later, it is possible to modify the implementation of the parse function to throw other errors that
derive from the ConfigParseError class. This kind of change does not require modifications to
other parts of the codebase.

On higher levels of the software component code, you can also use the base error class of the
software component in the throws clause to propagate errors upwards in the call stack:

public class DataExporter {
public void initialize(...) throws DataExporterError ({
final var configDataStr = dataFetcher.fetchData (configUrl);
final var configuration = configParser.parse (configDataStr) ;

0 oo

Returning Errors

As an alternative to throwing errors, it is possible to communicate erroneous behavior to the
function caller using a return value. Using an exception-handling mechanism provides some
advantages over returning errors. When a function can return an error, you must always check for
the error right after the function call. This can cause the code to contain nested if-statements, which
hinders code readability. The exception-handling mechanism allows you to propagate an error to a
higher level in the call stack. You can also execute multiple function calls that can fail inside a single
try block and provide a single error handler in the catch block. Some languages do not provide an
exception-handling mechanism meaning you must return errors from functions. In languages like
C++, you can optimize mission-critical code by returning error values or indicators instead of
throwing exceptions.

Returning Failure Indicator

You can return a failure indicator from a failable function when the function does not need to
return any additional value. It is enough to return a failure indicator from the function when there
is no need to return any specific error code or message. This can be because there is only one reason
the function can fail, or function callers are not interested in error details. To return a failure
indicator, return a boolean value from the function: t rue means a successful operation, and false
indicates a failure:
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bool performTask(...)
{
bool taskWasPerformed;

// Perform the task and set the value of 'taskWasPerformed'

return taskWasPerformed;

Returning an Optional Value

Suppose a function should return a value, but the function call can fail, and there is precisely one
cause why the function call can fail. In this case, return an optional value from the function. In the
below example, getting a value from the cache can only fail when no value for a specific key is
stored in the cache. We don't need to return any error code or message.

Cache.java

public interface Cache<K, V> {
void add (K key, V value);
Optional<V> get (K key);

Returning an Error Object

When you need to provide details about an error to a function caller, you can return an error object
from the function:

BackendError.ts

export type BackendError = {
statusCode: number;
errorCode: number;
message: string;

}i

If a function does not return any value but can produce an error, you can return either an error
object or null in languages that have null defined as a distinct type and the language supports
type unions (e.g., TypeScript):

DataStore.ts

export interface DataStore {
updateEntity<T extends Entity>(...):
Promise<BackendError | null>;

Alternatively, return an optional error. Below is an example in Java:

import lombok.experimental.Value;

@vValue
public class BackendError ({
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int statusCode;
int errorCode;
String message;

public interface DataStore ({
<T extends Entity> Optional<BackendError> updateEntity(...);

Suppose a function needs to return a value or an error. In that case, you can use a 2-tuple (i.e., a
pair) type, where the first value in the tuple is the actual value or null in case of an error and the
second value in the tuple is an error object or null value in case of a successful operation. Below
are examples in TypeScript and Java. In the Java example, you, of course, need to return optionals
instead of nulls.

DataStore.ts

export class DataStore {
createEntity<T extends Entity>(...):
Promise<[T, null] | [null, BackendError]>;

DataStore.java

import org.javatuples.Pair;

public interface DataStore ({
<T extends Entity> Pair<Optional<T>, Optional<BackendError>>
createEntity(...);

The above Java example is cumbersome to use, and the type definition looks long. We should use
an Either type here, but Java does not have that. Either type contains one of two values, either a
left value or a right value. The left value is the value returned by the function when the operation is
successful, and the right value is an error. The Ei ther type can be defined as follows:

Either.java

public class Either<L, R>

{
private final Optional<L> maybelLeftValue;
private final Optional<R> maybeRightValue;

private Either(
final Optional<L> maybeLeftValue,
final Optional<R> maybeRightValue
)
this.maybeLeftValue = maybeLeftValue;
this.maybeRightValue = maybeRightValue;

public static <L, R> Either<L, R> withLeft (
final L value

) |

return new Either<>(Optional.of (value), Optional.empty());
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public static <L, R> Either<L, R> withRight(
final R value

)

return new Either<>(Optional.empty(), Optional.of (value));

public boolean hasLeftValue() {
return maybelLeftValue.isPresent () ;

public <T> Either<T, R> mapLeft (
Function<? super L, ? extends T> mapper
) |
return new Either<>(maybeLeftValue.map (mapper) ,
maybeRightValue) ;

public <T> Either<L, T> mapRight (
Function<? super R, ? extends T> mapper)

return new Either<> (maybeleftValue,
maybeRightValue.map (mapper)) ;

public <T> T map (
Function<? super L, ? extends T> leftValueMapper,
Function<? super R, ? extends T> rightValueMapper)

return maybeleftValue.<T>map (leftValueMapper)
.orElseGet (() ->
maybeRightValue.map (rightValueMapper) .get ()) ;

public void apply(
Consumer<? super L> leftValueConsumer,
Consumer<? super R> rightValueConsumer

) |
maybeLeftValue.ifPresent (leftValueConsumer) ;
maybeRightValue.ifPresent (rightValueConsumer) ;

Now we can use the new Either type and rewrite the example as follows:

DataStore.java

public interface DataStore ({
<T extends Entity> Either<T, BackendError> createEntity(...);

Adapt to Wanted Error Handling Mechanism

You can adapt to a desired error-handling mechanism by creating an adapter method. For example,
if a library has a throwing method, you can create an adapter method returning an optional value or
error object. Below is a t ryCreate factory method in a vInt class that can throw:

Vint.ts

class VInt {
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//

private constructor(...) {

//

// this will throw if invalid 'value' is given
// that doesn't match the 'validationSpec'
static tryCreate<VSpec extends string>(
validationSpec: IntValidationSpec<VSpec>,
value: number
) : VInt<VSpec> | never ({
// constructor can throw
return new VInt (validationSpec, value);

//

We can create a VIntFactory class with an adapter method for the t ryCreate factory method in
the vInt class. The VIntFactory class offers a non-throwing create method:

VIntFactory.ts

class VIntFactory ({
static create<VSpec extends string>(
validationSpec: IntValidationSpec<VSpec>,
value: number
) : VInt<VSpec> | null {
try {
return VInt.tryCreate(validationSpec, value);
} catch {
return null;

We can also create a method that does not throw but returns either a value or an error:

VIntFactory.ts

class VIntFactory {
static createOrError<VSpec extends string>(
validationSpec: IntValidationSpec<VSpec>,
value: number
) : [VInt<VSpec>, null] | [null, Error] {
try {
return [VInt.tryCreate(validationSpec, value), null];
} catch (error) {
return [null, error as Error];

We can also introduce a simplified version of the Ei ther type for TypeScript:

Either.ts

export type Either<L, R> = [L, null] | [null, R];
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Now we can rewrite the above example like this:

VIntFactory.ts

class VIntFactory ({
static createOrError<VSpec extends string>(
validationSpec: IntValidationSpec<VSpec>,
value: number
) : Either<VInt<VSpec>, Error> ({
try {
return [VInt.tryCreate(validationSpec, value), null];
} catch (error) {
return [null, error as Error];

}

Asynchronous Function Error Handling

Asynchronous functions are functions that usually can fail. They often execute I/O operations like
file or network I/O. For a failable asynchronous operation, you must remember to handle the
failure case. For this reason, it is suggested to name a failable asynchronous operation using the
same try prefix used in function names that can throw. Below are two examples of handling an
asynchronous operation failure in JavaScript/TypeScript:

tryMakeHttpRequest (url) .then ((value) => {
// success

}, (error) => {
// Handle error

3

tryMakeHttpRequest (url) .then ((value) => {
// success

}) .error ((error) => {
// Handle error

I N

As you can see from the above examples, it is easy to forget to add the error handling. It would be
better if there was a thenOrCatch method in the Promise class that accepted the following kind
of callback:

tryMakeHttpRequest (url) .thenOrCatch(([value, error]) => {
// Now it is harder to forget to handle an error
// Check 'error' before using the 'value'

)i

You can make asynchronous function calls synchronous. In JavaScript/TypeScript, this can be done
using the async and await keywords. A failable asynchronous operation made synchronous can
throw. Below is the same example as above made synchronous:

async function fetchData() {
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try {

await tryMakeHttpRequest (url) ;
} catch {

// Handle error

Functional Exception Handling

The below Failable<T> class can be used in functional error handling. A Failable<T> object
represents either a value of type T or an instance of the RuntimeException class.

Failable.java

public class Failable<T> {
private final Either<T, RuntimeException> valueOrError;

private Failable (
final Either<T, RuntimeException> valueOrError
)

this.valueOrError = valueOrError;

public static <T> Failable<T> withValue (
final T value
)

return new Failable<> (Either.withLeft (value)) ;

public static <T> Failable<T> withError (
final RuntimeException error
)

return new Failable<> (Either.withRight (error));

public T orThrow (
final Class<? extends RuntimeException> ErrorClass
)

return valueOrError.map (

(value) -> value,
(error) -> {
try {

throw (RuntimeException)ErrorClass
.getConstructor (String.class)
.newlnstance (error.getMessage());

} catch (InvocationTargetException |
InstantiationException |
IllegalAccessException |
IllegalArgumentException |
NoSuchMethodException exception) {

throw new RuntimeException (exception) ;

3

public T orElse(final T otherValue) {
return valueOrError.map (value -> value,
error -> otherValue);
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public <U> Failable<U> mapValue (
final Function<? super T, ? extends U> mapper
) A

return new Failable<>(valueOrError.mapLeft (mapper));

public Failable<T> mapError (
final Function<? super RuntimeException,
? extends RuntimeException> mapper
) |
if (valueOrError.hasLeftValue()) {
final var error =
new RuntimeException (mapper
.apply (new RuntimeException (""))
.getMessage()) ;

return Failable.withError (error);
} else {
return new Failable<>(valueOrError.mapRight (mapper));

In the below example, the readConfig method returns a Failable<Configuration>. The
tryInitialize function either obtains an instance of Configuration or throws an error of

type InitializationError.

public void tryInitialize() {
final var configuration = configReader
.readConfig(...)

.orThrow (InitializationError.class);

The benefit of the above functional approach is that it is shorter than an entire try-catch block. The
above functional approach is also as understandable as a try-catch block. Remember that you
should write the shortest, most understandable code. When a method returns a failable, you don’t
have to name the method with the t ry prefix because the method does not throw.

You can also use other methods of the Failable class. For example, a default value can be
returned with the orE1se method:

public void initialize() {
final var configuration = configReader
.readConfig(...)
.orElse (new DefaultConfiguration());

You can also transform multiple imperative failable statements into functional failable statements.
For example, instead of writing:

public void tryInitialize() {
try {
final var configDataStr = dataFetcher.tryFetchData (configUrl) ;
final var configuration = configParser.tryParse (configDataStr) ;
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} catch (final DataExporterError error) {
throw new InitializationError (error.getMessage());

You can write:

public void tryInitialize() {
try {
final var configuration = dataFetcher
.fetchData (configUrl)
.mapValue (configParser: :parse)
.orThrow(InitializationError.class);

It is error-prone to use failable imperative code together with functional programming constructs.
Let's assume we have the below TypeScript code that reads and parses multiple configuration files
to a single configuration object:

configFilePathNames
.reduce ( (accumulatedConfig, configFilePathName) => {
const configJson = fs.readFileSync(configFilePathName, 'utf-8');
const configuration = JSON.parse (configJdson) ;
return { ...accumulatedConfig, ...configuration };
Yoo A1)

In the above example, it is easy to forget to handle errors because the throwability of the reduce
function depends on the supplied callback function. We cannot use the try-prefix anywhere in the
above example. What we can do is the following:

function tryReadConfig(
accumulatedConfig: Record<string, unknown>,
configFilePathName: string
)
const configdson = fs.readFileSync (configFilePathName, 'utf-8');
const configuration = JSON.parse (configJdson) ;
return { ...accumulatedConfig, ...configuration };

export function getConfig(
configFilePathNames: string[]
) : Record<string, unknown> {
try {
return configFilePathNames.reduce (tryReadConfig, {});
} catch (error) {

//

We have now added the try prefix, but the code could read better. A better alternative is to use a
functional programming construct, Failable<T>, to return a failable configuration. The
Failable<T> class implementation in TypeScript is not presented here, but it can be
implemented similarly to Java. Below is an example of using the Failable<T> class:

296



function accumulatedConfigOrError (
accumulatedConfigOrError: Failable<Record<string, unknown>>,
configFilePathName: string
) : Failable<Record<string, unknown>> {
try {
const configJdson = fs.readFileSync(configFilePathName, 'utf-8');
const config = JSON.parse (configJson) ;

return accumulatedConfigOrError.mapValue (accumulatedConfig =>
({ ...accumulatedConfig, ...config }));
} catch (error: any) {
return accumulatedConfigOrError.mapError (accumulatedError =>
new Error (" ${accumulatedError.message}\n${error.message} )
)i

export function getConfig(
configFilePathNames: string[]
) : Failable<Record<string, unknown>> ({
return configFilePathNames.reduce (
accumulatedConfigOrError,
Failable.withValue ({})
)7

Stream Error Handling

Handling errors for a stream is also something that can be easily forgotten. Streams are usually
used for I/O operations that can fail. You should be prepared for error handling when using a
stream. In JavaScript/TypeScript, an error handler for a stream can be registered using the
stream's on method in the following way: stream.on ('error', () => { ... }).

Below is an example of using a stream:

//
const writeStream = fs.createWriteStream(filePathName) ;

this.writeStream.on('error', (error) => {
// Handle errors

1)

writeStream.write(...);
// More writes...

writeStream.close();

How could we improve developer experience with streams, so that error handling is not forgotten?
One solution is to add an error handler callback parameter to the stream factory method. This
callback will be called upon an error. If no error handling is needed, a nu11 value could be given for
the callback. This way, a developer creating a stream can't forget to supply an error handler
function.
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Don't Pass or Return Null Principle

This principle is for languages like Java and C++ that don't implement null values as separate
types. TypeScript implements nulls as distinct types when the strictNullChecks configuration
parameter is set to true, and you should always set it to true. So, this principle does not apply to
TypeScript.

The null value is the misguided invention of British computer scientist Tony Hoare who coined his
invention of null references as a "billion-dollar mistake". The reason is quite evident because we all
have done it: forgetting to handle a null value. And when we don't handle a null value, we pass it to
other functions that never expect to be called with a null value. Eventually, this will lead to a null
value exception thrown somewhere in the code.

When you return a value from a function, never return a null value. You should return an optional
value instead. In the below example, we are returning an optional value for a key in a map because
there can be no value associated with a particular key in the map.

// BAD!
public class Map<K, V> {
public V get(final K key) {
&8 (ooo)
70 ooo
} else {
return null;
}
}
}

// GOOD!
public class Map<K, V> {
public Optional<V> get (final K key) {
0 ooo
}
}

When you pass arguments to a function, never pass a null value. The called function usually never
expects to be called with null arguments. Suppose a function expects an argument that can be
missing. In that case, the function can define a default value for that argument (possible in C++ and
JavaScript/TypeScript, but not in Java), or an overloaded function can be defined where the
optional argument is not present. A function can also be defined so that an argument has an
optional type, but you should prefer an optional parameter or an overloaded version of the
function.
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Avoid Off-By-One Errors Principle

Off-by-one errors usually result from the fact that collections in programming languages are
indexed with zero-based indexes. Zero-based indexing is unnatural for human beings but excellent
for computers. However, programming languages should be designed with humans in mind. People
never speak about getting the zeroth value of an array. We speak of getting the first value in the
array. As the null value was called a billion-dollar mistake, I would call the zero-based indexing
another billion-dollar mistake. Let's hope that someday we get a programming language with one-
based indexing! But then we must unlearn the zero-based indexing habit...and that's another
problem.

Below are two examples of programming errors in JavaScript that are easy to make if you are not
careful enough:

for (let index = 0; index <= array.length; index++) {

0 ooo
}

for (let index = 0; index < array.length - 1; index++) {
/0 aco
}

In the first example, there should be '<' instead of '<=', and in the latter example, there should be
'<=" instead of '<'. Fortunately, the above mistakes can be avoided using modern programming
language constructs like Java's enhanced for-loop or C++'s range-based for-loop or functional
programming.

Below are two examples of avoiding off-by-one errors in Java:

for (final var value : values) {
0 oo
}

values.stream() . forEach (value -> ...);

Some languages, like JavaScript, offer a nice way to access an array's last element(s). Instead of
writing arraylarray.length - 1], you can write array.at(-1). And similarly,
arraylarray.length - 2] isthesameasarray.at (-2).You can think that a negative index
is a one-based index starting from the end of an array.

Let's consider the description of JavaScript's s1ice method:

The slice() method returns a shallow copy of a portion of an array into a new array object
selected from start index to end index (end not included).

The problem here is the 'end not included' part. Many people, by default, think that if given a range,
it is inclusive, but in the case of the s1ice method, it is inclusive at the beginning and exclusive at
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the end: [start, end[. This kind of function definition that is against first assumptions can
easily cause off-by-one errors. It would be better if the s1ice method by default works with an
inclusive range [start, end].

Additionally, unit tests are your friend when trying to spot off-by-one errors. So remember to write
unit tests for the edge cases, too.

Be Critical When Googling Principle

You should always analyze code taken from the web to see if it meets the criteria for
production code.

We all have done it, and we have done it hundreds of times: googled for answers. Usually, you find
good resources by googling, but the problem often is that examples in the googled results are not
necessarily production quality. One specific thing missing in them is error handling. If you copy and
paste code from a website, it is possible that errors are not handled appropriately. You should
always analyze the copy-pasted code to see if error handling needs to be added.

When you provide answers for other people, try to make the code as production-like as possible. In
Stack Overflow, you find the most up-voted answer right below the question. If the answer is
missing error handling, you can comment on that and let the author improve their answer. You can
also up-vote an answer that seems the most production ready. Usually, the most up-voted answers
are pretty old. For this reason, it is useful to scroll down to see if a more modern solution fits your
need better. And you can also up-vote that more modern solution so it will become ranked higher in
the list of answers.

Regarding open source libraries, the first examples in their documentation can describe only the
"happy path" usage scenario, and error handling is described only in later parts of the
documentation. This can cause problems if you copy-paste code from the "happy path" example
and forget to add error handling. For this reason, open-source library authors should give
production-quality examples early in the documentation.

Optimization Principle

Avoid premature optimization. Premature optimization may hinder crafting a proper object-
oriented design for a software component. Measure unoptimized performance first. Then
decide if optimization is needed. Implement optimizations one by one and measure the
performance after each optimization round to determine if the optimization matters. You can
then utilize gained knowledge in future projects only to make optimizations that give a
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significant enough performance boost. Sometimes you can make performance optimization
in an early phase of a project if you know that a particular optimization is needed (e.g., from
previous experience) and the optimization can be implemented without negatively affecting
the object-oriented design.

Optimization Patterns
The following optimization patterns are described in this section:

« Optimize busy loops only pattern

» Remove unnecessary functionality pattern

« Copy memory in chunks pattern (C++)

» Object pool pattern

« Replace virtual methods with non-virtual methods pattern (C++)
« Inline methods pattern (C++)

» Use unique pointer pattern (C++)

« Share identical objects a.k.a flyweight pattern

Optimize Busy Loops Only Pattern

Optimizations should primarily target only the busy loop or loops in a software component. Busy
loops are the loops in threads that execute over and over again, possibly thousands or more
iterations in a second. Performance optimization should not target functionality that executes only
once or a couple of times during the software component's lifetime, and running that functionality
does not take a long time. For example, an application can have configuration reading and parsing
functionality when it starts. This functionality takes a short time to execute. It is not reasonable to
optimize that functionality because it runs only once. It does not matter if you can read and parse
the configuration in 200 or 300 milliseconds, even if there is a 50% difference in performance.

Let's use the data exporter microservice as an example. Our data exporter microservice consists of
input, transformer, and output parts. The input part reads messages from a data source. We cannot
affect the message reading part if we use a 3rd party library for that purpose. Of course, if multiple
3rd party libraries are available, it is possible to craft performance tests and evaluate which 3rd
party library offers the best performance. If there are several 3rd party libraries available for the
same functionality, we tend to use the most popular library or a library we know beforehand. If
performance is an issue, we should evaluate different libraries and compare their performances.

The data exporter microservice has the following functionality in its busy loop: decode an input
message to an internal message, perform transformations, and encode an output message.
Decoding an input message requires decoding each field in the message. Let's say there are 5000
messages handled per second, and each message has 100 fields. During one second, 50000 fields
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must be decoded. This reveals that the optimization of the decoding functionality is crucial. The
same applies to output message encoding. We at Nokia have implemented the decoding and
encoding Avro binary fields ourselves. We were able to make them faster than what was provided
by a 3rd party library.

Remove Unnecessary Functionality Pattern

Removing unnecessary functionality is something that will boost performance. You should stop to
think critically about your software component: Is my software component doing only the
necessary things considering all circumstances?

Let's consider the data exporter's functionality. It is currently decoding an input message to an
internal message. This internal message is used when making various transformations to the data.
Transformed data is encoded to a wanted output format. The contents of the final output message
can be a small subset of the original input message. This means that only a tiny part of the decoded
message is used. In that case, it is unnecessary to decode all the fields of an input message if, for
example, only 10% of the fields are used in the transformations and output messages. By removing
unnecessary decoding, we can improve the performance of the data exporter microservice.

Copy Memory in Chunks Pattern (C++)

If you have a contiguous memory chunk, copy it using memcpy. Don't copy memory byte by byte in
a for-loop. The implementation of the memcpy function is optimized by a C++ compiler to produce
machine code that optimally copies various sizes of memory chunks. Instead of copying a memory
chunk byte by byte, it can, for example, copy memory as 64-bit values in a 64-bit operating system.

In the data exporter microservice, there is the possibility that the input message format and output
message format are the same, e.g., Avro binary. We can have a situation where an Avro record field
can be copied as such from an input message to an output message without any transformation. In
that case, decoding that record field is unnecessary functionality, and we can skip that. What we
will do instead is copy a chunk of memory. An Avro record field can be relatively large, even 200
bytes consisting of 40 subfields. We can now skip the decoding and encoding of those 40 subfields.
We simply copy 200 bytes from the input message to the output message.

Object Pool Pattern

In garbage-collected languages like JavaScript and Java, the benefit of using an object pool is clear
from the garbage-collection point of view. In the object pool pattern, objects are created only once
and then reused. This will take pressure away from garbage collection. If we didn't use an object
pool, new objects could be created in a busy loop repeatedly, and soon after they were created, they
could be discarded. This would cause many objects to be made available for garbage collection in a
short period of time. Garbage collection takes processor time, and if the garbage collector has a lot
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of garbage to collect, it can slow the application down for an unknown duration at unknown
intervals.

Replace Virtual Methods with Non-Virtual Methods Pattern (C++)

If you are using a lot of calls to virtual functions in a busy loop, there will be some overhead in
checking which virtual method to call due to dynamic dispatch. In C++, this is done using virtual
tables (vtables) which are used to check which actual method will be called. The additional vtable
check can negatively affect performance in busy loops if virtual methods are called frequently. For
example, the data exporter microservice's busy can call an Avro binary decoding and encoding
function 50000 times a second. We could optimize these calls by implementing Avro binary
decoding functions as non-virtual (if previously declared as virtual functions). Non-virtual
functions don't need to check the vtable, so the call to the function is direct.

Inline Methods Pattern (C++)

Suppose you have made the optimization of making a virtual method non-virtual. One more
optimization could still be made if the method is small: inline the method. Inlining a method means
that calls to the method are eliminated, and the code of the method is placed at the sites where the
calls to the method are made. So, the method does not need to be called at all when it has been
inlined. In the data exporter microservice, we made the Avro binary encoding and decoding
functions non-virtual, and now we can make them also inlined to speed up the microservice.
However, a C++ compiler can decide whether an inline function is really inlined or not. We cannot
be 100% sure if the function is inlined. It's up to the compiler. When we define a function as an
inline function with the C++'s inline keyword, we are just giving a hint to the compiler that the
function should be inlined. Only non-virtual methods can be inlined. Virtual methods cannot be
inlined because they require checking the vtable to decide which method should be called.

Use Unique Pointer Pattern (C++)

If you are using shared pointers, they need to keep the reference count to the shared pointer up to
date. In a busy loop, if you use a shared pointer, say a hundred thousand times a second, it starts to
show a difference whether you use a shared pointer or a unique pointer (std: :unique ptr). A
unique pointer has little to no overhead compared to a raw pointer. For this reason, there is no
need to use a raw pointer in modern C++. It would not bring much to the table performance-wise.
And if you use a raw pointer, you must remember to release the allocated memory associated with
the raw pointer by yourself. If you don't need a pointed object to be shared by multiple other
objects, you can optimize your code in busy loops by changing shared pointers to unique pointers.
Unique pointers always have only one owner, and multiple objects cannot share them.
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Share Identical Objects a.k.a Flyweight Pattern

If your application has many objects with some identical properties, those parts of the objects with
identical properties are wasting memory. You should extract the common properties to a new class
and make the original objects reference a shared object of that new class. Now your objects share a
single common object, and possibly significantly less memory is consumed. This design pattern is
called the flyweight pattern and was described in more detail in the earlier chapter.
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Testing Principles

Testing is traditionally divided into two categories: functional and non-functional testing. This
chapter will first describe the functional testing principles and then the non-functional testing
principles.

Functional Testing Principles

Functional testing is divided into three phases:

e Unit testing
« Integration testing

» End-to-end (E2E) testing

Functional test phases can be described with the testing pyramid:

E2E Tests

Integration Tests

Unit Tests

Figure 5.1 Testing Pyramid
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The testing pyramid depicts the relative number of tests in each phase. Most tests are unit tests.
The second most tests are integration tests, and the fewest are E2E tests. Unit tests should cover the
whole codebase of a software component. Unit testing focuses on testing individual public functions
as units (of code). Software component integration tests cover the integration of the unit-tested
functions to a complete working software component, including testing the interfaces to external
services. Examples of external services are a database, a message broker, and other microservices.
E2E testing focuses on testing the end-to-end functionality of a complete software system.

Unit Testing Principle

Unit tests should test the functionality of public functions as isolated units with as high
coverage as possible. The isolation means that dependencies (other classes/modules/
services) are mocked.

Unit tests should be written for public functions only. Do not try to test private functions
separately. They should be tested indirectly when testing public functions. Below is a JavaScript
example:

parseConfig.js

import { doSomething } from 'other-module';

function readFile(...) {
/0 ocoo
}

export default function parseConfig(...) {
J0 ocoo
// readFile(...)
// doSomething(...)
J0 ocoo

In the above module, there is one public function, parseConfig, and one private function,
readFile. In unit testing, you should test the public parseConfig function in isolation and mock
the doSomething function, which is imported from another module. And you indirectly test the
private readFile function when testing the public parseConfig function.

Below is the above example written in Java. You test the Java version in a similar way as the
JavaScript version. You write unit tests for the public parseConfig method only. Those tests will
test the private readrFile function indirectly. You must supply a mock instance of the
OtherClass class for the ConfigParser constructor.
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public class OtherClass {
70 ocoo

public void doSomething(...) {
0 oo
}
}

public class ConfigParser ({
private OtherClass otherClass;

public ConfigParser (final OtherClass otherClass) {
this.otherClass = otherClass
}

40 coo

public Configuration parseConfig(...) {
70 coo
// readFile(...)
// otherClass.doSomething(...)
70 coo
}

private String readFile(...) {
/o
}

Unit tests should test all the functionality of a public function: happy path(s), possible failure
situations, and edge cases so that each code line of the function is covered by at least one unit test.

Below are some examples of edge cases listed:

« Are the last loop counter value correct? This test should detect possible off-by-one errors
« Test with an empty array

« Test with the smallest allowed value

« Test with the biggest allowed value

« Test with a negative value

« Test with a zero value

« Test with a very long string

« Test with an empty string

« Test with floating-point values having different precisions
« Test with floating-point values that are rounded differently
« Test with a very small floating-point value

« Test with a very large floating-point value

Unit tests should not test the functionality of dependencies. That is something to be tested with
integration tests. A unit test should test a function in isolation. If a function has one or more
dependencies on other functions defined in different classes (or modules), those dependencies
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should be mocked. A mock is something that mimics the behavior of a real object or function.
Mocking will be described in more detail later in this section.

Testing functions in isolation has two benefits. It makes tests faster. This is a real benefit because
you can have a lot of unit tests, and you run them often, so it is crucial that the execution time of the
unit tests is as short as possible. Another benefit is that you don't need to set up external
dependencies, like a database, a message broker, and other microservices, because you are mocking
the functionality of the dependencies.

Test-Driven Development (TDD)

Test-Driven Development (TDD) is a software development process in which software
requirements are formulated as test cases before the software is implemented. This is as opposed to
the practice where software is implemented first, and test cases are written only after that.

I have been in the industry for almost 30 years, and when I began coding, there were no automated
tests or test-driven development. Only starting from 2010 have I been writing automated unit tests.
Due to this background, TDD has been quite difficult for me because there is something I have
grown accustomed to: Implement the software first and then do the testing. If you have also learned
it like that, switching to TDD can be quite hard.

The pure TDD cycle consists of the following steps:

1. Add a test for a specified functionality

2. Run all the tests (The just added test should fail because the functionality it is testing is not
implemented yet)

3. Write the simplest possible code that makes the tests pass
4. Run all the tests. (They should pass now)
5. Refactor as needed (Existing tests should ensure that anything won't break)

6. Start again from the first step until all functionality is implemented, refactored, and tested

Let's continue with an example. Suppose there is the following user story in the backlog waiting to
be implemented:

Parse configuration properties from a configuration string to a configuration object.
Configuration properties can be accessed from the configuration object.

Let's first write a test for the specified functionality:
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ConfigParserTests.java
public class ConfigParserTests {

private final ConfigParser configParser = new ConfigParserImpl();

@QTest
public void testParse() {
// GIVEN
final var configStr = "propNamel=valuel\npropName2=value2";

// WHEN
final var configuration = configParser.parse (configStr);

// THEN
assertEquals (configuration.getPropertyValue ("propNamel"),
"valuel");

assertEquals (configuration.getPropertyValue ("propName2") ,
"value2") ;

Now, if we run all the tests, we get a compilation error, which means that the test case we wrote
won't pass yet. Next, we shall write the simplest possible code to make the test case both compile

and pass:

public interface Configuration {
String getPropertyValue (String propertyName) ;

public class ConfigurationImpl implements Configuration {
private final Properties properties;
public ConfigurationImpl (final Properties properties) {

this.properties = properties;

public String getPropertyValue (final String propertyName) {
return properties.getProperty (propertyName) ;

public interface ConfigParser ({
Configuration parse(String configStr);

public class ConfigParserImpl implements ConfigParser {
public Configuration parse(final String configStr) {
final Properties properties = new Properties();

// Load properties to 'properties' variable
// from the 'configString'

return new ConfigurationImpl (properties);

We can now add new functionality. Let's say the parse function should throw an error if it cannot
parse the configuration string. We can now repeat the TDD cycle from the beginning by creating a
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failing test first:

public class ConfigParserTests {

/7

@Test

public void testParse_whenParsingFails () {
// GIVEN
final var configStr = "invalid";

try {
// WHEN
configParser.tryParse (configStr) ;
fail();

} catch (final ConfigParseError error) {
// THEN error was successfully thrown

Next, we should refactor the implementation to make the second test pass:

public interface ConfigParser ({
Configuration tryParse(String configStr);

public class ConfigParseError extends RuntimeException {
public ConfigParseError (final String errorMessage,
final Throwable error) {
super (errorMessage, error);

public class ConfigParserImpl implements ConfigParser {
public Configuration tryParse(final String configStr) {
final Properties properties = new Properties();

try {
// Try load properties from the configStr

return new ConfigurationImpl (properties);
} catch (...) {
throw new ConfigParseError(...);

We also need to refactor the first unit test to call tryParse instead of parse. We can continue

adding test cases for additional functionality.

For me, the above-described TDD cycle sounds a bit cuambersome. But, there are clear benefits in
creating tests beforehand. When tests are defined first, it is usually less likely that one forgets to test
or implement something. This is because TDD better forces you to think about the function
specification: happy path(s), edge and failure cases.

If you don't practice TDD and do the implementation always first, it is more likely you might forget
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an edge case or a particular failure scenario. And when you haven't implemented it, you don't test
it. You can have 100% unit test coverage for a function, but a particular edge case or failure scenario
is left unimplemented and untested. This is what has happened to me, also.

As an alternative to the above-described TDD cycle, you can start function implementation by first
considering the functionality the function should have. You can first think about the "happy path",
which is the most common scenario for the function. Create an empty test case that contains only a
statement that makes the test fail. You should put the fail call in the test case in order not to

forget to implement the test case. Below is an example test case:

public class ConfigParserTests {
// Tests the "happy path":
// successful parsing of configuration
@Test
public void testParse () {
fail();
}

Next, think of all the other scenarios for the function: other happy paths, edge, and failure cases.
And then create a failing test case for each of those scenarios, for example:

public class ConfigParserTests ({
@Test
public void testParse whenParsingFails() {
fail();
}

@Test

public void testParse_whenMandatoryPropIsMissing() {
fail();

}

@Test

public void testParse whenOptionalPropIsMissing() {
fail();

}

@Test

public void testParse_whenPropHasInvalidName () {
fail();

}

@Test

public void testParse_whenPropHasInvalidType () {
fail();

}

Now you have a high-level specification of the function in the form of scenarios. Next, you can
continue with the function implementation. After you have completed the function implementation,
implement the test cases one by one, and remove the fail calls.

The benefit of this approach is that you don't have to switch continuously between the
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implementation source code file and the test source code file. In each phase, you can focus on one
thing:

1. Function specification
1. Specify scenarios: What the function does, and what failures are possible? Are there
edge cases?
2. Implement scenarios as failing unit test cases
2. Function implementation

3. Implementation of unit tests

Naming Conventions

When functions to be tested are in a class, a respectively named class for unit tests should be
created. For example, if there is a ConfigParser class, the respective class for unit tests should be
ConfigParserTests. This way, it is easy to locate the file containing unit tests for a particular
implementation class.

A test method name should start with a test prefix, after which the name of the tested method
should come. For example, if the tested method is parse, the test method name should be
testParse. There are usually several tests for a single function. All test method names should
begin with test<function-name>, but the test method name should also contain a description of the
scenario the test method tests: test<function-name>_<scenario>, for example:

testParse whenParsingFails.

When using the Jest testing library with JavaScript or TypeScript, unit tests are organized and
named in the following manner:

describe ('<class-name>', () => {
describe ('<public-method-name>', () => {
it ('should do this...', () => {
/0 aco
3

it ('should do other thing when...', () => {
40 oo
3

// Other scenarios...
3
)i

// Example:
describe ('ConfigParser', () => {
describe ('parse', () => {
it ('should parse config string successfully', () => {
70 oo
3

it ('should throw an error if parsing fails', () => {
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//
3
// Other scenarios...

}) i
})

Mocking

Let's have a small Spring Boot example of mocking dependencies in unit tests. We have a service
class that contains public functions for which we want to write unit tests:

SalesItemServiceImpl.java

@Service

public class SalesItemServiceImpl implements SalesItemService {
QAutowired
private SalesItemRepository salesItemRepository;

QAutoWired
private SalesItemFactory salesItemFactory;

QOverride
public final SalesItem createSalesItem(
final SalesItemArg salesItemArg
) |
return salesItemRepository.save (
salesItemFactory.createFrom(salesItemArqg)) ;

@Override
public final Iterable<SalesItem> getSalesItems() {
return salesItemRepository.findAll();

In the Spring Boot project, we need to define the following dependency in the build.gradle file:

dependencies {
// Other dependencies
testImplementation 'org.springframework.boot:spring-boot-starter-test’

Now, we can create unit tests using JUnit, and we can use Mockito for mocking. Looking at the
above code, we can notice that the SalesItemServiceImpl service depends on a
SalesItemRepository. According to the unit testing principle, we should mock that
dependency. Similarly, we should also mock the SalesItemConverter dependency:

SalesItemServiceTests java

import org.junit.jupiter.api.Test;

import org.mockito.InjectMocks;

import org.mockito.Mock;

import org.mockito.Mockito;

import org.springframework.boot.test.context.SpringBootTest;
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import java.util.List;

import static org.junit.jupiter.api.Assertions.assertEquals;
import static org.mockito.ArgumentMatchers.any;
import static org.mockito.ArgumentMatchers.refEqg;

@SpringBootTest
class SalesItemServiceTests ({
private static final String SALES ITEMS NOT EQUAL =
"Sales items not equal";

private final SalesItem testSalesItem =
new SalesItem (1L, 1L, "Test", 10);

// Create mock implementation of

// SalesItemRepository interface

@Mock

private SalesItemRepository salesItemRepositoryMock;

// Create mock implementation of

// SalesItemFactory interface

@Mock

private SalesItemFactory salesItemFactoryMock;

// Injects the above created mocks to salesItemService
@InjectMocks
private SalesItemService salesItemService =

new SalesItemServiceImpl ();

@Test
final void testCreateSalesItem() {
// GIVEN
final var salesItemArg = new SalesItemArg(lL, "Test", 10);

// Instructs to return 'testSalesItem' when

// salesItemFactoryMock's createFrom

// method is called with an argument that reference

// equals 'salesItemArg'

Mockito
.when (salesItemFactoryMock.createFrom(refEq(salesItemArg)))
.thenReturn (testSalesItem) ;

// Instructs to return 'testSalesItem' when
// salesItemRepositoryMock's 'save' method is called
// with an argument that reference equals 'testSalesItem'
Mockito
.when (salesItemRepositoryMock
.save (refEqg(testSalesItem)))
.thenReturn (testSalesItem);

// WHEN
final var createdSalesItem =
salesItemService.createSalesItem(salesItemArqg) ;

// THEN

assertEquals (createdSalesItem,
testSalesItem,
SALES_ITEMS_NOT_EQUAL) ;

@Test
final void testGetSalesItems() {
// GIVEN
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// Instructs to return a list of containing one sales item
// 'salesItem' when salesItemRepository's 'findAll'
// method is called
Mockito
.when (salesItemRepositoryMock.findAll ())
.thenReturn (List.of (testSalesItem));

// WHEN
final var foundSalesItems = salesItemService.getSalesItems();

// THEN
final var iterator = foundSalesItems.iterator();

assertEquals (iterator.next (),
testSalesItem,
SALES_ITEMS_NOT_EQUAL) ;

assertFalse (iterator.hasNext());

Java has many testing frameworks and mocking libraries. Below is a small example from a
JakartaEE microservice that uses TestNG and JMockit libraries for unit testing and mocking,
respectively. In the below example, we are testing a couple of methods from a ChartStore class,
which is responsible for handling the persistence of chart entities using Java Persistence API (JPA).

ChartStoreTests.java

import com.silensoft.conflated...DuplicateEntityError;
import mockit.Expectations;

import mockit.Injectable;

import mockit.Mocked;

import mockit.Tested;

import mockit.Verifications;

import org.testng.annotations.Test;

import javax.persistence.EntityExistsException;
import javax.persistence.EntityManager;

import java.util.Collections;
import java.util.List;

import static org.testng.Assert.assertEquals;
import static org.testng.Assert.fail;

public class ChartStoreTests {
// chartStore will contain an instance
// of ChartStoreImpl after @Tested
// annotation is processed
@Tested
private ChartStore chartStore;

// @Injectable annotation creates a mock instance

// of EntityManager interface and then injects

// it where needed

// In this case, it will be injected to 'chartStore'
@Injectable

private EntityManager entityManager;

// Create a mock instance of Chart
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// (does not inject anywhere)
@Mocked
private Chart chartMock;

@Test
void testCreate() {
// WHEN
chartStore.create (chartMock) ;

// THEN

// JMockit's verification block checks

// that below mock functions are called

new Verifications () {{
chartStore.getEntityManager () .persist (chartMock) ;
chartStore.getEntityManager () .flush();

void testCreate_whenChartAlreadyExists() {
// GIVEN
// JMockit's expectations block will define what mock methods
// calls are expected and also can specify
// the return value or result of the mock method call.
// Below the 'persist' mock method call will throw
// EntityExistsException

new Expectations () {{
chartStore.getEntityManager () .persist (chartMock) ;
result = new EntityExistsException();

s

try {
// WHEN

chartStore.create (chartMock) ;

fail ("Expected exception, but it was not thrown");
} catch (final DuplicateEntityError error) {

// THEN successfully throws an error

@Test
void testGetChartById() {
// GIVEN
new Expectations () {{
chartStore.getEntityManager () .find (Chart.class, 1L);
result = chartMock;
Phi

// WHEN
final var chart = chartStore.getById(lL);

// THEN
assertEquals (chart, chartMock);

Let's have a unit testing example with JavaScript/TypeScript. We will write a unit test for the
following function using the Jest library:

fetchTodos.ts
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import store from '../../store/store';
import todoService from '../services/todoService';

export default async function fetchTodos(): Promise<void> {
const { todosState } = store.getState();
todosState.isFetching = true;
try {
todosState.todos = await todoService.tryFetchTodos () ;
todosState.fetchingHasFailed = false;
} catch(error) {
todosState.fetchingHasFailed = true;
}
todosState.isFetching = false;

Below is the unit test case for the happy path scenario:

fetchTodos.test.ts

import store from '../../store/store';
import todoService from '../services/todoService';
import fetchTodos from 'fetchTodos';

/7

// Mock both 'store' and 'todoService' objects
jest.mock('../../store/store");
jest.mock('../services/todoService');

describe ('fetchTodos', async () => {
it ('should fetch todos from todo service', async () => {
// GIVEN
const todosState = { todos: [] } as TodoState;
store.getState.mockReturnValue ({ todosState });

const todos = [{
id: 1,
name: 'todo',
isDone: false

Iy
todoService.tryFetchTodos.mockResolvedValue (todos) ;

// WHEN
await fetchTodos();

// THEN

expect (todosState.isFetching) .toBe (false) ;

expect (todosState.fetchingHasFailed) .toBe (false) ;
expect (todosState.todos) .toBe (todos) ;

1)
1)

In the above example, we used the jest.mock function to create mocked versions of the store
and todoService modules. Another way to handle mocking with Jest is using jest. £n (), which
creates a mocked function. Let's assume that the fetchTodos function is changed so that it takes a

store and todoService as its arguments:
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fetchTodos.ts
//

export default async function fetchTodos (
store: Store,
todoService: TodoService

) : Promise<void> {
// Same code here as in earlier example...

Now the mocking would look like the following:

fetchTodos.test.ts

import fetchTodos from 'fetchTodos';
//

const store = {
getState: jest.fn()
}i

const todoService = {
tryFetchTodos: jest.fn();

describe ('fetchTodos', async () => {
it ('should fetch todos from todo service', async () => {
// GIVEN

// Same code as in earlier example...

// WHEN
await fetchTodos (store as any, todoService as any);

// THEN
// Same code as in earlier example...
3
3

Let's have an example with C++ and Google Test unit testing framework. In C++, you can define a
mock class by extending a pure virtual base class ("interface") and using Google Mock macros to
define mocked methods. Below is the definition of a detectedAnomalies method that we want to
unit test:

AnomalyDetectionEngine.h

class AnomalyDetectionEngine

{

public:
virtual ~AnomalyDetectionEngine() = default;
virtual void detectAnomalies() = 0;

}i

AnomalyDetectionEngineImpl.h

#include <memory>
#include "AnomalyDetectionEngine.h"
#include "Configuration.h"
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class AnomalyDetectionEngineImpl

public AnomalyDetectionEngine
{
public:

explicit AnomalyDetectionEngineImpl (
std::shared ptr<Configuration> configuration
)i

void detectAnomalies () override;

private:
void detectAnomalies (
const std::shared ptr<AnomalyDetectionRule>& anomalyDetectionRule

)7

std::shared ptr<Configuration> m configuration;

}i

AnomalyDetectionEngineImpl.cpp

#include <algorithm>
#include <execution>
#include "AnomalyDetectionEngineImpl.h"

AnomalyDetectionEngineImpl: :AnomalyDetectionEngineImpl (
std::shared ptr<Configuration> configuration
) : m_configuration(std::move (configuration))

{1

void AnomalyDetectionEngineImpl::detectAnomalies ()
{
const auto anomalyDetectionRules =
m_configuration->getAnomalyDetectionRules () ;

std::for_ each(std::execution::par,
anomalyDetectionRules->cbegin (),
anomalyDetectionRules->cend(),
[this] (const auto& anomalyDetectionRule)
{
detectAnomalies (anomalyDetectionRule) ;
1)

void AnomalyDetectionEngineImpl::detectAnomalies (
const std::shared ptr<AnomalyDetectionRule>& anomalyDetectionRule

const auto anomalyIndicators = anomalyDetectionRule->detectAnomalies();
std::ranges::for each(*anomalyIndicators,

[1 (const auto& anomalyIndicator)

{

anomalyIndicator->publish () ;
3

Let's create a Configuration class and a ConfigurationMock class for mocks:
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Configuration.h

#include <memory>
#include <vector>
#include "AnomalyDetectionRule.h"

class Configuration
{
public:
virtual ~Configuration() = default;

virtual std::shared ptr<AnomalyDetectionRules>
getAnomalyDetectionRules () const = 0;
}i

ConfigurationMock.h

#include <gmock/gmock.h>
#include "Configuration.h"

class ConfigurationMock : public Configuration
{
public:
MOCK_METHOD (std: :shared_ptr<AnomalyDetectionRules>,
getAnomalyDetectionRules, (), (const)
)i
}i

Let's create an AnomalyDetectionRule class and a respective mock

AnomalyDetectionRuleMock:

AnomalyDetectionRule.h

#include "AnomalyIndicator.h"

class AnomalyDetectionRule
{
public:
virtual ~AnomalyDetectionRule() = default;

virtual std::shared ptr<AnomalyIndicators>
detectAnomalies () = 0;
}i

using AnomalyDetectionRules =
std::vector<std::shared ptr<AnomalyDetectionRule>>;

AnomalyDetectionRuleMock.h

#include <gmock/gmock.h>
#include "AnomalyDetectionRule.h"

class AnomalyDetectionRuleMock : public AnomalyDetectionRule
{
public:
MOCK_METHOD (std: :shared ptr<AnomalyIndicators>,
detectAnomalies, ());
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Let's create an AnomalyIndicator class and a mock class, AnomalyIndicatorMock:

AnomalyIndicator.h
#include <memory>

#include <vector>

class AnomalyIndicator

{

public:
virtual ~AnomalyIndicator() = default;
virtual void publish() = 0;

}i

using AnomalyIndicators =
std::vector<std::shared ptr<AnomalyIndicator>>;

AnomalyIndicatorMock.h

#include <gmock/gmock.h>
#include "AnomalyIndicator.h"

class AnomalyIndicatorMock : public AnomalyIndicator
{
public:
MOCK_METHOD (void, publish, ());
}i

Let's create a unit test for the detectAnomalies method in the

AnomalyDetectionEngineImpl class:

AnomalyDetectionEngineImplTests.h

#include <gtest/gtest.h>

#include "ConfigurationMock.h"
#include "AnomalyDetectionRuleMock.h"
#include "AnomalyIndicatorMock.h"

class AnomalyDetectionEngineImplTests : public testing::Test
{
protected:
void SetUp() override {
m_anomalyDetectionRules->push back(m anomalyDetectionRuleMock) ;
m_anomalyIndicators->push _back(m_anomalyIndicatorMock) ;

}

std::shared ptr<ConfigurationMock> m_ configurationMock{
std::make_shared<ConfigurationMock> ()

}i

std::shared ptr<AnomalyDetectionRuleMock> m_anomalyDetectionRuleMock{
std::make shared<AnomalyDetectionRuleMock> (

bi

std::shared ptr<AnomalyDetectionRules> m anomalyDetectionRules({
std::make_shared<AnomalyDetectionRules> ()

}i

std::shared ptr<AnomalyIndicatorMock> m anomalyIndicatorMock{
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std::make shared<AnomalyIndicatorMock> ()
}i

std::shared ptr<AnomalyIndicators> m anomalyIndicators({
std::make_shared<AnomalyIndicators> ()
}
}i

AnomalyDetectionEngineImplTests.cpp

#include "../src/AnomalyDetectionEngineImpl.h"
#include "AnomalyDetectionEngineImplTests.h"

using testing::Return;

TEST_F (AnomalyDetectionEngineImplTests, testDetectAnomalies)
{
// GIVEN

AnomalyDetectionEngineImpl anomalyDetectionEngine{m_ configurationMock};

// EXPECTATIONS

EXPECT_CALL (*m_configurationMock, getAnomalyDetectionRules)
.Times (1)
.WillOnce (Return(m_anomalyDetectionRules)) ;

EXPECT_CALL (*m_anomalyDetectionRuleMock, detectAnomalies)
.Times (1)
.WillOnce (Return(m_anomalyIndicators));

EXPECT_CALL (*m_anomalyIndicatorMock, publish).Times(1);

// WHEN
anomalyDetectionEngine.detectAnomalies () ;

The above example did not contain dependency injection, so let's have another example in C++
where dependency injection is used. First, we define a generic base class for singletons:

Singleton.h

#include <memory>

template<typename T>
class Singleton
{
public:
Singleton() = default;

virtual ~Singleton ()
{

m_instance.reset();
}i

static inline std::shared ptr<T>& getInstance ()
{
return m_instance;

}

static void setlInstance(const std::shared ptr<T>& instance)
{

m_instance = instance;
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private:
static inline std::shared ptr<T> m_instance;
i

Next, we implement a configuration parser that we will later unit test:

ConfigParserImpl.h

#include <memory>
#include "Configuration.h"

class ConfigParserImpl ({
public:

std::shared ptr<Configuration> parse();
}i

ConfigParserImpl.cpp

#include "AnomalyDetectionRulesParser.h"
#include "Configuration.h"

#include "ConfigFactory.h"

#include "ConfigParserImpl.h"

#include "MeasurementDataSourcesParser.h"

std::shared ptr<Configuration>
ConfigParserImpl::parse(...)
{
const auto measurementDataSources =
MeasurementDataSourcesParser::getInstance () ->parse(...);
const auto anomalyDetectionRules =
AnomalyDetectionRulesParser: :getInstance () ->parse(...);

return ConfigFactory::getInstance ()
->createConfig(anomalyDetectionRules) ;

Next, we define MeasurementDataSource, MeasurementDataSourcesParser,

MeasurementDataSourcesParserImpl classes:

MeasurementDataSource.h
#include <memory>

#include <vector>

class MeasurementDataSource {
//
}i

using MeasurementDataSources =

std::vector<std::shared ptr<MeasurementDataSource>>;

MeasurementDataSourcesParser.h

#include "Singleton.h"
#include "MeasurementDataSource.h"
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class MeasurementDataSourcesParser
public Singleton<MeasurementDataSourcesParser>
{
public:
virtual std::shared ptr<MeasurementDataSources> parse(...) = 0;

}i

MeasurementDataSourcesParserImpl.h
#include "MeasurementDataSourcesParser.h"
class MeasurementDataSourcesParserImpl

public MeasurementDataSourcesParser

{

public:
std::shared ptr<MeasurementDataSources> parse(...) override {
//
}
}i
Next, we define AnomalyDetectionRulesParser and

AnomalyDetectionRulesParserImpl classes:

AnomalyDetectionRulesParser.h

#include "Singleton.h"
#include "AnomalyDetectionRule.h"

class AnomalyDetectionRulesParser
public Singleton<AnomalyDetectionRulesParser>
{
public:
virtual std::shared ptr<AnomalyDetectionRules> parse(...) = 0;
}i

AnomalyDetectionRulesParserImpl.h

#include "AnomalyDetectionRulesParser.h"

class AnomalyDetectionRulesParserImpl
public AnomalyDetectionRulesParser
{
public:
std::shared ptr<AnomalyDetectionRules> parse(...) override ({
//
}
}i

Next, we define ConfigFactory and ConfigFactoryImpl classes:

ConfigFactory.h

#include "Singleton.h"
#include "Configuration.h"

class ConfigFactory

public Singleton<ConfigFactory>
{
public:
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virtual std::shared ptr<Configuration>
createConfig(
const std::shared ptr<AnomalyDetectionRules>& rules
) = 0;
}i

ConfigFactoryImpl.h

#include "ConfigFactory.h"

class ConfigFactoryImpl : public ConfigFactory
{
public:
std::shared ptr<Configuration>
createConfig (
const std::shared ptr<AnomalyDetectionRules>& rules
) override {
//
}
}i

Then we define a dependency injector class:

DependencylInjector.h

#include "AnomalyDetectionRulesParserImpl.h"
#include "ConfigFactoryImpl.h"
#include "MeasurementDataSourcesParserImpl.h"

class DependencyInjector final
{
public:
static void injectDependencies ()
{
AnomalyDetectionRulesParser: :setInstance (
std::make_shared<AnomalyDetectionRulesParserImpl> ()
);

ConfigFactory: :setInstance (
std::make_shared<ConfigFactoryImpl> ()
)i

MeasurementDataSourcesParser: :setInstance (
std::make_ shared<MeasurementDataSourcesParserImpl> (
)i

private:
DependencyInjector () = default;
}i

We inject dependencies upon application startup using the dependency injector:
main.cpp

#include "DependencyInjector.h"

int main ()

{

DependencyInjector::injectDependencies () ;
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// Initialize and start application...

Let's define a unit test class for the ConfigParserImpl class:

ConfigParserImplTests.h

#include "MockDependenciesInjectedTest.h"

class ConfigParserImplTests
public MockDependenciesInjectedTest
{1

All unit test classes should inherit from a base class that injects mock dependencies. When tests are
completed, the mock dependencies will be removed. The Google Test framework requires this
removal because it only validates expectations on a mock upon the mock object destruction.

MockDependenciesInjectedTest.h

#include <gtest/gtest.h>
#include "MockDependencyInjector.h"

class MockDependenciesInjectedTest
public testing::Test
{
protected:
void SetUp() override
{
m_mockDependencyInjector.injectMockDependencies () ;

}

void TearDown () override

{
m_mockDependencyInjector.removeMockDependencies () ;

}

MockDependencyInjector m_mockDependencylInjector;

}i

Below are all the mock classes defined:

AnomalyDetectionRulesParserMock.h

#include <gmock/gmock.h>
#include "AnomalyDetectionRulesParser.h"

class AnomalyDetectionRulesParserMock
public AnomalyDetectionRulesParser
{
public:
MOCK_METHOD (std: :shared ptr<AnomalyDetectionRules>, parse, (...));
}i

ConfigFactoryMock.h

#include <gmock/gmock.h>
#include "ConfigFactory.h"
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class ConfigFactoryMock : public ConfigFactory
{
public:
MOCK_METHOD (
std::shared ptr<Configuration>,
createConfig,
(const std::shared_ptr<AnomalyDetectionRules>& rules)
)7
}i

MeasurementDataSourcesParserMock.h

#include <gmock/gmock.h>
#include "MeasurementDataSourcesParser.h"

class MeasurementDataSourcesParserMock
public MeasurementDataSourcesParser
{
public:
MOCK_METHOD (std: :shared_ptr<MeasurementDataSources>, parse, (...));
}i

Below is the MockDependencyInjector class defined:

MockDependencylnjector.h

#include "AnomalyDetectionRulesParserMock.h"
#include "ConfigFactoryMock.h"
#include "MeasurementDataSourcesParserMock.h"

class MockDependencyInjector final
{
public:
std::shared ptr<AnomalyDetectionRulesParserMock>
m_anomalyDetectionRulesParserMock({
std::make_shared<AnomalyDetectionRulesParserMock> ()

}i

std::shared ptr<ConfigFactoryMock> m_configFactoryMock{
std::make shared<ConfigFactoryMock> ()
Vi

std::shared ptr<MeasurementDataSourcesParserMock>
m_measurementDataSourcesParserMock{
std::make_shared<MeasurementDataSourcesParserMock> ()

}i

void injectMockDependencies () const
{
AnomalyDetectionRulesParser: :setInstance (
m_anomalyDetectionRulesParserMock

)i

ConfigFactory::setInstance (
m_configFactoryMock
)i

MeasurementDataSourcesParser::setInstance (

m_measurementDataSourcesParserMock
)i
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}i

void removeMockDependencies () const {
AnomalyDetectionRulesParser::setInstance ({nullptr});
ConfigFactory::setInstance ({nullptr});
MeasurementDataSourcesParser::setInstance ({nullptr});

}

Below is the unit test implementation that uses the mocks:

ConfigParserImplTests.cpp

#include "ConfigParserImplTests.h"
#include "ConfigParserImpl.h"

using testing::Eq;
using testing::Return;

TEST_F (ConfigParserImplTests, testParseConfig)

{

You can also make sure that implementation class instances can be created only in the
DependencyInjector class by declaring implementation class constructors private and making
the DependencyInjector class a friend of the implementation classes. In this way, no one can
accidentally create an instance of an implementation class. Instances of implementation classes
should be created by the dependency injector only. Below is a implementation class where the
constructor is made private, and the dependency injector is made a friend of the class:

// GIVEN
ConfigParserImpl configParser;

// EXPECTATIONS

EXPECT_CALL (
*m_mockDependencyInjector.m anomalyDetectionRulesParserMock,
parse

) .Times (1)
.WillOnce (Return (m_anomalyDetectionRules)) ;

EXPECT_CALL (
*m_mockDependencyInjector.m measurementDataSourcesParserMock,
parse

) .Times (1)
.WillOnce (Return (m measurementDataSources)) ;

EXPECT_CALL (
*m_mockDependencyInjector.m configFactoryMock,
createConfig (Eq(m_anomalyDetectionRules))

) .Times (1)
.WillOnce (Return (m_configMock)) ;

// WHEN
const auto configuration = configParser.parse();

// THEN
ASSERT EQ(configuration, m_configMock);

AnomalyDetectionRulesParserImpl.h
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#include "AnomalyDetectionRulesParser.h"

class AnomalyDetectionRulesParserImpl
public AnomalyDetectionRulesParser

friend class DependencyInjector;

public:
std::shared ptr<AnomalyDetectionRules> parse() override;

private:
AnomalyDetectionRulesParserImpl () = default;
}i

UI Component Unit Testing

UI component unit testing differs from regular unit testing because you cannot necessarily test the
functions of a UI component in isolation if you have, for example, a React functional component.
You must conduct UI component unit testing by mounting the component to DOM and then
perform tests by triggering events, for example. This way, you can test the event handler functions
of a UI component. The rendering part should also be tested. It can be tested by producing a
snapshot of the rendered component and storing that in version control. Further rendering tests
should compare the rendered result to the snapshot stored in the version control.

Below is an example of testing the rendering of a React component, Number Input:

NumberInput.test.js

import renderer from 'react-test-renderer';

//

describe ('NumberInput') () => {
//

describe ('render', () => {
it ('renders with buttons on left and right"', () => {
const numberInputAsJson =
renderer
.create (<NumberInput buttonPlacement="leftAndRight"/>)
.toJSON () ;

expect (numberInputAsJson) . toMatchSnapshot () ;
1)
it ('renders with buttons on right', () => {
const numberInputAsJson =
renderer
.create (<NumberInput buttonPlacement="right"/>)
.toJSON () ;

expect (numberInputAsJson) . toMatchSnapshot () ;

Below is an example unit test for the number input's decrement button's click event handler
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function, decrementvalue:

NumberInput.test.js
import { render, fireEvent, screen } from '@testing-library/react’'
70 coo
describe ('NumberInput') () => {
70 ooo
describe ('decrementvValue', () => {

it ('should decrement value by given step amount', () => {
render (<NumberInput value="3" stepAmount={2} />);
fireEvent.click(screen.getByText ('-"));
const numberInputElement = screen.getByDisplayValue('l');
expect (numberInputElement) .toBeTruthy () ;

In the above example, we used the testing-library, which has implementations for all the common
UI frameworks: React, Vue and Angular. It means you can use mostly the same testing API
regardless of your UI framework. There are tiny differences, basically only in the syntax of the
render method. If you had implemented some UI components and unit tests for them with React,
and you would like to reimplement them with Vue, you don't need to reimplement all the unit tests.
You only need to modify them slightly (e.g., make changes to the render function calls).
Otherwise, the existing unit tests should work because the behavior of the UI component did not
change, only its internal implementation from React to Vue.

Software Component Integration Testing Principle

Integration testing aims to test that a software component works against actual
dependencies and that its public methods correctly understand the purpose and signature of
other public methods they are using.

In the software component integration testing, all public functions of a software component should
be tested. Not all functionality of the public functions should be tested because that has already
been done in the unit testing phase. This is why there are fewer integration tests than unit tests. The
term integration testing sometimes refers to the integration of a complete software system or a
product. However, it should be used to describe software component integration only. When testing
a product or a software system, the term E2E testing should be used to avoid confusion and
misunderstandings.

The best way to define integration tests is by using behavior-driven development (BDD). BDD
encourages teams to use domain-driven design and concrete examples to formalize a shared
understanding of how a software component should behave. In BDD, behavioral specifications are
the root of the integration tests. A team can create behavioral specifications during the initial
domain-driven design phase. This practice will shift the integration testing to the left, meaning that
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writing the integration tests starts early and can proceed in parallel with the actual implementation.
One widely used and recommended way to write behavioral specifications is the Gherkin language.

When using the Gherkin language, the behavior of a software component is described as features.
There should be a separate file for each feature. These files have the .feature extension. Each
feature file describes one feature and one or more scenarios for that feature. The first scenario
should be the so-called "happy path" scenario, and other possible scenarios should handle
additional happy paths, failures, and edge cases that need to be tested. Remember that you don't
have to test every failure and edge case because those were already tested in the unit testing phase.

Below is a simplified example of one feature in a data-visualization-configuration-service. The
service is a REST API. The feature is for creating a new chart. (In a real-life scenario, a chart
contains more properties like the chart's data source and what measure(s) and dimension(s) are
shown in the chart, for example)

createChart.feature

Feature: Create chart
Creates a new chart

Scenario: Creates a new chart successfully
Given chart layout id is "1"
And chart type is "line"
And X-axis categories shown count is 10
And fetchedRowCount is 1000

When I create a new chart

Then I should get the chart given above
with response code 201 "Created"

The above example shows how the feature's name is given after the Feature keyword. You can add
free-form text below the feature's name to describe the feature in more detail. Next, a scenario is
defined after the Scenario keyword. First, the name of the scenario is given. Then comes the steps
of the scenario. Each step is defined using one of the following keywords: Given, When, Then, And,
and But. A scenario should follow this pattern:

« Steps to describe initial context/setup (Given/And steps)
« Steps to describe an event (When step)

« Steps to describe the expected outcome for the event (Then/And steps)

We can add another scenario to the above example:

createChart.feature

Feature: Create chart
Creates a new chart

Scenario: Creates a new chart successfully
Given chart layout id is "1"
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And chart type is "line"
And X-axis categories shown count is 10
And fetchedRowCount is 1000

When I create a new chart

Then I should get the chart given above
with status code 201 "Created"

Scenario: Chart creation fails due to missing mandatory parameter
When I create a new chart

Then I should get a response with status code 400 "Bad Request"
And response body should contain "is mandatory field" entry
for following fields

layoutId I

fetchedRowCount |

xAxisCategoriesShownCount

type I

Now we have one feature with two scenarios specified. Next, we shall implement the scenarios. Our
data-visualization-configuration-service is implemented in Java, and we want to implement also
the integration tests in Java. Cucumber (https://cucumber.io/docs/installation/) has BDD tools for
various programming languages. We will be using the Cucumber-JVM (https://cucumber.io/docs/
installation/java/) library.

We place integration test code into the source code repository's src/test directory. The feature files
are in the src/test/resources/features directory. Feature directories should be organized into
subdirectories in the same w