A COMPUTER
NETWORKING

BY JuLIA
EVANS/

[ THERE'S SO MUCH |
NETWORKING STUFE ) ©
TO LEARN! OMG!
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HEY, IT'S NOT

SO BAD! LET’S LEARN €
THE IDEAS ONE
. AT A TIME!

"

NETWORKING ISN‘T MAGIC, J .
BUT I SURE FEEL LIKE
@ A WIZARD NOW!
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What’s this 7T

Hi! I'm Julia.

I put a picture of a cat on the internet here:

E jvns.ca/cod‘.pn% 4% (90 )oakg)

In this zine, we'll learn evergfhin\g (mostly) that

needs fo happen tfo get that cat picture from my
server fo your laptop.

My goal is fo help get you from:

me Q:F‘i'e( Ild

been working
asS o web
developer focr

O. 5ea(

T ve heard about some
of +these HTTP/DNS/TcCP
—H\ings, but I don¥ understand
how they work exacHy or
how +hey all fi+ together:

to...

o Gthere's o networking
prob\emY L totally

know where o start!




* % ovr star: at"K‘:'r‘K
4*;‘ the poacket, X

All data is sent over the internet in . A

packet is a series of bits (01101001...) and it's split

info section (aka "headers").

Here's what a UDP packet that says “mangotea”
looks like. It's 50 bytes (400 bits) in all!

'Su\&m, T dont
onderstand this
diagram

We are goin

3
explaim‘nj 7

+o work on

TTL

Source TP gddress

Destination IP address

source port [ destination port

>
&

M o
t

(0
o

< 84 bits >
Ethernet frame
destination MAC source MAC addr headercam
Y bytes (14 bytes)
< 32 bits L
packet length 160 oids

1P header 20 bytes

This Yells routers
what IP 46 send
the packet te.

64 bits
UDP header $ by tes

(a Tcp packet would have q

TCP header instead here)

The packet’s “contents”
go here. ASCIT
characters are 1 byte

$0 "mansofeq" 36% }iﬂ-\f



S]Leps to ge‘l'o. cat pic-l'ure_

from jvns.ca/catpnﬂ

When you download an image, there are a LOT of

networking moving pieces. Here are the basic steps,

which we'll explain in the next few pages.

M 361' +he I P address
'Forjvns.cq

where iS
E \',vn.s ca?

DNS
Server

lqpi'op

@ open a 5ockeTs

T want to start

cool +°‘”<""3 TP
€9 P3)" 46 104.28.7. 4
your

port 80

program

Tl set that
up for you.

@0 en o. TCP connection
t0104.28.7.94 port 80

U @ ’
MP*OP Seérver

with cats

req UeS"' a cq‘f‘

GET /cat. png
Host: jvns.ca

HTTP/1.1
User Agen‘l' curl

|
-H\\.s is o " TCP homd shake” re|1,125+ \‘J laptop
we'll explain it in the TCP sectiof
® get a cat back @ clean up

HTTP/1.1 200 OK
Content- Type: image/pns
Content- Length: 123123

{PNG BYTES?

~

secrver
with
cats

-> close +he connection, ma%be
-> Pu‘l’ the bytes for

Jhe PNG in a File,

ma&ybe

- look ot ca."'s,
definitely.




DNS

Z & Step (D get the IP address for jvns.ca
All networking happens by sending packets. To send a
packet to a server on the internet, you need an

IP addressy like 104.28.7.94.

jvns.ca and Soogle.comare domain names. DNS (the
"Domain Name System") is the protocol we use tfo get
the 1P address for a domain name.

what's the X's lO"\.?.S.‘L@
° 11
TP for juns.ca? L]
r

t DNS
DNS response  Server

DNS request
The DNS request § response are both usually UDP packets.

%*
*®

& .
L7
\0\p+op

When you run $ curl jvns.ca/cat.png:

curl calls the getaddrinfo getaddrinfo 1P address:
getaddrinfo |(fings the system|| makes a DnS £ obtained ¥
function with DNS server request+ to

jvns.ca (like 8.8.8.%) 2.8.8.8 104.28.7.94

Your system's default DNS server is often confiﬁured

in /etc/resolv.conf.

8.8.8.8 is Google's DNS server, and lots of people use it.
Try it if your default DNS server isn't working!




There are 2 kinds of DNS servers:

recorsivé avthoritative

T can ge'l' you an
TP address for ANY
website by asking

+the risH’ auvthoritative
Server.

server
(like art.ns.cloudflace .com)

M wanno. Know where
\)' jvns.coa is?
DNS Tolk t0 MEY

When you query a recursive DNS server, here's what happens:

The recursive DNS

T hove to talk
to THREE
outhoritotive

list of oot secvers

server Keeps o- permanent

DNS servers?

OKaSY

v

(o)
.ca. DNS serve

rootY DNS server
o.root-servers.net

ns.col
0 1. r
¥ whereszvQ :
3 Q j-ca-servers.co

recursive C ) i .
. 2 Jvns.co. DNS serve
DNS secver where’s Jyns.ca.: act. ns. cloud flare .com

=

104.28.7.94
and 10Y.28. 6.9Y

Recursive DNS servers usua((g cache DNS records.
Every DNS record has a TTL ("time fo live") that says
how (onﬂ to cache it for. You often can't force them to

update their cache. You just have fo wait:

20 minutes
T updated my loter after
DNS records, but™)  4he recursive
when T visit the DNS server everything
Site in my browser) cqche updates.. °°°° i$ great

I see the old

| now
version ~




let's make Q?
DNS requests

When you're seffing up DNS for a new domain, often this happens:

Here's how you can makKe DNS queries from the
command line to understand what's 30"‘3 on:

T don't Know

what that is yel
(NXDOMAN)

. -] fecursive
~IONS server

$ dig jvns.ca

;7 ANSWER SECTION e
Jvns.ca 268 IN A 104.28.6.94

Jvns.ca 268 IN A 104.28.7.94
/ Q W n

+his recocd expiresy (an A record is
ofter 268 secondg an IP a-go\r.gss
;; SERVER 127.0.1.1453

R—{the DNS server I'm usins

$ dig @8.8.8.8 jvns.ca

Yhere can
be lots of
IP aﬁesses
for one domain

8.8.8.8 is Gooslefs recursive
DNS server. @ 3.5.%3 queries +hat
instead of the default.
$ dig +trace jvns.ca

root DNS
502441 IN NS h.root—servers.net/\ server!

ca. 172800 IN NS c.ca-servers.net
jvns.ca. 86400, INNS art.ns.cloudflare.com
jvns.ca. 300 INA 104.28.6.94 '\

t+hese ace +he 2 avthoritative
secvers an avthoritotive server

has to query to getean IP for
Juns.cou

dig +trace basically does the
same Hnin3 o. recursive. DNS
server would do to find your
domain's IP,



sockets

Step (@O

Now that we have an IP address,
the next step is to open a socket!

Let's learn what that is.

your progrom doesn't know
how to do TcP

idk what “TcP"is. T

just want to get a web@
OS
don?t worry ¥
CCOde'P7| T can help? 'é

what using sockets is like

step 1: ask the 0S for a
socket

step 2: connect the socket
to an IP address and port

step 3: write to the socket
to send data

program
4 common socket ‘types

Yo use TCP b use UDP

for ULTIMATE POWER. to talk ’roﬁ
ping uses this to send programs on the

TCMP packets. Same computer

when you connect with
o TCP socket

3

(we'l explain Thi's Syn Ack thing soon)

YA
jvns.cq
Server

when you write To
o. socket

lCOde.Ey) o writes lots of

doto vvwvwe
prosram

splits it up
é ~ into packets (>
to send it

this socket interface
15 sreocl'! +he

Operating system
does so much
for mel

0
o0




TCP: how to
re\iab(g 3e+ o. cot

Step 3 in our plan is "open a TCP connection!"
Let's learn what this "TCP" thing even is )

When you send a packet,
sometimes it Sefs lost

server

TCP lets you send a stream
of data reliably, even if
packefs get lost or sent in
the wrong order.

44‘&@

“ch u'

e v (=

how does TCP work, you ask? WELL!

how to kKnow what order the
packets should go in:

Every packet says what

rangeﬁof bgj'gs it has.
Like this:
once ypon a.ti < bytes 0-13

ogical oyster 4 bytes 30-42
me there was o m o bytes 14-29

Then +he client can assemble
all the pieces into-

[\}

once upon o -hme there .
was a magnca oys+er

“The pos.+.on of the first b3+e
(0, MN,30 wn our exqmple\ LS
Called the “sequence number”.

how to deal with lost packets:

When you Sef TCP data, you
have to acKnow(edﬂe it (ACK):

hece is part of
a cat ffc‘f“'e v
jvns.ca\ thet should be
server | 28832 bytes

o So arV

0
ACK! I have
@ received all g
28832 bytes) laptyp
1f the server doesn't Sef an

ACKnow(edSemem‘, it will refry
sendins the data.




The TCP handshake <

< 32 bits >
This is what a TCP Source. Port Destination Port
header looks like: > Gequence Nomber
Acknowl\edgement Nuomber
the "sequence numbef*" ~
lets you assemble I? |§ Window
packets in the right Checksum
order VY

Every TCP connection starts with a "handshake". This makes sure
both sides of the connection can communicate with each other.

y Pafm
client » server

But what do "SYN" and "ACK" mean? Well!l TCP headers have 6
sinﬂle bit flaﬂs (SYN, ACK, RST, FIN, PSH, URG) that you can set
(you can see them in the diaﬂram). A SYN packet is a packet
with the SYN f(aﬁ set to 1.

When Yyou see "connection refused" or "connection timeout" errors,
that means the TCP handshake didn't finish!
Here's what a TCP handshake looks like in tcpdump:

$ sudo tcpdump host jvns.ca

localhost:51104 > 104.28.6.94:80 Flags [S] TP
104.28.6.94:80 > localhost:51104 Flags [S.] |} sadshake’
localhost:51104 > 104.28.6.94:80 Flags [.]

4 (
Jns.ca TP oddress
S is for SYN

. s for ACK



HTTP

Step 4: Finally we can request caf.png!

Every time you 361’ a webpaﬂe or see an image online,

.......

Yyou're using IHTTPE.

HTTP is a pretty simple plaintext protocol. In fact, it's so

simple that you can make an HTTP request by hand right
now. Let's do it 117

$ printf "GET / HTTP/1.1\r\nHost:

example.com\r\n\r\n"
| nc example.com 80

oul) U0

the nc command ("netcat") sets up a TCP connection to
example.com and sends the HTTP request you wrotel!
The response we get back looks like:

200 OK

Content-Length: 120321
... headers ...

<html>
<body>
c... MmOre HTML

Tve heard of
HTTP/2,
whoat's +hat?

HTTP/2 is the next version of HTTP. Some bi3 differences
are that it's a binary protocol, you can make multiple
reciues+s at the same time, and you have fo use TLS.



imPO(‘\'an\' HTTP headers

This is an HTTP request: The User-Agent and Host
GET /cat.png HTTP/1.1 lines ace called “headers”.

Host: jvns.ca Thew a:
User—-Agent: zine '>\/ 4 Qive the webserver

extra informodion about
What webpage you wantl

'Hne HOS‘]’ headers « mg fcworii‘eY

dude, do You even knawie
how many websites T

o

Pa% 2"
Secve? You goHu be —
e e 2

o

-]
NOW welre talk;ne

Server.s also send

(€sponse headers wi;th
extro, information

about +he (espanse -

Most servecs secve lots of
di":‘FE(en"’ websites. The

Host header lets you pick
e one you want 7

More usefu! headers:

User - Asen‘\' ACCQP'\' - Er\codins

Lots of servers Want to save When you're logged
use this to check bandwidth? Set

if you're using an this to "gzip" and
old browser or if  the server migh’r

you're a bot. compress your
response.

info a website, your
browser sends data
in this header! This
is how the server
Knows you're (osged
in.



<
** °* o o and new )Cor even MORE Q?QQ IV
A VY

We've covered the basics of how to download a cat
picture now! But there's a lot more to Know!
Let's talk about a few more topics.

We'll explain a little more about networking protocols:

—»what a port actually is

~*how a packef is put fogether
— security: how SSL works

— the different nefworkin3 layers
— UDP and why it's amazins

and how packets get sent from place to place:

—how packets get senf in a local network
—and how packets get from your house fo jvns.ca
—»nefworkins notation

lets learn
More 1



netwarkin

T don't always find this
useful, but it's good
4o know what
la'jerq means. a packet.
< 84 bits

Lajer 1: wires + radio waves
l destination MAC , source MAC addr l

\asers

Nefworkins (ajers

mostly correspond to
different sections of

Lajer 2: Ethernet/wifi protocol

%l‘/

Y bytes
3

Your network card

2 bits

v i
|

> understands it.

packet length

«—Layer 3: IP addresses

TTL

rovters look at this to

Source TP pgddress

decide where to send

Destination IP oddress

the packet next

source port

destination port

‘/-Lager 4: TCP or UDP

Where you get your ports!

\Lager 7: HTTP and friends
Routers iﬂnore this layer,

mostly. DNS queries,
emails, etc. 9° here.

<
G E T
l I Onl(:j know
ne:é/irr E.‘nj oabout IP addresses?
tool T don't even know
~ what o Por-l— is
; ) Y let alone what
ignoces lager 4 | the socket sags.
and above

The cool ’rhing is that the

layers are mostly independent

of each other - you can

change the IP address (layer
3) and not worry about layers

Y4+7.

who uses
which louier?

network card- layers 1+2

home router - layers 2+3+4

applications - mostly layer 7
but also layer
4 for the port




NV,
what's o Zport:- 7
TN
ports are part of the TCP and UDP protocols.
(TCP port 449 and UDP port 4494 are different!)

When you send a TCP message, Yyou want to talk

to a specific kind of program.

This would be bad:
hi I want to
get o webpage
We want fo have different Kinds of programs on
the same server:
So every TCP/UDP packet has a port number
between 1 and 65535 on it:

here's a. TCP packet
With pert 80 on i+!

U\f\, I'm a
mail server,
so FFL}Y

" ooh T Fhat's

some common Dorts
1

DNS: UDP port 53
HTTP:  TCP port 80
HTTPS:  TCP port 443
SMTP:  TCP port 25
Minecraft: TCP + UDP port 25565




UDP

user datagram protocol

DNS sends requests Using
UDP. UDP is a really simple
protocol. The packets look

like this:
UDP header

~ IP stufsf~ ¥
source port | destination port

leng'H*\ UOP checkssm

~ packet contents~

¢ 99

“unrel; a&:lae_ +d oto
v reall

(no-} w.s ;mds f[oe? 3)

When

ou send UDP packets,
'H\eg might arrive:

P cotoco)

- out of order
* hever
any packet can actually get last,

but UDP wen't do any ﬂ\u‘ns to
he‘p you.

Packet sizes are limited

T'm gonna put 2000
characters in this packet

nope,that %
X packet sizes are adualb

wont £i+. 1500
Q suvper interesti ng fOPl‘C.Searck“MTU”.

You need to decide how to
organize Your data into
packets manually

o0

ok, 623 bytes
in this packet,

7“]7 by"'&s N
that one...

bB‘I'es is pro ba.b(:j

a better size. ®
VPNs use LUOP

hi T want +¢
talk 1o 12.12.12.12
syoff all your

doto. into UDP VPN
packets, send them | secver

‘o me, and I'll
pass +hem along.

S’rreaminﬂ video often
veses UDP

Read http://hpbn.co/webrte
for a GREAT discussion of
usins UDP in a real-time
protocol.




Local nefwor king

aka "how to talk to a computer in the same room"

Every computer is in a gubnet. Your subnet is the
list of computers that you can talk fo directly.

5%

laprop your PR £t

prm‘}ef

What does it mean to talk "direcﬂg" to another
computer? Well, every computer on the internet has a
network card with a MAC address.

h It all m
e OV YOou can ¢ [l me chan368 if 30\) 30 to an
Oa:58: 4§ :eo: 05197

K internet cafe, but its MAC
etwoc |
n(:cx(c\ MAC address doesn't.

When you send a packet to a computer in your subnet,
you put the computer's MAC address on it. To

361’ the rgh* MAC, your

computer uses a

protocol called ARP: @ Yo Tt's mel 0
i bF:ct:4d: 8q:qc:!

"Address Resolution T will

| stoce that in
Protocol". my ARP table ¥

Your laptop's IP address

You can run arp -na to see the contents of the ARP
table on your computer. It should look like this:

AC for 192.168.1.120 (my printec) \.IHH
¢ arp o R s G )

7 (192.168.1.120) at 94:53:30:30:91:48:¢8 [ether] on w(p3sO



How packeo"s 3e‘(' sent across the ocean

L .7.q

T hawe o packet

o but how do I ge -'hrough all wle+8;+
2 +his TNTERNET? °
T .// /)
V| — Wj B-3- @-@’6—
heme m}erm‘}ed.‘xlt . a
Your lap‘l‘op router (6uiers um?;r}he l qszeinr
0

When a packet arrives at a router:

D OSSJJDlQ nex‘}'
» B asco / < Psﬂ'e s here
destination: whve § will ﬂse packe‘fv
10Y.28.7-9Y Touter ™SR a0 NEXT 7Y

Routers use a protocol called to decide
what router the packet should go to next:

A packet can take a :

1
lot of different routes 9‘:,‘/_'_\_,* N
to 361’ to the same -

destination!

The route it takes to Sef from
A—B mi\9h+ be different from B—A.

Execcise:
Run traceroute google.com to see what
steps your packetf takes fo get fo Soogle.com.



Notation +ime V

£10.0.00/8}

People often describe groups of 1P addresses using
CIDR notation.

W importart examples

CIDR ran ge of IPs

10.0.0.0/8 10 * % x 10.0.0.0/8 and 1492.168.0.0/16
10.9.0.0/16 10.9.* * and 172.16.0.0/12 are reserved
104.8.0/24 10.4.8.* for local ne’rworKinS.

-n

In CIDR notation, a /n gives you ’2_
IP addresses. So a /24 is 28= 256 LPs.

It's important to represent groups of IP addresses
efficiently because routers have LOTS TO DO.

S

fouter

1S 102.168.2.2 in the sobnet
192.168.06.0 7167 T con do some
rea\l\j fast bir arith metic and
find out ¥

The 1P address 10.9.0.0 is +h|s in binary:
\‘00001010 \‘00001001 OOOOOOO o\'OOOOOOOO

/‘\r

f:(St 24 b l+$

10.9.0.0/24 is all the IP addresses which have the same
first 24 bits as 10.9.0.0!




SSL/TLS

(TLS: newer version of SSL)

When you send a packet [cAFE] L0

on the internet, LOTS of

people can potentially

read it Unencry pted
’ wifi

+hat person 1S
sen()ins email with
pie recipes.
HMMM.

SSL encry pts your packets:

old packet 3 TP address+port

. 4y stay the same yy3 is the
. . .qq. . . &

from: 3.9F. 1.2 :199¢ from: 31.9%. 1.2 : 949

) o I e ecemeo- - - e []
:l’\ere 1S M‘j secret s S ; X 3,‘ a}.ae?qqex““_?(o\)oéa.:‘ gonna. .
emo e recipe | ) L. ne-pet Know the secre
E_,____?_f_l_______ip ) s W bi3,8b 5 kk; pie recipe NOwWY

- er v e comwmwwe— o > ©

What happens when you a0 Yo hips: # jvns.ca:
here’s my half
of the {(ey

=)
In ifi
@ y cectificate exchange
client Secver n’\z half :‘F +he & Y,
&7 S | |client secver

(very simp lified)

Once the client and server agree on a Key for the session,
they can encrypt all the communication they want.

To see the certificate for jvns.ca, run:

$ openssl s client —connect jvns.ca:443 —servername jvns.ca

TLS is really complicated. You can use a fool like SSL Labs
to check the security of your site.



wireshark

Wireshark is an " tool for packet analysis.
Here's an exercise to learn it! Run this:

$ sudo tcpdump port 80 —w http.pcap

While that's running, open metafilter.com in your browser.
Then press Ctri+C to stop tcpdump. Now we have a pcap!

Open http.pcap with Wireshark.

Some quesfions you can +r3 to answer:

(D) What HTTP headers did your browser sent to
metafilter.com?

(hint: search frame contains "GET")

How many packets were exchanﬁed with

metafilter.com's server? o Put the TP from
(hint: search ip.dst ==54.1.2 ’3)Pin3 metofilter. cam
here

Wireshark makes it easy to look at:

¥ IP addresses and ports
% SYNS and ACKs for TCP traffic
* exactly what's happening with DNS requests

*# and so much more! It's a great way fo poke
around and learn.



Q) thanks @
for reo.ding

1f You want tfo Know more about ne’rworkin\g:

—» make nefwork requests! play with

——bbee\s qu:de to network orogcammmg is a
usefu( + funny Smde to the socket API

on Unix sgs+ems

—>» beej.ue/guide/bﬁnef 4

—>p High Performance Browser Networking
i o xfantasticx and practical Suid; on
what you need to know about nefworKinﬁ to
make fast websites.
You can read it for free at:

—» hpbn.co 4—

Thanks for Kamal Marhubi, Chris Kanich, and
Ada Munroe for reviewing this!






