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what's this

HLV, This is me:

Juua Evans

blog: ;)VnS.CO\
twitter : @b0rk

and in this zine I want to tell you about:

how L got
better at

C\ebugginj

These are S ways Tve changed how T +hink
about debuggin%:

Remember the b“fj s ho.ppenmg
for a \og.‘cal reason.

ﬂ's never magic. Realls. Even when i¥ makes no sense.

% ,
Tm confident T can fix it.
$°(Maybe this °o
before: % is Yoo hard) now: %

A Talk o mu_cowarkers.

oo

well, Ive fixed
a lot of hard



@ know rnLj C\ebugginj %oolkﬁ’.

be-?ore: now:

woo (L wanF to know
$THING but T
don't know how

4o find out.

most imyoﬂ'an‘rllj: T learned to like itV

20 §0h no b
before: ? o bug) nou: ?
~

about to learn
Someﬂung?

facial expression:
determination-

what Ejou’ | learn

T can't teach you in 20 pages to @ debugging.
(kugh TN 4ry amjumjﬂ T can show you some of
my de uc_:sging toolkit though!

These are the tools T reach for when I have
o ques%‘on about a program I want to know
+he answer to. Bcj the end of +his zine, I hope
To have given you a few newd —ools to use Y



sectionl: I/0 and
*Syd—em calls

Tn this zine, there are 3 sections
of Yools +hat I love.

For each too!, T'Il tell you whS iY's useful

ond give an example. Each one is either:

3 o 550y

Some of the most basic questions you
mighi’ have when you \03 into o

misbe havin\cj moachine are:

-is +his machine wri‘ring Yo or reading
from disk? The network™

- are the programs readirB fFiles?
Which files?

So, we're S+cxr-|'ir73 with Findinj out

which resources are being used and
~7

what our programs are doing.

Let's goY



N

: C\S+a‘\’ -/-

T love dstat because its

super simple. Ever:j second, it
Prin’rs out how many bytes were

written to the network/disk that second.

Once,I had an in%ermiHen‘rl\l.j slow database
server. I opened up dstot and stored ot the
output while monitoring database speed.

$ dstat

send

;?k 6urin%+\m's period,
%k every I'\ing is norma.\

300 MB | DATARASE
8 M8} GETS sLow M

0 back t0 normal

Could 300MB Coming in over the
network mean... o 300MB database quer\tj?,

> YESY <

This was an AWESOME CLUE +hot
‘helped me isolate the problem query.



V Y

strace is my favorite program. It prints
every system call your program used. T+'s a. cool
way to get an overall picture of what your
program is domS and T 9 using it to answer
C,UQS‘honS like “which files ace be'”fj opened?

—_— — - _— — — _—
- —

/ ~
( $ strace pythonmy program. py !

m:b(open("/home/bork/.config_file) =3 fle
welread (3, "the contents of the file") ¢ dlescripfor
® .. hundreds of lines..
connect(S, "172.217.0. 163")
sendto (5, "hilll") w_ send “hitll”

¢ 4o 172.217.0.163

¥
¥
3
+
<

stroce can make your programs
run 50x slower. Don't run it an

WARNING your production dota basel

T can't do justice fo strace here, but T have o
whole other zine about it of:

wizardzmes. com



Opensnoop M

eBPF Y

(kind 0‘?5
\/Jher\ \,OU ron

$ opensnoop -p PID

it will prin‘}' oot every file

beu‘ng opened btj a program. You might think...

¢

and you would be right. Bot
strace can make your
program run 80x slower.

strace can do thisg
too ¥ Sust use
$ strace -e open —-p PID

opensnoop won't slow you down.

> how Yo ge-l— i+z Thow it works =
Requires: Obunty [6.04+ o&ensnoop isa script
or a ~ Y.l4+ ke(nel version + G+ vses a neb\/‘ls.e'f’)EI
Tnstallation instructions at: feature called :'?B.?ﬁ}-
eBPFis fast?

Theres also an opensnoop
on 0sX £ RSD!

That one is powered

by dtrace.

SiH\ub. com lioviser/bece

there are lots of eBPF
powered +ools T Check out
that GitHub repo to

learn more Y
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section 2: networ king

Tve devoted o lot of space in this zine to
ne’rworking tools, and T want to explain why.

A lot of the progroms T work with

communicote over HTTP.

requesi’ response
“GET = my -y [name: “frofeu”
Jeats /42" program color : " plye "

E\/erfj progfamming language uses the
same network protocols! So the network
is a nice language -inde pendent place

to answer questions like:

* was the request wrong, or was
it the response?
* is my service even running?.

¥ my program is slow.
Whose fault is +hat?

Let's go '



HTTP requests are just text, and vou
can vse netcat to make any HTTP reques+
you Wwant by hand.

Here's how to make o requeS‘i’ for
example.com T Tr5 1Y

printf "GET / HTTP/1.1\r\nHost:
example.com\r\n\r\n"
| nc example.com 80

Tou should get o response back with
o. bunch of HTMLY

You can olso yse netcat to send huge
files over o local network quickly:

step 1: (on target mochine) step 2 ¢ lon +he source)

'$ hostname ~I+ | icat bigfile |
1192.168.2.132 ' 1 nc 192.168.2.132 9931
1 $nc -1 9931 > bigfile, ———-—- "7~ T T-"TT77"

this listens on the port ! Yhis sends the data ¥

* you can also use ifconfiq to get your IP address



*netstatx

E\I@(_&j network requesi’ 9e+s sent o o
P_oﬁ (like 80) on a. computer. To

receive o. request, o program (ako “secver')
needs o be “\isjfenmg'l on the port. Findin

out which programs are lis’rening on wéiclf\
Por’rs is reallﬂ easy. T4s Jus“’:
* funa, P\ease! X
also known as
$ sudo netstat -tunapl

Hece's what you'll see:

proto 1local address PID / program name

tcp 0.0.0.0:8080 2993 / python
Porf

SoV T netstaf becavse

it tells me which processes
are Using whic‘r\ por‘f‘s.

On 0SX , use :—PS;F -Pnit instead



ONQrepQ

ngrep is m fovorite starter network
Spy tool ! T% it right now ! Run:

sudo ngrep -d any metafilter

Then g0 Yo http.//metafilter. com
in your browse . You should see
ma‘)’c\ning network packe’!‘S in ngrep's
output! "We are SPIESTW

Once ot work, L made a change

to o client so that it sent
{*some_id": ’i

with all its reques:l’s. T wanted +o make

sure i+ wos wor‘king , so 1 ran’

t sudo ngrep some_id

\ 7

~ e e —_— e — - = e — -

T found out e\/er\/’]'lnmg was okay.



U tepdump

JCcpdump is Yhe most difficolt

networkina tool we'll discuss shmardenes.com

here, and it+ took me o iﬁfaabﬁ?_e

while. Yo 9 it T use it+e tepdump?

save network troffic to anaclyze loter?
———m

sudo tcpdump port 8997 |port 8997 is

octually o 'HnS

-w service.pca roqrain in Hie
5 (_}49 Eerae\e.tj Packet
: Filter —(8PF)

a peap file (“packet cap+ure"\ is the language. These.

standacd for saving network, traffic. progroms ar e

EVe((j‘Hr\inﬁ unde(gands pcap.¥ corv\plled and they
run re,a(lj fos+?

Some sitvations where T'll use +cPc\umP:

* T'm Sendin3 o reques‘}‘ Yo o« machine and
T want to know where its even %eH'mS there.
tcpdump port 80 privﬁ’s every packe‘\‘ on por‘l‘ &Q.

* T have some slow network, connections
and T want 4o know whether 4o blame
the client or server(also need wiceshark!)

* T just want to prin‘\' out packets ‘o
see them. (Ycpdump -A)



wireshark

Wireshark is an GUT ool
for network analysis. Here's an exercise to
learn i+ 1 Run +his:

$ sudo tcpdump port 80 -w http.pcap

While that's running, open metafilter.com in
your browser. Then press Ctel+C o stop tcpdump.
Now we have a peap file +o analyze!

$ wireshark http.pcap

Explore the Wireshark interface?

Questions you can +r>z {0 answer:

M Whot HTTP headers did your browser
send to meta filter.com?

(hint: search {frame contains jggy_“_‘.)

@ How long did the longesi’ request take?
(hint: click Statistics » Conversations)

® How many packefs were sent to replace with
metofilter.com's servers? metafilter. com's TP

(hint: search ip.dst == 54.186.13.33)



section 3 : CpPU -\-

Your proarams SPQnd a lot of +ime
on the CPU! Rillions of cycles.
Whot are ‘H’\e\(j DOINGT!

This section is cabout usincj

to answer that questian. per'F is o
Linux-onlﬂ ool that is exdreme

vseful and not as well known
as it should be.

Some H\ings T didn't hove space for in this
section but wanted to mention anyway:

* Va\grinc\

* the Javo. ecosystem’s fantastic $ools
{'Js+ack, Visua) VM Your kH’\) which your
language is probably jealous of

* {trace (For linux kernel +racin§)

* LTTng (ditto)

* cBPF



Q perf @

per'f: s not simple or elegant. Tt's ol weird
moltitool that does o few different, very

vseful ‘Hm'ngs. First, it's a0 _ sampling /_
\suee /3

'rrg running:

S
$ sudo perf record python(saesa
(press Ctel+C after a few seconds) file
perf. dato

You can lock ot +he results with:
$ sudo perf report

Mine says it spemL S% of its +ime in the
Py Dict. GetT+emn Function. Cool" We learned
oL-Hng thing about the CPython interpreter.

(S\\ONS (300 C funchor\s} \\,dorks e\;ernjw»\ere ) l

if you use pect to profile Per'p can be installed on
a Python program, i4'l| prthj moch any Linux
show you the C functions  mochine. The exact
(Symbols\ £rom the CPython features it has will
interpreter, not the
Py‘Hnon fonctions.

depend on your
kernel version !



perF is tor everyone

One dag, I had a server That was using
100 % of its cPu. Within about 60 seconds,
T knew it was doing regular expression
mm“clninﬁ in Ruby. How? Per¥ top is like
top, but for functions instead of programs.

$ sudo perf top

process PID % function
ruby 1957 77 match_ at

- *
Per-F +0P doesn,‘" QIW&\/S he‘P ;_ RUbYIS in"’erna' resExP’—

Botits easy to try, and sometimes ,,mz:d'ch.'nﬂ Function!

T learn some+h|‘n32
AN T

.. especially for Java and node devs'
Remember when I said perf Onl5 knows

C functions? THs not quﬁ'e ree. node.js

ond +he IVM (Ta\la, Scal&, Clojure\ have both

%USH' PenC obout their functions.

:|node]s *[Javals
Use +he Look up per‘f:-map-aaen“’
-- perf-basic-prof on GitHub and follow
command line option +he directions



&
Flamegraphs are an Gwesomé way o
visuvalize CPU performance. Generote them

with Brendan Greqg's flamegraph.pl tool:

E3i+hub.com/brendqngregg/flamegraph z

Here's what Hnes look. like:

eat 10% [bite 20 %] [ 4eeth 28% |
panda. 20% | alligator 807
o mMain 100 %

Theu're. constructed from collections (usuall
thousands) of stack fraces sampled from
a program. The one above means 80% of

the stack traces :’rarired With e 03
and 10% with (ipmaanldal.

eat

You can construct themn From Penc recordings
(see Brendan Gregg's flamegraph Githob for how),

but lots of other unrelated tools can produce
them to0. T @ them.



Spy on your CPUY

tip!
google "Latency

numbers every
programmer‘

should know !

Your CPU has a small
cache on it (+he L1 cache)

that it can access in
~0.5 nanoseconds !
faster +han RAM!

Tf you're +r3in3 to do an operation

in microseconds, CPU cache use matters!

how do T know if
my program is using
those caches?

This runs 1s and prints a report at +he end

Ahow it Your CPU can track all kinds of counters
about what it's doing. perf stat asks

it Yo count things (like L1 cache misses)
£ report the results.

Hacdwace is cool. T've never used pecf stat
in earnest, but T think its awesome that you
con 3e+ so much info from your CPUT



T hope you learned
Som&HxinS new.

Thanks for read.‘ng Q

Thanks to My qu']'ner‘ kamaol for

rewe_uing and 1o the amazin

Monica. Dinculescu (@no-l—ua\dor'ﬂ
for the cover art

To learn more, see:
* my blog: Jyns.ca
X my other zines: Wizardzines.com

* brendan gregq.com

But reallg you \‘)us*’ need o experiment-

Trg these tools everﬂwhere_. See where +he5
help you

R

+rack down bugs and whece they don't

strace really oo _Pwd— didn'+
ell me much,
oh well Y

helped with
that problem?
It fakes practice, byt T find these tools
both fun and useful for my 5obY T hope
you will ool

o ©







