WHAT ARE THOSE COMPUTERS
SAYING TO EACH OTHER?

WITH TCPDUMP,
YOU CAN FIND OUT!




whot's this?

The man page Tor tcpdump starts like this:

NAME
tcpdump - dump traffic on a network

SYNOPSIS
tcpdump [ —-AbdDefhHIJK1LNNOpgStuUvxX# 1 [ -B buffer_size ]

[ -c count ]

[ -C file_size 1 [ -G rotate_seconds ] [ -F file ]

[ -1 interface 1 [ -j tstamp_type 1 [ -m module ] [ -M secret ]

[ ——number 1 [ -Q in|out|inout ]

[ -r file ] [ -V file 1 [ -s snaplen 1 [ -T type ] [ -w file ]

[ -W filecount ]

[ -E spi@ipaddr algo:secret,... |

[ -y datalinktype 1 [ -z postrotate-command 1 [ -Z user ]

[ ——time-stamp-precision=tstamp_precision ]

[ ——immediate-mode ] [ —-version ]

[ expression ]

s ok f you
only need to
Know like 3F

thot is S0 Many
; 0P+i0n3 omS

T'm qoing to tell you
whtj I 9 +cPdump and
how to gev‘ started Z




what is 1‘cpdump for?

Jccpc)ump captures network traffic
and prints it out for you.

For examPle'- Yes’rerd05 DNS  lookups

on my \apfop were Slow.

oo \,Jhoc} s happenms

I know 1 Tl
use +cpdump

SID sudo +cpdump -n - any por‘|’ 53

DNS queries

11:12:44.486716 IP 192.168.1.170.282824 92.168.1.1.53: 24457+ A? ask.metafilter.com. (36)
11:12:47.468911 IP 192.168.1.170.28282 92.168.1.1.53: 24457+ A? ask.metafilter.com. (36)
1

11:12:50.456712 IP 192.168.1.170.28282 92.168.1.1.53: 24457+ A? ask.metafilter.com. (36)
11:12:50.467894 IP 192.168.1.1.53 > 192.168.1.170.28282: 24457 2/4/5 CNAME metafilter.com., A

54.186.13.33 (307) "~DnS response

Thfs means 'Hnov}' H\ere were 3 DNS queries
(ot 1: |2 Y4, 1:12:47, 11:12:56) , but only
the 379 one. 3°+ o resPonseV

I?igureé my router was probably the problem , so
T restacted i+ and my internet was fast againl

Let's learn how to debug problems with +cpdump!



C,ues+ions You can answer
with tcpdump

—+\,Jhov\' DNS queries 1S my lap+op sending?.
$ +cpdump -U any port S3

1 \r\ave G. server runr\ing onN Por-l— 1337F.
Ace anj Po.cke+.5 arrivingy ot thot por-]' AT ALLT

$ ‘|’cpdump -{ any p0r+ 1337

—» what packets are coming info that server
from TP 1.2.3.47

$ 'l'CPdUmp -t any p0r+ 1337 and host 1.2.3.4
— show me all DNS c]ue_rieg that fail.

$ 'Ecpdump ‘udp C11) £ Ox# ==3"

(Comp\ica‘\'ed, but i+ work & ¥ This checks for a -FIQS
in +he 11%h byfe of +he UDP packet)

— how long O —]—he_ TCP connections on
this box laS'l'inS right nouw ?

Save packets to disk with -
$ ‘]’deump -W p&cke‘\'s.pc&p

ond omalgze, packei's-pcap in Wireshark



what tepdump output means

Everuj line of tcpdump output represents o packet.
The parts T u3ua|l5 pay ottention to are

* Source +dest IP addresses and ports

» 'l'imeS‘l‘amp
% TCP flags like SYN and ACk. Good for SPO'H"”S
the beginning of a.TCP connection

* +Hhe DNS query,, for DNS queries
UDP packet:

dest TP

+ime stamp soucce I P port (my rouvter)

’\—/v\ ~ -\ 7 ¢ >
11:12:44.486716 IP 192.168.1.170.28282 > 192.168.1.1.53: 24457+

poct

A? ask.metafilter.com. (36) T
- DNS queryID
DNS query (I ignoce +his)
flags.
TCP packet: oS
| . Sis for SYN
/ . i‘s -Fgr ACk

09:16:23v402215 IP 192.168.1.170.33016 > 52.84.90.246.443:
Flags @,

Ever seen a " Connection refused ' error?
Hee's what that looks like in Tcpdump ¥ s]:\I

09:50:22.544102 IP 127.0.0.1.40822 > 127.0.0.1.1234: Flags [S]
09:50:22.544118 1P 127.0.0.1.1234 > 127.0.0.1.40822: Flagi)JR.]

RST \ACK

We sent o SYN to open the connection, bout
the secver rep\ied with on RST packe+. Thot
6364’5 ‘ronsloted +o " connection refused.”



BPF filters T

fcpdump uses o. small 'QﬂgUO\ge called RPE
(" berkele_g packet filter") to let vou Tilter packets

ITn*sudo ‘)’C_Pdump Por‘} ‘53”, ‘\por‘f 53" is a
BPFE filter which meang “only show port §2 packe‘l's"
Herels a qu{ck gu(de +o BPF filters:

—r Por-|' g3 - S(C Por+ 80O

checks (f the source port OR -+ dst por-l— 80
thedest port is53. Matches 7 TP Port 0

TCP por‘l' 53 and UDP port 53, are What ‘\'V\Qj
look like & g0 are:
- host 192.168.2.9 src host 1.2.3.4

2.3.Y4
checks i+ +he source Ist host |

or dest TP is 192.168.2.2. L“"P‘:‘,(D £ Oxf ==
byte 11

Uou can do bit moth
—» hOS'\' 192.168.3.2 on pac_kd' contents?’

and por'l' 20 This checks for the

DNS response
"NXDOMAIN T

(T googled to $ind
this, and i+ works W)

(
ou can vse ‘and
‘or', or ‘not’.



Q) Wireshark Q7

want to know
more about whot's
in my pockefs ¥

\Jireshark_ is an incredibl5 Power{ul

You \Aaﬂ+

Wireshark!

packet analysis tool 7

what protocols HTTP! DnSY
do you understand, TcPY ARPT IPT
Wireshark ? MSN‘..AM‘. AoL!

Ethernet! Bluetooth!
w‘l' , okay?

Things Wireshark has:

* nice gra phical intecface! % it can filter to )‘US‘J'

X search ‘H\roug\n your p&ck€+S feom one
PackeJrS easily! TCP connection!

T4 gou want fo omalgze packe+s £ rom
+cpdump in Wireshark, you can either:

® save o .pcap file Z open it in Wireshark
@ pipe tcpduomp output into Wireshark:

ssh some.remote.host tcpdump -pni any -w -
-s0 -U port 8888 | wireshark -k -i



my foavorite @
command line argumen+s

T use these 3 argumen+s the most:

| which network intecface To capture
@ : packets on. T often use {—-i__c_x-ns '
is $or ' The default intecface ‘l‘cpdur;\l-:)“l-t)-i-c;ks
interface ' jsn'+t alwa(js what veu want.

Example: sudo tcpdump -i lo
shows you packets on the local

“loop back” interfoce.

"‘\/\/ EInSJread O‘F P(in‘\’ing OU—)- Pac_k(—ﬁ'S,
is {-?rr | write Them to o file? This is
write !

VERY USEFUL for Qna\ﬂzmg the
packets later. T use it all +he Time.

Example: sudo tcpdump host 8.8.8.8
' -w packets.pcap

When wrihag to o Tile, be cacefol!
You don't want to acciden+all'j Fill up

Your hard drive. ?:9_}9999; will
Or\ltj capture (0,000 packe‘l's_

is for
count !

Y

Examp\e'. sudo tcpdump host 8.8.8.8
-w packets.pcap
—c 30000




Omd here are G ‘Feb\l Mo R goocl ones-:

|
:This Pr(n“'S out every pqc_ke+'3 contents!
:FO( example, suppose T have a. webserver”

lon port 3337

|
' sudo tcpdump -A port 7777

wWill show me all the HTTP packe'l's

being sent fo /from the secver

(ngrep is better +han tecpdomp -A for
lookir\g ot HTTP request bodies, +\noug‘r\\‘5)

\
'. 83 defawlt, tepdump will ranslate
! TP addresses to hos—l'names.@
:' forces it to juS’\’ prird’ +he TP.

-QZ | Tncludes +he MAC address
is for E-Hnoc\ +he pou:ke‘\’ come From.
Ethernet !

Filters to on\g) packe‘\'s Yo /from
Q LV

I
|

Q‘PQ’ | Your computers TP oddress.
|



network administrotion Yools

Finally, there are o lot moce tools than

‘\’deump‘. We won't explain them here, but
here’s o list!

“are these “does +ha‘\' serve

computers even 2y .
connected?” domoiin exist? 5'“3 ‘\'\na‘l' poct?

(R

con‘Fn 5ure$ m'\'Q(—Face.S

" whods My rou+es ond oce. See \/our\
ip address?”  guccessor Yo ARP toble!
(Fconf(g

’ traceroute / mir @
qrep for “What servers netcat ¥ Make

are on the way  TCP connections
to +hot secver?” bEﬁ hand !

set up Conﬁ'gure loTs undecstond

Licewalls of ne+w0(kmg Your EthecrneT
and NATT connection
SQH'W\SS € S

Your network



in ur netwark look up & “what ports are
Scanninﬁ ur por‘\‘s Cjoman'n being used?”
see if a port  can't ‘Forge"' o TLS

on another

Hhis one & proxy

server 1S open
neﬂ'\ogs lob/nload
iptcaf/netperf/ipecf

ﬂe‘\'work
manaﬂer‘
i‘H’Op /netsniff - ng

GUT 4ool to configuce lots of diffecent
wiFi etc on o \qP+OP performance ond
benchmarking tools

P(‘(\% US(ﬂg SQ‘I— UP o VPN‘. cormec“‘ TCP

and unix
TP
FR Fhonks so much
“e tor reading
the zinel
/\

sockets







