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Unix permissions 4
Thereare 3thingsyou Is I file txt showsyoupermissions
Can do to a file Here'show to interprettheoutput

Eeadu.gr eeyecu e
rqw rwa r

aq
borkstaff

bork user staffgroup ANYONE
can can canread write read write read

File permissions are 12 bits 110 in binary is 6 setuid affects
etuidsetgid So rw r r executables
to User group all 110 100 100 15 I Ibinlping00 0 110 110 100 6 4 4 rws r x r x rootroot
sticky rn x rn x rn x I

orfi read Hmo ae
HhnisamsearnosoIinsaea

W canwrite setgiddoes 3different
can execute means change the unrelatedthingsfor

ordirectoriesit'sapproximately Permissions to executablesdirectories
r can listfiles rw r r andregularfiles
W cancreatefiles it'sa
X cancdinessfiessimplet






























































an amazing directory proc 5

Everyprocesson Linux
lproclPIDlcmdh.me proc P1D1exe

has a PID process D commandline symlinktotheprocess'sbinary
like 42

ajafatfedthwe.hr
9niarywhakoeeneiettehq

Font'II r sth e l au

information about all oftheprocess's Hassetehpefffoqrammcrhunmneinm.gg

process 42 environmentvariables is itusingAndmuchmore

IproclpiDIfd lproclplDlstack and
Directorywitheveryfile thescurrentstacktheprocesshasopen fortheprocess Useful if look at
Run Is I lp.ru42 fd it'sstuck in a systemcall
go.s.eesy.eyis o esfor pr maps man proc
Thesesymlinksarealsomagic List ofprocess'smemory for moreinformation.q
youcanusethemtorecover maps

Sharedlibraries
heapanonymousmapsetcdeletedfit






























































system calls 6
TheLinux kernel yourprogramdoesn'tknow programsaskLinux
has code to do howtodothosethings todo work forthem
a lot of things using systemcalls

Entre io e p E
switchtorunningkernelcodeEnters Entries YEF.EEthIiIsystemfoonaefbffeteis implemented I just LinuxmmmfTi dmrTbd wanttoreadsomefiles.ae amresumesy

everyprogramuses andeverysystemcall youcanseewhichsystem
systemcalls has a number calls a program is usinglegchmod is 90 on x8664 withstrace.mn

Sowhat'sactuallygoing strace Is HmpgE Iio e p nhsan.is a

winsnowyouevery

I ptIfgamwaiiIgfiiieineIgao

i.g
sifstreemangation uses

Java methree
cpfogD.am ok stracehashighoverhead

program sodon'trun it onyourLinux productions






























































signals 7

If you'veever used the
Linuxkernelsends you can sendsignals

gKilly processessignalsin yourselfwiththe kill
lots ofsituations systemcall or command

You'reusedsignals
fqutemaietihdsefsigyy.I.my i cgyaerp

ymµ
finguTffocation 516k'LL kill 9 die

I thetimeryou sloftop kill HUP
process setexpiredvfsefgamqntationfuofl.cn interpretedas

reloadconfig eg bynginx
Everysignalhas adefault Yourprogramcanset signals can behard
actionwhichis oneof customhandlers for tohandlecorrectlysince
I ignore almostanysignal theycan happen at

I'll ANYtime
Sessa Hi Ie e oohuntingsignalmakecoredumpfile processexceptions process

stopprocess csawnETEEigsdorekdanseigna.es
resumeprocess suffice A






























































file descriptors 8
Unixsystemsuse Isof listopenfiles will filedescriptors can
integersto track showyou refer toaprocess'sopenfiles filesondiskOpenfiles 1sof p4242a PIDwe're

FD NAME
interestedin pipes

o ieE E s
IIEmi.ntas.int nations

tyiEH Emiiiiiiieiawes.me IoEoiisesoiiEi enI In
q Hmp

signalfd.epolletc
theseintegersare called ED for filedescriptor

n

fotEVERYHwoonunfiledescriptors isafile.to tsotIhingsare

Whenyoureadorwrite
let'sseehowsomesimple almost everyprocessPythoncodeworksunder has 3standardFDSto a filelpipelnetwork thehoodconnection python stdin to 0

Youdo thatusing a file stdout 01f openL file.tt stderr to 2de Men.freagiineese reaofromsoin
fdi

Penfikt

fqy means
Python readfromthe filewrite program A descriptorO

fj tref.iefrfmthheereents.couldbEapipeorfileorterminal






























































pipes 9
sometimesyou wanttosend a pipe is a pair when ls does
theeetpet of oneprocess of 2 magical
to the input of another file descriptors write BAA hi

J pipe pipe f we can read itIs 1 we f input output readcpy.y
53 1st away hi
T 53 filesp

stdin B d stdout Pipesare oneway
pipe Youcan'twrite toBhi

Linux creates a buffer what f your namedpipes
foreach pipe targetprocessdies mkfifomypipe
Is webuffer 1 This lets2unrelated

Haiti ftppe
Asz.aaoaxoaaEwi Ii egsnseas m

municatef

fasterthan it's read thebuffer If wediesthepipe f open1mgpipe
will fill up MYlTEz Willcloseand Iswillbe fwrite hittin
Whenthebuffer is full writes sentSIGPIPEBydefault
to Blattwillblock wait untilthe SIGPIPEterminatesyour omBfopen1mgpipe

process freadlinen hit
readerreads.tt snorma okY






























































sockets to
networkingprotocols Unixsystemshave here'swhatgetting
are complicated a catpicturewiththe

an API calledthe socket API lookslike
socketAPI that Create asocketInTCPIP makes it easier to make

a fretworkconnections HEomcekftffaYIIpsg.EE'reµconnected12.13.14is 80
items 7 stao fffgffIIIIIIIIoirgriiteaifoi.EEat.pngtrripm600pagesVadocwahfopaicdture Unix Readtheresponse

A catpicture_readCfd

EveryHTTPlibraryuses AF INET 3 kindsofinternet
What'sthat AFINET socketssocketsunderthehood

sqq AFINETmeansbasicallycurl awesomecomfy internetsocket it letsyou SOCKSTREAM TCP
Python requests.ge yay.us connecttoothercomputers curlusesthis

Hnptnae.inenetusing neir socg ooram usp
digcDNs usesthis

oj
YwibI

a I I Themainalternative is sock RAW Ist'petmaeuets
Neath AFUNIX unixdomainsocket

forconnectingtoprograms Pinguses Iwillimplement
soMANYedgecases onthesamecomputer this myownprotocolthou






























































Unix domain sockets 11

Unixdomainsockets they let 2 programs There are 2kindsof
are files on the samecomputer unitdomainsockets

communicate likeTCP Lets
s's'Icheetmssock.su pgcigeer seosrynaixmgoemain

streammMyitsienn.es
streamofbytes

thefile'spermissions FE ntaer rHf st datagramslikeUDPBLetsdeterminewhocansend Process yousenddiscrete
datato thesocket Hereyougo.PL tg pghinkgofgda.gg

ooo

advantage 1 advantage 2 advantage3
Letsyouusefile permissions UDPsocketsaren'talways Youcansend a file
torestrictaccess to Http reliable even on thesame descriptorover a unix
databaseservicesp computer domainsocket
chmodooosecret.su YoEhffsmaaIeorafiaaqram Ynse'Ittitinhandinguntrusted

This iswhyDockeruses Andtheywon'treorderpackets pay
a unixdomainsocket IIT I cansenddata t d48erT ip I

proces aanrfwIe n iE processfromsketchyL.com

container sandboxed
orocess process






























































what's inaprocessmm.nl 12
TD USERandGROUP ENVIRONMENT SIGNAL

i f ii
julia Iy.jgSenvAva1 lprogram doI tyF

WORKING PARENT PID COMMANDLINE OPEN FILES
DIRECTORY jfpayeiye.is geAeRfhe nN EavneryofeeI.fileha

RelativepathsLblah I PID147a iggy p lproclpiDkmdline e Ifesreoafdfhfff
chdirchangesit PID129

MEMORY THREADS g NAMESPACES

linearity.mefmesoneEIEAIIIIIInaaDeEneim.iirnthneamh
t

IsometimesLOTS
them i'si S i

fahm

process






























































threads 13
Threads let a process threads in the same and theysharecodedomanydifferentthings processsharememory calculatepiT
at the same time
process go I'll writesome findmigzprimenc.nl

ftp.eaoetooigiiiiaitzotinm bu each hreadnasi s
own stackandtheycan

uhoho.thatbwhereJ.sk berunbydifferentCPUsIf I wasputtingmyfindinga at the same time
threa E im thread2

tthreadprimesthready
sharingmemory can cause problems whyusethreadsinstead

raceconditions ofstartinga newprocess
athreadtakes lesstimememory

Tae t tocreate
I'mgoingto 123JneEoBtnai a adf.sihiienrgoeaatsgioe.ti.eesthaie

sametime easier tomakemistakes
withthreads

RESULT 24 5178 bear kD IIE tesInIIseIthread1






























































floating point 14
a double is 64 bits weird double arithmetic

gignyexponent fr.action
10011011 1001101110011011 1001101 252 0.2 252 g the nextnumber after
10011011 1001101110011011 10011011 252is 252 1E xi.tn ltztsy l.cthenextnumbera er
Thatmeansthere are 1 is It 2264doubles 22001infinity a infinity is adoubleThebiggestone isabout

1023 infinity infinity2 nan not a number

doublesget farther Javascriptonlyhas dogfbdwefey.ggearsifahrm9eticapartas theygetbigger doubles no integers r

between 2 and 2 there y 2 53
adf.gwajpsa.es doubies aoonaaz 40992 i Itn o2 153 1 53 Ythatmeansthenextdouble goo 199254740992 useintegers over 2 A
after 260 is 26064

z
Pm in Javascriptsamenumber uhoh






























































file buffering 15
m I printed sometext OnLinuxyouwriteto I10 librariesdon't
yfbutitdidntappeo.ir files terminals with alwayscallwriteonthescreenwhy thesystemcall whenyouprint
t.metoieama.at

aa.writeaa printf I cats

ftp.T p tIEIIitaIIaEitT
Thisiscalledbufferingand
ithelpssave on syscalls

3kinds of buffering flushing whenit'susefulto flushdefaultsvarybylibrary goNone This is the G whenwritingan
defaultfor stderr Toforceyour I10library interactiveprompt
Linebuffering Pythonexampletowriteeverything it print password flushTrue
guereitaeufftoertneeymlinglais.hr hasinitsbufferright wnenyourewriing oanow call flush pipe1socketfull buffering
Enrieteoeina's.ie fiEsEs IrIghfaawwayriteIpandpipes stdio






























































memory allocation 16

yourprogramhas yourmemoryallocator THING2 Ask the OS
memory malloc is responsible formorememory0

for 2things MMMM l101413 Pbrionfiraym M M DFreed

smssta.nl IIImim eyPitsra oiIree mEsi.i
I 5871413heap used

q 587MB D free
theheapiswhat can Ihave
yourallocator Bmore Eymanages I malloc OS

Yourmemory malloctriesto fill in Malloc isn't magic Ballocator'sinterface unusedspacewhenYouask it'sjust afunctionMalloc size t size formemory
allocatesizebytesof µe canIhave5 youcanalwaysmemory returnapointerto it
fmreae.yygig.mpgioy.yerayun.se J

b
J useaoifferentmano

andmaybegivebacktotheOs manoc library like jemalloc
realloclvoid pointersize1size Ortcmalloc easy
askformorellessmemoryforpointer I y µpY
alloc size t memberssize1size 1 implement your own
allocatearray initializetoo Malloc hardertummy






























































virtual memory 17

yourcomputerhas physicalmemoryhas everyprogramhas its
ownvirtualaddressSpace

physicalmemory
addresses like

O 8GB Cnut
d brite.inenaYouraoP7egjam

Eram I
go.mgworsYjimmoorzfEfaEEIoE f

ke 0 5099292 oox129520oimmfbananas.iothat'snot aphysical program
10 MMMMMHMM memoryaddress z

i.liMMMM It's a virtualaddress

Linuxkeeps amappingfrom whenyourprogram everytime youswitch
irtualmemorypages to accesses a virtualaddress whichprocess is runningphysicalmemorypagescalled Linuxneedsto switchhepagetable t.ITmoxaz9oesosoin9D thepagetable

im5 µ a.in
fiEIsioeissthasosaeotaie

MMU thenaccesstherightTD virtualaddr physicaladdr memory Phys thanks I'll use971 0 20000 0192000 muanniaffment that2310 0 20000 0 228000 q MMU
2310 0 21000 0 9788000 hardware






























































shared libraries 18
Yostprograms onLinux There are 2ways Programs likethis
use abunchofClibraries to useanylibrary
somepopularlibraries Linkitintoyourbinary ib9e

are called staticallylinked
Efren Os cesmftietfed.ba j7IYinagibitoenings andprograms µ n
Iibpore zlib
regular gzipg Useseparateshared YourcodezlibDsqliteWlexpressionsr.llibraries
libstdc.it afifiefferent are called dynamicalnyhed

Ccttstandardlibrai
I gota librarynot wherethedynamic

ET Ii qy sin henr oiirintiiiniiikexseuta.ie
1ddq If youknowwherethe O LDLIBRARYPATH

studiusribinari If i EE 87eE iieexeutane
libz.so1 s1lib1x8664
libresolvso 2 run Idconfig p toseecontentsIibcso 6

a.my
tDe4BmRARwYherPeAIIiookr.mTse Aib lusraib34more






























































copy on write a
OnLinuxyoustart theclonedprocess copyingall thatmemory
newprocessesusing everytime we forkhasEXACTLY thesame wouldbe slowand athe fork4 or cloned memory wasteofRAMsystemcall sameheap
caaiii.io eiiiiiiei s smt i mafEi
a copy of thecaller iftheparenthas3GB of
ME 17 memory thechildwill too
Parent child

soLinuxletsthemshare Linuxdoesthis by when a processtries
physicalRAMandonly givingboththeprocesses to write to a shared
copiesthememory identicalpagetables memoryaddress
when one of them there's a page fault

i D.isD o
ineie

s
s n i

f

thatmemory theprocesscontinues
blissfullyignorant

oykogggtmapkyeyou.se butitmarkseverypage I oottmbyiugtwlinke.ITas readonly process






























































page faults 20

everyLinux processhas whathappensduringsomepages are markedapagetable a page faultas either
theMMUsends anpagetable readonly interrupt

vimeo.es notresioentinmemory yourprogramstopsrunning
0 19723000 0 1422000 whenyoutry to access

0Linuxkernelcodetohandle
19724000 0xH23_a pagethatismarked

thepagefaultruns
E.is iiooiitaoioomreamo notresident in memory IeInnfifugrthperoPg7abhemeaenpl ittriggersaP.pagefault Linux

notresidentinmemory how swap worksusuallymeansthe run out of RAM When aprogramtriestoaccessdata is ondiskB RAMt H n't
disk

thememorythere's aqPfafffq
virtualmemory LinuxsavessomeRAM EJ timetomovesomei Manoa iinEoatabac torm.r
inRAM ondisk disk01 virtualmemory mammalian

markthosepagesas RAM
notresident inmemory ifthishappens a lot yourairingsomevirtualmemory inthepagetablenotresident programgetsVERYSLOWthat isactuallyon disk is Fvirtualmemory ill I'malwayswaitingfordatahowswapandmmapwork RAM tobemovedinoutofratinF






























































Mmap 21
what's Mmap for load files lazily how to mmapwith mrnap in PythonIwantto workwithwhenyoummapafile.it importmmapY f open HUGEtxti

f
S.mn EIi r

mmmm a iIiin ii e2TB Ja 2TBof file fromdiskDfile virtualmemory

q f 3 butnothingis ACTUALLY print
cmmFE.niosohoe.is instantly

readintoRAMuntilyou FaY try to accessthememory thiswill readonly
mmap memorymap A howitworkspagefaults the last1000bytes

sharingbig files dynamiclinking anonymousmemorymaps
with mmap uses mmap

I need to notfrom a filetea statm
efilet prDjgram use.li memorysetto bydefault

noprobemimmap1fcstanIardn.aryff owithmap.sHareo.you.anusethemtosharememoryEven if 10processes Youtooeh noproblem
bmemraeeoaitniteimitehio.sn's I i

withasubprocesso

dynamic
once linker

I






























































Man page sections 22

man pages are split up man page sectionsinto 8 sections
Programs system calls
mangrep man sendfile

man 2 read man is man ptrace
means getme the man page functions devices
forreadfromsection2 manprints man null
There'sboth man fopen for Iderlnulldoes
a.o.am.a.eo.ie so ma soogameand a systemcall called read man sudoers notsuperuseful

so forletelsudoers man sl
man I read manproc ismyfavouritefiles inIproc fromthatsectiongivesyoua differentmanpagefrom miscellaneous Sysadminprogramsman 2 read explainsconcepts9

Ifyoudon'tspecify asection manwill man 7pipe manapt
lookthroughallthesections show man chrootman 7 symlinkthefirstoneitfin






























































Want to learn more TTWEELONAUX
I highlyrecommend
this book PROCEFRANANMING

Everychapter is a readable INTERFACEE
short usually 10 20pages
explanation of aLinuxsystem MICHAEL KERRISK

I used it as a reference
unenwriting

I it because eventhough

itEsohouge.a.nosoIIerechna9IieiespfEFiare.shortand self contained
and it's veryeasy to pick it
up and learn something A

he




