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Information provided in this Magazine is
strictly for educational purpose only.
Please don't misuse this knowledge

to hack into devices or networks without
taking permission. The Magazine will not
take any responsibility for misuse of this

information.



Then you will know the truth and the truth will set you free.
John 8:32

Edition 4 Issue 10

This Issue is Way more
late than the Previous

Issue. So No Editor's
Note.

HAPPY ADVANCED
CHRISTMAS

BY THE WAY

“as this instance of censorship limits direct access to our website,
malicious actors could start phishing users with fake tor browsers or

spreading disinformation about tor."
- maintainers of tor project on russian government banning tor.



See what our Hackercool Magazine November 2021 Issue has in store for you.

Real World Hacking :
How APTs are using HTML smuggling to Bypass Endpoint Firewalls.

2. Hacking Q & A :
Answers to some questions about hacking our readers have.

3. Metasploit This Month :
CVE-2019-11580, CVE-2021-21307, Linux Polkit & Windows Process Memory
Dump Modules.

4. Online Security :
Most Common Passwords of 2021 : What to do if yours makes the list.

5. Wireless Security :
Wireless Denial Of Service Attacks.

6. Bypassing AntiVirus :
EXOCET - Crypter Malware Dropper.
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Many of the victims of the above mentioned Trickbot hacking attack, received an email with a
HTML file as an attachment. As the victim opened the HTML file in his browser, it dropped a
password protected zip file. This zip file contained malicious Javascript file. After he opened this
zip file with the password provided in the HTMl attachment, Javascript ran a encoded Powershell
command which downloaded the Trickbot malware.

But what exactly is HTML smuggling? Most of the hacking attacks deliver malicious payload
to the networks by trying to bypass the perimeter firewall. However, this isn’t always successful.
HTML smuggling is a method that bypasses perimeter security devices by generating the maliciou
-s payload behind the firewall. This malicious payload can be a dropper that can be used to down
-load the primary payload or malware itself.

How does this happen? Let's see practically. For this tutorial, we will be using Windows 10 as
target machine and Kali Linux as our Attacker machine. Our Target Windows 10 system is behin-
d ClearOS Unified Threat Management (UTM) device (Perimeter Security).
I have set up filtering on the ClearOS UTM to block the download of executable files. So if we try
to access the web server set on the Attacker machine and try to download any executable files,

we get the message as shown below.

How APTs Are Using HTML Smuggling To Bypass Firewalls

REAL WORLD HACKING
In May of this year, Nobelium, the hacker group behind the SolarWinds supply

chain hacking attack was found using HTML Smuggling to deliver a Cobalt Strike
payload to government agencies, think tanks etc across 24 countries.

HTML smuggling was also used to deliver Mekotio Banking Trojan. As recently as
September of this year, a hacker group named DEV-0193 used HTML Smuggling to

deliver Trickbot. What exactly is HTML Smuggling?



Now, let's try to deliver the payload using HTML smuggling. The hacking scenario is like this.
I have sent a spear phishing email with HTML attachment to my target network behind a Firewall
. As soon as the victim opens the HTML attachment in his browser, our payload will be downloa-
ded onto the victim's system.

I first create a new directory named html_smuggle on my attacker machine as shown below.

"The surge in the use of HTML smuggling in email campaigns is another
example of how attackers keep refining their skills."



Then I Base64 encode the executable file (shell_171_4466.exe) I used earlier. This payload is a
reverse meterpreter payload created using msfvenom.

Then I use HTML file whose download information is given in the downloads section. I named it
mali.html.

"When a target user opens the HTML in their web browser, the browser
decodes the malicious script, which, in turn, assembles the payload on the

host device."



I copy all the content of the file shell1.txt (base64 encoded text) to value of file variable file in
mali.html as shown below.



Before sending anything to the target, I start a listener on Metasploit as shown below.

So when the victim visits my website and opens the file mali.html.

A file named evil.exe is automatically downloaded to the target system.



When the victim runs it as shown below.

We successfully get a meterpreter session on the target.

"Thus, instead of having a malicious executable pass directly through a
network, the attacker builds the malware locally behind a firewall."



Answers to some questions related to hacking our readers ask

Hacking Q & A
Q : Does Gmail inform us if someone
tries to hack our Gmail Account?
A : Gmail has some methods to prevent unauth-
orized use of your Gmail account but these only
work when you set a recovery email or phone
number for your Gmail account. These are,

1. A notification will be sent to your recovery
email or phone number about an unusual sign-
in or a new device on your account. Gmail keep
-s track of all the devices you use to login into
your Gmail account. So when it sees a new
device logging into your Gmail account, it fires a
notification.

2. A notification will be sent if there is a change
to your username, password, or other security
settings and you didn’t make the change. Gmail
regards it as suspicious activity.
3. A notification is also sent about some other
activity you don’t recognize. A red bar at the top
of your screen that says, "We've detected
suspicious activity in your account."

Send all your questions
to

editor@hackercoolmagazine.com



Welcome to Metasploit This Month. Let us learn about the latest exploit modules of Metasploit
and how they fare in our tests.

Atlassian Crowd CVE-2019-11580 Exploit Module

TARGET: Atlassian Crowd 2.1.x < 3.0.5, 3.1.x < 3.1.6, 3.2.x < 3.2.8, 3.3.x < 3.3.5 &
3.4.x < 3.4.4 TYPE: Remote MODULE : Exploit

ANTI-MALWARE : NA

Atlassian Crowd is an application security framework that handles authentication and authorizatio-
n for web-based applications. The above mentioned versions have an incorrect installation of the
pdkinstall development plugin which allows unauthenticated remote attackers to upload and instal
-l arbitrary plugins via a POST request to the `/<crowd install base>/admin/uploadplugin .action`
page. We have tested this on a Docker container of Atlassian crowd 3.2.1.

Let's set the target first. We created a Crowd volume first.

and then started the Docker container as shown below.

CVE-2019-11580, CVE-2021-21307, Polkit & Memory dump Modules

METASPLOIT THIS MONTH



Once the container is ready, login into the Atlassian crowd container. It runs on port 8085. Click
on "Setup Crowd".

Grab a evaluation license from the website of Atlassian and enter it here.

Click on "Continue". Select "New Installation:". Click on "Continue".

"After information about their ransomware and Alphv leak site was
revealed on Twitter, they deleted all information of both two victims and

added their warning message on Alphv leak site. "
- S2W Researchers on BlackCat ransomware.



Select Embedded and click on "Continue".

Set the deployment title and base url and click on "Continue".



Set a name and credentials.

Set the administrator credentials and Click on "Continue".

Click on "Continue".



Once the configuration is complete, log out and login into the console.

The target is set.

Start Metasploit and load the atlassian_crowd_pdkinstall_plugin_upload_rce module.



Set all the required options and execute the module.



As readers can see we successfully got a meterpreter session on the target system.

WP plugin Learnpress SQLI Module

TARGET: WP plugin Learnpress 3.2.6.8 TYPE: Remote
MODULE : Auxiliary ANTI-MALWARE : NA

Learnpress is a learning management software wordpress plugin having over 1,00,000 active
installations. The above mentioned versions of the plugin have a SQL injection vulnerability whic-
h can be exploited by authenticated users to extract password hash of all wordpress users.

Let's see how this module works. We are testing this on plugin version 3.2.6.8. Once the plugin
is installed, we load the wp_learnpress_sqli module as shown below.



Set all the required options including credentials.



After all the options are set, execute the module.

As readers can see, the module successfully extracted the username and password hash of the
wordpress users ( since we have only one user on our wordpress instance, only one user’s
password hash is extracted).

Lucee Administrator CVE-2021-21307 Exploit Module

TARGET: Lucee TYPE: Remote MODULE : Exploit
ANTI-MALWARE : NA

Lucee is an open source implementation of a lightweight dynamically-typed scripting
language for the Java virtual machine (JVM). This module exploits an arbitrary file write in Lucee
Administrator's`imgProcess.cfm` file to execute commands as the Tomcat user. We have tested
this module on Lucee 5.3.7.43 running as docker container. Let's set the target first.



After lucee target container is running, load the lucee_admin_imgprocess_file_write exploit modu
le as shown below.

Set all the required options and use check command to see if the target is indeed vulnerable.

"The Apache Log4j zero-day vulnerability is probably the most critical
vulnerability we have seen this year. "



After all the required options are set, execute the module as shown below.

As readers can see, we successfully have a shell on the target machine.

Polkit Privilege Escalation Module

TARGET: Linux TYPE: Local MODULE : PE
ANTI-MALWARE : NA

Polkit (formerly PolicyKit) is a component that provides an organized way for non privileged proc
-esses to communicate with privileged processes for controlling system-wide privileges in Unix-like
operating systems. This module exploits a authentication bypass in Linux machines that make use



of the polkit system service. This allows an unprivileged local user to get a root shell on the target
linux system.

However, for this exploit to work it needs to be run from a SSH or non-graphical session.
This is because the `dbus-send` command which is used to trigger the exploit launches an authen
-tication agent. If run from a graphical session, an authentication agent pops up in the form of a
dialog box and waits for user input. This dialog box will cause the dbus-command to time out
waiting for user input and will prevent successful exploitation of polkit.

We have tested this module on Ubuntu 20.04 on which we have already gained a session with
low privileges. Let's see how this exploit module works.



After getting the initial shell, load the polkit_dbus_auth_bypass module as shown below.



Set the session ID of the initial meterpreter session and use check command to see if the target is
indeed vulnerable.

However, upon execution of the module, we failed to get the privileged session as shown below.

When we changed the number of iterations and executed the module again,



We successfully got a privileged session on the target Ubuntu machine.



Windows Process Memory Dump Module

TARGET: Windows TYPE: Local MODULE : POST
ANTI-MALWARE : OFF

As its name implies, this module dumps the memory for any process on the target Windows syste-
m and retrieves it for later analysis. However, the user needs to have sufficient permissions to read
the memory of that process. This module will only work on a Meterpreter session on Windows.
We have tested this module on Windows 10.

Let's see how this module works. Since this is a POST module we need to have a meterpreter
session on the target Windows system. After getting the initial session, I opened Notepad on the
target machine and entered some text.

Then using ps command in meterpreter, I view information about this notepad process. We need
the PID of the process to use this module.



Now, I load the post/windows/gather/memory_dump module.

Set the dump_path and PID of the process and execute the module.

The memory of the notepad process is successfully dumped. This can be viewed for analysis as
shown below. We can use strings command to view the strings in file.

"The Russian government has officially blocked our main website in
Russia."- Tor Project Maintainers



Most Common Passwords of 2021: Here's what to do if yours makes the list.

ONLINE SECURITY

Chaminda Hewage
Reader in Data Security,

Cardiff Metropoliatn University

Elochukwu Ukwandu
Lecturer in Computer Security,
Cardiff Metropoliatn University

If you use “123456”, “password” or “qwerty”
as a password, you’re probably aware that you’
re leaving yourself vulnerable to hackers. But
you’re also not alone – these are three of the top
ten most common passwords around the world,
according to a new report.

In partnership with independent researchers,
password management service NordPass compil-
ed millions of passwords into a dataset to determ
-ine the 200 most commonly used passwords aro
-und the world in 2021.

They analysed the data and presented results
across 50 countries, looking at how popular vari-
ous choices were in different parts of the world.
They also looked at password trends by gender.

The findings show password choices are
often attached to cultural references. For exampl
-e, people across several countries take inspiratio
-n from their favourite football team. In the UK,
“liverpool” was the third most popular password
, with 224,160 hits, while the name of Chilean
football club “colocolo” was used by 15,748



people in Chile, making it the fifth most commo-
n choice.

In some countries passwords relating to religi-
on were popular. For example, “christ” was the
19th most common password used in Nigeria,
used 7,169 times. Meanwhile, “bismillah”, an
Arabic phrase meaning in the name of Allah,
was used by 1,599 people in Saudi Arabia – the
30th most common choice.

The report also reflected differences between
genders. Women tend to use more positive and
affectionate words and phrases such as
“sunshine” or “iloveyou”, while men often use
sports-related passwords. In some countries, men
use more swear words than women.

While music-themed passwords were popular
across both genders, choices like “onedirection”
or “justinbieber” were more popular among
women, whereas men favoured bands such as
“metallica” and “slipknot”.

Passwords remain the main authentication
mechanism for computers and network-based pr
-oducts and services. But we know people contin
-ue to choose weak passwords and often don’t
manage them securely, leaving themselves vulne
-rable to online security threats.

Weak passwords are easy to guess and can
be cracked with minimal difficulty by attackers
using brute-force methods (trying all letter, num-
ber and symbol combinations to find a match).
They are also easy targets for a dictionary attack,
which is a systematic method attackers use to
guess a password, trying many common words
and variations of these.

To overcome the security issues associated
with password-based authentication systems, rese
-archers and developers are now focused on
creating authentication systems which don’t rely
on passwords at all.

In the meantime, two-factor authentication
(2FA) or multi-factor authentication (MFA) meth
-ods are a good way to secure your accounts. Th
-ese methods combine a password with biometri-
cs information (for example, a face scan or finge
-r print) or something you have, like a token.

You can create a password that’s both strong
and memorable by combining three random wo
-rds. Machine-generated passwords are also diffi-
cult to guess and less likely to appear in passwor
-d dictionaries used by attackers.

But of course, all of this is easier said than
done. One of the challenges we face in today’s
digital age is password overload. And it can be
difficult to remember complex passwords, partic
-ularly machine-generated ones.

So it’s a good idea to use a reliable password
manager for this purpose. Relying on your web
browser to remember your passwords is less sec-
ure – it’s possible attackers can exploit vulnerabi
-lities in the browser to access stored passwords.
NordPass’ findings, although not published in

a peer-reviewed journal, align with what we kno-
w from similar lists published elsewhere – that
the most popular passwords are weak.

(Cont'd in Last page of this Issue)

Rank Password Count

1 123456 103,170,552

2 123456789 46,027,530

3 12345 32,955,431

4 qwerty 22,317,280

5 password

6 12345678 14,745,771

7 111111 13,354,149

8 123123 10,244,398

9 1234567890 9,646,621

10 1234567 9,396,813

20,958,297



A DOS attack stands for Denial Of Service Attack. As the name of the attack implies, this
attack is used to deny a service to legitimate users. Wireless Denial Of Service Attack is an attack
performed on the communication between the wireless access point and clients of that wireless ac-
cess point. There may be many reasons for performing a DOS attack on Wireless networks. The
first being the simplicity with which a DOS attack can be performed on wireless networks. Many
attackers perform a DOS attack on a Wireless network to deny the access of this service to legitim-
ate users and forcing them to connect to a EVIL TWIN. In this article, readers will learn about
four tools which can be used to perform a DOS attack on Wireless networks.

1. mdk

MDK is a proof-of-concept tool to exploit common IEEE 802.11 protocol weaknesses. For mdk to
perform DOS attack, the wireless adapter must be in monitor mode as shown below.

Let's perform a DOS attack on the wireless network “Hack_Me_If_You_Can”.

Wi -Fi DOS Attack

WIRELESS SECURITY
Till now in our Magazine readers have learnt about various methods of

hacking different wireless networks with various encryption methods like WEP,
WPS/WPA2, WPS etc. Almost all of these hacking methods involved brute forcing
and password cracking. In this Issue, you will learn about some DOS Attcaks.



Then just run the following command with mdk. Remember that mdk needs SUDO privileges to
run.

This will de authenticate all the clients connected to the particular wireless network.

2. WIFI - DOS

WIFI-DOS is a simple WiFi de authentication tool written in Python. It can be installed
from Github as shown below.

Then we need to navigate into the directory of WIFI-DOS and give execute permissions to wifi-
dos.py as shown below.

" Ransomware attacks cost an average of $4.62 million, more expensive
than the average data breach ($4.24 million). These costs included escalation,
notification, lost business, and response costs, but did not include the cost of

the ransom. "
- IBM Coast Of A Data Breach 2021 Report.



Then execute it with SUDO privileges as shown below.

It will display all the wireless interfaces. We need to select the wireless interface as shown below.



It will start displaying all the wireless networks around in the area.

Once we are ready to select a wireless network to target, hit CTRL + C and select the Number of
the Wireless Network. In this case it is 8.



As soon as we do that, the tool sends de authentication requests to the target network.

3. WIFI DOS Tool by MrLaki5

Our next tool Wifi DOS tool by MrLaki5 is a Linux bash script that is used to perform a DOS
attack on wireless networks. It can be downloaded from Github as shown below (Download infor-
mation given in our Downloads section..

" They are skillful and methodic operators who follow operations security
(OpSec) best practices." - Microsoft on Nobelium Hacker Group.



For this script to work on Kali, we need some requirements. First, we need to install gnome termin
-al if not already installed. This is because the tool opens a new gnome-terminal while scanning for
wireless networks. Gnome-terminal can be installed as shown below.

Similarly we need to install dbus-x11 as shown below.



Next, in the source directory of Wifi-dos-tool, create a new directory named "temp" and inside
that "temp" directory create another directory named tempScanAll as shown below.



Now, run the wifit.sh bash script with SUDO privileges as shown below.

This will open the interface as shown below.

Selecting "0" installs the required packages.



Selecting "1" shows all available interfaces network.

We have selected wlan0mon interface for this tutorial. Selecting option "2" shows the device infor-
mation of the selected network interface. Selecting "option 3" starts monitor mode on the selected
network interface.

Option 6 scans the wireless networks in your area.



As already mentioned this tool opens a new gnome terminal to display the available networks.

" This Log4j (CVE-2021-44228) vulnerability is extremely bad. Millions of
applications use Log4j for logging, and all the attacker needs to do is get the

app to log a special string." - Marcus Hutchins.



It's time to select one target. So option "7".

It displays MAC addresses of all the wireless routers.



The MAC address I want to target is in 39. of network “Hack_Me_If_You_Can”. Option "10" is
to scan for network acknowledgement. This shows the network along with the clients connected to
that network.



Although this tool can perform other functions, we are sticking to the DOS attack so we select
option "9" which sends a global de authentication signal to the network.





4. WIFI DOS by Palantir555

All the above tools de authenticate all the clients connected to a wireless network while
performing a DOS attack. What if we want to de authenticate a particular client (or clients) from
the network. The tool by Palantir555 exactly does this. This tool can be downloaded from Github
as shown below.

As already mentioned, the wireless interface should be in monitor mode for this attack.

Our target is the wireless network "Hack_Me_If_You_can". which has two clients connected to it.



We are going to de authenticate one client from this network.

Once the tool is downloaded, navigate into its directory. It should have a python script. open that
python script with your favorite text editor.



Make the necessary changes to the script.

We need to select the correct wireless interface and the MAC address of the clients you want to
de authenticate as shown below. Once the changes are made, save the script and execute it with
sudo privileges.



This will continuosuly de authenticate the particular client you assigned as target.
That's all in WiFI Denial Of Service attack. We will be back with a new attack in our next

Issue.

" In most instances, post compromise activity included theft of data
relevant to Russian interests."

- Researchers at Mandiant on Solarwinds.



In this month’s Bypassing Antivirus feature of Hackercool Magazine our readers will learn about
a Crypter type malware dropper known as Exocet. A Crypter is a software that is used to make
malware undetectable. A crypter performs functions such as encrypting, obfuscating and manipul-
ating the code of the malware to make it undetectable.

EXOCET is one such crypter-type malware dropper that can be used to recycle easily detectab
-le malware payloads. EXOCET achieves this by encrypting those malware files using AES-GCM
(Galois/Counter Mode) and then create a dropper file for a majority of target architectures and
platforms.

Written in Golang programming language, the steps involved in making malware undetectable
by EXOCET are,

1. It first takes malware that is easily detectable by Anti Virus engines as input.
2. It then encrypts this easily detectable malware and produces it's own Go file.
3. This Go file can be cross-compiled to 99% of known architectures like Linux, Windows, Macs,
Unix, Android and IPhone etc.

4. Upon execution, the encrypted payload is written to the disk and immediately executed on
the command line.

Let's see how it works. First, we need to install Golang on Kali as it is Go program.

Once Golang is successfully installed, clone the repository of Exocet( Download info is given in
our Downloads section).

EXOCET - Crypter Malware Dropper

BYPASSING ANTIVIRUS



We need to install the EXOCET source files in golang. W can do this using the command shown
below.

Exocet is successfully installed. Now, let's test it. We create a reverse shell payload with msfvenom
first.

We copy this payload to our target system which is Windows 10. The Windows Defender easily
detects it and classifies it as malware.



This is expected. Next, We copy this easily detectable payload to the directory of Exocet.

Then we run the following command using Exocet. This will create a new golang file called
outputmalware.go.

Then we run the following command to create a Windows 64 bit payload,



Our result is the exocet_payload.exe. We start a Metasploit listener on the attacker system and
copy the Exocet payload to the target.

When we execute it, we successfully get a shell on the target Windows system.





1. Script used in our HTML Smuggling Article :
https://github.com/SofianeHamlaoui/Pentest-Notes/blob/master/offensive-
security/defense-evasion/file-smuggling-with-html-and-javascript.md

2. Wordpress Learnpress Plugin 3.2.6.7 :
https://downloads.wordpress.org/plugin/learnpress.3.2.6.7.zip

3. WIFI - DOS by mkdirlove :
https://github.com/mkdirlove/WIFI-DOS

4. WIFI DOS Tool By MrLaki5 :
https://github.com/MrLaki5/Wifi-dos-tool

5. WI-FI-DOS by Palantir555 :
https://github.com/mkdirlove/WIFI-DOS

6. EXOCET Malware Crypter :
https://github.com/tanc7/EXOCET-AV-Evasion

DOWNLOADS
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