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Then you will know the truth and the truth will set you free.
John 8:32

Edition 4 Issue 7
This Issue is a new milestone for Hackercool Magazine in two ways. First, this

Issue brings the first Real World Hacking Scenario of attacking a Windows Domain
and second this Issue also brings first Wireless hacking scenario. As I already announced
to our readers, we almost covered all the hacking secnarios involving Windows workgrou
-p networks.

With most of the companies having Windows Domain networks, it only becomes
logical that our Magazine has to include scenarios based on Domain networks.
The first and foremost scenario has been intentionally made simple so that our readers

can understand how a Windows Domain works and how hacking works in in a Window
s domain compared to to a Windows workgroup. It also almost simulates the first interna
-l pen test I performed as an amateur ethical hacker although I changed some things to
make the scenario more interesting.
The first wireless hacking scenario was possible due to the new Alfa Wireless Adapter

I was able to buy on EMI. Wireless Hacking is one of the most interesting fields of
ethical hacking and we are already late in bringing wireless hacking into our magazine.
Although, we started one tutorial in this issue itself, it will begin to get interesting from
the next Issue when we start with the the basics of Wireless hacking.
Apart from this, this Issue also covers ghosting of a process to bypass antivirus which

happens to be the latest antivirus bypass technique. And how could we not involve the the
print nightmare vulnerability. Our readers will see how print nightmare vulnerability is
exploited to elevate privileges on a Windows 10 system.

Apart from this, all our regular features are present.

““often when an apt group receives a lot of public attention, either in
security research or politically, it goes to ground for a bit until the

heat is off,”
- kevin livelli, director threat intelligence, riskiq
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First Internal Pen Test

Hacking Windows Domain : "Scenario 1 : Domain"
Hi Hackercoolians. In our previous Issues, we have covered almost all the

hacking scenarios like target system placed behind a Router, Attacker system placed
behind a Router etc. We have also covered a scenario where we hacked into one system
behind a router and then using that system as foothold, we gained access to all other

systems in the same network.

However, all these scenarios involved a workgroup and not a domain network. We
have covered the difference between a Windows Work Group network and a Windows
Domain network in our March 2021 Issue. In the same issue, our readers have seen

how to create a Windows Active Directory Domain hacking lab.

This is our first scenario that deals with hacking the Windows domain but this is not
the last. We have planned many hacking scenarios involving Windows Domain

network. As already suggested in our teaser, we will start with the most basic hacking
scenario. For this hacking scenario, we have used Windows Server 2003 Standard as a

domain controller and Windows XP Professional SP3 as its client.

You may need to have a look at hacking lab section of March 2021 Issue in order to
know how to create this lab. To understand this scenario better, you may also need to go
through our previous issue (May 2021 Issue) to gain knowledge about spear phishing.

As stated we will start with the most basic hacking scenario which we named "Scenario
1 : Domain". In this scenario, we will first gain access to the client (windows XP SP3 )
and then to move to capture the domain controller. Windows XP SP3 doesn't have any
antivirus installed but Firewall will be turned on. The attacker System (Kali Linux)

will be connected to the client system but is not a part of the Windows domain network.

You may get doubt as to in which scenario, the Attacker system is connected to the target
network in Real world. Well, we have one scenario in Real World where the attacker
system is connected to the target network. That scenario is internal pen test scenario.

While performing an internal penetration test, ethical hacker has fore knowledge
about the target network like operating systems, services active etc. This pen test is done
to simulate the insider attack i.e the attack in which a company's employee can be the
hacker. It can also simulate another scenario in which the black hat hacker gains

control of a system in the internal network of the company.

In our scenario, however, the attacker will not have any foreknowledge about the
company's network. Also note that Windows XP SP3 we are using is not vulnerable to
ms08_067 vulnerability (we will not exploit this even if it is vulnerable). We have

chosen this scenario so that our readers can get a good understanding of how hacking
in Windows domains works. In our succeeding Issues we will harden the domain

network. There is another reason too that came into consideration. That is availability
of RAM on our system. More about that later. Now let's start with the scenario.



I was nervous even though I had no need to be. After taking my CEH certification, I joined as an
Intern in a Cyber Security company. After 6 months of waiting on the sidelines observing employ-
ees of the company performing penetration tests and vulnerability assessments, I got my first
chance to perform a penetration test.

After practicing and solving lot of capture the flags, this was my first hands on experience of a
penetration test. Of course, all this was happening under the watchful eyes of an experienced pen-
etration tester who was an employee of the company. Officially he is doing this pen test.

He gave me one advice before sitting in front of the laptop. Don't do anything that could
damage the system on the target network. Why am I nervous? I don't know. This was an Internal
pen test that should simulate what an insider could do if he goes rogue. The goal is to hack a clien
-t system in the Windows Domain network of the company and then gain control of the Domain
Controller.

The good thing was I was connected to the client system in Windows Domain but not a part of
the Windows Domain. So I started of my attacker system (Kali) and ran the tool netdiscover to
find LIVE systems on my network.

I found the IP of one LIVE system connected to the same network as my system. The IP address
was 192.168.36. 201. Next, I performed TCP connect scan with Nmap.

I found three open ports which was very usual. If this is a Windows system, there was a firewall
protecting it. Next I performed a verbose scan with Nmap to get more clarity about the services
running on these open ports.



This was a Windows system and most probably windows XP. Next, I tried Nmap with operation
system detect option.



The target operating system is either windows XP SP2 or SP3. I started Metasploit and checked
whether if the target was vulnerable to Ms 08_067 vulnerability. It was not.

After checking various options through which I could gain access to the target system, my senior
suggested spear phishing was the only way to gain initial access to the foothold system. Of course,
an insider has knowledge about email addresses of the other employees. So he set up a spear phis
-hing campaign ( explained in detail in our May 2021 Issue) that resulted in a meterpreter session
on the target.

The target is a Windows XP Service pack 3 and I got privileges of a user named Prathul on the
target. As can be seen, I am running with Limited privileges. It's time for some privilege escalation
. The hashdump and getsystem commands that worked so good on windows XP SP2 did not
work on this target.

"The only crime that has been proven is the hack.
That is the story."
- Ramon Fonseca



My senior sported a evil smile on his face after seeing me typing this commands. I got in the Shell
as if impulsively and ran some commands inadvertently.

I confirmed that this system was part of a domain using the echo%userdoamin% command.

The domain name was smallbusiness. I got back to meterpreter and tried ipconfig command to
see all the interfaces of the target system.



It was evident my nervousness was taking over me. It took some time to recover. I realized that I
need to get SYSTEM privileges on the initial foot hold system before trying to gain access on the
domain controller. So I ran the exploit_suggester module of Metasploit to find any local privilege
escalation exploits available for the target.



The Exploit suggester module suggested four exploits of which two of them could not be validate-
d. I thought it would be good to try ms14_058_track_popup_menu exploit.

The ms14_058_track_popup_menu module exploits a Null pointer Dereference
vulnerability in win32k.sys. This vulnerability can be triggered using TrackPopupMenu. The null
pointer dereference can be abused to achieve remote code execution under some special conditio
ns. Operating systems vulnerable to this include Windows XP SP3, Windows 2003 SP2, Windows
7 SP1 and Windows 2008. I load the exploit and check if the target is indeed vulnerable to this
vulnerability.



I successfully get another meterpreter session after executing the module. But this session is with
SYSTEM privileges.

Now, I can use the hashdump command.



Next thing I do is copy the dumped hashes into a file and use John to crack them.

I got passwords of 2 users : Administrator and Prathul. These two users are users on the local
system. i.e Windows XP SP3. As this pen test seems to move in a good direction now, I ran the
persistence module of Metasploit to have persistent access to the system with both privileges.





Since I have SYSTEM privileges on the Initial Foothold (client machine) now, I can pivot to the
domain controller. Pivoting is a process in which attackers move around the network after gaining
access to the initial foothold.

Metasploit has a POST module known as autoroute module that can Auto Pivot for us. We
can use that module to create a route from network 192.168.36.0 to 192.168.0.0 network in which
domain network is present. So I use that module.



Now, I can directly scan the target system (Domain Controller) from my attacker system.

The plan was to find the software version of the Windows Server and then find a vulnerability in



the Windows Server. While I was planning on this, both the meterpreter sessions closed.
Its good I created a backdoor on the initial Foothold. But now, I thought of taking any easy

route to gain access to the domain controller. This route is by capturing credentials. All the
credentials we have till now belong to a local user. Although user Prathul appears to be a domain
user or domain admin, all we have till now are his credentials on the foothold system. These cred-
entials are of no use logging into the domain controller.

I need to any how capture domain credentials. Before I go into this process, it's important
for you to understand how Windows authentication takes place. I will not go too deep into this (
as our magazine is soon going to have a detailed article on this), I will explain you about the basic
-s.

So let me tell you how Windows authentication works. As soon as you enter password on the
Windows Login UI, it starts some logon processes and the Local Security Authority (LSA) process
loads. The password you entered is converted into a hash and lsass.exe process loads the MSV_1.
0 package. MSV_1.0 is an authentication package that manages NTLM authentication.

This authentication package can be divided into two halves. The top half of the process verifies
whether the user belongs to the local system or a remote system (domain). If the user belongs to
the local system, the top half passes the hash to the second half of MSV_1.0 which verifies the has-
h with the hash in the SAM database.

If the hash doesn't belong to the local system, the top half of M S V 1.0 passes the hash to
the Windows NT Netlogon service. The Netlogon service provides secure channel for the transfer
of hash. The Netlogon service forwards this hash to the second half of MSV_1.0 process of the re-
mote computer (Domain Controller). This hash is then verified with the Active Directory Databas-
e.

As we can observe, the password hashes are stored in a database, either SAM database or
Active Directory database. Apart from this, the password hashes are also cached in the memory
of process LSASS.exe. Why?

This is for the purpose of single sign on. So that the user can be provided all the network
resources he has rights on without the need for authentication again and again. What if these hash
-es can be dumped from the system memory? Actually this can be done. Although there are man-
y tools and methods for this purpose, a tool named mimikatz is very popular. The good thing is
mimikatz can be loaded from meterpreter itself.

So I connect to my backdoor on the initial foothold and then load the kiwi extension in
meterpreter to load mimikatz.

Once mimikatz is loaded, the help command displays additional options as shown below.



These are various commands are which help in post exploitation windows environment. I will not
be using all of them. What I am looking for is to dump any credentials or hashes. First I decided
to dump the MSV hashes using the creds_msv command. This command dumps LM, NTLM and
SHA1 password hash of user "prathul".



Just when I thought I need to crack these hashes to get the password of user prathul, creds_tspkg
command gave me his password in clear text as shown below.

Mimikatz is not the only way cached passwords can be acquired. For example, Metasploit has a
POST module that dumps the Windows domain cache.

Running this POST module surprisingly revealed another user named Devansh.



I immediately put John how to crack the password hash of this new user. The domain cache store
-s the password hash in MSCASH format. As brute forcing the password hash of Devansh was tak
-ing long time, I used Dictionary cracking first. My plan was that if dictionary cracking failed to
crack this password, then I would use brute forcing. Brute forcing may take a long time. Luckily,
the password hash was cracked with the help of dictionary password attack. This is a result of usin
-g common and easily guessable passwords.

Now, I have passwords for two users on the domain. This users are Devansh and Prathul. Usually,
one of them should be a Domain Administrator. A Domain Administrator account is very power
-ful account in the Windows Domain. That is because its has all the rights (just like SYSTEM acco
-unt) on the Domain Controller.

Anybody who has access to this account can wreak havoc on the Company's network. We
need to verify if any of these accounts is a Domain Controller. My guess is that the user Devansh
must be a domain administrator as user Prathul is a local user and also domain user. But we don't
find Devansh anywhere.

However, penetration test cannot just depend I am guessing. We need proof and I have one
method to verify it. The Metasploit PSXEC module. Before we see about this module, let me expl
-ain you about PSEXEC.

PsExec is part of Microsoft’s Sysinternals suite, which are a set of tools to help system
administrators in administration of their Windows systems. It also allows for remote command exe
-cution over a named pipe with the Server Message Block (SMB) protocol on TCP port 445.

The PSEXEC module in Metasploit is a iteration of PSEXEC. Since it aids in administration,
only the user having highest privileges can use this exploit module to gain a shell on the target. A-
nother feature of this module is that if you don't know the password, you can even use the passwo
-rd hash in place of it. However, I have no need for it.

"I'm a hacker, but I'm the good kind of hackers. And I've
never been a criminal."
- Mikko Hypponen



First, I use the credentials of user "Prathul" to run this module.



But I get a "access denied" error. Next, I execute this module as user Devansh.

This time I am successful in getting a meterpreter session on the Domain Controller and that too
with SYSTEM privileges. Right away, I use the hashdump command.



Then use John to crack passwords.

We got credentials of another user.

With this, my first pen test is finished successfully.



Haserl File Download, Redis Extractor, Apache Druid Modules & more

METASPLOIT THIS MONTH
Welcome to Metasploit This Month. Let us learn about the latest exploit modules of Metasploit
and how they fare in our tests.

Haserl File Download Module

TARGET: Alpine Linux with Haserl installed TYPE: Remote
MODULE : POST ANTI-MALWARE : NA

Haserl is a tool that uses LUA script to create CGI for web servers. Normally when SETUID bit is
set to root, haserl will drop the UID to the owner of the CGI script. This module exploits the fact
that calling haserl on a file will make it not only change the effective UID but also display the
content of that file. Although most Linux distributions don't use haserl, Alpine Linux still uses it.

This is a POST exploit module and we tested this on the latest release of Alpine linux with the
latest release of haserl setup on it. Let's see how this exploit module works.

Since this is a POST module we need to get a session on the target. For this, I create a ELF
binary using msfvenom.



Note that this session is a session with limited privileges. Next, Backgroud this session and load
the post/linux/gather/haserl_read module.

By default, the module is set to download the /etc/shadow file from the target system. Set the
Meterpreter Session ID and execute the module.



As readers can see, the file is successfully downloaded.

Redis Extractor Module

TARGET: Redis > 2.8.0 TYPE: Remote MODULE : Auxiliary
ANTI-MALWARE : NA

This Auxiliary Module extracts Keys and its associated data from a Redis Instance. Even if multip
-le databases are present on the target, this module will go through each database and extract data
The only requirement is the version of Redis should be greater than 2.8.0.

We have tested this module on the latest Docker container of Redis. Let's see how this exploit
module works. First, we need to setup the docker instance of Redis as shown below.

Then we need to create a key a shown below.

The target is ready. Next, load the module.



Set the target IP and execute the module.

The key we created and its data should be successfully extracted and saved to a file as shown in
the above image.



Apache Druid CVE-2021-25646 RCE Module

TARGET: Apache Druid < 0.20.1 TYPE: Remote
MODULE : Exploit ANTI-MALWARE : NA

Apache Druid is an open-source database written in Java. Many companies including Alibaba,
Cisco, Netflix etc use this database. Apache Druid has a feature through which user supplied java
Script code can be executed. However, this feature is disabled by default. In the above-mentioned
versions of the software, attacker with credentials can send a specially crafted request that not only
enables the javaScript execution feature but also executes the supplied JavaScript code all at once.

This results in remote code execution on the target system with the privileges of apache druid
server. We have tested this module on the latest Docker container of apache druid. Let's see how
this exploit module works. First, we need to setup the docker instance of apache druid as shown
below.

The target is ready. Next, load the module.



Set the target IP and use check command to confirm the vulnerability of the target.



Set the required options and execute the module.

As readers can see, we have a successful meterpreter session.

IGEL OS RCE Module

TARGET: IGEL OS < 11.04.270, < 11.06.200 TYPE: Remote
MODULE : Exploit ANTI-MALWARE : NA



IGEL OS is a Linux-based operating system that is optimized for secure, scalable delivery of virtu-
al desktops and cloud workspaces. The above mentioned versions of IGEL OS are vulnerable to
a RCE into a system () call. This module can exploit this vulnerability only when Secure Terminal
and Secure Shadow services are enabled.

This module exploits the vulnerability to modify limits of systemd of the service targeted. This
increases payload transfer throughput and preserves service stability. We have tested this on IGEL
Os version 11.04.130. The information for setting up IGEL OS is given in our Vulnerable Lab sect
-ion of this Issue. Let' see how this exploit module works.

After the target is ready, load the exploit/linux/misc/igel_command_injection module as show
-n below.



The show targets command shows the services this module can exploit.

By default, this module will target the Secure Terminal Service. Set the target IP and use check
command to confirm the vulnerability of the target.

Set the required options and execute the module.



As readers can see, we have a successful meterpreter session with root privileges. Now, let's chang
-e the target to Secure Shadow Service and test this exploit module. Set the target to 1 and use
check command to see if the target is vulnerable.

After all the options are set, execute the module.



As readers can see, we have a successful meterpreter session with root privileges.

"Programs written using the same malicious techniques but in a new
language are not usually detected at the same rate

as those written in a more
mature language"



Process Ghosting

BYPASSING ANTIVIRUS
As soon as an executable file lands on a Windows system, the endpoint Anti Malware opens the file
for analysis. After the analysis is complete, the executable starts a process. The anti Malware detects

malicious executables in this manner. There is a small gap of time between the executable launching and the
starting of a process. What if the executable is delete pending state during this time gap? The Anti

Malware cannot scan it as the file is in delete-pending state and later attempts to scan it also fail as the file
is already deleted. However, the malicious payload gets executed without being detected.

Process Ghosting is a technique used by hackers when creating malware for Windows Operating
Systems to avoid detection by Antivirus software including the Windows Defender. This techniqu-
e takes advantage of a gap between process creation and when Antivirus software is notified of the
process creation. This gap allows the malware developers a chance to alter the executable before
it is scanned by the antivirus software.
Process Ghosting is built on three major techniques (used to evade Antivirus software detection)

used by malware developers; They are,

1. Process Herpaderping

In Process herpaderping, an existing file handle is used in order to overwrite executable with deco
-y PE. Hence it leaves a camouflaged malware on the disk which is different from the actual proce
-ss which is running.

2. Process Re-Imaging

Process Re-imaging takes advantage of a cache synchronization problem found in the Windows
OS kernel, it causes a mismatch between executable file’s path and the reported path for image
sections created from the executable. It loads a DLL at a camouflaged malware path, unloads it
and then loads it from a new path.

2. Process Doppel-ganging

In this antivirus detection evasion technique, a malware takes advantage of the Windows
Transactional NTFS mechanism. The mechanism allows applications to carry file system operatio-
ns as a single transaction which if rolled back is not visible to the underlying file system.

Now, let us see step by step guide on how to go about ghosting a process. In this tutorial we will
be using xeexe tool to generate an executable file in which we will embed a Windows payload
which we will run on the target system.Below is a quick guide on how to generate a payload using
xeexe antivirus evasion tool. (On Linux).
Get the xeexe tool from the GitHub repository.
- git clone https://github.com/persianhydra/Xeexe-TopAntivirusEvasion.git
Move to the downloaded directory
- cd Xeexe-TopAntivirusEvasion
Give the installer permission to execute and run it.
- chmod +x install.sh && ./install.sh



Give the installer permission to execute and run it.
chmod +x Xeexe.py && python3 Xeexe.py

Choose the payload you need from tcp, https, ipv6_tcp options

Set LHOST and LPORT.

Set the encryption key. (to avoid detection by common antivirus software) and just wait for the
payload to be created and embedded in an exe as shown below.

Copy the payload to a flash drive to the target system where we will be using King Hamlet tool by
IkerSaint (you can find the Download Information in our Downloads section) to perform process
ghost attack.

Initially you have to encrypt the file and after the tool is used to decrypt the file and create a
process using the process ghosting technique. The guide is as stated below. The King Hamlet tool
will automatically create a ghost process as stated below.

1. Create a file(as described above)
2. Put file to a delete-pending state using NtSetInformationFile(FileDispositionInformation)

NOTE: If you FILE_DELETE_ON_CLOSE instead will not delete the file
3. Write the payload executable to the file. The content isn’t persisted because the file is alrea-

dy delete-pending. The delete-pending state also blocks external file-open attempts.



4. Create an image section for the file.
5. Close the delete-pending handle, deleting the file.
6. Create a process using the image section.
7. Assign process arguments and environment variables.
8. Create a thread to execute in the process.

As shown below when we try to run the exe created by Xeexe without ghosting the process
initially, it is immediately flagged as a possible threat by the Windows Defender and immediately
removed.

We fire up the hamlet tool in Windows to encrypt the exe which has a payload as this will help us
evade detection. We use the below commands.King hamlet tool has two basic commands. One to
encrypt the exe having the payload [kinghamlet.exe <payload.exe><encryption key>] and another
to run the encrypted payload as a legitimate process[kinghamlet.exe <encrypted.exe.khe><encrypt
key><targetfile.exe> ]

kh.exe <sourcefile.exe> <encrypt key>



Then execute the file.

kh.exe <encrypted.khe><encryptkey><targetfile.exe>

This is to make sure the process runs as a legitimate executable. Then we run the kh.exe.

Our payload decoys itself as a Windows Problem Reporting process which is a windows core pro-
cess in the Windows Operating System. When we run the encrypted executable using king hamlet
tool the windows defender detects no current malicious activity hence the payload runs undetecte-

-d . At this stage a hacker is able to securely comm-
unicate with the victim machine without being dete-
cted. From the shell he/she can be able to launch
other attacks on the victim system.
IMPLICATIONS OF PROCESS GHOSTING
ON THE VICTIM MACHINE.
When a machine has a ghosted malware process, it
is very hard to be detected unless an update is rolle-
d out by your Antivirus company since the process
oper -ates under the radar.

It is hard to remove such a malware since it
cannot be deleted unless you use an antivirus which
is likely to be found in the paid versions of the Anti
virus.

With the right tools in hand it is easy for a
hacker to carry out the attack on the system machin
-e. i.e. Tools used to carry out the attack are freely
available on the internet.



PrintNightmare is a critical vulnerability affecting the Microsoft Windows operating systems. The
recently disclosed vulnerability is present in the print spooler service of Microsoft Windows. The
printer spooler service is used for printing services and is turned on by default. The versions of
Windows vulnerable to PrintNightmare include Windows 7 to Windows 10 and windows Server
2008 to the latest version of Windows Servers.

The PrintNightmare vulnerability has two variants : one is enabling remote code execution
(CVE-2021-34527) and the other privilege escalation (CVE-2021-1675). In this article, readers will
see a demonstration of exploiting the privilege escalation vulnerability in PrintNightmare.

For this demonstration, we will use Windows 10 version 1809. The download information of
the powershell script we used in this demo is given in our Downloads section.
In this scenario, imagine I already have access to the target machine as a user with low privileges.
Let me demonstrate it to you. The first thing I need to confirm is whether the printer spooler servi
-ce is running on the target system or not. This can be done using powershell command

Get-Service -Name "spooler".

The print spooler service is running. Now I can exploit it. Before that let me show you that I am a
user with limited privileges i.e as "user 1" with very limited privileges.

Exploiting Privilege Escalation

PrintNightmare



Next, I already downloaded the powershell script I need to exploit the printnightmare vulnerabilit
-y .So I moved to the Downloads folder where the powershell script is saved. Once I am inside
that folder, I run the command Import-Module .\<name of the script> as shown below.

Once the powershell module is imported, I can execute the script with command
Invoke-Nightmare -NewUser "<userame to create>" -NewPassword "<password for that newly
created useraccount>" DriverName "PrintMe"
This command will create a new user with administrator privileges.

In the image above, you can see the existence of new user named "hacker" which I created. Now,
let’s check the privileges of this user.



As readers can see, the new user I created belongs to the local administrators group. I reboot the
system and try to login as that user.

The exploitation is successful.



Hello readers. As already announced to you in our newsletter, I bought a new Alfa Wireless Ada-
pter and also informed you that there maybe a first wireless hacking article in our upcoming Issue.
As announced, I am bringing you our first Wi-Fi hacking tutorial.

I am so excited on buying the Alfa wireless adapter (although on EMI) that in this month's
article I decided to skip all the technical mumbo jumbo and right away getting into hacking a Wi-
Fi password. After much deliberation, I decided to start with cracking a WEP password. So let's
get straight away into cracking a WEP password.

As always my attacker machine is Kali Linux installed on VMware. So I first connect the GOD
given ALFA Wireless adapter to my laptop, make sure it is connected to the virtual machine, ope-
n a terminal in Kali Linux and type command iwconfig to make sure my wireless adapter is conn-
ected.

Then I start monitor mode on the wireless interface. Monitor mode is just like promiscuous mode
on wired interfaces. When in monitor mode, the wireless adapter sniffs on all the wireless traffic
around.

Cracking WEP Passwords

Wireless Security



I once again run the iwconfig command to have a look at the wireless interfaces to confirm monit-
or mode started on the Wireless interface.

As you can see the name of the wireless interface changed from waln0 to wlan0mon. The monitor
mode is on. To see all the traffic being observed by the wireless interface, I run the command
airodump-ng on the wireless interface.

As you can see, this shows all the wireless traffic. There are many wireless networks available but
my target is the Wi-Fi Access point I named "Hack_Me_If_You_Can". I use the same airodump-
ng to target the MAC address of target’s Access point and route all the traffic it has to a file name-
d wep_hc_crack.



In the above image, you can see the clients connected to the targeted Wi-Fi Access point. All the
traffic belonging to the Wi-Fi access point hack me if you can will be saved in the file wep_hc_cra
ck.cap. What I am looking for is the initialization vectors that are used in cracking WEP.. This init-
tialization vectors play a key role in cracking the password of this Wi-Fi access point.

How? As I already told you, I will not tell you the technical jargon of this article for now. Just
remember the more IV’s we have, the more the chances of cracking the WEP password.
Since I need more traffic to crack the WEP password fast, I can use some Jugaad to create more

traffic. A feature of aircrack-ng, aireplay-ng helps us to create more traffic. It has various methods
of creating additional traffic. One such method is ARP request replay attack. According to the
website of aircrack,

The classic ARP request replay attack is the most effective way to generate new initialization
vectors (IVs), and works very reliably. The program listens for an ARP packet then retransmits it
back to the access point. This, in turn, causes the access point to repeat the ARP packet with a ne-
w IV. The program retransmits the same ARP packet over and over. However, each ARP packet
repeated by the access point has a new IVs. It is all these new IVs which allow you to determine
the WEP key. This attack can be started as shown below.

where "-h" option is used to specify the MAC address of any client we want to use. Here is anoth-
er way in which you can start the arp replay attack.

As initialization vectors start collecting in the wep_hc_crack file, I can use aircrack to try cracking
the password. The command is aircrack-ng wep_hc_crack.cap.



If the initialization vectors are too less (in this case I have a new 20) aircrack wait for enough
initialization vectors. I continue the ARP request replay attack until traffic increases.

You can see the traffic increasing. All have to do is play the game of patience now .



After collecting almost 25000 IV’s aircrack finally cracked the WEP password. The password of
the Wi-Fi access point is 1234567899. It's a 64bit hexadecimal key. As you can see, it took me
around one hour thirty five minutes for me to crack the password.

However, cracking WEP password need not be so complex and time-consuming nowadays..
We have many tools that can do the same job automatically and also fast. Besside is one such
tool. It is available by default in Kali Linux.

All have to do is run besside as shown below.





It automatically cracks the password for us. As you can see in the above image, it cracked a 64bit
ASCII WEP key in less than 1 minute. How about 64 bit hexadecimal WEP key that’s a bit comp
-lex.

This key was cracked in 63 seconds. How long it will take to crack the same key we cracked earlie
-r with aircrack?

It took just 45 seconds to crack the password.



I generated a complex WEP key and tried again. The key was cracked in around 15 minutes as
shown below.

Here's the WEP key I set.

That's all in Wireless Security in this Issue.

Follow Hackercool Magazine For Latest Updates
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A major journalistic investigation has found evid
-ence of malicious software being used by gover-
nments around the world, including allegations
of spying on prominent individuals.

From a list of more 50,000 phone numbers,
journalists identified more than 1,000 people in
50 countries reportedly under surveillance using
the Pegasus spyware. The software was develop-
ed by the Israeli company NSO Group and sold
to government clients.

Among the reported
targets of the spyware
are journalists, politicians, gove-
rnment officials, chief
executives and human
rights activists.

Reports thus far allude to a surveillance
effort reminiscent of an Orwellian nightmare, in
which the spyware can capture keystrokes, inter-
cept communications, track the device and use
the camera and microphone to spy on the user.

The Pegasus spyware can infect the phones of vi
-ctims through a variety of mechanisms. Some a-
pproaches may involve an SMS or iMessage that
provides a link to a website. If clicked, this link
delivers malicious software that compromises
the device.

Others use the more concerning “zero-click”
attack where vulnerabilities in the iMessage servi
-ce in iPhones allows for infection by simply rece
-iving a message, and no user interaction is requi

-red.
The aim is to seize full control of the mobile dev
-ice’s operating system, either by rooting (on
Android devices) or jailbreaking (on Apple iOS
devices).

Usually, rooting on an Android device is
done by the user to install applications and gam-
es from non-supported app stores, or re-enable a
functionality that was disabled by the manufactu
-rer.

Similarly, a jailbreak can be deployed on
Apple devices to allow the installation of apps n-
ot available on the Apple App Store, or to unloc
-k the phone for use on alternative cellular netw-
orks. Many jailbreak approaches require the
phone to be connected to a computer each time
it’s turned on (referred to as a “tethered
jailbreak”).

Rooting and jailbreaking both remove the
security controls embedded in Android or iOS

operating systems.
They are typically a
combination of config-

uration changes and a “hack”
of core elements of the

operating system to run modified code.
In the case of spyware, once a device is

unlocked, the perpetrator can deploy further
software to secure remote access to the device’s
data and functions. This user is likely to remain
completely unaware.

Most media reports on Pegasus relate to the
compromise of Apple devices. The spyware infe
-cts Android devices too, but isn’t as effective as
it relies on a rooting technique that isn’t 100%
reliable. When the initial infection attempt fails,
the spyware supposedly prompts the user to gra-
nt relevant permissions so it can be deployed
effectively.

Apple devices are generally considered more se-
cure than their Android equivalents, but neither
type of device is 100% secure.

How does the Pegasus spyware work, and is my phone at risk?

Online Security

"The Pegasus spyware can infect the phones
of victims through a variety of mechanisms.

Some approaches may involve
an SMS or iMessage that provides a link to

a website."



Apple applies a high level of control to the code
of its operating system, as well as apps offered
through its app store. This creates a closed-syste-
m often referred to as “security by obscurity”.

Apple also exercises complete control over
when updates are rolled out, which are then qui-
ckly adopted by users.

Apple devices are frequently updated to the
latest iOS version via automatic patch installatio-
n. This helps improve security and also increase-
s the value of finding a workable compromise to
the latest iOS version, as the new one will be us-
ed on a large proportion of devices globally.

On the other hand, Android devices are
based on open-source concepts, so hardware ma
-nufacturers can adapt the operating system to a-
dd additional features or optimise performance.
We typically see a large number of Android dev
-ices running a variety of versions — inevitably
resulting in some unpatched and insecure device
-s (which is advantageous
for cybercriminals).

On the other hand, Android devices
are based on open-source concepts, so hardware
manufacturers can adapt the operating system to
add additional features or optimise performance
. We typically see a large number of Android de
-vices running a variety of versions — inevitably
resulting in some unpatched and insecure device
-s (which is advantageous for cybercriminals).

While the leak of more than 50,000 allegedly mo
-nitored phone numbers seems like a lot, it’s unli
-kely the Pegasus spyware has been used to mon
-itor anyone who isn’t publicly prominent or poli
-tically active.

It is in the very nature of spyware to remain
covert and undetected on a device. That said,
there are mechanisms in place to show whether
your device has been compromised.

The (relatively) easy way to determine this is
to use the Amnesty International Mobile Verific-
ation Toolkit (MVT). This tool can run under eit
-her Linux or MacOS and can examine the files
and configuration of your mobile device by anal
-ysing a backup taken from the phone.

While the analysis won’t confirm or disprove

whether a device is compromised, it detects
“indicators of compromise” which can provide
evidence of infection.

In particular, the tool can detect the presen
-ce of specific software (processes) running on th
-e device, as well as a range of domains used as
part of the global infrastructure supporting a spy
ware network.

Unfortunately there is no current solution for the
zero-click attack. There are, however, simple ste-
ps you can take to minimise your potential expo-
sure — not only to Pegasus but to other maliciou-
s attacks too.
1) Only open links from known and trusted con
-tacts and sources when using your device.
Pegasus is deployed to Apple devices through a
-n iMessage link. And this is the same technique
used by many cyber crimi -nals for both malwar-

e distribution and less tech-
nical scams. The same ad-
vice applies to links sent

via email or other messaging applications.
2) Make sure your device is updated with any r-
elevant patches and upgrades. While having a st
-andardised version of an operating system creat-
es a stable base for attackers to target, it’s still yo
-ur best defence.

If you use Android, don’t rely on notifications
for new versions of the operating system. Check
for the latest version yourself, as your device’s
manufacturer may not be providing updates.
3) Although it may sound obvious, you should

limit physical access to your phone. Do this by
enabling pin, finger or face-locking on the devic-
e. The eSafety Commissioner’s website has a ran
-ge of videos explaining how to configure your
device securely.
4) Avoid public and free WiFi services (includi

ng hotels), especially when accessing sensitive in
-formation. The use of a VPN is a good solution
when you need to use such networks.
5) Encrypt your device data and enable remote

-wipe features where available. If your device is
lost or stolen, you will have some reassurance
your data can remain safe.

"It is in the very nature of spyware to
remain covert and undetected on a device. "



Q : What is a zero click attack?
A : A : Zero click attack is an hacking attack whi
-ch does not require any user interaction for the
device to get hacked. For example, take Pegasus
spyware, the spyware created by NSO Group, a-
n Israeli Cybersecurity firm. This spyware infects
your phone through Whatsapp without you nee-
ding to perform any action like clicking a link or
or visiting a website.

This is considered a dangerous attack
because normal cyber security practices you use
for safeguarding yourself will not protect you at

all.
Q : How do I use Kali Linux Metasploi
-t to exploit Kali Linux?
A : Just like your use kali Linux metasploit to
exploit other devices. Just find any vulnerability
in Kali Linux, check out if it has any metasploit
module and use it to exploit Kali Linux.

Answers to some questions related to hacking our readers ask

Hacking Q & A

Send all your questions
to

editor@
hackercoolmagazine.com

DOWNLOADS

1. Haserl :
https://sourceforge.net/projects/haserl/files/

2. IGEL OS :
https://www.igel.com/software-downloads/workspace-edition/

3. Alpine Linux :
https://alpinelinux.org/downloads

4. PrintNightMare LPE Powershell Script :
https://github.com/calebstewart/CVE-2021-1675

5. Xeexe - Top Antivirus Evasion :
https://github.com/persianhydra/Xeexe-TopAntivirusEvasion

6. KingHamlet Tool :
https://github.com/IkerSaint/KingHamlet


