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| can do all things through Christ who strengtheneth me.
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Editor's Note

Hello Readers, Thank you for buying or subscribing to
this magazine. We are very delighted to release the seco
-nd issue of first edition of Hackercool magazine.

Let me infroduce myself. My name is Kalyan
Chakravarthi Chinta and | am a passionate cyber securi-
ty researcher (or whatever you want to call it). | am also
a freelance cyber security trainer and an avid blogger. But still let me make it v
-ery clear that | don't consider myself an expert in this field and see myself as a
script kiddie.

Notwithstanding this, | have my own blog on hacking, hackercool.com.
This blog has a dedicated Facebook page and Youtube channel with name
"Kanishkashowto”. | also developed a vulnerable web application for practice
"Vulnerawa" to practice website security.

This magazine is intended to deal with real world hacking, hacking as clos
-e to reality as possible, both black hat and white hat. | am hopeful this magazi-
ne will be helpful not only to the beginners who want to come into field of cyber
security but also experts in this field. This magazine is also helpful to people wh
-0 want to keep themselves safe from the malicious hackers. The main focus of
this magazine is dealing with hacking in real world scenarios. i.e hacking with
antivirus and firewall ON. My opinion is that we cannot improve security consci-
ousness in users until we teach them the real world hacking.

In this issue, we are starting a new section named Online Safety. This secti
-on deals with how common users can ensure security of their online presence.
The magazine is going through some minor rejig. So Forensics is not included
in this issue. The highlight of this magazine is the Metasploitable Tutorials secti
on, which explains how enumeration can be performed on a remote machine wi
-th SMB service enabled.

This magazine is available for subscription on Magzter and Gumroad and
more recently at Playster. It is also available for sale on Kindle store,24symbol-
S, iIBooks, nook, kobo, Pagefoundry and Scribd. If you have any queries regard
ing this magazine or want a specific topic please send them to our mail address
qga@hackercool.com and please don't forget to like our Facebook page
"Hackercool”. Until the next issue, Good Bye.
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FIRST CHANGE THESE PASSWORDS

ONLINE SAFETY

123456 123456789 admin starwars hello
Password letmein welcome 123123 freedom
12345678 1234567 monkey dragon whatever

qwerty football login password gazwsx

12345 iloveyou abc123 master trustno1

These include some popular names like Equif
-ax, Verizon, Chipotle,SEC, Forever 21, Jobli-
nk Alliance and Deloitte etc.

The sad fact is "123456" has been retaini
-ng the top spot in the worst passwords for co
-nsecutive years.Similarly "password" has be-
en retaining the second spot in the same list
for consecutive years. These passwords are t
-he first ones to be tried by hackers if they us-
e password guessing. "abc123" is one such

The above table shows the most common
passwords used by internet users in the year
2017. See if any of your online accounts con-
sists of a password from the above given tabl-
e.

If it is there, just stop reading this magazine
and just change it to a strong password now.
Yes you read that right. Just do it now. A stro-
ng password is a combination of both letters,

numbers and symbols or special characters o d which b d
-r symbols. This makes it hard for hackers to common passwo;”yw ch can be guessed ea-

crack your credentials and getWhat makes | observe the above given tabl-

access to your account.
No m t)t/ r how stronaer th fi- h m ? e again, easily guessable numbers
© matier Now stonger fe seed u an: "123" form atleast six common pas-

t t f th th
y posture of the company is or the words. "admin" and "hello" a

[} )
advanced their firewalls, IDS We jUSt Can t be te other common passwor-

or IPS are, humans have / d s which have baon ma
always been the weakestS / (p dy p ro ra m me _ _ _
link. Year and year they have prdv in an gl . *-king the list consecutiv-
-d how foolish they are. 1ely or%c])me years. . I

No matter how many times users are w ere are some recently popular pass-

arned against usage of weak passwords, they \évqrds like st:ra]rv;/{ars .an\c: trrl: stno1h, tflwg Iat:(ir
still persist. This cleary shows the lackadaisic- €ing somewhat Ironic. Yeah we should not ir

al stature given to cyber security by users. -ust no one and that includes our password al

Weak passwords are passwords that a ~S0.
-re short, use only one type of characters eith-
er letters, numbers or easily guessable comm
-on words in human life.

Every year, SplashData which makes
pa -ssword manager publishes its annual list
of t- he worst passwords of the year. The list
is cre -ated by observing data from more than
five million passwords leaked by hackers in
2017. If you have been following our magazin
-e, 2017 saw a lot of massive data breaches.

There are some recently popular pass-
words like "starwars" and "trustno1", the latter
being somewhat ironic. Yeah we should not tr
-ust no one and that includes our password al
-S0.

We hope that atleast year 2018 will bring
some awareness among computer users abo-
ut the necessity for a strong and complex pas
-sword which may make it more difficult to the
bad guys to hack into.



SET UP WORDPRESS PEN TESTING LAB IN UBUNTU 16

INSTALLIT

In our eternal journey of learning hacking and penetration testing, we need to install or set up
so many software and labs. In our last issue we learnt how to set up XAMPP web server in U
-buntu 16. In this issue, we will learn how to set up a Wordpress website for pen testing. We
will set this up in the XAMPPP server we installed in the last issue.

What is Wordpress? WordPress is a free and open-source content management syste
-m (CMS) based on PHP and MySQL. We have learnt in very detail as to what is a CMS in th
-e Hackercool Oct 2016 issue. Wordpress is a very popular CMS not only because it is free b
-ut also because the ease with which a website can be set up using it. Its plugins and themes
give it extended functionality without much hassle. But popularity has its own disadvantages
in cyber security domain. It becomes the target of hackers much more.

Now let us get to the installation part quickly. On the Ubuntu 16 system, open a
brows-er and download the latest version of Wordpress.

Download WordPres: ozllla Firefox T 3 &) 12EAM L3

oy
\%Y) WORDPRESS.ORG

Thermes  Plugins  Mobile  Support  Gethvolved  About  Blog  Hosting Download WordPress

Download Word

You have chosen to open:

s wordpress-4.59.1.zlp

S Dmeionc the la which is: Zip archive (3.9 m8)
e from the | =

From: https://wordpress.org

: "' What should Firefox do with this file?
nstall of

Openwith  Archive Manager (default) - Release Natification
We've gt a b,

Whalts © saveFile
Nith our

v

Do this automatically For files like this from now on.

the most wu wwywnn wmng.

EELEL IR

Looking for a Mabile App?
ou ca r yaur mobile

Get a Mobile App

Once the download is finished, open a terminal and navigate to the "Downloads" directory as
shown below. Change the permissions of the Wordpress zip file as shown below. chmod
755

gives it execute permissions on the zip file.

useri@u
useri@ubuntu

mpp-linux-5.6.23-0-installer.run
useri@ubuntu: =S chmod 755 wordpress-4.9.1.zip
useri@ubuntu:~ S 1s
wordpress-4.9.1. mpp-linux-5.6.23-0-installer.run

Once we get execute permissions on the zip file, unzip the contents of the zip file using the



useri@ubuntu:~/Down $ unzip wordpress-4.9.1.zip
Archive: wordpress-4.9.1.zip

creating: wordpress/

inflating: wordpress/wp-settings.php

inflating: wordpress/wp-cron.php

inflating: wordpress/wp-comments-post.php
inflating: wordpress/wp-activate.php

creating: wordpress/wp-admin/
inflating: wordpress/wp-admin/link-parse-opml.php
creating: wordpress/wp-admin/is/

Once the unzipping process is over, we will have a new folder named "wordpress" in the sam
-e directory.

inflating: wordpress/wp-includes/Text/Diff/Engine/xdiff.php
inflating: wordpress/wp-includes/Text/Diff/Engine/shell.php
creating: wordpress/wp-includes/Text/Diff/Renderer/
inflating: wordpress/wp-includes/Text/Diff/Renderer/inline.php
inflating: wordpress/wp-includes/Text/Diff/Renderer.php
inflating: wordpress/wp-includes/Text/Diff.php
inflating: wordpress/wp-includes/class-wp-hook.php
inflating: wordpress/wp-includes/rest-api.php
inflating: wordpress/wp-includes/update.php
inflating: wordpress/wp-includes/comment.php
inflating: wordpress/wp-includes/class-wp-text-diff-renderer-table.php
inflating: wordpress}wp config-sample.php
\.JS 1s
wordpress 4.9.1.zip xampp-linux-5.6.23-0-installer.run

Now its time to move the "wordpress" folder into the root directory of the XAMPP server. This
will be /opt/lampp/htdocs folder. Since it is a folder, we need to use "-r" recursive option with
the cp command to successfully copy it. You need to be a root user for doing this. So sudo c-
ommand is required. Enter the sudo password for.

Navigate to the /opt/lampp/htdocs directory and do an "Is" to check if the wordpress fol
der is successfully copied.

userl@ubuntu:~/D ds$ sudo cp -r wordpress Jopt/lampp/htdocs
[sudo] password for useri:

useri@ubuntu:~/Doy $ cd Jopt/lampp/htdocs

useri@ubuntu E td S ls

applications.html ashboar img

bitnami.css i index.php

useri@ubuntu: /opt/lampn/htdocsS

Now start the XAMPP server using the sudo /opt/lampp/lampp start command as shown b-
elow. The XAMPP server has successfully started.

userl@ubuntu: jc

userl@ubuntu: fc ht sudo fopt/lampp/lampp start
Starting XAMP for L1nu 5.6.23-8...

XAMPP: Starting Apache...ok.

XAMPP: Starting MysQL...ok.
XAMPP: Starting ProFTPD
useril@ubuntu: L I

Before installing Wordpress, we need a database for the Wordpress installation. Let's create
it. This can be created from the phpmyadmin of the web server. We have learnt about
PHPm- yadmin in the last issue. Open a browser and go to http://localhost/phpmyadmin.
You will s -ee all the databases installed on the web server as shown below. Click on "New"
to create a new database.



localhost f localhost | phpMyAdmin 4.5.2 -

i localhost f locathes... +

Iscalhast,

Mozilla Flrefox

M ' Sarvor: focalhost
phpMyAdmin & <
29 ' @ Databases || SOL § Status User accounts  — Export = Import Settings Replication ¥ More
Recant Favorites
™
s |E 1 b
4 New
[ = l 2 o " * Server: Localhost via UNIX socket
5 r nection ation i
T_ information_s 8 @ Server connection collatio i imbd_unicode ¢l j - Server type: ManaDg
T mysql » Server version: 10.1.13-MariaDB - Source distribution
4. performance_schema « Protocol version: 10
4o phpmyadmin ] + Usar: root@localhost
i st - * Server charset: UTF8 Unicode (utfa)

& Language ga: | English :{
& Theme: | pmahomme +| j
/2.4,18 (Unix) OpenSSL1.0.2h PHP/S. 6,23
+ Fontsize:  @2% o 2.0.8-dev Perliv5.16.3

« Database client version; libmysgl - mysgind
S.0.11-dev - 20120501 - §id
TBbORLZA506612da55 2hda1fcadcecdSbac HaTa §

* PHP extension: mysqgli &

* PHP version; 56,23

Mare seltings

]

« Version information: 4.5.2. latest stable version: £.7.6

* Documentation

* Wiki

» Official Homepage
= » Contribute

« Gat suppart
- | mConsole = List of changes

Give a name to the database, preferably "Wordpress". Then click on "Create".
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Once the database is successfully created, it's time to install Wordpress. Open a browser an-
d browse to "http://localhost/wordpress" and you should see the Wordpress installation wizar-
d as shown below. Click on "Let's Go".

WordPress » Setup Configuration File - Mozilla Firefox

WordPress » Setup Con... *

& O Iacathast 1= | 4 e & O =

————

W,

welcome to wordPress. Before getting started, we need some Information on the database. You will need to
know the following items before proceeding.

1. Database name

2. Database usemname

3. Database password

4. Database host

5. Table prefix (if you want to ren more than one WordPress in a single database)

we're going to use thisinformation to create awp-conf g, php file. If for any reason this sutomatic File
creation dossn't work, don't worry. All this does s Fill In the database Information to a configuration file.
You may alse simply epen wp-config-semple. php in a text editor, Fillin your infermation, and save it as
wp-config. php Need more help? We ged 1L

In all likelihood, Lhese items were supplied bo you by your Web Host, IF you don't have this information, then
you will need to contact them before you can continue. If you're all ready..

< —

MDD Jﬂ]@,

Enter the database connection settings as shown below. Our database name is "wordpress".
Enter the database credentials as shown below. If you have followed the guide given in the la
-stissue, the username is "root" and the password is blank. Click on Submit.

WordPress » Setup Configuration File - Mozilla Firefox

WordPress » Setup Con... ®

& 0 lacathase, o |4 T E + O =

W,

Below you should enter your database connection detalls. if you're not sure about these, contact your host

Database Name The name of the database you want (o use

wordpress
v with WordPress
Username . Your database usermame.
Password Your database patsword,
ehoul et ERis infio from your
Database Host localhost You chould be able to get .hl;_rfn TOMm you
web hoat, if Localhost doesn't work,
Table Prefix wp I you want to run multiple WordPress
= installations in a single database, change
this

AsD=oDoJdne

As soon as you submit this information, you may sometimes get the error as shown below. It
displays that the system is unable to write to a file named "wp-config.php". Wp-config is the c
-onfiguration file of Wordpress which contains information about the database, including nam
-e, host (typically localhost), username, and password. This information allows WordPress to
communicate with the database to store and retrieve data (e.g. Posts, Users, Settings, etc).
The file is also useful in configuring advanced options for WordPress.

This file is not present in the Wordpress installation files. In its place. wp-config-sample



file is given. Either we can rename this file or

‘WordPress » Setup Configuration File - Mozilla Firefox

WordPress » Setup Con.

€

Iscalhast

EELTTITIEETE

UELUgY Ry,

visit the Codex.

require once(ABSPATH .

After you've done that, click “Run the installation.”

R

sorry. but | can't write the wp-config. php file.

You can create the wp- config. php fle manu

* @link https://codex.wordpress.org/Debugging in WordPress

i 5
define( ‘WP DEBUG', false);
/* That's all, stop editing! Happy blogging. */
/** Absolute path to the WordPress directory. */
if [ !defined('ABSPATH') )

define{ 'ABSPATH',6 dirname(_ FILE ) . '/'):
/** Sets up WordPress vars and included files, */

‘wp-settings.php'l;

create a new file.

Ty 3 4 vaoam

TEe & O

&

parste the following text into It

Let us create a new file for this scenario. Copy the above text.Open the terminal and move to
the wordpress direct -ory as shown below. Do an "Is" to make sure that wp-config file is not
present.Use any text editor to create a file named "wp-config.php" as shown below.Here | am

using gedit text editor.

useri@ubuntu
index.php
license.txt
readme.html
wp-activate.

ﬂp-bibg-header.php
wp-comments-post.php
wp-config-sample.php

} wp-cron.php
useri@ubunt | / -

wp-links-opml.php
wp-load.php
wp-login.php
wp-mail.php

S sudo gedit wp-config.php

wp-settings.php
wp-signup.php
wp-trackback. php
xmlrpc.php

A text file opens as shown below. Now paste the copied text into this file and save it.

Open ~

* Authentication Unique Keys and Salts.
*

* Change these to different unique phrases!
* You can generate these using the {@link https:

api.wordpress.orqg/secret-key/1.1/salt

WordPress.org secret-key service}
* You can change these at any point in time to i
all users to have to log in again.

*

* @since 2.6.0
*

define( 'AUTH_KEY',

define( ' SECURE_AUTH_KEY',
define( ' LOGGED_IN_KEY",
define('NONCE_KEY',
define('AUTH_SALT',
define( ' SECURE_AUTH_SALT',
define( 'LOGGED_IN_SALT',
define( 'NONCE_SALT',

"{Y*eNb9oT7x ExvB-X2_2#

/**4R-*/

%

* WordPress Database Table prefix.
*

= ¥

Stable_prefix
/%

"wp_

For developers: WordPress debugging mode.

in their development environments.

ok ok % %

For information on other constants that can be

'c;,Zxda¥Yo]yShTkQ*A.7YQ7d(h,0>8EF~PF5kHqK3014miGM ! w7SMpLls[ZNG+=_(");
"FON.[C]3[nw(*3jOL~-Q)V5DmmwkU9( [o{G]| "*|n/C(,57x;c]ENv?cIBGg]]z .AV");
'_66x<lCm y_B&!7fv?.db~~"Lu?B" G2<Kme~bPgR)oHmTL7BsfP_+2?g{AOmEOAm');
'06helh?T5P{y3is]| ]+>N<C*,U9Dog Jme~MhF7@5~%alm@R[ J6eL "@$0a3~_D?5yV');
"Yv}9YXmXYCnWO; 1% .CB7m}2=YgyE~2aQvnTLB[ YkhUtcIk&OykC|cpsm<%tg@I%|');
"MM=>D">,9NsFYz|I.LP&FnTp(Lo~ VU2_oc 7=UhfM7Xwy:@v;C/9kA;c}.n8jr>");
'"FlucD*RZKqHa#?1D]7L2k2| {(*]bb@b@-6d3Anur*f>KV*F7; tDm#ChGoOvvM~vi');

* You can have multiple installations in one database if you give each
* a unique prefix. Only numbers, letters, and underscores please!
*

Change this to true to enable the display of notices during development.
It is strongly recommended that plugin and theme developers use WP_DEBUG

nvalidate all existing cookies. This will force

55xaT,;4.Ri<s6_oRa<GRz]HhSXnK!IOeGHtHBYP}/5');

used for debugging,

PHP v TabWidth:8 ~ Ln 57, Col1 INS




A file named wp-config.php should be created. Do an "Is" to confirm it.

userl@ubuntu: /opt; PI =5 1s

index.php wp-blog-header.php wp-cron.php wp-mail.php
license. txt wp-comments-post.php -1 udes wp-settings.php
readme.html wp-config.php wp-links-opml.php wp-signup.php

wp-activate.php wp-config-sample.php wp-load.php wp-trackback.php
} wp—iogin.php xmLlrpc.php
S

serl@ubuntu:

The file is created. Now let us continue with the installation. Go to the browser and click on
"Run Installation" as shown below.

‘WordPress » Setup Configuration File - Mozilla Firefox

WordPress » Setup Con... =

& 0 lacathast o |14 T8 $ ¥ B =

Sormy, but | can't write the wp-config. php file.

You can create the wp- config. php file manually and paste the following text into it

UELy Y LY

4
* visit the Codex.
* @link https://codex.wordpress.org/Debugging in WordPress
i 5
define( ‘WP DEBUG', false);
/* That's all, stop editing! Happy blogging. */
/** Absolute path to the WordPress directory. */
if [ !defined('ABSPATH') )
define{ 'ABSPATH',6 dirname( FILE ) . '/"};:

/** Sets up WordPress vars and included files, */
require once(ABSPATH . 'wp-settings.php’);

EEEFELIERDE

After you've done thak, elick “Run the installation.”

The installation process continues as shown below.

WordPress » Installation - Mozilla Firefox A 1 o) 1A5AM L)

WordPress »Installation x

& 0 lacathast o |14 T8 $ ¥ B =
W

Welcome

welcome to the famous five-minute WordPress Installation processt Just fill In the information below and
wou'll e an your way to using the mest extendable and powerful persanal publishing platform in the world.

Information needed

Please provide the fallowing Information, Don't warry, you can atways change these settings later.

EEEFELIERDE

site Title
Username
m m = . sndenic ——
Password d*VWkS*adyavADUTIK o hade
strong
Important: You will need thes prssword Lo log n. Please store it in 4 secure location

L2 Your Emall
- Duusieches —_— -

Fill up the required fields. Give your site title, username, password and email address. | have
given the sitetitle as "wordpresstestsite1", username as "admin" and password as "admin" to-
o. | have deliberately given a weak password. Click on "Install Wordpress".



WordPress » installation - Mazills Firefox

wordpPress sinstallation  x

€ 1C loalhost : e TE + @ =

Wielcome to the famous five-minute WordPress installation procesat Just 1l in the information below and
yeulTl be o your way Lo wting the mest extencuble and powerful pericnal publishing platform in the werd

Information needed

Please provide the followin ativn. DOnT WoITY, you €an stways chinge these settings lites

St Title wordpresstestaiter
Username admin
Password T o Hide
Very weak |
Important: oy will serd this paword 1o log in. Plasse dtote i in o eors locition

R Pt & canfirm use of weak passwond

EREEEEEEELIE

Your Emal mingwordpresstestsiter.com
Search Engine iscourage sean
Visibiliey Discoutage search

{}

The installation process is very fast and completes as shown below. Click on "Login".

WordPress » installation - Mazills Firefox

wordpPress sinstallation  x

€ 1C loalhost : e TEe + 0

WordPress database error: [Got emce thisversion of PCRE is complled without UTF suppert at offset 0’ fram

regess]
DELETE FROM wp_options WHERE option name REGEXP ““rss_[0-9a-7]{32}( ts)7$
Success!

\WoedPress has been installed. Thask you, and enjoyt

Username admin
Passward Your chosen poasword.
Login

EREEEEEEELIE

You will be taken to the Login screen of you website as shown below. Enter the credentials y-
ou set and click on "Login".

Log In + wordpresstestsitel — WordPress - Mozilla Firefox f 0wl taTAM

€ Dashboard iwordp.., » YB3

€ 0.FC localhost x |19 Te + A @ =

EREELELEEERLE

Sl T ansferring data from localhost




You should see a dashboard as shown below.

Dashboard «wordpres... = {og

ey localhost

B o B
L Dashboard
Home
é Welcome to WordPress! Dy
ou started
a Get Started MNext Steps More Actions
é [E' write your first blog post E Manage widgets or menus
+ Add an About page B Turncomments on or off
=
= or, change your theme camatetely B viewyour site = Lean more about getting
A
E AtaGlance - Quick Draft
0 & 1Pour W 1Page
WordPress Events and News
B 1 Comment
l WordPress 49,1 running Twenty Seventeen theme Attend an upcoming event near you. g
ou at the moment. would you like to organize

Activity N

The Manth in WardPrets: Novembe: 2017

Recently Published

" WPTavern: WordCam L g All Sessiona for Free
Mello world!

L

Recent Comments

Congrats, you have successfully installed Wordpress pen testing lab.

/

end all
your questions
regarding
hacking to
ga@hackercool.com




HEATHROW AIRPORT DATA BREACH

HACK OF THE MONTH

We have seen data breaches which occurred

due to insecure passwords, vulnerabilities in p
-rograms and patches not applied but this dat-

a breach is a unique one. It did not involve an
-y hacker and in fact the breach did not even
happen through online means.

This breach happened in Heathrow Interna
-tional Airport which is located in London, Unit
-ed Kingdom. It is considered Britain's busiest
airport.

What?
Around 2.5 GB of data containing 76 folders b
-elonging to the Heathrow Airport got
leaked.T -his files contained sensitive details
like the se -curity planning
for the airport,
documents outli- ning
routes and safegu- ards
not only for the Q-ueen

In a London street, around
10 miles from the Heathrow investigation into the
airport, a man found a USB

-he sensitive data it contained.

Impact?
If you have seen the content that got leaked,t
-he impact of this breach would be obvious to
you. The British authorities are very lucky that
this drive didn't fall into wrong hands.

If any terrorist organization got hold of t-
he data in this USB drive, it would have used i
-t for various terrorist incidents.It would also a
-llow for espionage which can be further used
for nefarious purposes. IT would have easily ¢
-ompromised aviation security of the country.

Aftermath

The authorities of Heathrow
airport have laun-ched
an internal

data br- each. The
guy who foun -d the

of England but als -o for : USB drive is hel -pin
foreign dignitaries and drive. detectives in the P
top politicians. investigation.

If this was not enough, it also included
maps showing the location of the CCTV
cameras, various escape routes, ul -trasound
detectio -n system for protective per -imeter
fence and r -unways and last but not I- east
details on how to access each and every area
of the airport.

How?

In a London street, around 10 miles from
Heathrow airport, a man found a USB drive. J
-ust like any curious person, he connected to
a system to view its contents. On seeing the s
-ecurity implications that can result from the d
-ata it contains, his local librarian suggested h
-im to pass it on to a newspaper. This is how
the word came out.

Who??

Although it looks like someone hacked into th-
e airport's network and copied the data into th
-e USB drive, it's most probable some airport
official lost the USB drive. This airport official
definitely had Top Level clearance to access t

The investigation is fo cussing as to how the
data has been copied i -nto the USB drive
and if t -his data has been accessed by
anyone else.
This could jeopardize the avaition security of
Heathrow airport.

The airport authorities announced that th
-ey have reviewed the security of the airport
to make sure that the airport is still secure fro-
m any dangers this breach could pose.

Lessons To Be Learnt?

This breach teaches us that it may not be alw
-ays hackers who may pose dangers to an or-
ganization's security. It may also be insiders e
-ither voluntarily or involuntarily. This case rev
-eals lack of training on the part of one of the
employees in maintaining basic cyber security
practice. This issue especially become more
serious concerning the operations that happe-
n at Heathrow Airport.

Another issue is lack of encryption on the
USB drive. Encryption would have averted a-



UBER DATA BREACH

HACKSTORY

We are used to hearing about a lot of data br
-eaches nowadays.Data breaches are in itself
dangerous, but there is something worse than
the data breach itself. It is the company hiding
details about a data breach from its own custo
-mers.

The case of UBER data breach is exact
-ly like this. Who doesn't know Uber nowaday-
s? It is a popular car-for-rent service which ha
-s won hearts of many a customers with its ch
-eap prices and customer friendly services. M-
any of my friends use the Uber app for their tr-
avel nowadays. It has also recently created a
split fare service to make it more popular.

Don't let the love of their service blind y
-ou from the data breac Worse Sti//,
-h it experienced and th
-e dangerous way it ha
-ndled it. Actually its po
-pularity makes its data
breach more serious. B
-ecause in this case, Ub-
er is guilty in not only cheating its customers b
-ut also the drivers which work for it.

When Dara Khosrowshahi became the
CEO of UBER, he revealed one of the shocki-
ng news on the company's blog. He revealed
that the user data of around 57 million UBER
customers all around the world and data belo-
nging to around 6,00,000 UBER drivers in the
US were breached by two hackers. This hack
happened way back in October 2016 and inst-
ead of reporting it, the company covered it up
from not only from regulators but also from its
own customers.

Worse still, they paid of ransom of arou-
nd $1,00,000 as demanded by hackers to era-
se the information they accessed. The hacker
-s allegedly were made to sign a Non Disclos-
ure Agreement before being paid the ransom.

The newly appointed CEO only knew a
bout the breach and its response after he bec-
ame a CEO and he wanted to make it clean.

ransom of aroun
as demanded by hackers to
erase the information the
accessed by hacking into the
company .

He also said that the people who responded t-
o the breach were no longer working with the
company.

What did the breached data consist of? It
included names,email addresses and phone n
-umbers of over 57 million Uber riders around
the world and the personal information of abo-
ut six million drivers along with their driver's lic
-ense numbers. However Social Security num
-bers,credit card information or trip details we-
re not accessed.

But how did hackers get hold of this da
-ta in the first place? This all started at Github,
the software repository where developers host
and share their code for review.The two hack-

the aid a ers got access to one of
dy 1°00.000 the Uber developer's p
kor rivate account. This wa

-s used to steal the dat

-a from Uber's servers.

As already revealed, a-
bove, this incident happ-
ened on October of 2016.

News reports suggest that one of the h-
ackers is a 20 year man from Florida although
Uber refused to give any further details on his
identity. It has also argued that this amount w-
as paid as a bug bounty reward. Agreed that
Uber has a valid bug bounty program with Ha-
ckerone, its highly unlikely that such a huge a-
mount would be paid as a bug bounty reward.

By not revealing the data breach to reg
-ulators and public and by paying out hackers
who stole the data,Uber has committed two m
-ajor mistakes in the cyber security industry.

There are already lawsuits on Uber for
its lackadasical approach on user data and its
response to the data breach. Many of the Ube
-r drivers are in the wild as to the leakage of t-
heir data in public. But this experience of Uber
data breach leaves all common users in a rath
-er precarious situation. Can we trust anyone
with our data?



Wp-mobile-detector upload, Mako server 2.5 injection modules and more

METASPLOIT THIS MONTH

Hello aspiring hackers. Welcome to Metasploit This Month. Let's learn about some new
mod -ules of Metasploit.

Wp-mobile-detector upload and execute Module

WordPress is a free and open-source content management system (CMS) based on PHP an
-d MySQL. It is very popular not only for the ease with which a website can be set up using it,
but also how simply multiple plugins and themes can be added in it to give extended function
ality without much hassle. But these plugins can pose a high security risk if not properly code
-d.

One such plugin is wordpress Mobile Detector. This plugin is used to display content on Wo
-rdPress sites in a format suitable for phones and tablet devices.This plugin is used mostly b-
y business users. Version 3.5 of this plugin is affected with file upload vulnerability. A hacker
can upload malicious arbitrary files and execute them. Let's see how this works.

Load the module and check the options it requires.

The options it requires are the remote host address (target address), the targeturi and the loc
-al host address (IP address of Kali Linux). The only thing that can go wrong in setting option-
s is that of targeturi, the location where Wordpress is installed. If you set it wrong, this modul-
e may not work. Check if the target is indeed running the vulnerable version of the plugin usin
-g the "check" command.




Execute the module using the "run" command. If everything went well, you should get a mete
rpreter shell on the target machine as shown below.

You can see in the image below as to how this exploit works. This vulnerability is an arbitr
-ary file upload vulnerability which allows hackers to upload any file into the target web server
So this module first creates a malicious file, hosts it on a web server and uploads it into the ta
-rget web server using this vulnerability. We will read more about this exploit in the Web Secu
-rity section of next issue.

Mako Server v2.5 command injection Module

Mako Server is a framework which helps developers rapidly design secure loT and web appli
-cations. The server side code in this server is designed using the Lua scripting language. It i
-s available for many platforms including Windows and embedded Linux platforms such as th
-e Raspberry Pi.

This module exploits an OS command injection vulnerability in the tutorial page of Mako
Server version 2.5 on Windows x86/x64 systems which works by injecting arbitrary OS comm
-ands in the tutorial page through a PUT request to save.Isp. Input will be saved on the target
machine which can be executed by sending a GET request to manage.Isp. Load the module
as shown below.




Set the target IP address and check if the target is indeed vulnerable as shown below.

Execute the module using the "run" command and we should successfully have the shell on t
-he remote target system.

Windows CVE-2017-8464 Local Privilege Escalation Module

This module is a new Windows local exploit version of existing file format module for the rece
-nt vulnerability CVE-2017-8464. It works by works by dropping a specially crafted LNK file a-
nd DLL to disk, which causes SearchProtocolHost.exe to parse the LNK file and thus load th-
e DLL via the vulnerability. Since the SearchProtocolHost.exe runs as SYSTEM, this can be
used to get system privileges on the target.

This exploit successfully works on unpatched versions of Windows 7 SP1 x64, Window-
s 8.1 x64 and Windows 10 (Build 10586) x64. If you have a normal shell on the target it can
be upgraded to a meterpreter session using the "shell _to_meterpreter" module as shown in p
-revious issues.



2 environment is ine

Let us see how this module works. Backgroun-d the current session and load the module as
shown below.




TARGETING THE PORT MAPPER SERVICE

METASPLOITABLE TUTORIALS

The lack of vulnerable targets is one of the main problems while practising the
skill of ethical hacking. Metasploitable is one of the best and often underestimated
vulnerable OS useful to learn hacking or penetration testing. Many of my readers hav-
e been asking me for Metasploitable tutorials.So we have decided to make a complete
Metasploitable hacking guide in accordance with ethical hacking process. We have
planned this series keeping absolute beginners in mind.

In the last issue, we saw how we targeted the SSH service running on port 22. In
this issue, we will target the Port mapper service running on port 111 of the Metasploi
-table 2 system.

In the previous issue, we targeted the SSH service running on port 22. In this issue, we will ta
-rget the rpcbind service running on port 111. RPC stands for Remote Procedure Calls. Itis a
-n interprocess communication (IPC) mechanism that enables data exchange and invocation
of functionality between different processes. These processes can be on the same computer,
on the local area network (LAN) or across the Internet.

The rpcbind utility running on port 111 acts as a port mapper service. In simple words, it
maps RPC services to the ports on which they listen. RPC processes notify rpcbind when the
-y start, registering the ports they are listening on and the RPC program numbers they expect
to serve.The client system then contacts rpcbind on the server with a particular RPC program
number. Then the rpcbind service redirects the client to the proper port number so it can com
-municate with the requested service.

Given below is the image showing the result of a verbose scan of the Metasploitable 2 sy
-stem.

We can see that there are two services using RPC, one on port 111 and 2049. NFS server is
running on port 2049. And as already told rpcutility is running on port 111. We can connect to
the RPC services on a remote system using rpcbind. Rpcbind is not installed by default on th
-e Kali Linux system.



It can be done as shown below.

| researched for a vulnerability in the particular service but found none. So | changed my plan
-s. We have seen some enumeration techniques in this series. RPC can also provide a gold
mine of information during enumeration. So | decided to perform enumeration on this service.

After installing rpcbind, we can use "rpcinfo" command to make an RPC call to an RPC
server and report what it finds. So open terminal and type command "rpcinfo -h" to see variou
-s options the command provides.

Let us have a look at various options of rpcinfo.
The "m" option displays a table of statistics of rpcbind operations on the given host, the numb
-er and type of remote call requests that were made, and information about RPC address loo
-kups that were handled. This is useful for monitoring RPC activities on host.

The "s" option displays a concise list of all registered RPC programs on host. If host is not
specified, it defaults to the local host.

The "p" option displays a list of all registered RPC programs. If host is not specified, it defa-
ults to the local host.

The "b" options makes an RPC broadcast to procedure 0 of the specified prognum and ver-
snum and report all hosts that respond.

Let us have a look at the programs using RPC service on the target Metasploitable 2 sy-

stem.



As you can see in the above image, there are five programs which are using RPC serices. St
-atus, Portmapper, Network File System (nfs), mountd and nlockmgr.

Now let us use another program to enumerate RPC services. RPCclient is a utility to m-
ake connections to a Microsoft RPC servers. Although built for testing Windows RPC, it is pre
-tty useful in enumerating even Linux machines also. It is installed by default in Kali Linux.
Now let us see how to use it. Using rpcclient, connect to our target IP as shown below. It pro
-mpts me for the "root" password. | gave the root password but fails. | try out all the usernam-
es with passwords obtained during enumeration and all of them fail.

0GON FAILURE

Now is the time to introduce you to null sessions.Null sessions are anonymous connections t-
hat can be made on IPC and SMB services normally on Windows. Now let us see if null sessi
-ons are enabled on our target.

§ ient -U




Null connection can be made with blank username and password. As you can see above, we
made a successful connection on the target. Now let us continue with our enumeration. Rpccl
-ient has many commands which are very useful in enumeration. You can see all the comma-
nds using the "help" command. Let us see some important commands.

The first command | try out is "Isaquery". This command queries the LSA object. (LSA sta-
nds for Local Security Authority. As its name suggests, this object takes care of the security d
-uring logging in into a Windows machine). As you can see, our target belongs to a Workgrou
_p_

The "enumtrust" and "enumprivs" commands list the domains trusted by this domain and
types of privileges known to this domain respectively. They give me nothing.

RE_ENTRIES

The "srvinfo" command queries for server information and the "netshareenum" command enu
-merates shares. We can see there are two shares : "tmp" and "opt".

There is another command "netshareenumall" which lists all the shares present on the syste-
m. So we have total five shares on the system. They are, print$, tmp, opt, IPC$ and ADMINS.

We can get more information about a particular share using the "netsharegetinfo" command.



Let us see more information about the share ADMINS.

info ADMINS

RITE OWN

Here we can see information like its SID and all the access contol rights given to that share.
The "lookupdomain" command gives lookup information about the domain we are querying fo
-r. The "querydominfo" command gives more information about the particular domain we

are querying for.

Lastly the interesting part, Enumerating for domain users. The "enumdomusers" command wi
-Il enumerate all the users of the domain. The results of this command is given below. If you

notice carefully these usernames are familiar to us.




THE FIRST HACK

HACKED - The Beginning

That night before sleeping, | decided to perform a real hack the next day.Maybe the interview
and the recent solving (apparently) of my friend's case has improved my confidence.

Next day | began to plan about my hack. The biggest question that bothered me is what
should I hack? Although | learnt different types of hacking, everything was looking like khichdi
at present. | took out a paper and started planning it out. There were three types of hacking t-
hat were coming to my mind. System hacking, web hacking and wifi hacking. Whatever it is
out of this three, | wanted it to be real world. No more Virtualbox, no more disabling firewall a
nd no more trying it on Windows XP.

| had the only machine in my LAN. So | ruled out system hacking. Although | learnt a bit
about website hacking, | didn't know any targets which can be hacked without inviting any leg
-al consequences. In simple words, | was afraid and also not confident enough to perform we
-b hacking. So the only thing which seemed feasible was wireless hacking. | took out the note
-s | made about wireless hacking and went through it. It was all confusing and didn't make se
-nse to me first so | opened internet and learnt it from scratch.

| wanted to perform this hack using the terminal via airmon and airodump commands. Ve
-ry soon | had another problem. Wifi hacking needs a wireless adapter that can inject packets
into the network we want to hack. My trainer used a USB adapter to show us about wifi hacki
-ng. He even asked me to buy one. | didn't and was not in a position to buy one. | started loo-
king out for a workaround.

In my little adventure as a hacker (or a script kiddie as others prefer to call), | learnt that
hacking is all about finding a way where it's not there. | first checked what type of adapters su
-pport packet injection. One of the adapters that supports packet injection is an Atheros adap
-ter which is exactly what my laptop is equipped with. | thought this was a Godsend. Since Ka
-li Linux was installed as a guest machine in Virtualbox, | researched on how to enable Virtua
-Ibox guests to use the host wireless adapter. It returned nothing. Then | searched for the sa-
me feature for Vmware guests.

My logic was simple. Since Virtualbox or Vmware guest machines use the host
machine' s LAN adapters, it is highly likely that there will be a workaround to use the host's
wireless ad -apter. Google has made research very simple for the curious. Yet my query was
returning no -thing fruitful. After three hours of intense research | found an exact question
asked and beau -tifully answered. Vmware Guest cannot use the host wireless adapters and
an explanation w -hy.

It left mixed emotions in me. It ended my almost fruitless search but with a disappointme
-nt. This was turning out be another failure in my hacking quest. | have a adapter that support
-s packet injection but can't use it. There's only one option left, to buy an USB adapter. That's
was impossible based on my current financial situation. It was evening. | reluctantly gave it u-
p and went off to pray my regular prayers.

As | was praying, | got an unique idea. Definitely it should be God's voice.l thought since
my host has a wifi adapter, | can use it if | used a LIVE version of Kali Linux installed on a US
B drive. | searched for it on Google but found nothing encouraging. Still | had faith in it. So | i-
nstalled a live version of Kali Linux in my USB drive. | shut down my laptop and inserted my
USB drive into the port. | turned the laptop back on.

TO BE CONTINUED
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South Korean Warship and Submarine blu-
eprints stolen :

South Korean officials alleged that North Kore
-an hackers hacked into the shipyard operate-
d by Daewoo Shipbuilding & Marine Engineer
-ing Co Ltd and stole the blueprints for their
warships and submarines. This incident occur
-red in April last year. This is one of the many
hacks North Korea is accused of.

NSO Group to move into cyber defence :
Israeli cyber security firm with history of devel
-oping computer hacking weapons for law enf
-orcement agencies fighting online crime have
decided to move into the business of defendin
-g computer systems against attacks. The fou
-nders have said that the new company will b-
e known as Orchestra,

Chinese hacking group "KeyBoy" back wit

Hackers have leaked nude photos of WWE ce
-lebrity Mary Louis Kanellis popular as Maria
Kanellis.The photos were uploaded as usual
on the celebrity website “CelebdJihad”. This is
the second time hackers have leaked private
and personal photos of Maria.

Vietnamese hacking group targeting its ne
-ighbours and ASEAN :

A hacking group with previous ties to the Viet
-namese government is allegedly hacking into
the computers of neighbouring countries as
well as a grouping of South-east Asian nation-
s. The hacking group has recently compromi-
sed the website of the Association of South-
east Asian Nations (Asean).The hacker group
is called OceanLotus and is termed as APT32
by cyber security company FireEye.

Russian Firm gets award from U.S Intellige

-h a different touch :

A Chinese hacking group or APT is now back
with a new hacking techniques and is targetin
-g different targets now. Having previously
tar- geted organisations and individuals in
Taiwan, Tibet and the Philippines, this group
is now ta -rgeting Western countries for
conducting cor- porate espionage. Dubbed
KeyBoy, the group was last active in 2013.
Parrot 3.9 Ethical Hacking Distro released:
The latest version of Parrot Ethical Hacking Di
-stro named "Intruder" has been released. Po-
wered by Linux kernel 4.13, Parrot 3.9 is base
-d on Debian 10 Buster. The distro includes to
-ols like AnonSurf, TOR Browser,
Cryptograph -ic tools,Electrum Bitcoin wallet,
Wine suppor- t and UEFI support. You can
download it from here.

Times Of Israel Website defaced:

Times Of Israel website was hacked and defa
-ced on the centenary of Balfour Declaration b
-y a group of Turkish hackers calling themselv
-es “Akincilar / Cyber-Warrior”.The group left
a message in Arabic and Turkish language sh
-owing solidarity with Palestine and Gaza City
Hackers leak **** photo of WWE star again:

-nce :
A startup in Russia, NTechLab has won a
tech prize from the U.S. intelligence
community. It had won this award for its
facial-recognition a- pp nhamed FindFace app
which allows users t- o identify strangers
through their smartphone.

Almost 2,50,000 web logins stolen each we
-ek : Google

In a first, Google has conducted a research b-
etween March 2016 and March 2017 and ann
-ounced that over 2,50,000 web logins are sto
-len every week by hackers. Google has foun-
d that millions of usernames and passwords a
-re not only exposed through direct hacking b-
ut also indirectly exposed through third-party
data breaches.The group has also investigate
-d over 25,000 criminal hacking tools and con
-cluded that even users without much comput
-er knowledge can easily use these tools.
Wikileaks releases Vault 8 :

Continuing with its publishing of tools used by
American CIA, Wikilleaks has released its late
-st dump dubbed Vault 8. Vault 8 consists of
software used by the CIA to control the malwa
-re developed by it. It claims the documents c-
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Boeing 757 plane hacked by DHS :

DHS officials recently revealed that they alon-
g with some industry experts remotely hacked
a Boeing 757 aeroplane parked at an airport
in Atlantic City, New Jersey in September of
la -st year. DHS officials didn't reveal any
details of hack and said that they performed
this hac- k without even informing the pilots.
Pro-ISIS hacking group targets US schools
A hacking group affiliated to the terrorist orga-
nization ISIS has recently targeted around 80-
0 US schools. The hack which lasted two hou
-rs redirected visitors to a YouTube propagan-
da video featuring Arabic audio, the text, “| lov
-e Islamic State (ISIS)” and images of former
Iraqgi dictator Saddam Hussein.

| PhoneX's FacelD hacked?

A Vietnamese security company, BKAV
claims that it has hacked the much touted
FacelD of | PhoneX by just using a $150 3D-
printed ma- sk. It has even uploaded a video
as a proof of concept.

Fashion Retailer Forever 21 hacked :
Fashion retailer Forever 21 announced that t-
here had been unauthorized access to data fr
-om payment cards used at certain of its store
-s. The company said the results were part of
an investigation it started after it received a
third-party report suggesting the unauthorized
access.

OnePlus Phones vulnerable to hacking :
An application found installed on OnePlus 3,
OnePlus 3T and OnePlus 5 devices has mad-
e these devices vulnerable to hacking. This a-
pp is almost considered as a backdoor and is
discovered by security researcher Robert Bap
-tiste and security firm NowSecure.
Anonymous taking down Neo-Nazi website

-s as part of #OpDomesticTerrorism :
Hacktivist group Anonymous has started a
ne-w operation online called
#OpDomesticTerror ism. This operation
targeted more than a doz- en neo-nazi
websites which were taken down by

Anonymous groups across the globe. The

The hacktivist group said that this operation w
-as in response to the recent Unite the Right
rally and the recent White Lives Matter rally,
Chennai Customs website hacked and def-
aced :

The website of the Chennai customs departm
-ent was hacked today and defaced to show a
message "SH11 Team Pak cyber skulls". The
hackers are allegedly Pakistani as slogans de
-manding a "free Kashmir" and against Indian
Army were included.

BlackArch Linux drops 32bit support :
Following in the line of other Linux distros like
Ubuntu and Arch Linux, the makers of the ethi
-cal hacking distro BlackArch Linux have also
dropped support for its i686 architecture.
Germany bans smart watches for children:
Amid fears that the smart watches can be hac
-ked, Germany took a decision to ban smartw
-atches for children for violating the country’s
surveillance laws. Germany's Federal Networ-
k Agency (Bundesnetzagentur) has called on
parents to destroy the children’s smartwatche
-s they may have. These smart watches were
found to be easily hackable and the watch ca-
n be used as a listening device.

Will hacking suspect Lauri Love be extradi
-ted ?

Many England MPs have written to the Prime
Minister of England and Theresa May to regis
-ter their concern about extradition of Lauri Lo
-ve to United States. Lauri Love is a hacking s
-uspect sought in the US on hacking charges
- crimes that the parliamentarians described
as "digital civil disobedience". Lauri Love suff-
ers from autism and serious mental health iss
-ues and the people are afraid that he may co
-mmit suicide if extradited to US.
Netherlands bank publishes ethical hackin
-g guide :-

The Netherlands Bank has published an “ethi-
cal hacking guide” to provide advice to securi-
ty specialists on how to test the cyber security
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Alleged "Game Of Thrones" hacker charg-
edin US:

US Depatment Of Justice charged an Iranian
man Bezhad Mesri for hacking HBO and thre-
atening to leak sensitive data belonging to it
unless a ransom is paid. US Department of Ju
-stice described Mesri as an experienced and
sophisticated hacker with links to the Iranian
military.

INTEL says its chips vulnerable to hacking
Intel has confirmed today that some of its chip
-s (6th,7th and 8th generation core, three Xeo
-n processors and Apollo Lake Atom and Pent
-ium) are vulnerable to remote hacking. Hack-
rs with network access could exploit holes in
the Management Engine on the chips to run
malware or even take over the computer.
Christmas presents can be hacked :

As Christmas is fast approaching, the Informa
-tion Commissioners Office has warned paren
-ts to turn off the cameras and automatic track
-ing devices in their children’s Christmas pres
-ents as hackers may hack them.

Yevgeny Nikulin to be extradited to United
States :

A Czech court has ruled in favour of extraditio
-n of Yevgeny Nikulin, a Russian hacker
accu-sed of hacking major Internet
companies like Linkedin and Dropbox, to
United States. Russ -ia also sought Nikulin's
extradition on a sepa- rate hacking offence.
The obly thing that can change Nikulin's
extradition is the Czech justi- ce minister who
has the power to approve ext -radition to one
country and block the other.

Hackers target ISIS in a unique way :

An Iraqi hacking group called DaeshGram is t
-argeting ISIS channels in a rather different w-
ay, by slipping pornographic images into its of
-ficial communication channels.Members of th
-e group said they wanted to sow distrust amo
-ng Isis supporters about messages from the
group leaders. The group primarily focusses o
-n disrupting encrypted communication servic-

es of ISIS.

Karim Baratov to plead quilty in USA:
Karim Baratov, the Canadian hacker of Kazak
-h descent accused by USA of hacking Yahoo
emails in 2014 has allegedly decided to plead
guilty in San Francisco court. Karim Baratov a
-llegedly hacked into Yahoo accounts on the
b -ehest of Russian Intelligence services.
United States charges three Chinese natio-
nals over hacking :

The US has charged three Chinese nationals:
Wu Yingzhuo, Dong Hao and Xia Lei on
charg -es of hacking into Moody’s Analytics,
Siemen -s and GPS maker Trimble and
stealing sensit -ive information including
emails of a promine- -nt employee at Moody’s
and intellectual prop -erty. The accused
allegedly hacked the comp -any networks
using spear phishing emails wit -h
attachments and links to malicious softwar- e.
US-based security firm Recorded Future sa
-id Boyusec is a Chinese government contrac
-tor linked to a hacking group known as
APT3.

FBI failed in its duty of warning Fancy Bea
-r victims :- Associated Press

According to the investigation conducted by A
-ssociated Press, FBI did not warn the majori
-ty of US officials that they were targeted by R
-ussian hacking group “Fancy Bear”. Associat
-ed Press came to this conclusion by contacti-
ng over 190 people of the 500 US-based peo-
ple or groups that were targeted.

Apple patches MacOS High Sierra Root bu
=-q:

Apple today patched the bug that would let an
-yone gain root access without any password
on Mac computers running High Sierra. The
update is available for download and all users
are requested to apply it.

NITE Team 4, a hacking simulation game :
Montreal Studio, inspired by many hacking pr-
ojects, has recieved investment to create a ha
-cking simulation game called NITE Team 4.
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