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I can do all things through Christ who strengtheneth me.
Philippians 4:13

Editor's Note

Hello Readers, Thank you for buying or subscribing to
this magazine.This is the twelfth issue of zeroeth edition
of Hackercool magazine.

Let me infroduce myself. My name is Kalyan
Chakravarthi Chinta and | am a passionate cyber securi-
ty researcher (or whatever you want to call it). | am also
a freelance cyber security trainer and an avid blogger. But still let me make it v
-ery clear that | don't consider myself an expert in this field and see myself as a
script kiddie.

Notwithstanding this, | have my own blog on hacking, hackercool.com.
This blog has a dedicated Facebook page and Youtube channel with name
"Kanishkashowto”. [ also developed a vulnerable web application for practice
"Vulnerawa" to practice website security.

This magazine is intended to deal with real world hacking, hacking as clos
-e to reality as possible, both black hat and white hat. | am hopeful this magazi-
ne will be helpful not only to the beginners who want to come into field of cyber
security but also experts in this field. This magazine is also helpful to people wh
-0 want to keep themselves safe from the malicious hackers.The main focus of
this magazine is dealing with hacking in real world scenarios. i.e hacking with
antivirus and firewall ON. My opinion is that we cannot improve security consci-
ousness in users until we teach them the real world hacking.

In this issue, we are back with a Real World Scenario. Just like Real World
Hacking Scenarios in our previous issues, it describes a hack of a black hat.

This magazine is available for subscription on Magzter and Gumroad and
more recently at Playster. It is also available for sale on Kindle store,24symbol-
S, iIBooks, nook, kobo, Pagefoundry and Scribd. If you have any queries regard
ing this magazine or want a specific topic please send them to our mail address
qa@hackercool.com and please don't forget to like our Facebook page
"Hackercool”. Until the next issue, Good Bye.
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REAL WORLD HACKING SCENARIO

HACKING THE COMMAND LINE

Hi, | am Hackercool considered a black hat hacker by many but | still consider myself a script
kiddie. One day | was feeling bored and nonchalantly decided to hack something. | had no sp
-ecific target in mind so | just opened Nmap and started to scan networks for machines with
port 80 open. As you may already know, port 80 is where web servers run on. After scanning
a vast lot of networks, | found one machine with port 80 open. | decided to further probe it.

If you have read my Real World Hacking Scenario pf October 2016, you might have already
had the general idea of hacking a web server. The next step is to grab the banner of the servi
-ce running on that port. This can be done using telnet, netcat or even verbose scanning of
Nmap. | decided to use Nmap. Hopefully they have not hidden those banners.

My target gave a unique banner | swear | have never seen anytime before. From the above b
-anner, | understood that the most important thing here is "ghost" (because it is repeated man
-y times. My stupid logic). Normally many people assume that hackers know everything and
are prepared everytime. Let me tell you something. Hackers are not those people who know
everything but they are those people who try to find a way even if everything seems closed.

So | decided to know more about this "ghost" service. The best way to do it is to just Goo
-gle it. Thanks to Google getting information about anything is more easier than a cakewalk
nowadays. | googled for "ghost port 80". | would have just googled for "ghost" but this may gi-
ve me results about paranormal entities and who knows may be even about "IT" movie.



Go g|e ghost port 8 ' b m

From the Google resusilts, | got to know that Ghost is a open source publishing platform built
on node.js i.e Javascript. Good that seemed to be a good info. So my target was using a publ
-shing platform which according to Google results runs on Apache. He may most probabaly b
-e running a blog on this. Next | searched for any vulnerabilities for this particular software.

The results were disappointing. Most results displayed belonged to Linux Ghost vulner
ability but nothing about | wanted. The software used by may target may not be so popular. B
-ut still | was not willing to give up. Since this software is an open source version, | decided to
download and do my own vulnerability assessment on it. Who knows | may even find a zero
day vulnerability in it. But what is the version | should download?

| went through the verbose scan result of Nmap once again to see if it could give me so
-me information. Then suddenly | noticed one important detail. It was not "ghost" but it was
"GhOst". It was not an o but a zero in between. Can this be crucial? | decided to try it out onc-
e. | googled for "GhOst" now.

Google oo ! il s e |

Look what | got? GhOst is a RAT. As discussed in the previous issues, RAT is a Remote Acce
-ss Trojan. It is a type of malware which gives complete control of victim's PC. A Trojan has a
server and client . The client sometimes is called Command and Control Server (C2 server or
C&C server). The Trojan works by creating a server and sending it to victims. This server can
be controlled by the Command & Control Server. This has been more clearly discussed in
Issue.

| immediately did some research on GhostRat. There appear to be many variants on it. R

-ecently a trend "malware must die" came about. This was all about finding vulnerabilities in



malware and exploiting them. There were some exploits on various RATs but not particularly
GhOstRAT. Still | googled for "GhOstRAT" vulnerabilities.

€ 0le s google :
Go g|e 3HOS! RAT vuiner abilties . =

EternalBlue, used in WannaCry, now with Nitol backdoor and GhOst RAT

| didn't get any positive results. Not getting disappointed, | decided to search for it in Exploit
database, the database of exploits.

i

Google

3 results for GHOst rat exploit db

The first result is itself a positive one. Recently an exploit has been released for GhOst RAT
C2 server. So | opened the exploit to have a look at it.

ERPLOIT ~
DATABASE
Ghost Client (C2 Server) - Buffer Overflow (Metasploit)

This exploit is about a buffer overflow vulnerability in the C2 server of GhOstRAT and the best
part of this exploit is that it is a Metasploit exploit.



| immediately ran "apt install metasploit-framework" command in my Kali Linux and loaded th
-e exploit as shown below. | set the target IP and use the "check" command to see if the targ
-et is indeed vulnerable.

Voila, | successfully got the meterpreter on my target's system. | use "sysinfo" command to s-
ee the system info. It's an Windows 7 system. | use "getuid" command to see the privileges |
have. | have user privileges. | try the "getsystem" command to obtain system privileges. As e-
xpected, it failed. Ok, | successfully hacked another system. Now what? | am kinda feeling bo
-red getting into system and escalating privileges.




After some brief thinking, | decided to refresh my CMD skills on this system. Although we are
lucky to get a meterpreter session sometimes, in most of the hacks we only get the command
shell. So it is a good habit to get well versed with some CMD commands for hacking and pen
testing. So | type command "shell" to get the shell on the target system.

The first command | try out is "route print" command. The "route print" command in Win
-dows shows all the routes available to our target system. It shows the interfaces and the gat
-eway of the system. It's result is shown below.

| |t ] el ol il

Next command | try is "netstat". The netstat command shows all the connections established
by the system. The result is as shown below. The first connection is to our system only. It is
using the port 4443. This was the port we specified for our exploit.

The "netstat" command is a very useful command. If you suspect that you ahve been hac-
ked, and want to check all the connections from your system, the netstat comma-nd does the
job.

The next command | use is the "arp" command. ARP stands for Address Resolution Protocol.
This protocol is used in matching IP addresses to MAC addresses. The "arp" command helps
us to view, add, edit and delete arp entries. This can be used while performing the Man in the
Middle Attack.



Next command | tried is "net time" command. The "net time" command displays the time on
the system. Normally in a domain, a time server synchronizes the time of the devices. If there
is no time server, the result is shown as below.

g NET HELPM:

Nbtstat command is used by network administrators to troubleshoot NetBIOS name resolutio-
n problems. When a network is functioning normally, NetBIOS over TCP/IP (NetBT) resolves
NetBIOS names to IP addresses. | use this command to see the NetBios names. It can also
be used to see the NetBIOS names of other systems in the network.




If you want to see all the tasks running on our target system, "tasklist" command is the answe
-

If you want to kill a specific task, you can kill it by specifying the PID of the task but you will
need adminsitrative privileges for that.

As you can see, | have been denied access as | don't have administrative privileges while usi
-ng the "taskkill" command.

The "hostname" command and "getmac" commands display the hostname and MAC address
of the system respectively. Its usage is shown below. The "getmac" command can be useful i
-n if we want to perform MITM attack.



Now lets get to the interesting part of the command line. The "net user" command will show
all the users on the system. It is one of my favorite commands. There are three users listed

on my target. As the system is Windows7, the Adminstrator and Guest accounts are created
by default. So there may be only one active account on the system, that is admin.

We can also see more details about an account. | wanted to see more details about the user
account "admin".

As you can see above, whole information about the "admin" account is being displayed. Usin
-g "net user" we can also create a new user but that needs administrator privileges.

Another important command to remember in Windows CMD is "netsh" command. Netsh
is a command-line scripting utility that allows users to display or modify the network configura
-tion of a computer. It also provides a scripting feature that allows us to run a group of comm-



ands in batch mode. | typed command "netsh" to see all the options of this command.

Although there are numerous operations we can perform with the "netsh" command, | will sh-
ow you two important operations from the perspective of hackers. The first one is grabbing th
-e Wifi passwords. Yes, using netsh we can see all the passwords of the Wifi networks to whi
-ch our target has connected.

This can be helpful if our target is very close in location to us. Since my target didn't con
-nect to any wireless networks, | will show how to use this command in a different system. Th
-e syntax is same for all Windows machines. To view all the wireless networks to which our
target is connected, type command "netsh wlan show networks". This will show the active
network to which our target is connected.



To see all the profiles of Wireless networks that our target connected to even once, type com-
mand "netsh wlan show profile".

:h wlan # profile

Now the most interesting command. How to view the password of a particular wifi network. T-
he command to be used is "netsh wlan show profile <wifi network name> key=clear".
This will show all the details of the wifi network name and its password in clear.

wlan s w profile

mizat

tir




Data Limit :
Limit

The password is shown in the "key content" field.

The other important usage of the "netsh" command is to view and edit the firewall settings of
the remote computer. Type command "netsh firewall" to view all the commands available in
it.

Let us see the operation mode of our target's firewall. Type command "netsh firewall show
opmode"

Our target is using standard profile and the firewall is disabled with exception mode enabled.
We can even enable or disable the firewall with this command but we require adminstrator pri
-vileges. The command used to enable the firewall is

"netsh firewall set opmode enable"



As you can see above, our command failed because we need elevated privileges. Now befor
-e we do anything, let me escalate my privileges since we need elevated privileges to run the
rest of the commands.

| terminated the shell and returned to meterpreter session. | sent the present meterpreter to
background. Since my target is Windows 7 | decided to try the bypassuc exploit to escalate
privileges. | loaded the exploit, set all the options and executed it using using command "run"
(We have seen this many times in the previous issues).




Voila, | successfully got system privileges on the target. Now let us see the other commands.
The next command we will see is "fsutil" command. This command is used to perform operat
-ions on disks and volumes. Type the command "fsutil" to view all the commands its supports

The next command we will see is "openfiles" command. This command is used to view remo
-tely opened files using local share. If there are no files opened the result will be as shown be
low.

Now lets do what we left off before due to lack of privileges. Enabling or disabling the firewall.

4 N

Have any hacking related queries. Let us provide you the
solution. Send them to
qa@hackercool.com




See we successfully enable the firewall this time. You remember the "net user" command. W
-e could not create an account due to lack of privileges. Let's see if we can create one now.
Let us create a username named "hacker". The command is "net user hacker /add" to add a
user account. Th account is created successfully. Use "net user" command to view the users
once again.

Apart from Windows Firewall, Windows has other security features. Windows Defender and
Bitlocker. Windows Defender prevents malware running from specific system locations and
Bitocker encrypts the hard disk and prevents its misuse even if someone hacks the system.
We can disable both by using commands as shown below.




INSTALLING MATRIUX KRYPTON IN VIRTUALBOX

INSTALLIT

Matriux Krypton is a pen testing distribution based on Debian just like Kali Linux. It consists o
-f almost 300 security tools for ethical hacking categorized as arsenals. The unique thing abo
-ut this Pentesting distro is that it has a category for data recovery which is not prevalent in ot
-her penetration testing distros. In this issue we are going to see how to install Matriux Krypt-
on Ec-Centric in Oracle Virtual box as requested by one of our readers. It can be downloaded

the name as Matriux ( in fact any name you like ). Select operating system as “Linux” and

version as “Ubuntu”. Click on “Next”.

—
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Name and operating system

T, Create Virtual Machine % S

9

Allocate the appropriate memory you want to assign to the virtual machine and click on

“Next”.

Please choose a descriptive name for the new virtual machine and select the
type of gperating system you intend to install on it. The name you dhoose
will be used throughout VirtualBox to identify this machine.

Name: Matriux
i 4 B
Type: | Linux ’ . w | Gl =t
in. W) 92
e
Version: |L|bu1u.| --!

|Hide Deseripon| [ Next | [ cancel

(9 s

@ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memaory size s 512 M3,
U Y177 P A5 e
4MB 2043 MB

next || cancel




Select the option “create a virtual hard drive file” and click on “Create”. The system automatic

ally allocates some memory as hard disk. If you need more memory as harddisk, you can ch-
nge it later.

Hard drive

1f yourwish you can add a virtual hard drive to the new machine, You can
either dreatea new hard drive file or select ene from the kstor from another
location wusing the folder icon.

If you need a more complex storage set-up you can skip this step and make |
the changes to the machine settings once the machine is ceated, "

The recommended size of the hard drive is B.00 GB.

*) Do not add a virtual hard drive
@) Create a virtual hard drive now
() Use an existing virtual hard drive file i
'l!zaali.'-.-'mf-. (Normal, 10725 GBY g v !I
|
i Create ] L Cancel

Select Hard drive file type as VDI. Click on “Next”. Virtualbox disk image is the default format

for Oracle Virtualbox. If you intend to use the same virtual disk for another virtualization softw
-are, Vmware Workstation, select option as VMDK.

Hard drive file type

Please choose the type of fie that you would like to use for the new virtual hard drive, If

you do not need to use it with other virtualization software you can leave this setting
un

@ VDI {virtualBox Disk Image)
() ¥MDK (Virtual Machine Disk)
T VHD (Wirtual Hard Disk)
| HDD {Paraliels Hard Disk)
*) QED (QEMU enhanced disk)
") QCOW (QEMU Copy-On-Write)

[Hde Description| [ next | [ cancel i]

Choose appropriate storage option and click on “Next”.If you don't know what option to select

just select "dynamically allocated" option and Click on "Next". This will allocate memory as pe
-r requirement and does not pre allocate. This will save space.



Storage on physical hard drive

Please choose whether the new virtual hard drive file should grow as it is used (dynamically
allocated) orif it should be created atits maximum size (fived size),

A dynamically allocated hard drive fle will orly use space on yolr physical hard drive 2=
it fills up (up to a maximum fixed size), although it will not shrink again automatically when
space on it is freed.

A foced size hard drive file may take longer to create on some systems but is often faster
to use.

@), Dynamically alocated
. Fied size

:
5
1
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Now is the time to increase the size of the virtual hard disk if you want. Set your virtual hard
disk size appropriately but | suggest you to keep it above 10 GB for future uses. Click on
“Create”.

File location and size

Please type the name of the new virtual hard drive file into the box below or dick on the
folder icon to select a different folder to creats the file in,

MatriLnc | @
Select the size of the virtual hard drive in megabiytes, This size is the mit ory the amount of
file data that a virtual machine will be‘able to store on the hard drive. H
: ¢ ) ) 8,00 GB
4.00 MB 2.00 TB

(create ][ concs ] ]

=1

Browse to the location of the iso file we just downloaded and click on “Start.”

Please select a virtual optical disk file or a physical optical drive
containing a disk to start your new virtual maching from,

The disk should be suitable for starting a computer from and should
contain the operating system you wish to install gn the virtual machine
ifyou want to do that now. The!disk will be giected from the virtual
drive automatically next time you switch the virtual machine off, but
you can also do this yourself if nesded using the Devices menu.

[ Matriax-Ec-Centric-v2.49b. 10 (2,76 GB). ] @

[ start | cancel |




AS the virtual machine boots up, select the option “Live” and hit Enter.

Ec-Centric

Matriux Ec-Centric 2.49be

@O e U] O Erghtcn

If everything went well, our system should look as shown below.



Ec-Centric

@ @ [®rohtcm

Before running the Matriux disk Installer, we need to perform some operations. Go to
“System>Administration>Gparted” as shown below.

matr

2O 00| @ Srghtcr

A login window will open as shown below. Enter the administrative password as “toor”. Click
on “OK”.



Enter the administrative password

In the Gparted window that will open, click on “Create Partition table” highlighted below.

EL..-

QOsFF 0| O Blrenicr |

Create partition table on /dev/sda (as superuser)

ANING: This will ERASE ALL DATA on the ENTIRE DISK /dev/sda




In the window, Right click on the unallocated hard disk and select “New” as shown below.

GParted [as superuser)

We can see our “New Partition” ready to be created. Click on the “tick mark with blue
background”. [P = —

- GParted (as superuser)

SO 0 @ Ejrgncy




Here is our newly created partition shown below.

da - GParted (as superuser)

Jdevisdal
B.OBGiB

| @ *lmgntow

Close the window and click on “Matriux Disk Installer” we saw above. When the window open
-s as below, click on “Yes”.

Matriux Disk Installer [0.2-b2 for Matriux Ec-Centric] (a:

Choose the partition we created( i.e /dev/sda1) and click on “OK”.



Click on “OK".

Matriux Dislk Installer [0.2-b2 for Matriux Ec-Ce

tallat

Click on “OK”.



Matriux Disk Installer [0.2-b2 for Matriux Ec-Ci

Create a personal login account.

Matriux Disk Installer [0.2-b2 for Matriux Ec-Centric] |

Choose the password for you personal account. Click on “OK”.

MatritneDisk Installer [0.2-b2 for Matriux Ec-Centric] |

Similarly assign a password for the root account. Click on “OK”.

Matriux Disk Installer [0.2-b2 for Matriux Ec-Centric] |




Select the appropriate locale as you want. | chose en_US. Click on “OK”.

Matriux Disk Installer [0.2-b2 for Matriu

©,

We will get the below message after successful installation. Click on “Yes” to reboot your
system and you are ready to go.

Matriux Disk Installer [0.2-b2 for Matriux Ec-Centr




EQUIFAX DATA BREACH

HACK OF THE MONTH

This month has witnessed a lot of hacks but
the title of Hack of the Month goes to the Equi
-fax data breach.

What?

Being dubbed the worst data breach in US his
-tory, almost half of US population lost inform-
ation about Social Security Numbers from Eqg-
uifax, one of the three credit rating agencies
in United States. To those people who don't k-
now what a credit rating agency is, it is an ag-
ency which maintains records of every Americ
-an's credit history.

The data lost not only included Social S
-ecurity numbers of over one hundred and for
ty three million customer-
s but also birth dates,
addresses, driver's
license numbers, credit
card numbers of over
2,09,000 US consum
-ers.

To be frank, it is not
data that these people lost but their identity.

How?

After reading how hackers breached this dat
-a, you will definitely understand how many or
-ganizations still take a lackadaisical approac-
h towards security of data.

In the investigation conducted by Equifax
it was reavealed that hackers exploited a well
known remote code execution vulnerability in
a software Apache Struts which was being us-
ed by the agency.

Apache Struts is a popular and open sou
-rce web application framework used for deve
-loping Java web applications. The depressin-
g thing about this hack is that patch to this vul
-nerability was released on March 7 of this ye
-ar but the agency didn't apply the patch. This
vulnerability is listed as Apache Struts CVE-
2017-5638.

According to the agency's investigation,
the hack happened between dates of May 13
and July 29. Some reports say there were tw-
o different hacks during this time and the

The depressing thing
about this hack is that patch
to this vulnerabilit
released on March 7 of
year but the agency didn't
apply the patch.

breach actually happened in March of this ye-
ar.

Who??

Suspicion first fell on a cyber criminal group w
-hich might be resposnible for many hacks ea
-rlier like these. A group has demanded $2.6
million in Bitcoins and threatened to dump the
data if the amount is not paid. The legitimacy
of these claims has not been confirmed.
Some investigative reports also sugges
-t that a cyber criminal group may be involved
initially but later has given the reins to a state
sponsored group. The cyber security firm Man
-diant which is undertaking investigation of th-
e hack has suggested
that although hackers
have not yet been trac
-ed, most of the tools
are in Chinese lang
-uage. Supporting the
notion that hackers be
long to a state sponsore-
d group is the fact that data has not been du-
mped or for sale yet.

Aftermath

As already mentioned before, it is not data th-
at was lost but identity. Mandiant, the cyber s-
ecurity firm is investigating. But the fact is that
higly sensitive information is in public and alm
-ost all people should assume their data has
been breached.

The naked truth is that the exposed data
can be misused forever and users have to be
attentive forever. First thing you have to do is
check whether you are a victim of this breach
by going to the

Equifax is also offering you a option to fr-
eeze or unfreeze your credit data for free until
November 21. You can do it

Also register for the with Eqg-
uifax. This effective countermeasure will prot-
ect you from misuse of your data by anyone.
If anyone opens a new credit account with yo-
ur data, the agency will send you credit report

was
of this



INSTAGRAM IS HACKED

HACKSTORY

On August 28 2017, the Instagarm account o
-f Selena Gomez, one of the most followed ce
lebrities on Instagram was hacked and nude p
-hotos of Justin Bieber, her ex-boyfriend were
posted to her account. Subsequently her acco
-unt was taken down for sometime and taken
control of. This was supposed to be a minor ir
-ritant for both the actors. But this was going
to be a huge headache for Instagram.

Few would not know Instagram these da-
ys. It is simply the most popular photo-sharing
site owned by Facebook which runs in 33 lang
uages. It started with one million registered us
-ers in 2010. In 2011, it grew to 10 million use
-rs, In 2012 it grew to 30 million users and by
2017 its users grew to 700 million. These figu-
res showcase its phenomenal growth in popul
-arity. It is only a formality for people having
Facebook account to create an Instagram acc
-ount nowadays. Many celebrities definitely ha
-ve an account on Instagram with a huge fan
following.

But popularity comes with its own proble-
ms in cyber world. It may be a popular photo
sharing site for 700 million normal users but fo
-r hackers it is a site with personal data belon-
ging to 700 million users. There was an earlier
attempt of hacking on Instagram but this did
not involve a breach of data. This time howev-
er the inevitable happened.

A few days after the Selena Gomez Insta-
gram incident, it became clear that six million
Instagram accounts have been hacked. This
not only included celebrity accounts with mos-
t following but also many private accounts. A
hacking group called Doxagram, claiming itse
-If to be Russian (It might just be a coincidenc
-e that nowadays every hacking group is turni-
ng out to be Russian) announced that they ar-
e the ones who hacked Instagram. They said t
-hat they did this by exploiting a vulnerability i-
n a application programming instance (API) of
the code of Instagram. Soon the company fo-

und a bug in the code that could allow hacker-
s to hack and get the contact information, eve
-n if the account is not public. But this was too
late and too little.

What followed was a little cyber battle b
-etween Instagram and the hackers. The hack
-ers set shop by opening a website with a sea
-rchable database of stolen data. Their domai-
n was soon taken down. They opened a new
domain which was also soon taken down. The
Instagram company bought atleast 280 domai
-ns to prevent the Doxagram hackers from set
ting shop. But experts say this may be ineffect
-ive as there are 1500 types of domains.

The hackers eventually moved to dark
web with their shop. They claim to have conta
-ct information of top 50 celebrities on Instagr-
am which allegedly include the American pres
-ident, celebrities like Leonardo Dicaprio, Em-
ma Watson and Channing Tatum.The contact
information of each account is up for 10$ eac-
h. The full database of six million accounts is
also up for sale for over 5000$ and they are al
so offering discounts for bulk data. They even
claimed that they have data of 200M+ accoun
-ts which they are willing to sell for a price ran
-ge more than 50008.

Meanwhile users of Instagram should im-
mediately change their passwords and upgra
de their security with two-factor authenticatio-
n.The data lost consists of email address and
phone numbers so those users who are hack-
ed should brace for spurious calls and spam
emails. With this information, there is a chanc-
e of account takeover and if your account is in
-deed taken over and unfortunately deleted, th
-ere's no chance of recovering it.

The only option is to create a new acco-
unt with the same name and a different email
address than the previous one. This hack is d-
efinitely created a big headache for the users
and a dent in the reputation of the Facebook
owned Instagram.



GhOst RAT Client BOF, Windows Bypass UAC COM hijack & more

METASPLOIT THIS MONTH

Hello aspiring hackers. Welcome to Metasploit This Month. As always we will learn about so
-me exploits of Metasploit.

GhOst RAT Client Buffer OverFlow Exploit

GhOst RAT is a remote access trojan designed for the Windows platform which was used by
operators of GhostNet to hack into some of the most sensitive computer network. It is actuall-
y a cyber spying computer program. Every RAT has a command & control server also called
controller.

This module exploits a buffer overflow vulnerability in the GhOst Controller when handlin-
g a drive list as received by a victim. This vulnerability allows a hacker to execute remote
code on the target machine.

Its highly unlikely that during a pentest you will find a system with GhOstRAT command
and control server installed but we can't say anything. So imagine a scenario where | am port
scanning a network for systems with port 80 open and find this machine. Then | perform a ve
-rbose scan on this machine to know what exactly is running on port 80 and | get this.

In the ensuing research | find out that this is a GhostRAT Command and Control Server and
there is a Metasploit module for this RAT. | am not yet sure if my target is running the vulnera
-ble version of this RAT. So | fire up Metasploit and search for the module as shown below.




| load the exploit and check its options as shown below.

| set the target IP and use the "check" command to see if our target is vulnerable to this explo
-it. The target appears to be vulnerable. | execute the exploit using the "run" command and v-
oila, | get a meterpreter session successfully as shown below.

| check the privileges and systm imformation using "getuid" and "sysinfo" commands respect-
ively.

Windows Bypassuac COMHijack Privilege Escalation Vulnerability

Recently in our mgazine, we saw the Windows Fodhelper Privilege escalation exploit. Today
we will learn about another Windows privilege escalation exploit that works on machines from
Windows 7 to Windows 10. This exploit bypasses the User Account Control of the Windows
and gives us system privileges. How does it do this?

COM stands for Component Object Model. It acts as a binary interface between various
processes of different programming languages. In Windows, is is the basis for several other
Microsoft technologies like OLE, OLE Automation, Browser Helper Object, ActiveX, COM+,



DCOM, Windows shell, DirectX and Windows Runtime.

This module will bypass Windows UAC by creating COM handler registry entries in the
Hive Key Current User hive. These created registry entries are referenced when certain high
integrity processes are loaded which eventually results in the process of loading user control-
led DLLs (as you already know DLLs are Dynamic Link Libraries).

These DLLs the exploit loads contain the payloads that result in elevated sessions. Aft-
er the payload is invocated, registry key modifications this module makes are cleaned up. Th-
is module invokes the target binary via cmd.exe on the target. Therefore if cmd.exe access is
restricted, this module will not run correctly.

Now let us see how this exploit works. As for every privilege escalation exploit, we nee-
d to already have a meterpreter session like the one we had in the previous module. Backgro
-und the current meterpreter session and remember the session id.

Seach for the bypassuac_comhijack module as shown below.

Load the bypassuac_comhijack module as shown below and check its options by using the
"show options" command as shown below.

Set the session id as shown below and execute the exploit using "run" command as shown b
-elow. If everything went right, we wil have another meterpreter session as shown below.
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Check the privileges using the "getuid" command. If you still don't have system privileges, ru
-n command "getsystem" and even if it results in an error, check your privileges once again
using command "getuid”. You should definitely have system privileges by now.

Disk Pulse Enterprise GET Buffer Overflow

Next module we will see is that of Disk Pulse Enterprise Get Buffer Overflow. DiskPulse is a
powerful real-time disk change monitoring solution allowing users to monitor changes in one
or more disks and directories. It intercepts file system change notifications issued by the oper
-ating system and detects newly created, modified, deleted and renamed files. All these chan
-ges are detected in real-time allowing one to send an E-Mail notification, execute a custom ¢
-ommand and/or save a disk change monitoring report within a couple of seconds after one o
-r more critical changes are detected.

This is a pretty useful software for industries which have many hard disks to monitor for
any malicious activity. This software detects disk changes very fast and raises an alert if critic
-al changes to disk are detected. This software is used by many companies.

Disk Pulse Enterprise version 9.9.16 suffers form a SEH buffer overflow vulnerability. T-
his vulnerability can only be exploited if the inbuilt web server of Disk Pulse Enterprise is ena-
bled. This web server runs on port 80.

This module exploits the vulnerability in Disk Pulse Enterprise 9.9.16 by sending a craf
-ted HTTP GET request and executing a payload that would run with the privileges of Windo-
ws NT AUTHORITY\SYSTEM account.

Now let use see how to find the machines using the Disk Pulse Enterprise software an-
d how to use this module to exploit it. Imagine during a pentest, | am scanning for machines
with open port 80 to find a web server on the network.



| find one machine and on further probing it using Nmap verbose scan, | find that it is running
Disk Pulse Enterprise 9.9.16.

We need to just set RHOST, i.e the target IP address. | set the target's IP address for RHOST
option and use "check™ command to verify that the target is indeed vulnerable. The target ap
-pears to be vulnerable. | execute the module using the "run" command.



Voila, | successfully got the meterpreter session as shown below. Run "getuid" command to
see if we indeed got shell with system privileges. Yes it is

Windows Powershell Enumeration POST Exploit

The last exploit we will see is a POST exploit that performs Powershell environment enumera
-tion in Windows. Let's start with what is Powershell? Windows PowerShell is a task automat
-ion and configuration management framework designed by Microsoft which consists of a co
-mmand line shell and associated scripting language built on the .NET Framework and .NET

Core.

PowerShell provides full access to COM and WMI, enabling administrators to perform
administrative tasks on both local and remote Windows systems. Its same as a command lin-
e shell but powershell is more powerful than CMD. It is a very helpful tool for network asminis
-trators. If used properly, it can also be used by hackers to the full potential.

But we need to know about the Powershell settings installed on the target system for th
-is. This powershell enumeration module exactly does that for us.

Let us see how this module works. Just like any Metasploit POST module, we need to
have a valid meterpreter session to run this module. Background the current meterpreter ses-
sion and load the powershell environment enumeration module as shown below.

Type command "info" to view the information about this module as shown below.

Type command "show options" to view the options to be configured. Set the session ID of t-
he meterpreter session we just sent to background and execute the module using command

run.



As you can see in the image above, our module successfully completed powershell enumera
tion of the target machine. Powershell version 2.0 is installed on our target system an there a
-re no powershell snap-ins are installed. It seems none of the users have powershell profiles.

That's all in this issue of Metasploit This Month and we will be back with more interesti-
ng modules is the next issue.
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Exploiting vulnerable VSftpd Server

METASPLOITABLE TUTORIALS

The lack of vulnerable targets is one of the main hindrances for practising the
skill of ethical hacking. Metasploitable is one of the best and often underestimated
vulnerable OS useful to learn hacking or penetration testing. Many of my readers hav-
e been asking me for Metasploitable tutorials.So we have decided to make a complete
Metasploitable hacking guide in accordance with ethical hacking process. We have
planned this series keeping absolute beginners in mind.
In the last two issues, we saw two types of vulnerability assessment is perform

-ed. In this issue, we will see how to exploit one of the vulnerabilities in the Metasploit

-able 2 system.

In the previous issue, we saw how information about the services running in the target syste-
m can help us in researching about them and finding vulnerabilities in those software. For ex-
ample, imagine | am a black hat who performed a Nmap scan on the target (in this case,
Metasploitable). The target has displayed so many banners of the services running.

| decide to try out the FTP service at port 21 as a starting point. Since | am a black hat, assu-
me | have not performed any automated vulnerability scan. Following the process shown in

the last issue, | google about vsftpd 2.3.4.



| got a lot of information about the FTP service at port 21. Vsftpd stands for very secure FTP

daemon and the present version installed on Metasploitable 2 (1.e 2.3.4) has a backdoor inst
-alled inside it. It seems somebody uploaded a backdoor installed Vsftpd demon to the site. T
-his malicious version of vsftpd was available on the master site between June 30th 2011 and
July 1st 2011. So our target might be using the malicious version. While searching for exploit
on exploit database, | found a Metasploit exploit for this vulnerability.

So | started Metasploit and searched for the exploit. | found it after some time.

https://metasploit.com

The only option required is the IP address of our target to be specified in the RHOST option.
| set the RHOST option and executed the exploit using the "run™ command.
4 N

WARNING:
This tutorials are for educational purpose only. Using this
tutorials on systems on which you have no permission is
illegal and is punishable.




| successfully got a shell on the target system as shown in the image above. | try out some b-
asic Linux commands. As this shell has root privileges (shown in the above image), | decided
to have a look at the passwd file of the target. Here it is.

Since we have shell acess, we can perform all tasks which we perform from the terminal of a
Linux system. We can even shutdown the remote system but keep in mind that you will use
your access to the system.

In hacking and cyber security, you will often hear about getting a shell or getting shell
access. A shell is nothing but an user interface which gives hackers access to control
various services of operating system. On Windows machines we get CMD shell whereas on
Linux machines we get UNIX shell. We have seen instances of getting shell in this issue.




WHERE'S MY DATA GOING BRO?

HACKED - The Beginning

As we came outside the office, the mood was refreshing. We had some chat, two of us were
worried about the role and one of my friends appreciated me for the question and said that
my questioning was right. One of them was ready to go anywhere for any salary with any con
-ditions attached while other two still didn't make up their mind. While chatting, they had som-
e smoke and "passpass" and we ended the day and went to our homes.
| reached my home and refreshed myself. | thought of resting for the day but as it happ-

ens everytime with me, | ended up browsing on my phone. As | opened the lock of the phone,
| noticed there were numerous missed calls from Niranjan, one of my friends.l was notin a m
-ood to talk with anyone but he called me again then. Feeling frustrated, | lifted his call. He as
-ked me as to why | did not lift his call. | told him | was in an interview. Then he told me | need
-ed his help as he thinks his system got hacked.

| was startled when he pronounced the word "hacked". | got up from my bed and went ou
-tside to my terrace to talk further. He was sure his system was hacked. | asked him why he t
-hinks so. After he told me the exact problem, | assured him that | will check it the next day o-

nly.

Niranjan was one of my many friends who lives in a room alone now. Like many unem-
ployed people, he is studying a course related to animation. His family visits him seldom. He
had a system with internet connection. He was using a plan of Rs.550 per month and he wou
-ld get 20GB internet data for it. The problem was his data was reaching its limit just after 10
or 15 days. First he ignored it but it persisted month by month. | told him he might be downlo-
ading a lot (You know what it is? At his young age, people tend to watch or download lot of m
-ovies both normal and **** types). But he was particularly sure that was not the reason.

Next day | went to his room. He will be at the institute at that time and asked me to col
-lect the key to his room from the adjacent room guy. | knocked that door and collected the ke
-y from a rather weirdly observing guy. | opened the room and turned the computer ON. It wa
-s not protected by any password. | was feeling like an experienced Forensic Investigator out
to solve a serious cyber crime case. That interview | recently attended has improved my conf
-idence a lot.

| checked the system but found nothing suspicious. | checked if there are any suspicio
-us connections using "netstat" command but found nothing. To be sure, | downloaded the lat
-est copy of an antivirus and performed a "Full Scan" on the system. After an hour, the result
came out as absolutely clean. | checked if there's any meterpreter installed on the system. E-
ven that turned out negative. Next | checked for some evident disk changes and some other
checks. But even that turned out be negative. Either the system has been hacked by most ad
-vanced hacker or it is a false positive (a hack has never happened). | am sure it would be se
-cond reason.

| checked the downloads section and torrent files. There were not even any movies do
-wnloaded recently. Even this was clean. 20GB may mean a few movies. But who would dow
-nload movies and clean his tracks? | thought. There's only one possibility.

| shutdown the system, locked the room and gave away the keys to the same guy with
the weird looks. | called my friend and told him my conclusions. | asked him who may have p
-hysical access to the system. He was sure only he had it. Then he told me somedays his rel
-ative who works in a hotel for night shift comes to his room to sleep but he is not a computer



guy. My suspicion fell on him but why would he erase the download history. My friend gave hi
-m full access to everything. This was not going anywhere.

To Be Continued

___________________________________________________________________________________
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HACKING Q&A

Q: Good day, | happened to read the July i-
ssue of the Hackercool magazine which ha
-d a q&a section and a question on how to
become a hacker but the answer was not
very clear to me. So | would like to find out
a few things from you on how to become a
pentester.

How do | start out? Do | learn a programmi
-ng language first (I read somewhere to lea
-rn one first) or do | just start trying out the
hacking tools/programs. | am pretty much
a total noob when it comes to these, but |
would like very much to get into pentestin-
g and hacking and | would really appreciat
-e your help. Thanks. -Joushua Ogboyi.

A: Hi Joshua Ogboyi. Happy to know that you
are a reader of our Hackercool magazine. Co-
ncerning that you are a total noob, isn't every-
one a noob at one point of his life. But you are
one step above others as you have taken a d-
ecision to learn pen testing.

Coming to your query on how to start, there
s no surefire method to do this but | advise m-
y students and readers to follow this method a
-s mentioned below.

Start learning the basics of ethical hacking
first like the OSI model, TCP/IP model and var
-ious hacking techniques.Gather knowledge o
-n how hacking works? Research how hackin-
g can be performed on each layer of OSI mod
-el. Learn also basic networking skills.As soon
as you start researching on this things, you wi
-Il go deeper in to learning advanced hacking.
While researching, try to learn atleast one scri
-pting or programming language. | suggest yo
-u learn HTML as most websites are made of
it.

But if you want to learn a programming lan
guage, | suggest you start with Python. It is re
latively easy to learn Python and most exploit-
s are written with Python. And Joshua, tools ¢
-ome last in the field of hacking. Remember t-
hat tools don't make you a hacker. They just s

-implify hacking.

Q: When | run a Metasploit module on a tar
-get, | get the result as shown below.
Exploit failed [unreachable]:
Rex::ConnectionRefused The connection
was refused by the remote host
(192.168.100.1:443).

Is the target not vulnerable or is it due to s
-ome other reason?- Mohit

A : Dear Mohit, you normally get this message
from Metasploit when your target is not acces
sible. This may be due to firewall blocking you
-r queries or the respective port is closed.
which you have no permission to.

Q: Hello | got a question here. Currently | a
-m running Kali Linux latest version live wi
-thout installing. Does it work same as the
installed one? - Hemant.

A Yes, Kali Linux will work same whether yo-
u install it on hard disk or as a virtual machine
or as LIVE. The only difference between live i-
nstallation and other installations is that in LIV
E installation nothing will be saved. Once you
shut it down, everything is new as fresh.

Q:Hi | am trying to enable a dhcp server in
virtual box but cannot navigate to it with
c:\program files\oracle\virtualbox comman
-d. | have tried every combination (with
capital p f o v b )etc but no joy. Can you he
-lp me?

A : Hey Joy, first check in which folder is Virtu-
alBox installed in your system. This can be do
-ne by seeing the folders in C drive. If it is not
present in "program files" folder, check for it in
another folder "program files(x86)". Once you
find it, open CMD with admin privileges and tr
-y the commands. This should work fine now.

Send all your questions
regarding
hacking to

ga@hackercool.com
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HACKING NEWS

Wikileaks exposes CIA's Angelfire Toolset:
Continuing its leaks of tools from the vault7 of
CIA, Wikileaks has leaked its Angelfire project
which is allegedly widely used by CIA to hack
into Windows 7 and XP systems. This toolset
helped CIA to upload and execute custom ma
lware on target's systems. Angelfire consists
of five components, including Solartime, Wolf-
creek, Keystone (previously MagicWand), Ba-
dMFS,and the Windows Transitory File syste-
m each of which had its own function.

US FDA recalls Abbott pacemakers :

The US Food and Drug Administration recalle
-d over half a million Abbott pacemakers due
to fear that can be hacked by cyber criminals.
A pacemaker is a device implanted in heart to
monitor and control heart beat rate of patients
Analysts fear that hackers can access this de-
vice and change its function to even generate
a shock that can kill even its users.

Taiwan withesses increase in cyber attack-

ck into any phone, computer, traffic signal,
CCTV cameras and even nuclear establishme
-nts. He made this device using a router, a Sa
-ndisk memory card, keyboard, HDMI cable, a
cable, packagers, data transfer cable, high sp
-eed data transfer cable,mobile adapters, OT-
G, Wifi jammer and the Raspberry Pi.

Is West failing to combat Russian hacking:
A Latvian official claimed that the Western co-
untries were failing to combat hacking emana-
ting from Russia. He stressed that Russia wa-
s getting more advanced in using hacking and
fake news for its strategic purposes.

Are hackers already inside US Power Grid:
If reports from Symantec are to be believed, h
-ackers are not only inside US and European
power grids but also have gained operational
control over electricity distribution controls. Th
-e company claimed a group called Dragonfly
2.0 was behind the hack.

BestBuy will no longer sell Kaspersky anti

s:
The National Security Bureau (NSB), the top
intelligence agency of Taiwan has announced
that its website has seen a rapid increase of
cyber attacks since Tsai Ing-wen assumed pr-
esidency. Although it didn't announce the sour
-ce of this attacks, it is believed they are from
China.

India sets cyber security standards for ph-

-virus:

Amid fears that the Russian anti-malware firm
maybe under the influence of the Russian gov
-ernment, BestBuy the number one electronic
-s retailer in US has decided to stop selling pr
-oducts belonging to Kaspersky.The company
said that Kaspersky has many questions to
answer.

Australian Police wants mobile phone fore

one manufacturers :

The Government of India has laid down cyber
security standards for various phone manfact-
urers in India. This companies have to compl-
y with the cyber security standards which are

based on recommendations from the RBI and
the Department of Telecom and guided by the
IT Act. It has taken these measures as the co-
untry is moving towards creating a digital Indi-
a.

Indian hacker creates a Rs.3000 hacking d-
evice :

Indian hacker Kuldeep singh has created a ha
-cking device which claims can be used to ha-

-nsic hardware :

The Australian Police have opened a tender f-
or a portable forensic device for mobile phone
-s. They said they will use this device for perf-
orming forensics on legally seized mobile pho
-nes.

Police arrest cleaner who hacked into a co
-mpany and stole N2 million :

Rapid Response Team of Lagos, has arrested
a cleaner who allegedly hacked in to compan-
y's email system and transferred N2 million int
-0 his account. The cleaner did this by hackin-
g into a email and acting as a managing direc
tor.
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Football Association worried about hackin
The Football association is worried about IT
security and hacking can lead to breach of se
-nsitive information such as injury, squad sele
-ction and tactical details could be made publ-
ic. It has conveyed its concerns to FIFA and h
-as advised its players to avoid using public or
hotel Wifi and to be alert.

Bashware attack puts 400 million Windows
10 PC's at risk :

Cyber security firm CheckPoint has detected
a vulnerability in Windows 10 OS which can
allow malware to bypass the common antiviru
-s of the OS. This vulnerability is present in th
-e built in Linux shell in Windows 10.
Dangerous vulnerability found in Bluetoot-
h _:

If you frequently use Bluetooth, this news is
for you. Cyber security firm Armis has found a
vulnerability in Bluetooth, the popular wireless
file sharing service that can put around five bi-
llion devices under risk of hacking. This vulne-
rability can allow hackers to run an exploit an-
d access the phones without even touching th
-e smartphone.

Six million Instagram accounts compromis
-ed:

Phone numbers and email addresses of arou
-nd six million Instagram users have been acc
essed by hackers. Instagram is considered th-
e most popular photo sharing site. It seems
hackers exploited a vulnerability in code used
by Instagram to access the accounts.
Hackers release and delete data of Vevo :
Hackers hacked into Vevo, a music streaming
service and released around 3.12 Terabytes
of data on internet. This data consisted of doc
-uments and video content. The hackers said
they released data after an exchange with a
Vevo employee and also deleted after the Vev
-0 employee requested them to do so.

HBO's unique plan to beat hackers:

HBO which was recently a victim of data brea

-ch, came up with a unique plan to beat and
confuse hackers. It has decided to shoot Ga-
me Of Thrones Season 8 with multiple ending
-s to misdirect and confuse the hackers.
FitBit devices can be hacked :

University of Edinburgh researchers from Ger
-many and ltaly, in a recent research have co-
ncluded that personal information can be stol-
en from popular Fitbit devices. Fitbit devices
are secured with end-to-end encryption. This
data can only be decrypted after sensor data
reaches company's cloud servers. But resear-
chers have shown that this data can be decry-
pted enroute.

Hackers plant malware in CCleaner softwa
-re :

Hackers have successfully hacked into the po
-pular computer optimization software made
by Piriform, CCleaner and planted a malware
that could allow them to control millions of de
-vices. Hackers implanted this malware at a
time when company was preparing an update
s. Piriform said it estimates that 2.27 million p-
eople used the infected software.

EC proposes a hew cyber emergency resp
-onse Team :

European Commission has proposed a more
robust EU cyber agency which could help me-
mber states defend their elections against "hy
-brid attacks". The measure was proposed am
-id rampant reports that Russia was behind h-
acking many elections. The new-model EU cy
-ber agency was one of several Commission
proposals on Tuesday that mainly targeted ha
-cking for economic gain, crypto-currencies,
and single market reforms.

Iranian hackers targeting aviation and petr
-ochemical sectors :

Cyber security firm FireEye has reported that
hackers related to the government of Iran are
increasingly targeting aviation and petrochemi
-cal industries belonging to USA, Saudi Arabi-
a and South Korea. FireEye termed this hack-
ing group as APT33.
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Kali Linux 2017.2 released :

The makers of Kali Linux, the ace penetration
testing distro have released the latest version
2017.2 of the OS. Apart from adding several
new tools, effort has been put to reduce confu
-sion for both newbie and veteran users of Ka
-li Linux, said the developers.

North Korea targeting bitcoins :

The North Korean hackers are allegedly targe
-ting bitcoin exchanges belonging to South Ko
-rea and other countries to accumulate bitcoin
-s. This strategy may be useful for the country
which is being crippled by economic sanction-
s imposed by USA.

German companies target of industrial esp
-ionage :

Many German companies proficient in cutting
edge manufacturing technologies have been
under constant attack of Chinese hackers. Th
-ese hackers are targeting the intellectual pro-
perty of the companies.The German governm
-ent is now moving to shield companies from
state-backed hackers and criminal gangs by e
-mploying hackers.

Data breaches in 2017 up by 23% compare
-d to 2016 :

According to the reports made by the Identity
Theft Resource Center (ITRC), there have be-
en 1,022 data breaches recorded this year un
til September 21 and more than 163 million re
-cords have been exposed this year already.
This is an increase of approximately 23% tha-
n the same time last year. In 2016, the ITRC
reported a record total of 1,093 breaches.
Deloitte hacked :

Coming close to many major data breaches, it
appears Deloitte the consultancy firm has bee
-n the latest victim of a data breach. The com-
pany accepted that it was a victim of a data br
-each but also said the impact was miminum.
The breach allegedly targeted company's em-
ail servers.

US SEC to set up a special unit to tackle c-
yber threats :

The US Securities and Exchange commission
has decided to set up a special unit to tackle
hackers. It took this decision in light of the late
-st data breach of Equifax.

UK sees rise in car hacking cases :

The cases of criminals hacking cars are incre-
asing in United Kingdom. They are becoming
adept at disarming modern security technolog
-ies like immobilisers, alarms and keyless ent-
ry systems in vehicles. This was concluded af
-ter a study was conducted which revealed 11
0 cars on the roads in the UK and Europe wit-
h keyless entry systems could be hacked in s-
econds.

Remote malware attacks targeting ATM's :
Trend Micro’s researchers have reported that
there has been a increase in cases of networ
-k based attacks targeting ATMs.These attack
-s can cause ATMs to spill out tens of thousan
-ds of dollars and requires no physical interac
-tion with the ATM.

Russian hacker claims he worked for Putin

Peter levashov, a Russian hacker arrested in
Spain by United States said he worked for Ru
-ssian President Vladimir Putin’s United Russi
-a party earlier and was afraid that he would b
-e tortured and killed if extradited to Russia.
Peter Levashov was charged with hacking off
-ences with accusations of operating a netwo-
rk of tens of thousands of infected computers
used by cyber criminals.

India's National Internet Registry hacked :
IRINN (Indian Registry for Internet Names an-
d Numbers) is hacked and its data is posted o
-n darkweb.Cyber security solutions company
Seqrite along with its partner seQtree detecte-
d and also notified the Indian government abo
-ut this breach. The hackers have advertised
for “access to the servers and database dump
of an unspecified Internet Registry” on a Dark
-net platform, which Seqrite and seQtree
identified as IRINN. It is not yet clear as to wh
-0 this hackers are and how they breached th
e Registry.
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